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AnaHoTanus
CraThs MOCBAIIEHa BOTTPOCAM CTONKOCTH cTeraHorpadudeckux cucreM. /lam 0630p 0CHOB-
HBIX TOHSTHUIl cTeraHorpaduu, pacCMOTPEHBI PA3JIMYHBIE TOAXOIBI K CTeraHorpaduyueckoi
cToiikocT, (haKTOPBI, BAUAIONNE HA TPAKTUIECKYIO CTORKOCTb CTErOCUCTEM, a TAK¥Ke OCHOB-
HbIe BUBI CTErOAHAIN3A, UX TITIOCHI M MIHYCHI.
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1. Bsenenne

Creranorpadust — 3T0 HAyKa ¥ UCKYCCTBO CKPBITON mepemadn uadopmaru. CKpbI-
BaeTcs caM (pakT HATUYHs 0OMeHa nHpOopMaIuei. 1o TOCTUTATCS Iy TEM BCTPAUBAHIS
COOOIIeHNT B He BBI3LIBAIOINI TTOI03PEeHNi 00bEKT, HA3bIBAEMBIil CTeraHOrpaduIeCKuM
koruTeiinepoM. B mmdpoBoit creranorpadgum B KadecTBe KOHTEHHEPOB MCIOIb3YIOTCS
ndpoBbie W300parkenns, MUGPOBOE ayIN0 U BUIEO.

Ocuornas 3a7a4a creranorpadun chopMyIMpoOBaHA B BUIE TAK HA3BIBAEMON «IpO-
OJIeMBI 3aKJIIOUEHHBIX». J/[Boe 3akioueHubix, Amnca n Bob, cuasaT B pa3HbIX KaMepax.
JI71st TOrO 9TOOBI CILIAHKPOBATDH MOOET, UM HEOOXOTMMO OOMEHUBATECS HH(POPMAITHEil 0
OTKPBITOMY KaHAJY CBS3U, KOHTpOJHMpyeMomy Hapyinurenem Epoii. JIng Toro, aToObi
nepenath coobinenne Body, Anuca BcrpanBaer ero B creraHorpaduyueckuii KOHTeHHep
W TIepeJIaeT pe3yabTar BCTpanBaHus (CTero) 1o Kauasy ces3u [1].

B creranorpadun paccMaTpuBAIOTCS TPU MOJEIN HapymTens [2].

1. EBa — naccuBHbIil HapymuTenab. B 9ToM ciydae ee OCHOBHas 3aja4a COCTOUT B
obHApY KEeHNN caMoro (PaKTa HAMMIHU CKPBITOH mepeaatdn HHGOPMAINK, MOAI(UAITHPO-
BaTh crero y EBbI BO3MOX)KHOCTH HEeT. EBa mccieayer nmepexBadeHHOe CTEro Ha MPeaMeT
Hawaus CKpbiToil madpopMmanuu. Eciim nadopmarus ero He obHapyRusaercs, EBa me-
pecorutaer crero Body. B mpoTuBHOM ciiydae KaHaT CBI3U OJTOKHPYETCS.

2. EBa — aktuBHBII HapymmuTenb. B atom caygae EBa momudumupyer Kaxkaplil me-
pexBadYeHHBIN MTUQPPOBOIl OOBEKT B MOMBITKAX YHAUUTOXKUTH BO3MOKHOE CKPBITOE CO0D-
menwe. B kauecTBe aTak MOTYT MPUMEHSITHCS TaAKUe, HATPUMED, TPeoOPA30BAHUS CTETO,
KaK CXKATHe C TIOTePSIMU WU HU3KOYACTOTHAS (DUIHTPAIIHS.

3. Hapymmuresnb nasbiBaercs 3ionamepentbiv (malicious), ecsiu ero geiictBus ocHO-
BBIBAIOTCS HA CBONHCTBAX KOHKPETHOTO CTEraHOrPaOUIECKOTO aJITOPUTMA, U HATPABJIEHDI
Ha TaifHoe BMeIareIhcTBO B KoMMyHuKamuio Asmcst u Bo6a. Hampumep, Esa moxer
MOMBITATHC BhIIABAThH cebs 3a Anucy uan Boba.

Kaxk npasuno, B 3a1a9ax CKpPBITOi Hepeadn HHMOPMAIIUT TPE/IN0IAraeTCs MPUCyT-
CTBUE TTACCUBHOTO HAPYIIUATEIS.

BcerpanBanve wubopMmaiun B creraHorpaduueckuii KOHTEHHED 3aKJII09YAeTCs B
He3HAUNTeahHON ero mommbukamyn [3]. BHeceHHble M3MEHEHNsT He JIOJIKHBI OOHADY-
JKUBATHCSA CTATHCTHYECKH W C TIOMOIIBI0 OPraHOB 9yBCTB 4YeoBeka. Eciu, K npumepy,
nHdOpMAII BCTpauBaerca B MuQpPOBOe M300paskeHne, TO dIEMEHTaMH KOHTeiiHepa,
MOIUQUIUPYEMBIME TIPU BCTPAMBAHUU HHMOpMAIUKU, MOTYT ObITH HHTEHCUBHOCTD IIBE-
TOBBIX KOMIIOHEHTOB MUKCEJIOB, KOI(DDUITUEHTHI PA3IUIHBIX TPEOOPABOBAHMIA.
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1.1. PopmaabHOe onpejeseHne crerocucremMbl. Jlamnv dopmasbHOE Ompe-
nenenne crerocucTemsl. Ilycts k — creranorpadudecknit K04 u3 MHOXKecTBa K BO3-
MOXKHBIX creranorpadudeckux kiodeir, k € K, M — MHOXKeCTBO BO3MOYKHBIX CKDPbI-
BaeMbIX cooOImennii, C' — MHOXKECTBO BO3MOYKHBIX CTEraHOrpadUIeCKuX KOHTEHHEPOB.
Creranorpaduueckasi cucremMa COCTOUT U3 JABYX OTOOpaKeHWit: BCTPAMBAIOIIETO O0TOO-
paxkenns Emb m m3Baexkaromero orobpaykenns Ext:

Emb: Cx K x M — C, (1)

Ext: CxK—M (2)

raknx, uro Ext(Emb(c, k,m), k) =m ansascex c € C, k € K, m € M. Berpansatoimee
npeobpa3osanne Emb remepupyer Ha OCHOBE KOHTEiHEpa ¢, KI04Ya k U COODIIeHus m
crerocoobmenue s, s = Emb(c, k, m).

2. Creranorpaduveckasi cToiiKoCcTb

2.1. NuadopmarnmoHHO-TeopeTUYecKoe ompeaesieHne croiikoctu. Ilycrs
creranorpaguyeckue KOHTEHHEPbI ¢ WMEIT BEPOSITHOCTHOE pacupenenenune Po,
Pc(¢) — BeposiTHOCTB TOTO, 9TO Asncoit Gyzer BbIOpaH KOHTeHHEp ¢ JJisi BCTpanBa-
uust wHdopmanuu. Jta nadopmanusa n3sectua Ere.

[Ipenmonaraercs, uTo u creraHorpaduyeckuii Km0 k u3 mHOX)KecTBA K, 1 cO00-
meHne m U3 MHOXKecTBa coobmennit M BoiOmparorcst papaoBepoaTno. Ha ocrose sToit
nHdOpMAIUN 1 pacupeaenennsa Po ¢ MOMOIIEI0 (POPMYJT MOMHON BEPOSITHOCTH MOXKHO
MOJIyunTh Pg — BEPOSATHOCTHOE PACIIPEIETIEHIE MTOJIYYaeMbIX B PE3yIbTATe BCTPAUBAHUS
nrdopmarmn crero, Pg(s) — BEPOATHOCTH TOTO, YTO CKPBIBAIONINM TTPE0Opa30BaAHNEM
Oy/eT creHepupoBaHO CTEro §.

Cpasnenue pacupegenenuii Po u Pg npousBoautcs Ha ocHOBe paccrosinus Kyib-
6aka — Jleitbsiepa (OTHOCUTEIBHOl SHTPOINUK), KOTOPOE ONPEIEJIeTCs CIeAY oMM 00-

pazom’:

T Pc (o)
D (Pc”Ps) = PC (C) 1og P (C) (3)
ceC s

OTHOCI/ITeJIbHaH SHTPONNA BCETIa HEOTPUIIATE/IbHA W PaBHa HYJIIO TOrJa W TOJIb-
Ko Torda, Korma Po = Pg. OTHOCHTENbHAS SHTPOMNUS HE SABISIETCS PACCTOSHUEM B

CTPOTOM MATEMATHIECKOM CMBICTE (TaK KAK OHA ACHMMETPUYHA W HE YIOBJIETBOPSET
HEPABEHCTBY TPEYTOJHHUKA).

Ecnu D(P¢||Ps) =0, to ecrb pacupezenenue co3nasaembix Aucoil crero Pg cos-
MaJaeT ¢ pachnpeIeseHrneM CTeranorpaduIecKux KOHTEHHepos P, W3BECTHBIM Hapy-
IIATE0, TO CTETOCUCTEMA SIBJISIETCST abcoatomuo cmotkod [4], Tak Kak HApyIIUTENb He
IMeeT BO3MOKHOCTH PA3JUYUTEL CTEr0 U KOHTCHHEPHI.

Ecmu D(Pc||Ps) < e, 10 crerocucremMa ompejensercs Kak e-croiikas [4]. Yem
MEHbBIIE 3HAYCHHE £, TeM 0ojee CTOHKOH K MACCHBHBIM CTErOAHATUTHYCCKHAM ATAKAM
ABJIACTCA CACTEMA.

2.2. TIIpaktmyeckas croiikocTh. OIEHUTH CTONKOCTH CTErOCHCTEMBI B
TEOPeTUKO-NH(MOPMAITMOHHOM CMBICTE HAa TMPAKTUKE HE MPEICTABIAETCS BO3MOXKHBIM,
[TO3TOMY BBOJIMTCS MOHATHE CTEraHOrPadUIECKOH CTORKOCTH B MPAKTUIECKOM CMBICTIE.

Creranorpaduyeckas cucreMa Ha3bIBAETCS CMOUKOT 6 NPAKMUYECKOM CMBLCAE, €C-
JIV He CYIIeCTBYET CTErOaHAJUTHIECKOTO AJITOPUTMa, KOTOPBIH ObLI ObI criocobeH obHa-
PYKUBATh HAJIW4YME CKPBITON nHdopManuu. Takum 06pa3oM, MpakTUYeckasi CTORKOCTh

1Bce smorapudmsr B ganHO# paGoTe GepyTCs MO OCHOBAHHIO 2.
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CTEroCUCTEMbI 3aBUCUT OT PA3BUTHS CTETOAHAJIUTUIECKNX METOJIOB M MOYKET TTOHMKATh-
cd C Pa3BUTHEM METO/0B CTeroaHasIn3a.

Ormerum HakTOPBI, BAUMIONIAE HA CTORKOCTD CTEraHOTPAMDUIECKAX CHCTEM:

e BBHIOOp CTEraHOrpapUIECKOrO KOHTEHepa,;

e croco0 M3MEHEHUs 3JIEMEHTOB KOHTeHepa,;

® KOJIMYIECTBO M3MEHEHHBIX 3JIEMEHTOB;

® IPABUJIO BHIOOPA M3MEHSEMbBIX 3JIEMEHTOB KOHTEIHEpa.

2.2.1. Bpi6op creranorpadudeckoro kKoHreiiHepa. Ot BbiOOpa KoHTEHHEPA
JIJTsi BCTpauBaHust WH(MOPMAIUN CUJIBHO 3aBUCUT BEPOSITHOCTH OOHAPYIKEHUsT HATHIUS
CKPBITOTO COOOIIEHUST HAPYIITUTEIEM.

Paccmorpum ciy4ait mcmosib3oBanust 1MugpOBBIX U300paykKeHUil B KadeCTBE KOH-
reitnepoB. He ciemyer mcmonb30BaTh A1 BCTpauBaHus uHGOPMAIHH U300PAKEHUS C
HEOOMBIINM KOJUYIECTBOM IIBETOB W M300parKeHus, CO3JaHHbIE B TPA(UICCKAX PeaaK-
ropax. Cieyer TakKe u3berarb UCMOJIb30BaHNs U300PaXKEHUs, KOTOPOe paHee ObLIO B
dopmare JPEG mia BcrpanBanus nadOpMaInn B MpOCTpaHCTBeHHON oOnactu. JPEG-
KOMTIDECCHST OCTAaBJISIET «CJIe[l»> B N300parkKeHNn, KOTOPbIH MOXKeT ObITh 0OHApy¥KeH [5].
ITocyie e BcTpanBamust WHMOPMAIINN ITOT «CJIET» COXPAHUTCS, HO CYIIECTBYET CIOCO0
OTPEJIEJIUTH TO, YTO JAHHOE H300PAYKEHUEe HEe MOTJIO OBITH MOJIYY€HO JIUIIb B PE3yIbTaTe
nekommnpeccun JPEG-uzobpakennsi. 910, KOHEUHO Ke, BHI30BET MOM03PEHNUs .

2.2.2. Crnoocob um3sMeHeHUs 3JIeMeHTOB KoHTeiiHepa. Ilpu BcTpamBanum mo-
dopmanuu HeKOTOpBIE 31eMEHTHI KOHTEHEpa (0afiThl HHTEHCUBHOCTHU IIBETOBBIX KOM-
nouenT nukcesos, JPEG-koaddutmentst u ap.) U3MEHSIOTCSA B COOTBETCTBUY ¢ OUTaMU
CKPBIBAEMOTO COOOIIEHN.

Paccmorpum pacnpocTpaneHHbi cydail, KOrjaa B pe3yabTare BCTpauBaHus COOOIIe-
HUE COJEPIKUTCSA B MJIAININAX OUTAX COOTBETCTBYIOIINUX JIEMEHTOB KOHTEHHEepa.

Ecth 1Ba OCHOBHBIX MOAX0A K U3MEHEHHWIO MJIAJIIIEro OWTa, ecii OH HE COBIAIAET
CO BCTPANBAEMBIM:

1) wsmenurs wMmyammuit 6ut Ha nporusBonosoxkubii (01000111 — 01000110,
00111010 — 00111011). Ucnonb3yercs, nanpumep, B anropurme Jsteg [6];

2) Bbruects eamauny u3 unciaa (01000111 — 01000110, 00111010 — 00111001).
HNcnonb3yercs, nampumep, B anaropurve F5 [7].

Cnenyer 3aMeTUTh, YTO MCIOJIHL30BAHME TIEPBOTO CITOCODA BO MHOTHX CJIydasX Cy-
IECTBEHHO TIOHWIKAET CTOMKOCTH cTeranorpadudeckoii cucrempl. B [6] onmcana rucro-
rpaMMHasi aTaka Ha ajaropurm Jsteg, UCnoab3yomas KMEHHO 9TO ero CBOWCTBO.

2.2.3. KoummyecTBO M3MeHEHHBIX 3jeMeHTOB. OQUYeBH/IHO, 9TO YeM MEHbIIe
HCKAYKEHUI BHECEHO CKPBIBAIOIIMM MPeoOpPa30BAHUEM, TeM HUYXKE BEPOSTHOCTH OOHADY-
JKEHUs CKPBITON mHMOpMaImu.

OrHoITIeHe KOJINYECTBA TIEPETaHHBIX OUT K KOJIMYECTBY BHECEHHBIX MCKAYKEHUN Ha-
3biBaercs 3¢ dexruBHOCTHIO Berpansanus (embedding efficiency) [8]. Boicokoe 3navenne
9TOrO MapaMerpa CBUAETEbCTBYET O BO3MOXKHOCTH HEOOHAPY KUBAEMOI IIepe/1avdn CpaB-
HATEIBHO OOJBIIOTO 00beMa HH(MOPMAIIIH.

B kauecTBe mpuMmepa paccMOTpPUM CIOCOO TOBBIMeHUsT 3((HEKTUBHOCTH BCTPAUBA-
HUsl, HA3bIBAEMbIH MaTPUIHBIM BeTpauBanueM (matriz embedding). Ou GbLT pemIoKen
B [7] kak wacTh anroputma F5, ckpeisatorero nadopmarnuio B n3obpaykennusx ¢popmara
JPEG.

[Ipumenenne 3Toro crnocoba MO3BOJSIET BCTPOUTH k OUT B n KO3 DUIHMEHTOB, r1e
n=2F — 1, nyTeM M3MeHEHNS TOIHLKO OTHOTO U3 ITHX KO3(bQHUIMEHTOR.

[Iycts H — matpuna k X n, CTOJOIBI KOTOPOIi MPEICTABISIOT CODON BCe HEHYJIEBbIE
BeKTOpBI JuHbl k. [lycTh & — BEeKTOp AJIMHBI 1 U3 MJIAAMINAX OUT UCTOJb3YEMBIX KO-
3¢ dunmeHToB, a m — BEKTOP AJUHBI k, COAEpIKAINii OUTHI CKPBHIBAEMOTO COODITEHNS.
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Eciu Hx = m, T0O W3MeHEHUs BHOCUTH He TpeOyercs — COOOINEHNe yKe COMEep:KUTCs
B MJamgmux Omrax Koadgdunuentos. B mporuBHOM ciiydae BBIYHCIAETCS BEKTOP 2 =
= Hx —m. QueBUIHO, 9TO z COBIAJIAET C OJHUM W3 CTOJOIOB MaTpuiibl H , Hampumep
¢ j-m. Torma coobiienvie m MOXKeT OBITH BCTPOEHO MyTeM HM3MEHEHWs j-TO 3JIeMeH-
Tta BekTopa . [lomydaresnb, u3BAEKIHUi TOCIEIOBATEIFHOCTh & W3 MPUHATOTO CTEro,
BBIUUCJISIET COOOINEHNe ceayomumM obpasom: m = Hy.

MaTpu4HOe BCTpAaHBAHEE [IO3BOJIAET BCTPauBarh k out B n = 2F — 1 koaddurmen-
T0B ¢ BHecenneM B cpeaneM (1 — 1/2F) mamenenmit.

2.2.4. TIlIpaBuio BbIGopa. Oauu u3 crocoGOB MOBBIMIEHUs YCTOWIUBOCTH CTe-
raHorpaguIecKkoil CHCTEeMbl — AJANTUBHBINA BBHIOOD 3JIEMEHTOB CTETNOKOHTEHHEepa st
BcrpanBanus wHdopmanuu. K npumepy, nradopmanms MOXKeT BCTpauBaThCs B Hanbo1€e
3aITyMJIEHHBIE YIACTKNA W300PaYKEHUsI, 9TO YCIOKHSIET ee 00HAPYIKEHUE HAPYIITUTETIEM.

OHAKO CIIe/lyer 3aMeTHTh, 9TO aJJallTUBHOE MIPABUIIO BHIOOPA 3JIEMEHTOB KOHTelHe-
pa galie BCero He 3aBUCUT WJIU CJ1aDd0 3aBUCUT OT CEKPETHOro Kiroda [9]. Dro cpoiicTBO
MO3BOJISIET U HAPYIIUTEII0 YCIENTHO MPUMEHUThH 3TO TPABUJIO BHIOOPA, YTO MOMKET IM03-
BOJINTH €My TPOBECTH YCIENHYIO aTaKy HA CTErOCHCTEMY.

Ota mpobiemMa MOKeT ObITH PEIeHa, eCJIM MPU BCTPAUBAHUU COODINEHUST CITOJIb3Y-
ercst ua(OPMAIUs, JOCTYI K KOTOPOH HAPYIIHUTEb MOJIYYUTh He MOXKeT. Takoi moaxos,
K COKPBITHIO, MO3BOJIsIS UCMOJIb30BATh MPEUMYIIECTBA AJANTHBHOIO cTeraHorpadude-
CKOTO peobpa3oBaHus, He MOHUKAET YCTONIUBOCTU CHCTEMbI, TAK KAK HAPYIIUTETb HE
UMEEeT BO3MOXKHOCTH MPUMEHUTH MPABUIIO BHIOOPA JIEMEHTOB CTeroKOHTeiTHepa. V3B1e-
JeHue COODINEeHMs MoJIydaTe/ieM BO3MOXKHO Oyraromaps “wet paper codes”, mpeioken-
ubM B [10].

Hanpuwmep, B [11, 12] upennoxena crerocucremMa ¢ aJanTUBHBIM BbIGOPOM 3J1€MeH-
TOB KOHTeliHepa. V3BecTHO, 9T0 YesoBeYecKuil 11a3 He YyBCTBUTETIEH K MCKAYKEHUSIM
HA TPAHUIAX OOBLEKTOB, TIOITOMY [IJisi BCTPAWBAHUS WHMOPMAIUUA B STOM METOJE WC-
MOJTH3YIOTCS TTUKCEJIBI, HAXOSIIIECs HA TPAHNUIAX 00bEKTOB Ha M300PAYKEHUN.

3. KJIaCCI/ICl)I/IKa[[I/IH CTeroaHaJInTn4deCKux arTak

Creroananus — 3TO HayKa ¥ MCKYCCTBO OOHAPYKEHHUsI CKPBLITOH MHGMOpPMAIMK WA
ompeaeeHns KaKAX-In00 mapaMeTpoB CTerocucTeMbl. B aToM ciydae MBI paccMaTpu-
BaeM aTaku EBbI.

CreroananTrdecKne aTaku pPa3/IMIaloTCs M0 UCIOAB3YEMBIM METOIAM, 10 HMErO-
meiicss y creroanaanTuka nHMOPMAIUH, M0 MOJYyYaeMOi B Pe3yibTare aTaku WHMOP-
varmn. EcTh Ba OCHOBHBIX MOAXOJA K IMOCTPOEHUIO MACCHBHBIX CTEMOAHATUTHICCKAX
aTak: CTeroaHa M3, OCHOBAHHDINA HA KOHTPOIUPYEMOM OOy UIEHNN, I CTATHCTHICCKUIT CTe-
rOAHAJINS.

3.1. Creroananmn3i, OCHOBaHHBI HAa KOHTPOJUPyeMOM oO0ydeHuu. ITOT
BHJ CTErOQHAIN3a 3aKJII0YAETCs B O0ydeHHMH Kjaccu(pUKaTopa Ha OCHOBE BBIOODKH,
COCTOSINEH n3 OOJIBITIONO KOJUYECTBA CTEr0 W TMYCTHIX CTEraHOrpadUIeCKUX KOHTEl-
HepoB. Ha Bxoz knaccudukaropa mogaeTcss BEKTOP 3HAYEHU, BEIYUCICHHBIX HA OCHOBE
cTero u KoHreitnepos u3 oby4datonieil Boibopku [13, 14].

[Tiocet TOrO BUJA CTEroaHamn3a;

® TOKA3BIBAET XOPOIINE PE3YIbTATHI IPU MPABUILHOM TOAO0PE MapaMeTpoB, MoIa-
BAEMBIX Ha BXOJ KJIACCH(PUKATOPA;

e Ipu OOYUEHUHN KAAaCCH(PUKATOPA TSI KAKOTO-TTHO0 KOHKPETHOTO aJITOPUTMA MOXKET
OBITH JOCTUTHYTO JOCTATOYHO TOYHOE OOHApyzKeHne WH(OPMAIINT;

e HeT HEOOXOAMMOCTH B Pa3pabOTKe CTATHCTUICCKAX MOJENel — HCIOIb3yeTcs 00y-
Jaionas BLIOOPKA;

® MaIMHHOE 00YYUeHHEe — XOPOIIO UCCIETOBAHHAS 00IACTh.
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MunycBI 3TOTO BH/Ia CTerOaHaIN3a!

® JI7TsT KaK/IOr0 KOHKPETHOTO CTEraHOrpapuIeCcKOro alropuTMa TpedyeTcs 00y InTh
OTJIENBHBIN KIACCH(DUKATOD, 9TO HEIIPOCTO PEATH30BATH HA MIPAKTUKE;

® KPUTHUYECKU BAYKEH MPABUJIbHBIN BHIOOD TAPAMETPOB, MMOIaBAEMbIX HA BXOJ, KJIAC-
cudukaTopa, B TO BpeMs KaK YeTKas CUCTEMHAs CXeMa MOA00pa ITUX MapaMeTpPOB He
pa3paborana;

® HEKOTOPbIE MapaMeTPhbl CAMOro KIaccu(pUKATOPA U MapaMeTphl Mporecca o0y de-
HUASA JOJKHBI OBITH TOMOOPAHBI CTEMOAHATUTHKOM, a ITOT MOA0OO0P YACTO MOXKET ObITh
OCYIIIECTB/IEH TOJHKO METOIOM MPOD U OMHOOK;

® CTErOAHAJMTUK HE MMeeT BO3MOYKHOCTH KOHTPOJHUPOBATHL BEPOSTHOCTHU OIMTHOOK
MepPBOTO ¥ BTOPOTO POJIA;

® OTHOCSIINECST K 3TOMY BUJIY CTErOaHAJN3a METONIbl He CIOCOOHBI, KaK MPaBUIIO,
OIEHUTH CTEraHorpapUIecKuil KI0Y WK IJIUHY COODIIEHUS.

3.2. Crarucruyecknii creroasaiuns. CTaTHCTHYECKUI CTErOAHAINS HATTPABJIEH
Ha ODOHApY’KeHNe CKPBITOTO COOOIEHNsT Ha OCHOBE MCCJEIOBAHWS CTATHCTHYECKUX 3a-
KOHOMEPHOCTEH, HApyIaeMbIX CKPBIBAIONINM Mpeobpa3oBanneM. ATaku, OTHOCSIIUECS
K 9TOMY BUJy CT€rOaHaju3a, JI0CTaTOYHO pa3zHoobpasubl [6, 13, 15] u ucnonb3yior pas-
JINYHBIE CBOWCTBA CTEraHorpaduyeckux KOHTEHHEPOB U aJIrOPUTMOB.

[Irochr cTATHCTHYECKOTO CTEroaHaIn3a;

® HEOOXOIUMBIi [IJIsT CTATUCTUYECKOTO CTErOAHAIN3a MATEMATHIECKUN anmapar Xo-
poIIo pa3paboTaH W MOMKET OBITh HANPSIMYIO MPUMEHEH TPH MOCTPOEHUN CTErOaHAJIN-
TUYECKUX aTaK;

® CTErOaHAJMTHUK MMEET BO3MOXKHOCTH KOHTPOJIUPOBATH BEPOATHOCTHU OIMHMOOK Tep-
BOI'O UJIM BTOPOrO POJIA;

® eCTh BO3MOYKHOCTH OIEHKHU CTEraHOrPadUIecKOro KIH0Ya, JJIHHBI CKPHITOTO CO00-
IIIEHNsT, MECTOHAXOYKIEHUS CKPBITOM nH(MOPMAIINU B CTErOKOHTEHHEDE.

Munycbl cTaTHCTHIECKOTO CTErOAHAIN3A:

® 5P HEKTUBHOCTD CTATUCTUYECKOrO CTErOAHAIN3A 3HAYUTEHHO YMEHbBIIIAETCH PH
HAJIMYUUA HETOYHOCTEH B MCHOJIb3yeMbIX CTATUCTUYECKAX MOJENAX;

® CTATHUCTUYECKAS HECTAIMOHAPHOCTH MU(MPOBBIX W300paKeHWl BHI3HIBAET 3HAUH-
TeJbHbIE TTIPAKTUYECKNE 3aTPY/THEHNS.

4. JPEG-creranorpadusi u ee npemgest

Pacnpocrpanennocts uzobpaxkenuit B popmare JPEG crama npuaunnoit ocoboii ak-
ryanbaoctu anropurmMoB JPEG-creranorpadum 1 coOTBETCTBYIONMX CTErOAHATATHYE-
CKUX aTaK.

Bce anropurver JPEG-creranorpadun BcrpanBaroT nHMOPMAINO MyTeM MOAuU-
karuu AC-kodddunuentor JPEG-npeobpasosanus. BOJbIIHHCTBO CYNIECTBYIOMNX aJl-
ropurmos JPEG-creranorpadun ucnonb3yor B KadecTBe KOHTEHHEPOB U300paKeHUs
B ¢dopmare JPEG, ectb anropurmbi, KOTOPbIE HCIOJb3YIOT HECKAThIE H300DAXKEHUS,
BeTpamBas uadoOpMaIuio B nporecce npopenenus JPEG-npeobpazoBanus u yauTbiBas
orGpacekiBaemMyto nadopmMamio [9].

Ucnonw3osanne nynepbix JPEG-k03bduImnenToB TpUBOAUT K 3HAYUTETHHOMY IO~
HUKEHUIO CTORKOCTH CTErOCHCTEMBI, O3TOMY JIJisi BCTPAUBAHWS WH(OPMAIUU HCIIOIb-
3ytorcs Toabk0 Henynesbie AC-koadduruenTo.

UccnemoBanns MOKA3bIBAIOT, YTO HA JAHHBIH MOMeHT jyuriue aaroputmbl JPEG-
creraHorpadgur MOTYT ODECIEYUTh CTOWKYIO K MACCUBHBIM aTakaM Mepeaady WHdOp-
Malli| MPU MPOMYCKHON CrocoOHOCTH, He npesbimaromeit 0.05 6ur na wenysmesoii AC-
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k03 dunment (crToiikoil B JAHHOM CIydae CUUTAETCA CTErOCUCTEeMA, Jjisi KOTOPOIl T10-
JIyCyMMa BeposTHOCTEl OlnbOK 11epBOro u BToporo poja upesbimaer 0.4) [16].

3akJiroueHue

Creranorpadudeckas CTONKOCTh — KJIIOYEBOE MOHATHE creraHorpaduu, Ompeesis-
IOIIIee MEeCTO CTEeraHorpadWIecKuX METO0B B DEIIEHUHN 3334 3aluThl nHMOPMAIUN
[17-24]. B macrosimeii craThe paccMOTpeHbI 6a30Bble MOHATHsI creraHorpadun, MoHs-
TS THGOPMAITTOHHO-TEOPETUIECKON 1 TPAKTUIECKOIT CTORKOCTH CTETOCHCTEM, CTIOCOOBI
MOBBIIMIEHNS TPAKTUIECKON CTONKOCTH, KIACCU(PUKAINSA CTErOAHATUTHIECKAX ATAK.

Summary
E.V. Razinkov, R.Kh. Latypov. Security of Steganographic Systems.

This paper regards the security of steganographic systems. Two main approaches to
steganographic security are discussed. Two types of steganalysis are examined, advantages
and disadvantages of each type of steganalysis are considered.

Key words: steganography, steganalysis, information hiding, steganographic security.
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