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AnaHoTanus

B crarbe mpemraraercs IOAX0m K MATEMATHYIECKOMY MOIE/JIUPOBAHUIO creraHorpadmde-
ckux 00bexkToB. IIpenmoxkena maremarndeckass Moess G poBoro n3obpakenns: B hopmare
JPEG. IlIpencraBnen 3¢dbdeKTUBHBIN aJrOpuTM pEIeHns 331291 IeJ0UNCICHHON MUHUMN3a-
nun cenapabesbHON (DyHKIMHM, BOSHUKAIOIMIEN [IPK HCCJIEJ0BAHUU MaTeMaTUYeCKUX Mojeseil
cTeranorpamIecknx 00 HLEKTOB.

KuroueBble cjioBa: MaTeMaTHdYecKasi MOJeNIb, CcTeraHorpadus, creraHorpaduieckas
CTOUKOCTD.

BBenenue

[Mudposas creramorpadus — HAyKa O CKPLITOH mepemade WHPOPMAINH, KOTOPas
OCYIIIECTB/ISETCA 32 CUET BCTPANBAHMS CEKPETHOIO COODIEHNs B HEKHUil mudpoBoii 00b-
€KT, HA3bIBAEMBbIH cTeranorpaduIecKuM KOoHTeiiHepoM. B KadecTBe KOHTEHHEPOB WHC-
MOJTB3YIOTCS, B 9aCTHOCTH, T POBBIE N300paskeHus, ayano- u Bumeodaiiisl. [ludposoit
00BEKT CO BCTPOEHHO# B HEr0o mHGOpMAIHei HA3BIBAETCS CTErO.

Bagaga HApYIIUTE st — yCTAHOBUTH (DAKT HATTMUMS CKPBITOTO coobrenus. Kiouenoii
mapaMerp creranorpadudecKkoil cucTeMbl — cTeraHorpaduIeckas MPOMyCKHAsS CIOCO0-
HOCTBH — KOJIMYECTBO WH(MOPMAIUU, KOTOPOE MOXKeT OBITh BCTPOEHO B KOHTEWHED Ipu
YCJIOBUM OTCYTCTBUSI BO3MOYKHOCTH MPAKTUIECKOTO OOHAPYKEHUST BCTPANBAHMS.

Maremaruieckoe MOAeInpOBaHue MUMPOBBIX 00HEKTOB — PACIPOCTPAHEHHBIN WH-
CTPYMEHT HCCJIeIOBaHUs CBONCTB creranorpaduueckux cucrem. CTOUT OTMETUTDH, OJI-
HAKO, OTCYTCTBHE MOjeJiell, KOTOPbIe Obl 00/1a/1a1i KAXK/IbIM U3 CJIEIYIOMINX CBOMCTB:

® PACCMATPHUBAIN CTErAHOTPA(PUIECKYIO CTOMKOCTh B TEOPETUKO-UHGMOPMAITHOHHOM
CMBICIIE;

® OMUCHIBAJIN (DOPMATHI UCTIOJIB3YEMBIX HA MPAKTUKE KOHTEHHEPOB;

® MOTIJIM HEMOCPEICTBEHHO MCIOJIb30BATHCS I MCCIEIOBAHNS U COBEPINEHCTBOBA-
HUsl CYIIECTBYIONIUX CTEraHOrPaUIECKAX CUCTEM.

Mpub1 mpejjaraeM MeTOJ MATEMAaTHYECKOrO MOJEJIMPOBAHUS CTEraHorpaduaeckux
00bEKTOB, MO3BOJIAIONINI CTPOUTH MOe/H, 00J1aJaioNine BCEMU BBIIIENepednCaeHHbI-
MU CBOWHCTBaMMU.

C moMoImpo MpeaIaraeMoro MoAX0Aa MBI CTPOMM MOAeh IU(pPOBOr0 M300parke-
uus B popmare JPEG — camom pacmpocrpanentnom dgpopmare mudpoBbIX n300parxkeHuit
B cetu uTeprer, 910 jgesaeT ero HanbOJIEe TPUBJIEKATEIHHBIM [IJisi BCTDAMBAHUSA WH-
dopmanun creranorpapuIecKuMNI METOTAMH.

1. Creranorpaduveckas CTOMKOCTh

1.1. Ompegenienne creranorpadpuyeckoii cucrembl. Paccmorpum (opmasib-
HOe ompesesieHne creranorpadudeckoit cucrembl. [lycts k — cexkpeTHbIl cTeranorpa-
dpuuecknii K09 3 MHOXKecTBa K BO3MOXKHBIX Ka04Uei, M — MHOXKECTBO BO3MOYKHBIX
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BCTpamBaeMbIx coobmennii, C' — MHOXKecTBO KoHTelHepos. Creramorpaduyeckas Cuc-
TeMa COCTOUT W3 JBYX OTOOpasKeHWit — CKPBIBAIOIIEro mpeobpazopanus Emb u m3sme-
Karorero mpeobpazosanus Ext:

Emb:Cx K x M — C,

Ext:Cx K — M

raknx, 910 Ext(Emb(c, k,m), k) = m nns npomssoabubix ¢ € C, k € K, m € M.
CkpoiBaroriee peobpazoBanne Emb renepupyer cTero § myTeM BCTpauBaHUs COODIIe-
HUsd M B KOHTEfiHED ¢ ¢ ucnoJib3oBanueM Kiuda k, s = Emb(c, k,m).

1.2. Teoperuko-mHbOpPMaIMOHHBIN MOAX0J K creraHorpadudecKoi
croiikoctu. Ilycts Pc obo3Hadaer pacnpenesieHne BepOATHOCTEH creranorpadude-
CKUX KOHTeliHepoB, T0 ectb P (¢) — BEPOATHOCTHL TOrO, 4TO MO KaHajly CBA3H Oyier
mepesan KOHTeiHep ¢, ecau creraHorpaduyeckas nepeada nH(GOPMANNKA HE BEIETCs.
O6o3naunm 4yepe3 Pg pacnpejenieHne cTeroo0beKTOB €O BCTPOEHHON uHMOpMarmei,
vyepe3 Pg(s) — BEPOSITHOCTH TOTO, YTO CTEr0 § OyIET MOJIyYeHO HA BBIXOJE CTErOKOepa.

CpaBuennue pacnpenenennii Po u Pg mpon3BoauTcs Ha OCHOBE paccrosgauns Kymib-
6aka — Jleitbsiepa (OTHOCUTEIBHOl SHTPOINUK), KOTOPOE ONPEIEJIeTCs CIeIAy oMM 00-
paszom [1]:

PC C

DENP) =Y Pele) 1og?8.
ceC

OTHOCHTEbHAS SHTPONKS BCETIA HEOTPUIIATEILHA M PABHA HYJTIO TOT/IA M TOJBKO TOT/A,
korga Po = Ps. Eciiu D(P¢||Ps) = 0, To crerocucrema nasbiBaercs: aGCOIIOTHO CTOd-
KOIi, U HAPYIIUTEIb HE MOXKET Pa3auduTh crero u Koureiinepor. Eciu D(Po||Ps) < ¢,
TO CTErOCHCTEMA HA3BIBAETCS £-CTOMKOM. UeM MeHbIte ¢, Tem 0oJiee CTOMKOI siBJIsieTCst
cTerocucTeMa.

2. Tloaxod K MOCTPOEHUIO MaTeMaTHYeCKON Mogean
creranorpagpuieckoro obobekra

Boranciienne 0OTHOCUTENBHON SHTPOIUK MEXK/y PACHPEIETeHUsIMUA PEATbHBIX -
POBBIX 00HLEKTOB, UCTIOIB3YEMBIX B KAYECTBE CTETAHOIPAMDUIECKIX KOHTEHHEPOB, HEBO3-
MOYKHO B CHJIy HEBO3MOYKHOCTH IMOJIYUEHUsT CKOJTBKO-HUOYIb TOUHON OIEHKHU PACIIpee-
sgennii P, u P,;. OmenKa OTHOCUTEILHOM SHTPOIMH MEXK/Iy PACIPEIeTIeHUIMI KOHTeHe-
POB H CTEro MO3BOJMIA OBl PEIIUTH 33739y BBIOOpA MApaMeTPOB CTErOCHCTEMBI, ODecTe-
YUBAONIUX MAKCUMAJBHYIO CTOMKOCTH WU MPOITYCKHYIO cocOOHOCTL. MbI iperaraem
[OJIXOJT K MOCTPOEHUIO MATEMATHIECKUX MOjeieil creranorpapuieckux 00bEeKTOB, KO-
TOPBIl OBl 00ECTIeYnBAI BO3MOXKHOCTD TOJYYEHHUS OIEHKHA OTHOCHUTEIBLHON ISHTPOMUU
B 3aBHUCUMOCTH OT TTAPAMETPOB BCTPAMBAHMWSA.

2.1. TIloctpoeHme comepxkatenabHoii Mogesu. [locTtpoenne maremarwdeckoit
MOJIETTH CTEraHOrPpadUIECKOr0 00HEKTa, MOAPA3YMEBAET:

e BBIJEIEHNE KOHEUHOr0 Habopa XapaKTepUCTHK KOHTEHHepa;

® OTIpeJIe/IEHNE TTOAX0/IA K CTEraHOrpapuvIecKoil CToiKoCTH;

e orpejiesieHue Crocoba M3MEHEHNsT XapaKTePUCTUK B 3aBUCUMOCTH OT MapamMeTpoB
CKPBIBAIOIIErO MPE0OPA3OBAHNS;

e ompeseseHne CBOWCTB CKPBhIBAeMOi HH(MOPMAINA U CTEraHOTPAMDUIECKOTO KII0Ua;

® OMUCAHNE CTPYKTYPBI CTEraHOTPAMDUIECKOTO OOHLEKTA B IIEJIOM;

e BBIJEJICHNE MapaMeTpPOB CKPBIBAIONIIEr0 MPeoOpPa30BaAHNS, BIWSHWE KOTOPHIX Ha,
CTOUKOCTH CUCTEMBI ABJIAETCA nIpeaMeTOM UCCIEJOBAHNUA.
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Brrimenepeunciennbie Marn OCymecTBIAIOTCS Ha dTalle TTOCTPOEHUS TaK Ha3bIBae-
MOit comepKaTeMbHON MOETN CTeraHorpagpuIecKoro KonTeifnepa.

2.1.1. Beigesienne koHeuHOTO Habopa xapakrTepuctuk. Onpeaesenre MHO-
JKECTBA CTETOAHAJIUTUYECKUX ATAK, CTOMKOCTH MO OTHOIIEHUIO K KOTOPBIM OYIeT Tpes-
MEeTOM HUCCJIEIOBAHUsI, BMECTE CO CHOPMYTUPOBAHHBIM MOAXOIOM K CTOHKOCTH OTpee-
JIIeT KOHEeIHBIH HAOOp XapaKTepUCTHK KOHTeiHepa.

2.1.2. Tloaxoxm K cTeramorpadmieckoii croiikoctu. B nacrosmeit paboTe Mbl
paccMaTpruBaeM CTOWKOCTh CTEraHoTrpaduvIecKkoil CHCTEMbl OTHOCHTEIHBHO CYNIECTBYIO-
[IIUX CTErOAHAJUTUIECKUX METO/IOB, & HE TUIIOTETUIECKUX METO/IOB, KOTOPhIE MOTJIH ObI
cymiecTBoBaTh. TakuM 00pa3oM, IPU OMPeeIeHNN CTORKOCTH CTETOCUCTEMBI MBI MOYKEM
U3ydaTh JUIIb T€ XaPAKTEPUCTUKU CTEr0, KOTOPbIE UCCIEIYIOTCS B CYIIECTBYOIIX TEX-
HUKAX CTErOaHAN3a.

IIycrs ¢ — creranorpaduvecknii Koureiinep, a f(¢) — BEKTOp XapaKTepuCTHK 00b-
€KTa ¢, KOTOPhIE UCCJIEIYIOTCS HEeKNM (DUKCUPOBAHHBIM MHOYKECTBOM CTETOAHAJUTHIE-
CKUX MeTO/MOB. B pamMKax BBIMEW3I0KEHHOTO MOIX0Ma IMUMPOBbIE 00HLEKTHI €1 U Ca,
JUI KOTOPBIX BbinoHgercd paeHcTBo f(c1) = f(c2), Hepaziuuumbl ¢ TOYKM 3peHust
CTErOAHAUTHYIECKUX METOJIOB U3 3TOTO MHOXKecTBa. Torja B KadecTBe KpUuTepus CTOM-
KOCTH CTErOCHCTEMBI MOYKHO pacCMaTpUBATh BeIndnHy I (Pf(C)HPf(E)), riae P
BEPOSITHOCTH TEePEeIatn Mo KaHaay CBA3M nudpoBOro 06heKkTa, HMEIONero BeKTOp Xa-
paxTepucTnk f(c) mpu orcyTerBum creranorpadudecKoil mepesatn JaHHBIX, a Prg) —
BEPOSITHOCTH TOrO, 9TO TIEPEITAHHOE [0 KAHAY CBSA3U CTEro OyJIeT UMEeTh BEKTOP Xapak-
repucruk f (¢).

2.1.3. Crpykrypa creranorpacdmdeckoro obbekrta. KitoueBoil uieeit na-
Iero MoAXoIa K CTPYKTYpEe CTeraHorpaduyeckoro o0bekTa, KOHTeHepa WM CTero,
SIBJISIETCS €10 MPEJICTABIEHUE B BUJIE HEMEPECEKAIOIINXCS TPYII 3JIEMEHTOB, MOIU(DUIIN-
PYeMBIX B IpoIecce BCTpauBaHusg WHGOPMAIUE. DJIEMEHThI KOHTelHepa pa3duBaTcs
HA TPYIIBI TAKUM 00Pa30M, 9TO €CJIH JIBA SJEMEHTA UMEIOT CXOXKHUEe CBOHCTBA W CTATH-
CTUKY, TO OHU MOMEIIAIOTCS B OJHY IPYTILY, €CJIM PA3JIMIHbIE — B PA3HBIE TPYIIIIHL.

[TapameTpsl CKPBIBAIOIIETO MPEOOPA3OBAHS, BIUSIHAE KOTOPHIX HA CTOWKOCTH CH-
CTEeMBI WCCJIEIyeTCs B JAHHON MOJENN — KOJUYIECTBO 3JIEMEHTOB KayKI0¥ W3 TpyIm,
MOIUGDUIUPYEMOE B MPOIIECCE BCTPAMBAHNS UH(MOPMAIIIH.

Takum obpaszom, creraHorpaduidecKuii 00ObEKT ¢, KOHTEHHep W CTero, MpeicTaB-
JIeH B Buze Habopa rpymni K03 UIHEeHTOB:

c={c"}, =1,

0jie ¢ — KOJIMYeCTBO TPYIII.
Kaxmag rpynma c* mpeacrasiser coboit BEKTOp KOI(DPHUITHEHTOB:

c' = {C?}?:H )

T7e N, — KOJUIECTBO IEMEHTOB B 1-i TpyIIIE.

3. Maremaruueckasi mogeJib MuppoBoro nzobpakeuuss B popmare JPEG

B cnygae ncnonb3oBanus B KAeCTBE CTeraHOrpadpuIecKoro KOHTeHHepa mudpoBoro
uzobpaxkenus B popmare JPEG (Joint Photographic Experts Group) kBanroBantbie Ko-
s durmenTsr auckpernoro kocunycuoro npeobpasosanus (DCT-koaddurments) Mo-
ryT OBITH pa3jesensl Ha 64 TPyNnbl B 3aBUCHMOCTH OT COOTBETCTBYIOIIUX MPOCTPAHCT-
BeHHBIX dYacTOT. Omua w3 3tmx rpynn — rpynmna DC-ko3ddunmenTos, ocraabHBIE
63 rpynmnbl — rpynnbl AC-ko3¢ dunmueHTos.
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[Iycts n — xonmuectBo DCT-ro3dbdunmentoB B m30O6parKeHnn, g — KOJIHIECTBO
rpyimi, | — KOMndecTBO OUT BO BCTPAUBAEMOM COOOIEHUH, M, — KOJUIECTBO KO3 u-

g
n = E N,y
u=1

[IUEHTOB B 4~ TpyIIe:
k — KonmudecTBO KO3 PUIMEHTOB N300paKEHNsA, KOTOPBIE MOTYT OBITh U3MEHEHBI, K, —
KosingecTBo K03 GUIUEHTOB B u-if rpymie, Koropbie MoryT 6bith u3menenbl (DC-koad-
dunmenTbr u306paXkeHus He U3MEHHAIOTCH B CKpbiBatomeM npeobpasosanuu: ki = 0),
k. — xommuuecTBo HenysneBbix AC-koaddunmentor B u-it rpynmne, v = 2,...,64, x, —
kosimaectBO DCT-k03ddunmenTos u-it rpynmbl, UCIOIB3yeMOe IJisi BCTPAWBAHUS WH-
dopmaruu, p, — BepOATHOCTH u3menenns HeryneBoro AC-koaddurmenra w-it rpymbt
B pe3yJibraTe BCTpAMBAHUS WHQOPMATIWH:

Ty

IMox § (a=10), d (a =b,c=d) Gynem noHuMaTh Ciepyolee:

1 =b 1 =bec=d
Sla=b) =4 ecan a =D, Sla=beed)y =4 ecin a =b,c=d,
0, ecam a #b, 0, ecam a # bwum c # d.

3.1. Auaropurmsbl BcTpamBaHus. B KauecTse mapaMeTpoB MOJE/N BHIOPAHBI aJjl-
ropuMThl BecTpanBanus wadopmanun F5 u nsF5. Creranorpaduyecknii amroputm F5
BcrpamBaer undopmaruio B nzodbpaxenus B ¢popmare JPEG myrem ymenbienus: abco-
JIIOTHOTO 3HaYeHust HeHyIeBbiX AC-k03DUIMEHTOR, OH UCIOIb3yeT MATPUIHOE BCTPAU-
Banue. Anropurm nsF5H —s1o mogudukamms anropurma F5, ucnonb3yomas Kogbl « MOK-
poit Oymarus B [EJIsIX YMEHBITEHUS] BHOCUMOTO BCTPANBAHUEM UCKAYKEHWS THCTOTPAMMBI
DCT-koaddurmenton [2]. Anropurm nsF5 cumraercs HanGosiee CTORKIM Cpein METO-
OB BeTpamBanus nHpopmanuu B n3obparkenns B ¢popmare JPEG, #e ucrnomas3yrormmux
JIONOJHUTEbHY 0 nHbOopMauio [2].

3.2. CreroanajuruyeckKue araku. B KauecTBe XapaKTEPUCTUK, UCCIIETYEMBIX
CTErOaHAJIMTHKOM, OBLT BEIOpaH HAOOp xapakrepuctuk PEV-274. PEV-274 — 310 Habop
XapaKkTepucThK n3obpaykennii B popmare JPEG, cocrosmmii n3 274 xapaKTepuCcTHK, Mo-
JIAaBAEMBIX HA BXOJ| CTETOAHAJTUTHYECKOMY KIACCH(MUKATOPY. DDDEKTHBHOCTD UCTIOhb-
3opannsg PEV-274 B creroanaimTuyeckmx arakax, OCHOBAHHBIX HA METOJI€ OMOPHBIX
BEKTOPOB C TayCCOBLIM sJIPOM, ObLla YCTAHOBJIEHA IKCIEPUMEHTAILHO [3].

Habop xapakrepuctnk PEV-274 cocront m3:

e 165 xapakTepucTuk, onuchkiBaomux rucrorpamMmmbl DCT-koad dunmentos;

e 26 XapaKTepHCTHK, OMUCBIBAIOIINUX Koppeaanuio coorBercreyonux DCT-koad-
PUIHEHTOB COCeTHNX OJIOKOB;

® 2 XapaKTePUCTHUK, OMUCHIBAOIINX «OI0IHOCTD» U300PaAKEHNUS;

e 81 XapaKTepUCTUKHU, OMUCHIBAIOIINX KOppesannio Mexkay cocemanvu DCT-koad-
dunmenTamu 0HOTO OJI0KA BIOIH Y€THIPEX HAMPABJICHUIA.

[TonHOE OMMCanme XapaKTePUCTUK U (DOPMYJIbI UX BBIYUC/IEHUST MOTYT ObITh HAIEHBI
B [3].

B pamkax marmero moaxoga K creraHorpaduIeckoil CTORKOCTH M poBoe n300parke-
uue B (popmare JPEG mpeacrapisercs B BuIe BEKTOPA CBOUX XapaKTEPUCTUK. BekTop
xapakrepuctuk JPEG-u300paxkenus B paMKax HaIel MOIEJN COCTOUT U3 CJIEIYFOIINX
XapaKTEePUCTHUK:

e rucrorpammbl DCT-koaddurimenToB KaxK ot rpynmbl;
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® MATPWIIBI TTEPEXOTHBIX BEPOATHOCTEH MPOCTHIX Iemeii MapKoBa, OMMCHIBAIOIINX
koppessnuio Mex 1y coorBercreyoniumu DCT-koaddunmentamu cocennux OI0KOB,
JI7I KaKI0i TpymIbl KO3 DUITHEHTOB;

® MATPWIIBI TTEPEXOTHBIX BEPOATHOCTEH MPOCTHIX Iemeii MapKoBa, OMMCHIBAIOIINX
koppesiunio mexay cocenanvu DCT-koaddunmenramu BHyTpu GJI0KOB.

Taxum 0Opa3om, pejiaraemMast MoJe/ b yauThiBaer 272 u3 274 xapakrepuctuk PEV-
274.

3.3. Bbrbrumciienme xapakTepuUCTUK KOHTeliHepa. BekTop xapakrepucTuk cre-
raHorpaguIecKoro KOHTeHHEPA BHIYUCISIETCS HA OCHOBE SMIUPUIECKUX JAHHBIX 110 TPU-
BEJIEHHBIM HUXKe (hOpMyJIaMm.

3.3.1. Twucrorpammbr DCT-kosddunuenron. ['ucrorpammbr DCT-k03ddu-
nuentoB JPEG-u300parkenust U3MeHSIIOTCS B pe3yJbTaTe BCTpaWBaHUs HUHMOPMAIUN
anroput™mamu F5 un nsF5. Ilpw stom 165 u3 274 xapaxrtepuctuk PEV-274 onwucnisa-
10T TcTorpaMmbl KoadbdnuneHTor [3].

I[Iycts H — BekTOp, COCTOSAIMIMI W3 ¢ 3JEMEHTOB — HOPMHPOBAHHBIX THCTOTPAMM
DCT-koapdurinenToB s Kaxka0i u3 g rpyri:

_ u=g
H= {Hu}uzl ?
H" - Bekrop, ommceiBawommit Hopmuposaauyoo rucrorpammy DCT-koaddurmenton
U~ TPYNIIB:
i=T
H" = {hg}’bzfl’Tl ?

1
re hg:n—z(s(c;:z‘), i < T

3.3.2. Koppeasamnusa mexay coorBercrByfoinumvu DCT-koad dbunmenramn
cocegaux biokoB. Koppensanus mexay coorsercrytomumu DCT-ko3dbdunmrentamu
coceanux 0JIOKOB onuceiBaercs 26 u3 274 xapakrepuctuk PEV-274 [3].

V - BekTOD, cocrosmmii u3 64 MAaTPUIL IEPEXOTHBIX BEPOATHOCTEI]:

_ u=g

V - {Vu}uzl )

V% — marpuia mepexoIHbIX BepOSTHOCTEl, OMUChIBaONas Koppensnuio mex y DCT-
ko3 durnmenTamu - TPYNNBI COCETHUX OJIOKOB:
u __ u i,j:Tg
V=L
2.0 (Cg =1,C44 = J)
v = =2 s j < T5.

CA ICED

S

3.3.3. Koppeaamnusa mexay cocegaumu DCT-kosddunueHTaMmu BHYTPH
6s0k0B. Koppessiusa mexay koddduruentamu Baypu 010Ka onuckiBaercs 81 u3 274
xapakrepuctnk PEV-274 [3]. CymecrByior 3¢ dhekTrBHBIE CTErOaHAINTHYECKIE ATaKH,
MCTIONIB3YIOIINE NCKITIOYUTEHFHO ITH XapaKTepruCTHKA [4].

Ob6o3naunm yepes M BeKTOp, COCTOSINNIT U3 ¢ JIEMEHTOB — BEKTOPOB MY :

M = {M"}, 7]
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Bekropsr M"Y mpeactaBasgioT cob0it 9eTBEpKU MATPHII:

MY = (Mu,h MY Mu,d Mu,m)

)

rae M%h, M®v, M®»?4 M“™ — MaTpHIIbI TEPEXOIHBIX BEPOATHOCTE!T, OMICHIBAIOIIIE
koppesiunio Mexay coceaanvu DCT-koad dburmentamu BHyTpHU 610K BIOIH 9€THIPEX
HAMIPABJIEHUI: TOPU3OHTAIBHOIO, BEPTUKAIBLHOIO, B/IOJIb IJIABHOW IMATOHAJIN U BJOJIb
MOOOYHOM AMAroHa Il COOTBETCTBEHHO:

MU/\f{ s,t=T3

s,t=—T3 "

a A\ — O/IHO W3 YeThbIPeX HANPABJIEHUNH,

S8 ([ = |2 = 5, |6 = 62 =)
1

7

26 (Jeir] = e =)

Ux
Mg

IMycrs ¢ € C' — uzobpaxenue-koureiinep, a f(¢) — BeKTOp XapakTepucTuk u3obpazke-

mns ¢, f(c) = (H(c), V(c), M(c)).

3.4. BrbrumciaeHnme xapaktepuctuk crero. Ilycts ¢ € C' — crero, moiyden-
HOe B pe3ynbTaTe BCTpamBaHus wHMOpManmn B m3obOparkeHume-Konreitnep c. BexrTop
xapakrepuctuk JPEG-u3zobpakenust ¢:

f©=HV,M)=H,V(@© .M@).
B srom pazmesne mMbr npuBoauM (HOPMYIIBI [1J1si BHIYUCICHUS XaPAKTEPUCTUK CTEro.

3.4.1. Twucrorpammbel DCT-kosddurmenroB. HopmupoBaHHbIe rUCTOrpaM-
vbr H DCT-k03dpdurmenTor crero-m30bparkennsi MOTyT OBITH TOJYYEHBI HA OCHOBE
rucrtorpamm Kourteitnepa H u BekTOpa X CleayommM o0pa3om:

—u Ny — Ty . .
h; = Thf T (h“Jrhl_Hgm), 1#£0, -Ti+1<i<T)—1,
U

u

hog = h§ + == (h} +h",).

u
21,

3.4.2. Koppeasanus mexay coorBercrByformuvmu DCT-ko3ad durnmenramn
coceHUX GJI0KOB. MaTpHIBI TEPEXOTHBIX BEPOATHOCTEH V MOTYT ObITH BBIUHCIICHDI
Ha OCHOBE MATPUIL TIEPEXOTHBIX BeposaTHOCTe#l V , HOpMUPOBAHHLIX rucTorpamMm H n
H, 1 BeKTOpa X CJIEIYIOMAM 00pa3oM:

2
T — (1 = pu)” vishi L P (1= pu) (V4 agn i i M rsgni + VF sgn 5 P4) .
1y T -—u —u
1

h; h
2,U u
+ puvi+sgn i,j+sgn 7' i+sgni
—u .
h.

7

3.4.3. Koppeaamnusa mexay coceaaumu DCT-kosddunueHTaMmu BHYTPH
6s10Ka. Marpuips! mepexofHbix BepogTHOCTe M MOryT ObITh BLIMHCIEHBI HA OCHO-
BE MaTpHIL TePeXOIHBIX BepoATHOCTel M m ycnoBHBIX BepoaTHOCTEH pp) W pqu,
3aBUCAIINX OT BEKTOPA X:

o=s+117=t+1

—UA —
E E mo"rpu)\ pU)\+15

o=s—171=t—1
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rie
Pl = (e~ | =5 | [ = || =0 Vi),
pUk+1 :p(|cux+1‘ o |E1{x+2‘ —t ‘ |cux+1‘ o |c?x+2‘ -7 VZ) )

YcoBHBIE BEPOSITHOCTH Py | pqu MOTYT OBITH BBIYUCJIEHBI CIEIYIOMNUM 00pa3oM:

}—ux+1 U |

PP [ 1| e = ) =
= p@E* =) -p (e =" = 1),
p (e - |_u”l‘ =s5-—1 ‘ lei™| — |c;”“‘ =s, Vi) =
= Dl = 6 = 1) p (€ = ),
(I — [ = | Je] — 6] =, Vi) = p (B = ) -p (£ =) 4
+p([E =l = 1) -p ([ = [ - 1),

k k
e p (e = ) = 1= “p,, p (] = [t = 1) = .
Ty Ny

3.5. IloctaHoBKa 3aa4YM BBIUYNCJIEHUS ONTUMAJIBHBIX MApaMeTPOB CKPbI-
BafoIero npeobpasoBanusd. 3a/1a9a BEIYUCICHUSA ONTUMATBHOTO KOJTUIECTBA HHGDOP-
MAaIUU Jjisi BCTPAUBAHUA B KAXKIyI0 u3 ¢ rpyni koddbduiuenTos (BeKTopa X ) ABJs-
ercs 3aJadeil MeJ0YnCIeHHON MUHUMU3ANNY (DYHKIIUA OTHOCUTEILHON SHTPOMUN ME¥K-
NIy PacCrpeieeHnsMi BEKTOPOB XapaKTEPUCTUK KOHTEHHEPOB U CTEro.

Bagaua MEHUMU3AINUAN (DYHKIIUH OTHOCUTEILHOM SHTPOIUHN JIJIsT MOJEIH H300pazKe-
uuga B popmare JPEG dopmynupyercs caenyiomumm odpa3om:

D (Pf(c)HPf(E)) — min,

g
Z =1, 0<zy <hy, u=12,...,9,
rie B
g T3 YA
D (Pe(o)l|Pee)) = Z N Z v;;hi logy _” + Z Z ot Vi log, miﬁ ;
u=1 1,j==—T> A st=—T: st

P =p ([T = e = s).

4. BeicTpble aATOPUTMBI I[EJI0YUCTIEHHON
MUHUMHR3AMNN cenapabesibHBIX QyHKITHI

JLis IOCTPOEHHBIX C MOMOIIBI0 TPEIAraeMOr0 MEeTOIa MATEMATHYIECKUX MOJe el
creraHorpadguiecknx 00bEKTOB XapaKTepHa cemapabenbHas (DYHKIWS OTHOCUTETLHOMN
SHTPOIMH B CUJIY IOJAXOAA K CTPYKType creraHorpadguieckoro oobekra. 3agada BhIYuc-
JIEHHSI ONTHMAJIbHBIX IapaMeTpPOB CKPBIBAIOLIErO IPeodpa3oBaHus OyAeT CBOIUTHCH,
B CBOIO O4Yepelb, K 3aJade [eJOYMCJICHHON MUHUMU3AIuU cernapabenbHOR (yHKIuu.
Bamernm, 9T0 (DYHKIHS OTHOCUTEIHHOM SHTPOMUK B MOJEN n300paykeHus B hpopMare
JPEG mue sBisiercsa cenapabebHOI.

[Tycts D — cenapabenbras yHKITHS:

re x:{mi}izf, 0<a; <ngy, ,€4,i=1,2,...,9.
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4.1. Cuy4ail BRINYKJBbIX HeyObIBaOIMUx (pyHKOUH d;. 3313498 MEJT0INCTIEH-
HOW MUHWMWU3AIUN UMEET BU/I;:

D ddeKkTuBHBIE AMTOPATMBI HETOIUCICHHON MUHIMU3AIMA BITYKJIOH (DyHKINHA Cy-
HIECTBYIOT W m3BeCTHLI. OmmImeM OOMen3BeCTHRIN «KATHBIN» aITOPATM MAHUMW3AINH
MPUMEHNUTEIHHO K C(hOPMYIUPOBAHHON BHIIE 3a7a9€.

«ZKamnwlity aaropuT™ MUHUMA3AIAN:

[ar 1. Monaraem [ := 0; x; := 0; Ad,; := Ad; (0), i=1,2,...,g;

[Mar 2. Beraucasem j = argmin Ad;; =1+ 1; x; := x; + 1; Adj = Adj (z5);

1,2, <n
[Mlar 3. Ecnu [ < [, nepeiitu x [Mary 2;
[ar 4. Pesynbrar: BekTop X = {2;}7_, .

Teopema 1. [Iycmv x - pewenue 3adavwu (1). Hmeem mecmo X — pewenue 3a-

g -
dawu (1), YT, =1, I > 1, mo cnpasedauew, nepasercmea
i=1

fiZ:ci, Z:].,Q,,g

HokazareabcTBo. J[oKazaTeabcTBO MpoBeseM OT mpoTuBHOTO. IlycTh yTBEpIKIE-
HHUE TeOpeMbl HEBEPHO, TO €CTh CYIIECTBYeT HEeIllyCTOe MHOXKECTBO MHJIEKCOB

I={iy,is,... iz}
Takoe, uT0 T; < x;, ecin i € I3 T; > x;, ecim 1 ¢ 1.
9 _
S _ (=19 o = _
[Tokazkem Temepe, 4TO CyIIeCTBYeT BEKTOp X = {Z;};_, Takoii, uro ) T; =1,

i=1
D(x)<D(X),0<z;<n,i=12,...,g.
T _ (=g )
ITocrponm BekTOp X = {Z;},_] creaymomnmm o6pa3om:
T = T; + ay, i:1a27"'7ga
rjie a = {ai}zz? — MPOU3BOJILHBIN BEKTOP, COCTOSAIINN U3 1EJTOYUCIEHHBIX 3JIEMEHTOB,
V/IOBJIETBOPSIONIAX CJIEAYIONIMM YCIOBUSIM

a; =0, ecmm 1€ 1,

0<a; <T—ux;, ecan i¢l,

Tak kak »_ (T; — ;) > [ — [, T0 BEKTOP X, YIOBJIETBOPSIONINT STUM YCIOBHUIM, CY-
il
mecTByeT. 3aMeTuM TakKzKe, ITO cyimecTByer j ¢ I Takoe, ato a; > 0.
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g - g g g - -

Nmeem, aro > Z; =, MOCKOMBKY » . Z; = Y. x;i+ y,a; =1 +1—1=1.
i=1 i=1 i=1 i=1

Teneps nokazkem, aro D (X) < D (X). Paccmorpum pasHocTs:

g g

Zdi (%) _Zdi (74) :Z(d (T (i) +Z di (%)) (2)

i=1 i=1 el il

B cuay Toro, uro Ad; (z;) > 0, Ad; (z;) —Ad; (v; —1) >0,0<x;<n,i=1,2,...,g
MBI MOYKeM 3amnucaThb /i meiablx y 1 2, 0 < z <y < n u HATypaJBHOTO 5, § < 2

di (y) —di (2) > di (y —s) —di (2 — s).
Tak xak Z; —2; > 0,ecmu ¢ ¢ [, u 3j ¢ 1: T; —x; > 0, T0 COpaBeAIHBO HEPABEHCTBO
(i (@) — di (7)) > Y (di (T — (@i — 23)) — di (3 — (T — x2))). (3)
igl gl

Hocrponm Bekrop X = {Z;}7_;

R Ti, el
T
T, —a;, 1¢1.
g g o
Bamernm, 11O Z =YTi—y a=l-1+1=1.
= i=1 i=1

PaCCMOTpI/IM npaByro 4acTh HepaBeHcTBa (3):

Z (di (Fi) —di (23)) + ) _(di (@i — (Ti —x3)) — di (T3 — (T — x3))) =

i€l ¢l
= (di (@) = di () + Y (di (F3) — di (2:)) = D (X) = D (x).
icl i1
g
Nmeenm, uto D (X) > D (x), Tak Kak X — perrenue 3a1a49u (1) u Z z; =1. Orciona u

u3 (2), (3) cremyer:
DX)—-D(x) >0,

YTO NPUBOJAMT K HPOTHBOPEYUIO, Tak Kak X — perienue 3aaa4u (1). Teopema nokasana.

O

Caeacrue 1. Pewenue sadauu (1) moorcem 6oimsd matideno ¢ nomoubio «iHcadto-
20> aA20PUMMA.

Caencreue 2. Ecau X — pewenue sadauu (1) u Ad;(x;) > 0, Ad;(x;) —
—Ad; (x; —1) >0, 0 <z <T;, daa arbozo i, mo eexkmop X moscem Gums Hatden
C NOMOWLDLIO <HCAOHO20» AA20PUMMA.

4.2. Cuayuaii HEBBITYKJIBIX Bo3pacTaominx dpyHKIui d; . PaccmarpuBaercs
3a/1a1a
D (x) — min,

ngzgn; l’iEZ, VZ,



MOJEJINPOBAHUE CTETAHOTPAOUYECKNX OB BbEKTOB 185

riae GyHKIum d; yIOBJETBOPAIOT CJIETYIOMINAM yCIOBHAM:

2. Vi dz;, 0< 2z; <m:

Ad; (z;) — Ad; (v, — 1) > 0 ipm z; < z;,

Ad; (x;) — Ad; (z; — 1) <0 pu n > x; > 2;;

3. Vi,jrecmm 3z, 0 < z < n: Ad; () < Adj(z), to Ad; (x) < Ad; (z) nna
goboro =, 0 < x <n.

4.3. DddeKTuBHBIl AJTOPUTM peIllleHnd 33/Ja4ud MUHUMU3AIUN cerapa-
GeapHoll dyHkIuu. B pavMrax Hacrosieid paboThl MbI mpemtaraemM 3MdeKTUBHBII
aJIrOpUTM HaXOxKJIeHus pernenus 3aga4un (4). IIpex e uem nepeiiTu K ONUCAHUIO CaMO-
ro aJITOPUTMA, BBEIEM HEKOTOPhIE 0DO3HAYUEHUS.

He orpanuuuBas obinocru, 6ygaem caurarb, 4ro Vi, j, i < j : Jz, Ad; (x) <
< Adj (l‘) .

Paccvorpum 3a1aqy MUHUMA3AITAN

g
2ok (4) = min
1=u
Yt =0, Vi<u,

l l .
0<y" <n, y" €z, Vi>u,
g
ul
Y = L.
i=u

u,l =g

Yepes y®! = {yi’ } X 0003HAYINM BEKTOP, TIOMYIAEMBIA B PE3YIbTATE TPUMEHEHHsT
1=

«JKATHOTO» AJITOPUTMA, JJIs petienus 3a1aun (5).

Beenem dyukuuu f,, (1) = Zg: d; (%”) AL ()= fu ()= fu(l—=1), 1 Dyy(x,) =
= “2—21 di (n) +dy (y) + fus1 (I = 24 —n(u— 1)), monoxum
i=1

ADu,l (Iu) = Du,l (xu) — Du,l (xu — 1) = Adu (Iu) — Afu—i—l (l — Xy + 1—n (u — 1)) .
BeesieM TakyKe BEKTOp ¢ = {qi}zf, qi = yf’lin(i*l)

Anropurm pemenus 3agauu (4) COCTOUT B CJIEIYIOMEM:

[lar 1. ITonaraem k = {LJ ;

n
1,1
[MMar 2. Econ y;” < 21, To nojaraeM s:= 1, nHade s := max u;

qu> 2y
Olar 3. s xaxaoro u = §,8 + 1,...,k Berawmeasgem D, := min Dy (z,),
Gu STy <N
oy, = argmin Dy, (2,,);
qu<Tu<n
[MTar 4. Beibupaem v Taxoe, auro D, = min D, ;
s<u<t
Illar 5. Pesynsrar: Bexrop X = {T;}.—7:
. y. : pX={7},_7:
n, 1<,
T; = Ay, 1= v, (6)

v+1,l—n(v—1)—a,

i , >,
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Jlemma 1. ITycmo x — pewenue sadauu (4) uau 6exmop, nosyuernbil 6 Pe3yibma-
me npumenenus «iHcadnoz0s aszopumma. Tozda we cyuecmeyem i, j, i # j makux,
umo z; < xp <n, zj < xjp<n.

HoxkazaresberBo. [JokaxkeMm or npotusHOro. [lycth x — pemenue 3amaun (4) win
BEKTOp, TIOJIYIEHHBIT B pe3yabTaTe MPUMEHEHNs «JKaTHOTO» aJrOpUTMa, U

31, 7, 27&] zi < < n, zj <xj <n,

10 ectb Ad; (SL'Z) > Ad; (QL'Z + ].) n Adj (1']) > Ad] (l‘j + ].)

He orpammumsas obmmocru, Oymem cumrats, uto Ad; (z;) < Adj(z;). Torma
Ad; (QL'Z + ].) < Ad] (LL‘]) , OTKy/Ja CJIeyeT, 9TO d; (QL'Z + 1)+dj (1'] — ].) < d; (l‘l)+d] (1']) .
Eciun x — pemenue 3amaunu (4), T0 MbI MOy 9HIU TPOTUBOPEYHE.

Teneph moKaxkeM, 9TO BEKTOP X HE MOYKET OBITh TIOJIYYIEH TPUMEHEHUEM «KaTHOTO»
anropurma. [lycts ma [llare 2 HeKOTOPOI UTEpaNuu aJrOPUTMA -l SJIEMEHT TPOMEKY-
TOYHOIO BEKTOPa paBeH Z;, a j-it — x; — 1. Ho Ad; (z; +1) < Ad, (z;), mostomy Ha
IITare 2 cnemyrormeit nrepanuu CHOBA OyIeT BHIOPAH - 3IeMEHT, KOTOPbIH MPUMeT 3Ha-
qeHne r; + 1. 7o 03HAYAET, ITO X HE MOXKET OBITH TOJyYeH TPUMEHEHUEM <«KaTHOTO»
angroputma. Jlemma moka3ana. O

Jlemma 2. ITyemv X — pewenue 3adavwu (4), uau 6ekmop, noayuennvill 6 pesyio-
mame NPUMENENUA <HCAH020» AAZOPUMMA, U cywecmeyem makoe T, wmo Ad; (x) <
< Ad; (z). Tozda T; > T; .

HoxkaszarenbcTBo. /loKaxkeM OT HPOTHBHOTO: MycTh T; < T;. Iloxaxkem, 9TO
di (%;) + d; (Ti) < di (Ti) + d; (T;).

ITo ycnosuio memMmer cymectsyeT =, 0 < z < n: Ad; (z) < Adj (x), OTKyma B CHIy
ceoiictB yuknmit d; ciaemyer cupaseuBOCTL HepasencTBa Ad; () < Ad; (z) mns
goboro z, 0 < x < n, modTomy

di (Tj) — di (T;) < dj (T;) — d; (Ti) ,

crenosarensHo, d; (T;) + d; (Ti) < d; (T;) + dj (T;). D10 03HAUAET, ITO X HE MOKET
ABJIATHC perenreM 3a1a4u (4), Mbl MOJYYUJIU TPOTHUBOPEYHUE.
Temnephb moKaykeM, YTO BEKTOP X He MOT GBITH TIOJYUEH B PE3YILTATE TPUMEHEHWsT
«JKaJIHOTO» AJITOPUTMA.
B cuny cBoiicte dyHrnmit d; CupaBeuBO CAEAYIONIEE YTBEPKICHNE:
max Ad; () < max Ad; (x) .
rz<x; x<x;
Bamernm takxke, uto Ad; (z; +1) < Adj (x; + 1), T0 ects j-ii 371€MeHT He MOT OBITH
YBEJINYEeH JI0 TOTO, KaK ¢-it npumMer 3Hadenue x; + 1. Jlemma mokazana. O

JIemma 3. ITycmv X — pewenue 3adauu (4), a X — 8exmop, noayuenusili 6 pe-
3YALMAME NPUMEHEHUS HCAOH020 an20pumma das pewenus 3adawu (4). Tozda ne cy-
wecmeyem i MmaKozo, wmo

xr; > max (fi, Zl) .

okazareabcTBo. Ilepedopmynupyem yTBep:KIeHHE JEMMBI CJIEIYIOMIIM 00pa-
30M: eciau x; > z;, TO T; > x;. Jokaxkem ot nmporusuoro. [lycts yrBepxaenue jgeMmbl
HEBEPHO W CYIIECTBYET &: x; > z;, ¥; < x;. llycts t = x; — ;.

Bo3moxkHubr 1BA caydas: x; =n 0 x; < N.

IIycte x; = n. Ilo memme 1 pasnocth

de (Tk) — de (:L'k)

ki ki
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MUHUMAaJBHA, €CJIN CYIMECTBYET j, IS KOTOPOTO T; > Zj, Tj < Ty, 1
overliner; = x; +t. Ilokaxkem, 910

d; (Iz) —d; (fz) < d; ($j + t) —d; (xj)

ITo nemme 2 Ad; (z) < Adj(x) mna moboro z, 0 <z < n,un x; > z;, ©; < Ty,
MO3TOMY
Adz(fl—l—k’)<Ad](fz+k)<AdJ($]+k), VEO<k<t.

de (Tk) > Z dp. (l‘k),
k k

a 9TO IPUBOUT K IPOTUBOPEUUIO, TAK KAK X — perienue 3aj1a4u (4) 1no yCa0BUIO JTeMMBbI.
Jlng cnygasa x; = n aeMMa JOKa3aHa.

Paccmorpum ciyuait x; < n. [Moaemme 1 x5 < 25, j #i: x; #n. Tak kak T; > z;,
T; < zj, TO A MOOOTO j #i: T #n.

BekTop x mosmyduen B pe3ynbTare MPUMEHEHUs «¥KaJIHOTO» AJITOPUTMa, MO3TOMY

MpbI oty Iun, ITo

x; <Tj < zj, Vj#i: xj #n U Ty > z;, OTKYJA CIEAYET, UTO A j # 11 Tj # N
Ad; ($) < Ad; (Zz) < AdJ (51) YV, ij Ty < a <z, T < 53‘ < T;

Kak n B mpeabiaymemM ciaydae, OIyIaeM

de (Tk) > Z dp. (l‘k),
k

k

YTO HPUBOAMUT K IPOTUBOPEYUIO, TaK KaK X — pelleHue 3aa4u (4) 1no yCcaoBUIO JeMMBbl.
Jlemma nokasama. O

Teopema 2. Bexmop X = {T;};_], onpedeaennwiti cozaacho (6), asasemes peuse-
nuem sadavwu (4).

HokazarenbcTtBo. B cuny nemm 1 m 2 cymecTByer j Takoe, 9TO X; = N, § =
=12,....75 % <z, 1=757+1...,9; Tjt1 <Tj; < n.

ITo cneacTemio 2 K Teopeme 1, ecii j U T; HalfIE€HBI BEPHO, TO OCTANTBHBIC 3TTEMEHTEI
BEKTOpa X MOTUYT ObITh HANJIEHBI C OMOIIBIO «2KATHOTO» AJITOPUTMA.

Anropurm nepebupaer Bce 3aayenus j or k, oupeaensemoro B [lare 1, no s, onpe-
nensemoro B [lare 2, k > s.

[Mokazkem, aro s < j < k. OueBugno, uro k > j. I[lokaxkem, aro j > s.

s ciyuass s = 1 1moka3aTeabcTBo odeBuaHO. st ciaydas s > 1 mpuBemem a0Ka-
3aresbeTBO OT npotuBHOro. Ilycts s > 1 u j < s, n > qs > zs. Ilo nemme 3 momygaem,
9T0 N > Tg > 2. Ho j ObuLIO BBIOpAHO TakuMm, 910 T; < 2;, ¢ > j. Mbl momyduian
MPOTUBOPEYHE.

Tax Kaxk aaropuT™ 71 Kaxkaoro j, s < j < k, mepebupaer Bce 3HAYEHUS T, CPEIIN
KOTOPBIX MOYKET MPUCYTCTBOBATH ONTUMAJILHOE I JTAHHOTO j, TO CPeIu 3HAYEHU
D, , sorauciennbix Ha [Ilare 3, o6s3aTebHO IPUCYTCTBYET MUHUMAJIbLHOE, & COOTBET-
CTBYIOIINY €My BEKTOP X, KaK CJIeJlyeT W3 U3JI0YKEHHOIrO BBIIIE, SIBJISETCH PereHueM
sazauu (4). Teopema mokazana. O
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3akJiroueHue

B macrosmeii pabore MbI MpPEACTABUIN METOI MATEMATHYECKOTO MOJIETMPOBAHUS
creraHorpaduIeckux 00bEKTOB, TIO3BOJISIONITIT OIEHNBATH CTEraHOTPAMUIECKYIO CTOl-
KOCTh B TEOPETUKO-UH(MOPMAIMOHHOM CMBICJIE. DTOT MOAXOJ MOXKET OBITH MPUMEHEH
JI7I TIOCTPOEHMS MOJIeNiell pealbHbIX CTeranorpapuaecknx o6bLEeKTOB PA3IUuIHBIX (HOp-
maroB. [Ipegmoxkena maremarudeckas MOAe b MuGPOBOTO M300paykenns B (opmare
JPEG wu mocraByiieHa 3ajada BBIYHCIEHUS ONTUMAIBHBIX MAPAMETPOB CKPBIBAOIIETO
npeobpazoBanns. IIpennoxken 3pGEKTUBHBIN aITOPUTM TIEIOUNCICHHON MUHIMU3AITAT
cenapabenbHON (DYHKINH OTPEIeIEHHOTO BUIA, JOKA3aHA OMTUMAJILHOCTD PEITIEHN S, TT0-
JIy9aeMOro ¢ TIOMOIIBIO0 3TOTO AJITOPUTMA.

Summary

E.V. Razinkov. Mathematical Models of Steganographic Objects.

In this paper, we propose an approach to mathematical modeling of steganographic objects
and a mathematical model of JPEG image. We also provide a fast algorithm for integer
minimization of separable functions.

Key words: mathematical model, steganography, steganographic security.
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