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AnHoTanus

B pab6ote BBIAeASI0TCS XapaKTepUCTUKN 00PA3I0B NHMOPMAIIMOHHOTO OPYKUS U CTPOSATCS
MapKOBCKHUE MOJIEIN (DYHKIIMOHUPOBAHUS KOMMYTaTOpPa W ME¥KCETEBOr0o dKpaHa. Ha ocHoBa-
HUM TIOCTPOEHHBIX MOJIEJIEH [1e/1aeTCd OIEHOYHbBINH PACYET XapaKTEPUCTUK PACCMATPUBAEMBIX
00pasIoB U CTPOUTCH METOJIUKA PACCMOTPEHUsl CPEJCTB 3AIUTHI C UCIOJIH30BAHUEM TEOPUH
MapKOBCKUX TTPOIIECCOB.

KuarodeBsbie ciioBa: MapKOBCKHE MO/JIE/IN, KOMMYTATOP, MEYKCETEBOM SKPAH.

BBenenue

B pamkax mepexoma OT WHIyCTPUAJBHOTO K WH(MOPMAIMOHHOMY OOIIECTBY, KU3HE-
JIeITeIHHOCTh KOTOPOTO 3aBUCUT OT TIPOIEccoB cOopa, XpaHeHus, mepeaadn u 00paboTKn
PPaKJAHCKOM U BOEHHON nH(MOPMAIINT, CTAHOBSTCS YPE3BBIYANHO AKTYaTbHBIME BOIIPO-
CbI HAAEKHOM 3anThl HHGOPMATMOHHON HHPPACTPYKTYPHI TOCYIapCTBA, OCOOEHHO €ro
CTPATErUYECKON CHCTEMbl YIPABJIEHUsS, a TaKyKe 0DOPOHUTENHHBIX U YIAPHBIX DOEBBIX
CHUCTEM OT BCEX BUJIOB COBPEMEHHOIO W MEPCIEKTHUBHOTO WH(MOPMAIMOHHOTO BO3Ieii-
CTBUS TTPOTUBHUKA.

B macrosiiiee Bpemst Takoil BUI BO3/IEHCTBUS OTEYECTBEHHBIE U 3apyOeKHbIE CIIeIH-
AJIUCTBHI CBA3BIBAIOT C MPUMEHEHUEM B TPOTUBOOOPCTBE TOCYAapCTB WH(MOPMAITHOHHOTO
opyxus (H10) [1-5].

BeposgTHOCTHBII TOIXO MTUPOKO MCIOIB3YETCs TIPY TOCTPOSHUN Moz el (pyHKIm-
OHMPOBAHUS CPEJICTB 3AIMUTHI WHMOPMAIINN, TAK KAaK TOJBKO BEPOSITHOCTHBIE MOJIEJH,
KOTOpbIE CTPOATCS HA OCHOBE CYIIECTBYIOMEH aBromarusuposanuoii cucremsr (AC) u
CHCTEMbI 3AIlUThI, HA JIAHHBIA MOMEHT CIOCODHBI JAaTh KOJTHIeCTBEHHYIO XapaKTePUCTH-
Ky yPOBHs 3alllUIIEHHOCTH cucTeMbl. B paborax [6-9] dyHKIMOHUPOBaHUE [IOACUCTEMbL
3AIUTHI PACCMATPUBAETCS OTAEIBHO 0T (DYHKITMOHUPOBAHKST ABTOMATU3ZUPOBAHHON CH-
CTEMBI YIIPABJIEHUS CIEIUAJLHOTO HAZHAYEHUS UJIU YK€ 3aTPArnBaETCs UCKIIOIUTETHHO
nporpammMmHoe obecriedenvie. Buecte ¢ Tem cyimectByoT padorst [10], onnckiBaormme wc-
[OJIb30BAHUE TEOPUU OYepeiedl g aHaan3a NPOEKTUPOBAHUS KOMIBIOTEPHBIX CeTeil.
B cuy BbINEn3I0KEHHBIX TPUYUH BEChbMa AKTYaJ bHBIM MPECTABISIETCS MOCTPOCHHE
BEPOSTHOCTHBIX Mozeseil dpyukimonuposanus 3amnumerabix AC B enom. Kpome Toro,
MOJIEJTA HE YUUTHIBAIOT BEPOSATHOCTH HAJIEXKHOM PA0OTHI CHCTEMbI, OTHAKO, HAJIEKHOCTH
SABJISIETCST HE MeHee BayKHBIM MOKAa3aTesieM CPeJ JIPYTHUX MapaMeTpoB 0e30TacHOCTH.
B GonbimmHCcTBE MOEeH NCMOMb3YIOTCS METOIBI TeOpHH IpadoB, a Tak¥XKe CoepyKaTcs
MPEJINOCHUTKYI UCIIOIB30BAHNS TIPU MMOCTPOEHUN MOJIeTel De30MacHOCTH TEOPUU MAPKOB-
CKHUX TPOIECCOB, YTO MO3BOJIAET HAM MPOU3BOJAUTH OIEHKY 3AIMUIIEHHOCTH W HAJIEK-
HOCTH KaK OTJAeIbHBIX 00pa3noB MO, Tak u cucTem 3amuThl B KOMILJIEKCE, UCTIOJIb3Y s
METObI STUX JUCIUTLIVH.
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Henwnio gannoi paboThl ABIgeTCa pa3dpadborka mozeneit MO ¢ ncnonb3oBanmnem 10-
cruzkenuil Teopun rpados, reopuu maccoporo obcayxusanusd (TMO) u reopun map-
KOBCKHX IIPOIIECCOB, a TaKzKe [OCTPOEHUE MEeTOAuMKU paccMmorpenus obpasmos MO na
IpUMepe CYMIECTBYIOMNX CPEeCTB 3aIlAThI.

1. WnadopmanmoHHoe opyKue —
CPEeJICTBO BejieHUs MHEMOPMAIMOHHOMN G0pPhObI

Heobxommmbie TepMUHBI W ONpE/I€I€HUs, BKJIIOYasd TEPMUHBI «AHGMOPMAIUOHHOE
opyzKue», «uHhOPMAIMOHHOE TPOTUBOOOPCTBO», BBOAATCA B pabore [12-14]. Cuenyer
OTMETHUTh, UTO paccMarpuBaemMas mpodaemMa uHGOPMAIHOHHOIO TPOTHBOOOPCTBA 3HA-
YUTEIbHO MHUpe U TJIyd:kKe TmpobsemMbl obecrevuernss nHMGOPMAIMOHHOM Ge30macHoCTH,
TaK KakK TMOCJeIHsAsT B OCHOBHOM DAacCMaTPHWBAETCS B CyINeCTBYoImel aureparype ([4,
11] m ap.) KaK COBOKYITHOCTH METOOB ¥ CPEJICTB 3allUThl WHMOPMAINHT OT €€ HeCaHK-
[IHOHUPOBAHHOTO WCIOJIb30BAHUSA W JUKBUIAIUHI 30y MbIIIJIeHHUKaMu. VIMeHHO Takoi
Y3KHil MOIXO0, HAPSAY C HE3aBEPIEHHOCTHIO Teopuu MH(POPMANMOHHONE 0€301acHOCTH
00ITIecTBa, 00BSIICHSET YCIEXU KOMIBIOTEPHON MPECTYMHOCTH B HAPYIIEHUN KOH(DUIEH-
[IUAJTHHOCTH, TEJOCTHOCTH U JOCTYIMHOCTU JAHHBIX BOEHHBIX W TPAYKIAHCKUX CHCTEM
PA3JINYHOTO YPOBHSI.

JIroboit o6pazer; MO, kak u J1060€ CI0KHOE CPEICTBO BOOPYKEHUs, TOJKEH BKITIO-
4aTh B cebs /IBe B3aUMO/I€HCTBYONINE KOMIIOHEHTHI:

— YIOPAaBJISIONASA 9aCTh;

— WCTIOJTHUTEIbHAS JACTh.

Ha3nauennem mepBoii KOMIIOHEHTHI SBJISETCS YIPABICHNE UCITOJTHUTEILHON 9aCThIO
obpasia B MpoIecce BHIMOJHEHNsT BO3JIOKEHHBIX Ha Hero ¢yHKiwii. O0mas cTpykrypa
obpazma MO npesacrasiena na puc. 1.

TTapameTpsr
Hacq;oﬁm_z' Vupaensomast yacts | [lapasertper HcnonnurenpHas >
ob6pazma 1O ﬂ» gacTh o6pasna O
Texymas uapopmarms
O JOCTWKEHHUH LieJiei

Puc. 1. Crpykrypa obpasma 11O

O6paszen N0, dyHKIMOHUPYOMHI TTOI0OHBIM 00PA30M, MOXKET OBITH PACCMOTPEH B
COOTBETCTBUU C MOJIEJIbIO MHOTOJOCTYIIHON BbIYUCIUTENbHOI cucrembl [15].

Paccmorpenne momenn BegETCs TPU TIOMOIIYM METOJI0B TEOPUH MACCOBOTO OOCIIYKHU-
Banmnga. Tak Kak 10 cWX MOp MbI paccmarpusaian oopasen MO B camom obimeM BHUE,
HEOOXOIMMA, TAThHENIIIasi KOHKPETU3AIUs, 9TO BJICYET 32 CODON PACCMOTPEHUE OTIE b=
HBIX KJjaccoB u o6pasios N0 u, Kak cieacTBue, IOCTPOEHUE HOBBIX, DOJee JeTaTu3upo-
BanHubIxX, Mozesieit oopasnos VO. Bmecre ¢ rem npununbt [14], nosaraembie B 0CHOBY
moctpoenusi 06pa3ios MO, HajgararoT CBOM OrpaHUYEHUs] H3, COBOKYITHOCTD XapaKTepu-
ctuk obpasmos 0.

Ucxons u3 BeImecka3sanuoro, ajs o0opasnoB MO akTya bHBIMU SIBISIOTCS CJIETYIO-
e TPYIIbI XapaKTEePUCTHK:

® BDEMEHHbBIE XaPAKTEPUCTHKM;

® EMKOCTHBIE XapaKTEPUCTUKMN;

® BEpOSITHOCTHBIE XAPAKTEPUCTUKH.
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Heobxoammo Takyke MPUHSTHL BO BHUMaHWE, YTO OJUKANIIMM aHAJIOTOM DPACCMAT-
pUBaeMOil HAMU B PaMKaX JAHHOW pabOThl ABTOMATU3UPOBAHHAS CHCTEMA yIPABICHUS
cuenuaabuoro nazunadenus (ACY CH) apisgercs KOMIbIOTEpHAS CETh NEPeadn JaHHbIX
Ha ocnose texuosiornu Ethernet. Kak mokaswiBaer anann3 sureparypsr [16-19], mero-
np1 TMO B macrosiiee BpeMs HAXOIAT MIHPOKOE TMPUMEHEHNE TP MPOEKTUPOBAHUH,
MOJICJTUPOBAHNHN, & TaK YK€ aHAJIN3E TPOU3BOAUTEILHOCTH, HAJEKHOCTH U 0E30MacHOCTH
koMmmborepHbix cereit 1 AC B memom.

B pamkax maunoii padborsl Gyaem caurarh, aro ACY CH npeacrasisier coboit coBo-
kynaocTh y37108 ACY CH u MeKceTeBbIX 3KPAHOB, COEIMHEHHBIX MK 1y cO00ii mocpe-
CTBOM KOMMYTATOPOB B COOTBETCTBHUY CO CMEINIAHHOW TOTOJIOTHel U MCIOIb3YIOIIUX 115
nepesaun naHHBIX Texnosornio Ethernet u crex mporokosnor TCP /IP.

2. MapkoBcKas MoaeJdb KOMMYyTaTopa

[Mycrs Kaxkaplil TOPT mpeacTaBisieT co00i COBOKYMHOCTH JBYX JMCIUILIAH OOCITY-
JKUBAHWS: JUCIUILTHHA ODCIYKUBAHUS MPUHUMAEMbBIX COODIIEHWH U JIUCIHUILIAHA 00-
ciy>knBanus mpuéma u nepenaun. Crcrema maccoporo obcayxkupanns (CMO) moxer
MPUHUMATD CJIEAYIOIINE COCTOSTHUSA:

So — Ha BXOJe HET MaKeTOB;

S1 — B CMO obpabarbiBaercs maker;

So — B CMO obpabarbiBaercs 1 naker, mpu 31oM B Oydepe oKugaHusg HaXOnuTcs 1
MAKET;

Sr+1 — B CMO obpabaTwiBaercst makeT, B OUepein HaXOANTCs L TTaKeToB;

Sp+2 — 6ydep nepenosnen, cucteMa 0TOPACHIBAET MAKETHI.

Takmm obOpa3om, crcTeMa TPeaCcTaBAgeT cOO0# KIacCHIecKyi0 MapKOBCKYIO TIENb C
HHTEHCUBHOCTSMHU TIEPEXO/IOB U3 COCTOSHUS B COCTOSIHUE (L B A COOTBETCTBEHHO.

CBA3b MexXK/ly BEpOSITHOCTSIMU HAXOXKJEHUsI CHCTEMbBI BO BCEX €ro BO3MOYKHBIX CO-
crostHusxX p;(t) BBIparkaercs cucremoii muddepennmaabHbIX ypasHernii Koamoropora.

HNcnonb3yem mpaBuyia MOCTPOEHHUst 3TUX ypapHeHnii [20]: B j1eBOii "acTn KarxI0ro
YPaBHEHUS 3aMUCHIBAETCS TPOU3BOIHAS BEPOATHOCTH HAXOXKIEHUST CUCTEMBI B PACCMAT-
puBaemom cocroguuu (Bepiune rpada) p;(t), a npaBas 4acTb COAEPKUT CTOJILKO HJjie-
HOB, CKOJTLKO pedep rpada cocTosHmit CBA3aHO ¢ JaHHO# BepiuHoii rpada. Ecim pedbpo
HAMPABJIEHO W3 JTAHHON BEPIITUHBI, COOTBETCTBYIOIIHI 4JIEH UMEET 3HAK «MUHYC», €CJIN B
BEPIINUHY — 3HAK «ILTIOC». KaXKIblii 4jleH paBeH MPOU3BEICHUIO MapaMerpa (MHTEHCHB-
HOCTH) TOTOKA OTKa30B (A )WJIu BOCCTAHOBJEHUH ([1), CBA3AHHOTO C JAHHBIM PEOpPOM,
Ha BEPOATHOCTb HAXOXKJEHUs B TOW Bepiune rpada, u3 Koropoil ucxoaur pebpo p;(t).

Takum o6pazom, HEOOXOAUMO PEITUTh cucTeMY AndPEePEeHITHATBHBIX YPABHEHNIH:

Po(t) = —Apo(t) + up1(t),

pi(t) = Apo(t) = (A + w)pa (t) + pp2(t),
Pa(t) = Ap1(t) — (A + p)p2(t) + pps (),
pi(t) = Api—1(t) — (A + p)pi(t) + ppita (¢),
Pr42(t) = Apr41(t) — ppr42(t).

Permernne mammHoii CUCTEMBI TO3BOJISIET MOy YUTH (DYHKIIMOHAIBHY IO 3aBUCUMOCTD Be-
POATHOCTHBIX XapaKTEPUCTUK CUCTEMbI OT BPEMEHH.

W3 npuBenéHHBIX BbINIE BBIKIAIOK CJIEIYET, UTO HUCCJEAyeMble XapaKTePUCTUKH
BeChbMa CYMIECTBEHHO 3aBUCAT OT WHTEHCHBHOCTHM BXOJHOTO TIOTOKA W WHTEHCHUBHOCTH
00paboTku KaapoB. Kcim WHTEHCHBHOCTH OOpPA0OTKYU KAJIPOB HAMPSAMYIO 3aBUCHT OT
TEXHOJIOTUi, MPUMEHSAEMbIX TPHU CUHTEe3e KOMMYTAaTOPOB, TO WHTEHCHBHOCTH BXOIHO-
IO MOTOKA MOYKET MEHSIThCs B MUPOKUX npegenax. OOcyauM cocTaB BXOTHOIO TOTOKA.

(t
(t
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s mepenayn naHHbIX B cetsax Ethernet B HacTosimee BpeMsi HCIIOIB3YIOTCS CIIETY FOIINE
CTAHIAPTHI:

e Ethernet (10 M6wur/c). MakcumanbHas HOPOIYCKHAs CIOCOOHOCTH CErMEHTA
Ethernet cocrapnsier 14880 kazp/c misi KaapoB MHHUMAaILHON 1ymHbI 1 813 kazap/c
JJIT KAJPOB MaKCUMAJIbHON IauHbl. COOTBETCTBEHHO, peajbHAas MAKCHMAJIbHAS MPO-
M3BOANTEIHLHOCTh Takoi cetn Kosebiercs or 5.48 Mour/c s KajapoB MUHUMAJILHOM
bl 710 9.76 M6ur/c 1yig KaapoB MakCuMaabHOl jumHbL [21].

e Fast Ethernet (100 M6ut/c). Mexaunsm CSMA /CD B cern Fast Ethernet paGora-
er Tak ke, Kak u B ceru Ethernet 10 M6ur/c, u nakersl uMe0T aHAJIOIMYHbLI pa3mep,
HO WX CKOPOCTH PACIPOCTPAHEHUS Yepe3 Cpey Tepeadn B JeCATh pa3 BBIIMIE 33 CIET
n3MeHeHnit B cpegcTBax dbusndeckoro yposHs [21]. Viexozs n3 3TUX NPEANOCHIIOK Oym1eM
CYUTATH, 9TO MAKCUMAJBHAS MPOMYCKHAs ciocobHocTh cermenta Fast Ethernet cocras-
ager 148800 kanp/c asisd KaapoB MuHuMaabHOM Jiudbl u 8130 kaap/c mig Kaapos
MAaKCUMAJIbHOW JJTHHBI, & MAKCUMaJbHAas MPOU3BOJIUTEIBHOCTL TaKOM ceTu Koebiercs
coorBercTBeHHO OT 54.8 10 97.5 Mbut/c, uro cocrasiser 7986 maxeros)/c.

e Gigabit Ethernet (1000 M6ur/c). Peannsanusi 1aHHOrO CTaHZapTa B HACTOSIIEE
BpEMsI TIOJTy9aeT BCE DOJIbITIEe PACTPOCTPAHEHNE, OTHAKO HA MPAKTUKE OH UCIIOIb3YeTC st
YPE3BBIYANHO PEIKO, MOITOMY Mbl UCKJIIOYAEM €ro U3 PACCMOTPEHUS.

Takmm obpa3om, B pacuérax WHTEHCHBHOCTH BXOIHOTO TIOTOKA KOEOJIETCs B IMpeie-
gax or 0.000813 no 0.1488 kaap/mKc.

Bwmecte ¢ Tem HEOOXOAUMO ydUecTh, UTO HA 0OpabOTKY KaxKJIOr0 KaJipa HE3ABUCH-
MO OT €ro JJIUHBI KOMMYTAaTOp TPATHUT MPUMEPHO PABHOE BPEMsi, W, COOTBETCTBEHHO,
HamboJTee TKEMBIN pekuM PabOThI OyIeT CO31aBAThCs MPH 0OPAbOTKE MOTOKA KaapOB
MUHUMAJIBHOM uHbl. Paccauraem 3HaYeHrst BEPOATHOCTEH B COOTBETCTBUN € MCXO/IHbI-
MU JIAHHBIME, IPUBEAEHHBIMU B pabore [22] u OleHuM BO3MOXKHOCTH Peasu3aluu aTaku
0TKa3a B 0DCITyKMUBAHNH.

Hns npmémuoro Ttpakrta mopra kommyraropa A = 0.1488 kamp/mMKc, g =
= 0/1859 kaap/MKC MHHUMAJIBHO WCIHOJB3yeMbIii pa3mep Oydeproit mamstn L =
= 4 kazapa. Pesynbraret pemenus cucrembl aud depeHnuaabHbIX yPaBHEHU T TPUBEIEHDBI
Ha puc. 2.

Taxkum 00pa3oM, MOYKHO CIUTATH, YTO HA dTATE TPUEMA KAIPOB KOMMYTATOPOM Be-
POSATHOCTH TIOTEPH KAAPOB (YCIEIHON peanu3ayuu aTaku OTKa3a B 00CayKuBaHun) pb
ue npepbimaet 0.08, u mpu JAJbHEHINTHX PACYETAX €10 MOXKHO MPEHEOPEUD.

[MoTok KazmpoB, nepeIaBaeMbIX HA i-i TIOPT, B 00IIEM Cllydae UMeeT HHTeHCUBHOCTh

n—1 n—1
Ainep = (1= Paos1) 3 _ APij = Y APy,
j=i j=i

e i # j, P;j — BepoOsSiTHOCTH TOrO, 9TO KaJpbl, MOCTYHIUBIIHE C j-IO MOPTA, UMe-
0T aJIpeC HA3HAYUEHUS HA, 1-M MOPTY, — KOJUYIECTBO MOPTOB B KOMMYTATOPE, & Pror1 —
BEPOSITHOCTH TOTEPU KaJapOB B MpuéMHOM TpakTe. [Ipm pacuére BepodaTHOCTEH COCTOS-
HUI TepeJaoIero TpakTa KOMMYTaTOPa B pAMKAX JAHHOW pabOThI IPUMEM CJIeIYOIHe
JIONYIIIEHUS.

PesynbraTet perenns cucrembl auddepeHnuanbablX yPaABHEHNI 71 PABHOBEPOSIT-
HOIl Hepenavyn aKeToB BO BCe HOPThbI KOMMyTaTopa (n = 8) npuBeieHbl Ha puc. 3.
Pesynabrarer perennsi cucrembl audGepeHImanibHbIX YPABHEHUN [T CJIydast, KOTIA
WHTEHCUBHOCTH BXOSINEr0 MOTOKA, KAIPOB MPEBBIMIAET WHTEHCUBHOCTH TEepPeIadn KaJl-
pos (araka oTKaza B 00CIyKUBaHUK) NpUBeieHbl Ha puc. 4 (pa3mep GydepHoii namsaTu
L =4 kazpa) u na puc. 5 (pasmep O6ydepuoit namsaru L = 22 kazpa).

Kak BumHO M3 COOTBETCTBYIOMNX IPAMPUKOB, HANOOIE€E BEPOATHA YCIEIIHAST PEATH-
3amus aTakW OTKA3a B OOC/IY:KMBAHUU, HATPABJIEHHAS HA MEPEIAIONIN TPAKT MOPTOB
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Puc. 2. BepogaTtaocTu cocToguuii TpakTa IPpUEMHOTO TPAaKTa KOMMYTATOpa ¢ AauHoM Oydepa 4
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Puc. 3. BeposaTHOCTH COCTOSTHHT TpaKTa IMepeJalonero TpakTa KOMMYTaTopa ¢ IInHOM 6y depa
4 xazpa. PaBHOBepOsAITHOE pacrmpemeenne KaapoB

koMmMyTaTopa. OaHAKO BpeMsi, HEOOXOIUMOE J7Is peaTu3ali TAKOH aTaku, MOXKET ObITh
CYIIECTBEHHO yBesndeHo (B paccmorpennom npumepe co 100 xo 400 mMkc), a cama Bepo-
SATHOCTH YCIEITHON PeaJn3alini aTaku CHUZKEHA 33 CUET yBeandenns 00néma 0y depHoii
MaMsTH TIEPeJaioIero TpakTa mopTa KOMMyTaropa. JJaHHbie BIBOIbI MOATBEPK TAIOTCS
SKCIEPUMEHTAJIBHBIMI JTAHHBIMU, TIOJIYUYeHHBIMU B padore [22].
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Puc. 4. BeposaTHOCTH COCTOSTHHT TpaKTa MepeJalonero TpakTa KOMMYTaTopa ¢ IInHOM 6y depa
4 kazpa. Araka oTrkasza B 00C/IyKUBAHUN
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Puc. 5. BeposgTHOCTH COCTOSTHIT TpaKTa MepeJalonero TpakTa KOMMYTaTopa ¢ IInHOM 6y depa
22 kazapa. Artaka oTkaza B 00C/IyKUBaHUN

3. MapKOBCKaﬂ MoOeJIb MeXKCeTeBOro 3KpaHa

Mexceresoii skpan (MD) — 3170 IpOrpaMMHBIN UM aNMaPATHO-IPOrPAMMHBINA KOM-
IJIeKC, peanusyiommuii Gpyukmmu duabTpanuu ceresoro tpaduka (uH(GOpMAIHOHHBIX
HOTOKOB) MKy JAByMs u 00jiee aBTOMATU3MPOBAHHBIME CUCTEMAME 110 HEKOTOPOMY
nabopy npasui (6ase npasui uiu BIT), onpenensembix nosurukoit 6esonacuocru (I1B)
[23]. Heobxoaumo ormeruTsb, 9410 B coBpemennble M3 3adacryio BKIIOYAIOT JIONOJIHHU-
TeJIbHBIE CPEJICTBA 3AIIUTHI. ITO ODYCAOBAEHO TeM, uro MD ycraHaBImBaeTCs Ha rpa-
uure Heckoabkux AC u pacmimpenne ero (pyHKIMOHAIA SBISETCS BEChMa YIOOHBIM.
Pesyabrarhl paccMoOTpenus cymecTByommx Tunos M3 npusoasites B padore [23].
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Puc. 6. Cxema nepexonos mexy cocrogauamu 1T CP-coenunenus

B pamkax mamHOI pabOThl PACCMOTPUM MOJIEIb MEKCETEBOTO YKPAHA-MHCIIEKTOPA
cocrostauit. IHCTIEKTOPBI COCTOAHUHN TIO3BOJISAIOT KOHTPOJUPOBATH HE OTIEILHBIC MaKe-
ThI Tpaduka, a MOTOKM TpaduKa OT UCTOYHUKA K TPUEMHUKY. Jlajiee TaKue TIOTOKHU MbI
OyseM Ha3bIBATH coenuHeHusaMu. KaxK0e coeInHeHre KOHTPOJTUPYETCsl B 3aBUCUMOCTH
OT HUCMOJBL3YEMBIX MPOTOKOJOB HA OCHOBE TADJIHIL COCTOSHUI, 9TO MO3BOJSIET OTCEH-
BaTh HEKOPPEKTHO paborarorniue coeauHenus. JIOMOJHUTETBHO KOHTPOJIUPYETCsS BpeMsi
yCTapeBaHUs COTUHEHUS: eCIN MEXK Iy 00pabOTKO MaKeTOB, MPUHAIIEKAIINX OTHOMY
MOTOKY, TPOXOIUT BpeMs, OoJIbIliee, YeM ycTaHoBJIeHO B MO Kak BpeMmsi ycTapeBaHUs
COeJIMHEHNsI, TAKOe COeJIMHEHHUe mpekpainaercsa. PaccMorpuM paboTy WHCIEKTOPOB CO-
crosiauit Ha mpumepe nporokona TCP.

B pab6ore [24] npuonurcs cxema nepexonos mexkay cocroguuamu TCP-coenunenus.
Omnako mus MD He mMeer 3HAYEHUs, C KAKOW CTOPOHBI WHUIIMUPYETCS COEINHEHWE.
Cxema mepexonoB mexay cocrosgausmu 1 CP-coemnuenus mjisi MEXKCETEBOrO dKpaHA
n3obpaxkena Ha puc. 6. CremoBarebHO, y HAC nMeeTCss rpad MEPexoI0B MEXkKIy CO-
crosausvu M. Cocrogune «cOpPOC CoOeMHEHUS» BO3ZHUKAET B CJIYYae AHOMATBLHOTO
[OBEJIEHUST XOCTOB-YYACTHHUKOB COEHHEHNS .



48 I'M. TEIITUH, K.B. UBAHOB

Anajorngamo Tomy, Kak 3TO OBIJIO CHEJAaHO TPU MOCTPOEHUN MOIEIN KOMMYTATOPA,
MOCTPONM cucTeMy AudQepeHnuanbHbIX ypaBHeHHI:

po(t) = —Ao1po(t),

P1(t) = Ao1po(t) — (A6 + A12)p1(t),

P2(t) = A2p1(t) — (A26 + A2g)p2(t),

P3(t) = A2spa(t) — (As6 + Asa + As5)ps(t),

Pa(t) = Azap3(t) — (Aas + Aas)p2(t),

Ps(t) = A35p3(t) + Aaspa(t) — As7ps(t),

Pe(t) = A16p1(t) + Aaepa(t) + A36p3(t) + Aaepa(t) — Xe7ps(t),
p7(t) = As7ps5(t) + Aerps(t).

Hawasnbubie ycaoBus 31oit cucrembr audhepeHnuaabHbIX YPABHEHUN UME0T BUT
po(0)=1, p;(0)=0, i=1,...,7.

Permmenus 3a1a49m1 Kormmm JOJIZKHBI YIOBJIETBOPATH YCIIOBUIO HOPMUPOBKU

7
> pilt) =1, te[0,00),
i=0

KOTOPO€ 03HAYAET, UTO B JIF0OOOI MOMEHT BpeMeHU Mporect byHKIIMOHUPOBAHUS HHCIIEK-
TOpa COCTOAHUN JTOIKEH HAXOJIUTHCSI B OJTHOM U3 COCTOSAHUHN s;, ¢ =1,...,7.

O6cy MM MHTEHCUBHOCTH TEPeXonoB. B cuiay Toro, 4ro Ha o6pabOTKy KayKIoro
IP-nakera He3aBUCHMO OT €ro JuHbI MY TparuT mpuMepHO paBHOE BpeMsi, HaubO-
Jiee TSKENBI pexkuM paboThl Oyaer co3maBarhcs npu obpaborke moroka [P-makeros
MUHUMAJILHON JIJTHBI.

MunnmanbHbI pa3mep mojs JaHHBIX Kaapa Ethernet — 64 aiit. MakcumanbHbi
pasmep IP-3aronoska — 60 6aiit. Takum obpazom, Ha 061acTh JaHHBIX OcTaércs 4 Oaiita
U B IEPBOM NPUOIMKEHUN MOYKHO CIMTATh, 9TO KOJmdecTBO IP-makeToB coorBercTByeT
KOJIUYECTBY KaJIPOB KAHAJIBHOTO ypoBHsA. COOTBETCTBEHHO, JIJisi MOJIETU CIIPABEJIUBBI
paccyzKIeHus, TPOBEACHHDIE /I KOMMYTATOPOB, U HHTEHCUBHOCTH MOTOKA [TAKETOB (HH-
TEHCUBHOCTH COeJnHeHns) Kosebercs B npenenax or 0.000813 mo 0.1488 kazap/MKc.

[IycTp BO Bpemsi yCTaHOBJIEHUS COEIWHEHWS MEPEXBAT COEJIWHEHUs] HAPYIIATEeM
HeBO3MOXKeH. Torja MHTEHCHBHOCTH TIepexo1oB MexK 1y cocrogausamvu S0, S1, S2; S3 co-
OTBETCTBYIOT WHTEHCUBHOCTZIM COEIUHEHUS.

Cépoc coenmHeHnii MPOU3BOIUTCS B COOTBETCTBUN O crierudukanmeit [24], a rak-
JK€ 3aBUCHT OT HACTPOEK, BhICTaBjeHHBIX Ha MD. B pavmkax mamuoit momenu Oymem
CYUTATH, 9TO COPOCOM COEIMHEHWI B COOTBETCTBUM CO CHenupUKANNENl MOXKHO TpeHe-
6peub. Tak Kak BpeMs KU3HU NAKETa HE IPEBBIIIAET HECKOJIbKUX JECATKOB CeKyH 1 [24],
B paMKaX JaHHOU paboThl Oyaem caurarh ero paBabiM 50 ¢. COOTBETCTBEHHO, HACTPOUM
MD ma paspbiB coequHeHus, eciau B Tedenne 50 C HE MOCTYMHIO HU OJHOTO MAKETA,
MPUHAJIEKAIIET0 STOMY COEIMHEHHUIO, TO €CTh

>\16 = >\26 = )\36 = )\156 =0.02- 10_6 HaKeTOB/MKC.

O1HAKO HEOOXOAUMO YUUTHIBATE, YTO HHTEHCUBHOCTH MEPEX0a UMEeT PUBEJIEHHOe
BBIIIIe 3HAYEHHUE TOJIBKO B TOM CJyd4ae, eC/Ii Ha BXO/I HHCIEKTOPa COCTOAHUI He MOCTy-
HAIOT [AKETbl C HEKOPPEKTHBIM paciosoxkenueMm (bJaros (HaIpuMep, HE MPOBOAUTCS
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Puc. 8. BepositHocTu cocrosiumit nncrekropa T CP-cocrostmmit

araka, U3BECTHASA KAaK <«POXKICCTBEHCKAdA E1Kay ). B MpOTUBHOM CjIyd4ae MHTEHCUBHOCTD
orOpaceiBanus nakeros Ha MO Gyaer Bbiie.

HTEeHCHBHOCTD MEPEXOI0B K 3aBEPINEHUI0 COTNHEHNSA 3aBUCUAT OT BPEMEHH, B Te-
JeHre KOTOPOro MCIOb3yeTcs ceccusa. bymeMm camTaTh, YTO MHTEHCHBHOCTH MEPEXOA
M3 COCTOSTHMSI, COOTBETCTBYIOIIEro mepeade TaHHbX, Ag5 = 0.000014 maxkeroB/MKc, a
cOpoc CoeMHEHNs cpa3y Mocye ero co3manusa Azs = 0.003 - 1077 makeTos /MKC.

MHTeHCUBHOCTH 3aKPBITHS COEIWHEHUs OTNpeesdeTcss peajn3amueil TeXHOJIOTHN
MEeXKCeTeBOTO dKpaHupoBanusd. B paMkax HacTogmero pacuéra mpuMeM e€ paBHOI MaK-
CUMaJIbHOI MHTEHCUBHOCTU IIOTOKA IIAKETOB: g7 = As7 = A.

PesynbraThl permenns COOTBETCTBYIONIEH CUCTEMBI YpPaBHEHUWH I PACCMOTPEH-
HBIX OIIEHOYHBIX 3HAYeHWH \;; Tpmselensl wa puc. 7, 8. Ilocrpoennas momenn TCP-
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Puc. 10. 3aBucnmMocTh BEepOSITHOCTH OTOPACHIBAHNS HEKOPPEKTHBIX ITAKETOB OT BPEMEHH

COEJIMHEHHST TIO3BOJISIET OIEHNUTh BpPEMsi, HeOOXOIMMOE [Jisi OPTaHW3alnuN TaKOro COo-
eqnHenns. [IpnBenéHHLIN BBIME OIEHOYHBIN PACUYET TO3BOJIAET MPOJEMOHCTPUPOBATH
dopmy rpaduKOB BEPOATHOCTHBIX XaPAKTEPUCTUK COCTOSHUN MEXKCETEBOro 3KPaHa.
Heobxoanmo Takzke OTMETUTD, 9TO BEPOATHOCTH OTOPACHIBAHUS HEKOPPEKTHBIX TTAKETOB
TpaduKa TpH HOPMAJLHOH paboTe CeTH He MpeBbImaeT 3Hadenns 1.4 - 1076 (puc. 9),
a TI0 3aBepIIeHNN COeTMHeHNs cocTaB/geT Bemuanny mopsaaka 10~% (puc. 10). Do ro-
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BOPHUT O TOM, YTO TPHU PAOOTE WHCIEKTOPA COCTOSHUIT TOJIsi OTCEKaeMoro nM Tpaduka
BeCcbMa Masa.

Touku makcumymoB BepositHocTeil p1(t), pa2(t), ps(t) — aro maubosiee BeposTHBIE
MOMEHTBI BPEMEHHU, KOT/Ia WHCIIEKTOP COCTOSTHUI HAXOIUTCS B COOTBETCTBYIOIINX COCTO-
aungx. Takum 00pa3om, 3ampoc HOBOTO COeIUHEHNsT HAN0O0JIee BEPOSITEH Yepe3 KaXK Ibie
6 MKC, CO3/IaHne HOBOTO COeMHEHNST HAUHETC depe3 13 MKC, a YCTAHOBUTCS COeTNHEHMEe
gepe3 20 MKC HAYMHAA C MOMEHTa Hadasa Hadrogenns. Kak mokasbiBaoT npuBe1eHHbIE
BbIIe IPpadQ UK, BEPOSITHOCTH BCEX BO3MOXKHBIX COCTOSHUMN TI0 Mepe mepeiadn MaKkeToB
MOCTIEOBATENBHO MPOXOAAT CBOM MAKCUMYM, TOCJIE 9ero CTPEMATCS K CTAIMOHAPHOMY
3HAYEHUIO, KOTOPOE PaBHO HYJO st Sy, S1, S3. LI BCcex 0CTANIBHBIX BEPOATHOCTEIH,
KpPOMEe BEPOSITHOCTHU 3aKPBITHsT COEINHEHNUs, CTAIIMOHAPHOE 3HAYEHNE BEChMa OJIN3KO K
0. BepodaTHOCTE 3aKPBITHST COETUHEHNST CTPEMUTCS K €IUHUIIE.

3akJiroueHue

N3 pesynabraroB ananm3a (QpyHKIHOHHUPOBAHUS PACCMOTPEHHBIX CPEICTB 3AIMUThHI
CJIEYeT BBIBOJ, YTO METO/MKA PACCMOTPEHUsT BKJIOYAET B Ce0s CJIEIYIONINE STATIhI:

® TPOBOAUTCS aHAIN3 (DYHKIIMOHUPOBAHUS JAHHOTO CPEICTBA 3AIMUTHI UJTH CUCTEMbI
B IIEJIOM W TTOCTPOEHNE CTeInpUKAIINN;

e 1 pacuéra éMKOCTHBIX W BPEMEHHBIX XapaKTEPHUCTHUK CTPOUTCS MHOrodaszHas
CHCTEMa MaCCOBOTO OOCTY>KMBAHUsI, HEOOXOIUMBIE XaPAKTEPUCTUKH MOJTYyIATOTCS CyM-
MHUPOBAHHEM COOTBETCTBYIONINX XaPAKTEPUCTUK s KaXKI0i (hasbl;

® /I pacuéTa BEpOATHOCTHBIX XapaKTEPUCTUK TTPOU3BOAUTCA (DOPMATU3AINS BCEX
BO3MOXKHBIX COCTOSAHMI COOTBETCTBYIOIIEH CHCTEMBI;

® BBIIEIAIOTCA Oe30macHbe U HeOe30MaCHBIE COCTOSIHNS;

® OIpEIEIAIOTCI HHTEHCUBHOCTH MTEPEXOIOB CPEICTBA 3AIMUTHI U3 OTHOTO COCTOSIHUS
B IPyTOe;

e crpouTcs rpad MepexonoB W3 COCTOSHNUS B COCTOSTHUE;

e B coorBercTBUU ¢ rpadoM crpoutcs cucrema audepeHnraabHbIX ypaBHEHMH
Koamoropora;

e TI0 pe3yabTaraM peIleHns cucTeMbl ypaBHeHuil KomMoroposa ompenensgroTcs Be-
POSATHOCTHBIE XapAKTEPUCTUKH COCTOAHHUI CHUCTEMBI KaK (DYHKIIUKA BPEMEHH.

Ha ocHOBaHWM OIEHOYHBIX PACUETOB W IKCIEPUMEHTATHHBIX JAHHBIX, TIOJTYIEHHBIX
JIJIT KOMMYTATOpa, CJIEJaH BBIBOJ, UTO aTaKa OTKA3a B OOC/IYKUBAHUU PEATU3YETCS
¢ Oojiee BBICOKOH BEPOSITHOCTHIO HA, TEPENaloIiuil TpakT mopra KommyTtaropa. Jlis
CHUYKEHNS BEPOSTHOCTH YCIEITHON aTakW, a TaK:Ke s 3aMeJIJIeHus MIPoIecca aTakn
PEKOMEHIYeTC YBEININBAThL pa3Mepbl OydepHoi maMaTu mnepemaomnero Tpakra. [lo-
cTpoeHHast MOJe/ b nHenekTopa cocrosunii TCP-coenunenns mo3BosieT OeHuTh BpeMs,
HEeOOXOIMMOE JIJIs OPraHu3allni TaKoro coeannuenns. [IpuBe eHHbIi OIeHOYHBINH pacdyéT
MO3BOJISIET MPOJAEMOHCTPUPOBATH (DOPMY IPpaAUKOB BEPOSTHOCTHBIX XapPAKTEPUCTUK CO-
CTOAHUI MEXKCEeTEeBOTO IKPaHA.

Pazpaborammbie MOIEIN MEKCETEBBIX S9KPAHOB IIAHUPYETCS UCIOIH30BaTh B WHMOP-
MaIMOHHOH CHCTeMe, CBSI3BIBAIOMIEH KJIAaCTep MapasijieIbHBIX BBIYUCIEHUN U CHCTEMY
c6opa manubix ceru mpuemunkos DJIOHACC-GPS.

PesynbraTnl ctarbu mostydenbl YACTHYIHO B paMkax peasu3anuu Demepanproii meste-
Boit mporpammbl « Hay4ubie n Hay9HO-TIeJarornyeckue Kaipbl ”HHOBanOHHOU Poccuny.
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Summary

G.M. Teptin, K.V. Ivanov. Markov models of Defense Means for Automated Special-
Purpose Systems.

The paper specifies characteristics of information weapon samples. Markov models of switch
and firewall functioning are built. On the basis of these models the evaluated calculations of
the sample characteristics are carried out and the method of the defense means viewing is
formed using Markov process theory.

Key words: Markov models, switches, firewalls, DOS-attacks.
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