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MporpamMma aucumnnmHbl "Be3onacHoCTb BoluMcAnTENbHbIX crctem"; 10.03.01 "VIHdpopmaumoHHas 6e30nacHOCTb".

CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. POHA OLEHOYHbIX CPEACTB NO AUCUMNIMHE (MOLOYHO)
7. MNepeyeHb nutepatypbl, HEO6XOANMOW A1 OCBOEHWS LMCLUMNAMHBI (MOAYNS)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOW ceTh "IHTepHeT", He0bX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeTonmyeckue ykasaHusi ons oby4arowmnxcs no 0CBOEHWIO JUCUMIIHBI (MOZYNS)

10. MNMepeyeHb MHAOPMALMOHHBIX TEXHONMOTWIA, UCMOMNb3YEMbIX NPY OCYWECTBNEHM 06pasoBaTeNnbHOro npouecca no
OMCUMNIVHE (MOAYNio), BKNloYas NepeyeHb NporpaMMHOro obecrnedeHns n MHOPMALIMOHHbBIX CMPaBOYHbIX CUCTEM (NpK
HeobX04MMOCTHN)

11. OnncaHue maTepuanbHO-TeXHUYecko 6a3bl, He0BX0AMMOI ANs ocylecTBNeHNs 0bpa3oBaTeNbHOro npoLecca no
OMcumnnanmHe (MoLynto)

12. Cpe,EI,CTBa agantaunm npenonaBaHnua oUCUNNNNHDI (MO,EI,yJ'I;I) K I'IOTpeéHOCTFIM 06yqa|ou4v|xc;| MHBanNnOoB 1 nny, C
orpaHn4eHHbIMM BO3MOXHOCTAMN 300p0BbA

13. MNpunoxeHne Ne1. doHA OLEHOYHbIX CPEaCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON NS OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. NepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMIMIMHBI (MOSYy”Ns),
BK/I0YAS NepeyeHb NPOrpaMMHOro obecneyeHms N MHEOOPMALIMOHHBIX CMPaBOYHBIX CUCTEM
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MporpamMma aucumnnmHbl "Be3onacHoCTb BoluMcAnTENbHbIX crctem"; 10.03.01 "VIHdpopmaumoHHas 6e30nacHOCTb".

Mporpammy oucumnnuHel paspaboTan(a)(1): ctapwuii npenonasaTenb, 6/c Mybapakos b.I". (kacbenpa cmcteMHoro
aHanmsa v MHPOPMAaLIMOHHbIX TEXHONOIWIA, OTAENeHNe oyHOAMEHTaNnbHOM NHPOPMATUKU U UHGDOPMALIMOHHBIX
TexHonoruit), BGMubarakov@kpfu.ru

1. MepeyeHb NNaHMpyeMbIX pe3ynbTaToB 06yyeHUs No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIM BO

Obyuqarowumitcsi, OCBOVBLWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnafaTth CneayowmnmMy KOMNEeTEHUUAMU:

LWndop PaclumndppoBka
KOMMeTeHLuun npuobpeTaeMor KOMNETEHLUN
Ornk-1.2 CnocobeH agMUHUCTPMPOBaTb CPeACTBa 3alMThl MHDOPMALUK B KOMMbIOTEPHbIX

CUCTeMax N ceTax

MnK-2 O6cnyxvBaHne 1 agMUHUCTPUPOBAHME NPOrpaMMHO-annapaTHbiX CPEeACTB 3alnTh
MHCPOPMaLMM B KOMMbIOTEPHBIX CETSAX

Obyqarowmitcs, OCBOMBLWNIA AUCLUUNANHY (MOSYb):

JonxeH 3HaTb:

- METObl TEOPUN aNrOPUTMOB, METOLbI CUCTEMHOIO 1 MPUKIAAHOro MPOrpaMMMpoBaHns

- OCHOBHbIE MONOXEHWS U KOHLenuuy B 06nacTm MateMaTnyeckumx, MHPOPMaLVOHHBIX Y UMUTAUMOHHBIX MOAENEN.
- NPVHUMNbBI OOPMUPOBAHNS MONUTUKM UHGPOPMAaLMOHHOI Be3onacHoCTy.

JonxeH ymeTtb:

- COOTHOCMTb 3HaHMS B 06N1aCTW NPOrpaMMMpPOBaHNs, UHTepNpeTaumio NPoYMTaHHOro, onpeaensTs 1 co3naeatb
NHJPOPMaUMOHHbIE pecypchl rnobanbHbiX ceTeli, 06pa3oBaTeNlbHOrO KOHTEHTA, CPeACTB TECTMPOBAHNS CUCTEM.

- NPUMEHSITb KOMM/IEKCHbIM NoaxoA K obecneyeHmnio NHpopMaLoHHO 6e30nacHOCTY 06 bekTa 3aluThl.

JonxeH Bnanetb:

- TEOpPEeTUYECKUMN 3HAHUSMIN O MPUHLIMNAX NOCTPOEHUS NPOorpamM, Ux oTnaaku, Mogudukaumm n conpoBoXaeHUs

- I'IpOCpeCCVIOHaJ'IbHOVI TepMI/IHOJ'IOFI/Ieﬁ, HaBblkaMW BHeOpPEeHUA 1 akcnnyataunn CoBpeMeHHbIX CpencTs 3alnTbl
vHdopmauunm, MeToamkamMm NpoBepPKU 3aLmMILEHHOCTN C Tpe6OBaHVIF|MVI HOPMaTUBHbIX OOKYMEHTOB.

- HaBblKaMn NCNOJNIb30BaHNA COBPEMEHHDbIX METOLONIOMMIA N TEXHONIOMMIA CO3aaHns nporpamm n KoOMnJiekcos.

JlonxeH AeMoHCTpUpoBaTb CNOCOBHOCTb U FOTOBHOCTL:!
- MPUMEHSITb MOJTyYeHHble 3HAHUSI B CBOEM NPOCPeCcCUoHanbHoM 0eaTenbHOCTH

2. Mecto aucuunnuHel (Moayns) B ctpyktype OMOIM BO

JaHHaa oucumnnuHa (Mogynb) BkntodeHa B pasgen "B1.B.[B.06.01 OucumnnunHbl (Mogynmn)" OCHOBHOM
npogoeccroHanbHol obpasosatenbHoi nporpammel 10.03.01 "UHgopmaLumoHHas 6e3onacHocTb (BesonacHocTb
KOMMbIOTEPHBIX CUCTEM)" U OTHOCUTCS K AUCLMNANHAM MO BbIGOPY.

OcBauBaetcs Ha 3 Kypce B 6 ceMecTpe.

3. O6bem gucuunanHbl (MOAyns) B 3a4eTHbIX eAuMHMLaX C YKa3aHMeM KONMYecTBa YacoB, Bblae/IeHHbIX Ha
KOHTaKTHYI0 paboTy oby4yaroLmuxcs ¢ npenopasaresnem (Mo BMAaAM yuyeOHbIX 3aHATUI) U HA CaMOCTOSATE/IbHYIO
paboTy obyuarloLmxcs

O6was TpynoeMKOCTb ANCLMMMHBI cocTaBnsieT 3 3a4eTHbIX(ble) eanHuL(bl) Ha 108 yaca(os).

KoHTakTHasi paboTa - 36 yaca(os), B TOM 4yncne nekuum - 0 yaca(os), npakTnyieckne 3aHatus - 0 yaca(os), nabopatopHblie
paboTbl - 36 Yaca(oB), KOHTPONb caMocTosiTENbHOM paboThbl - 0 Yaca(o.).

CamocTositenbHas paboTta - 72 yaca(os).
KoHTponb (3a4é€T / ak3ameH) - 0 yaca(os).
dopma NPOMEXYTOHHOr0 KOHTPONS AUCLUMANHDBI: 3a4€T B 6 ceMecTpe.

4. CopepxaHue OuCUUNNUHbI (MOAYNSA), CTPYKTYpUpPOBaHHOE MO TeMaMm (pa3genam) ¢ yKkasaHMeM OTBEAEHHOro Ha
HUX KONNYeCTBa aKkageMU4ecknx 4acoB U BUAOB y4ebHbIX 3aHATUN

4.1 CTpyKTypa U TeMaTU4eCKUi nnaH KOHTaKTHON U CaMOCTOATENbHOM paboTbl NO AUCUUNIUHE (MOAYIIO)
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MporpamMma aucumnnmHbl "Be3onacHoCTb BoluMcAnTENbHbIX crctem"; 10.03.01 "VIHdpopmaumoHHas 6e30nacHOCTb".

Buabl 1 Yyacbl KOHTaKTHOM PaboThbl, Camo-

MX TPYD0EeMKOCTb (B Yacax) cTosi-

N Paspenbl aMcumninHbl / Ce- [Nekuumn,lekunm Npaktu-|Mpaktn-fla6opa-flaopa-| T€Nb-
monyns MECTP| Bcero | B an. |4eckue |4eckue [TopHble|TOpHble| Has

c¢oopme [3aHsATUSA, B 3an. |paboTbl,| B 3n. pa-
Bcero |chopme| Bcero |chbopme | 6oTa

Tema 1. BBepneHue. BoiuncnmutenbHble

cuctembl. MIHdpopMaumoHHas 6e3onacHOCTb

1 [BBMMCANTENBHBIX CUCTEM, OCHOBHbIE NOHATISA 6 0 0 0 0 6 0 6
1 onpenenexHns, Metogonorum 6esaonacHocTu

Tema 2. OpraHm3aLmnoHHO-METO0N0rnYecKne
OCHOBbI aHann3a NHOPMaLMOHHOM
2. |6e30nacHOCTN BbIYUCIUTENbHbBIX CUCTEM 6 0 0 0 0 6 0 16

Tema 3. HopmatveHo-npasoBas 6asa
3. [MHhbopMaumoHHo 6esonacHocTy 6 0 0 0 0 6 0 0
BblYHUCNTNTENIbHbIX CUCTEM

Tema 4. Buabl atak Ha BblMUCNUTENbHbIE
4. |cuctembl. OBHapyXeHWe BTOPXEHNIA. 6 0 0 0 0 6 0 6

Tema 5. Kpuntorpadpuyeckme Metoabl
5. 3awmTbl HopMaUunu. 6 0 0 0 0 6 0 18
Tema 6. [NprMeHeHne KpunTorpaguyecknx

METOLOB 3alMThbl MHCPOPMaLK B
6. |BbiuncnuTensHbix crctemax 6 0 0 0 0 6 0 26

NToro 0 0 0 0 36 0 72

4.2 CopepxaHue aUCUUMIUHLI (MOBYNSA)

Tema 1. BeepeHue. BoluucnurenbHble cuctembl. UHpopmaLMoHHasa 6e30nMacHOCTb BbIYMCIUTENIbHBIX CUCTEM,
OCHOBHbI€ MOHATUA N onpeaneneHus, Metooonorun 6e3onacHoOCTU

PaccmatpuBatotcs npobnemsl o6ecneyeHnst MHGopMaLMoHHo BesonacHocTu. OnpeneneHre U MecTo
VHgOOpMaLMoHHOI Be3onacHoCTM B 0OLWeld COBOKYMHOCTU MHADOPMALIMOHHBIX MPo6/ieM COBpeMeHHOro obecTsa.
PeTpocnekTuBHbIA aHann3 pasBmTMs NOOXOMLO0B K 3awWwmuTe nHpopmaumn.CoBpeMeHHasi MoCcTaHOBKA 3a4ayy 3allnThl
nHgoopmaumm. CylHOCTb, HE0BX0AMMOCTb, NMYTA 1 YCNOBMSI NEPEX0Aa K MHTEHCUBHBIM criocobam 3awwmTbl MHGOpMaLUnn.

Tema 2. OpraHn3aUNOHHO-METO00/I0FMYecKme OCHOBbI aHanu3a MHdopMaLMOHHOM 6e30nacHOCTH
BblYUC/IUTEJIbHbIX CUCTEM

PaccmatpusaloTca HECKONbKO OpraHn3aLMoHHbIX YPOBHEN 3almnTbl MHCpopMaunn.lepsbiii ypoBeHb - AOKYMEHTUPOBaHWE
WHEPoOpMaLMM 1 MHPOPMALIMOHHBIX peCcypcoB. BTopoii ypoBeHb-3aTparneaeT npobnemsl 3awmtsl MHQoOpMaumm B capepe
OXpaHbl OTKPbITON MHTENNEKTYaNbHOW COBCTBEHHOCTW. TPETUiA YPOBEHD - KATEropUM UHEPOPMAaLMKM MO YPOBHIO JOCTYNa K
Hew.

Tema 3. HopmatneHo-npaBoBasi 6a3za UHCPOpPMaLMOHHOM 6e30MacHOCTU BbIYUCNIUTENIbHBIX CUCTEM

O630p cylecTByiOLLE HOPMATMBHO-NPABOBOM 6a3bl obecneyeHns MHPopMaLMoHHo 6e3onacHocTy. MpobnemHble
BOMPOCHI 1 NOAX0Abl K 06ecnedeHuno NHpopMaLMoHHoh HesonacHocT.CTaHaapThbl 1 HOPMATUBHO-METOANYECKME
LIOKYMeHTbl B 06nactu obecnedeHusi MHgopMaunoHHol 6esonacHocTu. FocyaapcTBeHHas cuctemMa obecneveHmst
VHpOpPMaLMoHHOM 6esonacHocTy. MexayHapoaHble NpaBoBble akThbl MO 3aWUTe UHCPOPMaLMN.

Tema 4. Bupgbl atak Ha BbluMCNIUTENbHbIE cUCTEeMbl. OGHapyXeHue BTOPXEHUN.
PaccmatpusaroTcs 0CHOBHble BMAbI atak. [1pneBoamTcs knaccudurkaums yaaneHHblx atak:
1)No xapakTepy BO3LeNCTBMS;

2)M0 uenn BO34ENCTBUS;

3)no ycnoBumio Havana ocylecTBEHNS BO3OENCTBUS;

4)No Hanmuun 0bpaTHOW CBA3N C aTakyeMblM 0O BHEKTOM;

5)no pacnonoxeHuto cybbekTa atakm OTHOCMTENBHO atakyeMoro o6bekTa;

6)no ypoBHIO aTanoHHon mogenu ISO/OSI, Ha KOTOPOM OCYLIECTBNSETCA BO3LENCTBME U T.4.
Tema 5. Kpunrtorpachnyeckmne metoabl 3aLutbl MHOOpMaLUK.
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MporpamMma aucumnnmHbl "Be3onacHoCTb BoluMcAnTENbHbIX crctem"; 10.03.01 "VIHdpopmaumoHHas 6e30nacHOCTb".

PaccmatpusaloTcs OCHOBHbIE NPUHLUMBI, NOAX0Abl U METOAbI COBPEMEHHON KpunTorpadmm. CuMMeTpuyHbIe MeToabl
wudpposaHng. Anroputm BuxeHepa, rammnposanmve, AES. Kpuntorpadus ¢ oTKpbITbIM K/IHOH4OM. ANFOpUTM
Ounchcpu-Xennmana n RSA. 3apaun reHepaumm napametpos ans RSA. Tect Munnepa-PabuHa, 6bICTpoe BO3BeAEHUE B
cTeneHb Mo MOIYMo N, paclIMPEHHbIN anroput™ Esknnaa.

Tewma 6. ﬂpumeHeHue Kpunrorpadouyecknx MeTonoB 3aLiutbl MH(POpPMaLIMU B BbIYMCIUTENbHbLIX CUCTEMaX

Kpuntorpagous ¢ oTkpbIThiM kKntoyoM. Anroputm dudodou-Xennmana, Snb-amana n RSA. 3anayu reHepauun
napameTpos onst RSA. Tect Munnepa-PabuHa, 6bicTpoe BO3BeAEHME B CTEMEHD MO MOLYNIO N, PACWINPEHHbIA anropuTMm
Esknupa. MpuHumn pabotel npotokonoB HTTPS, TLS, SSL. AyteHTudprkaums Ha 0CHOBE cepTUdrKaToB Nno NpoToKoy
X.509.

5. MNepeyeHb yue6HO-MeTOAMYECKOr0O 0becnevyeHns A CaMOCTosITeNbHOWU paboTbl 06yyaloLLLUXCS NO
AucuunnuHe (Moayso)

CamocTosiTenbHas paboTa o0y4atolmMXCs BbIMONHASTCS Mo 3a0aHNI0 1 NPY METOAMYECKOM PYKOBOACTBE Mpenoaasartens,
Ho 6e3 ero HenocpencTBeHHOro y4acTus. CamocTosiTenbHast pabota noapasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayIVNTOPHbIX 3aHSATUAX U Ha BHEayAUTOPHYIO CaMOCTOSTeNbHYo paboTy. CaMmocTosTenbHas pabota obyyatowmxcst
BK/IHOYaET Kak MONIHOCTbIO CaMOCTOSTENbHOE OCBOEHME OTOENbHbIX TeM (pasnenos) AUCUUMNINHLL, Tak U NpopaboTky TeM
(pasmenos), ocBavBaeMbIX BO BpeMs ayAMTOPHOW paboTbl. Bo BpeMsi caMocTosTenbHoM paboThl 0bydatowmecs YATarT 1
KOHCMEKTUPYIOT y4ebHY10, Hay4yHYIo 1 CMPaBOYHYIO NNTepaTypy, BbIMONHAIOT 3a0aHusl, HanpasieHHble Ha 3aKkpenneHne
3HaHWUiA 1 0TPabOoTKY YMEHW 1 HaBLIKOB, TOTOBSTCS K TEKYLIEMY 1 MPOMEXYTOYHOMY KOHTPOO MO AMCUUMMHE.

OpraHunsauus caMocTosTenbHOl paboTbl 0ByHaoIWMXCs PErNaMeHTUPYETCS HOPMATUBHBIMI LOKYMEHTaMu,
y4ebHO-METOANYECKON NMTEPaTypOii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKNIOYAS:

Mopsaok opraHM3aumn 1 ocylecTBleHNs 0bpasoBaTenbHON AeaTenbHOCTH No o6pasoBaTefibHbIM NPorpaMMam BbICLIErO
obpaszoBaHus - nporpammam bakanaepuara, nporpamMmam crieuuanuteTa, nporpaMmmam MarucTpatypbl (YyTBepXaeH
npvkaszom MuHUcTEpCcTBa Hayku 1 Bbiclwero obpasoBaHus Poccuiickoin ®enepauum ot 6 anpenst 2021 rona Ne245)

MucbMo MuHucTepcTBa obpasosaHus Poccuiickoit depepaumm Ne14-55-996mH/15 ot 27 Hosibps 2002 1. "O6
aKTMBM3aLMM CaMOCTOATENBHOM paboThl CTYAEHTOB BbICLIMX YHEOHbIX 3aBEAEHUIA"

YcTaB cheaepanbHOro rocyapcTBeHHOr0 aBTOHOMHOrO obpasoBaTtensHoro yupexaeHns "KasaHckuin (MprBonxckuii)
denepanbHblil yHMBepcutet”

MpaBuna BHyTPEHHEro pacnopsiaka henepanbHOro rocyapCTBEHHORO aBTOHOMHOMO 06pa30BaTENbHOMO YHPEXAEHNS
BbICLEro npodgeccroHanbHoro obpasosanus "KasaHckuii (MprBonxckuii) coenepanbHblii yHUBEpCUTeT"

JlokanbHble HopMaTMBHbIE akTbl KasaHckoro (MprBonkCKoro) doegepanbHoro yHmBepcuteTa

6. POHA, OLLEHOUYHbIX CPEACTB MO AUCLUMNIMHE (MOAYNIO)

DOH[ OLIEHOYHbIX CPEeACTB Mo AUCUMUNINHE (MOAYI0) BKIOYAET OLEHOYHbIe MaTepuanbl, HanpasneHHble Ha NPOBEpKyY
OCBOEHUS KOMMETEHUWIA, B TOM YMCNe 3HAHWUIA, YMEHUIA U HaBblKOB. POHA OLLEHOYHbIX CPeLCTB BK/loHYaeT OLEeHOYHble
CpeLcTBa TeKyLWero KOHTPONS 1 OLEHOYHbIe CPeICTBa NPOMEXYTO4YHOM aTTecTaumm.

B ¢hoHIe OLeHOYHbBIX CPEACTB COAEPXUTCS creayiolas uHpopMaums:

- COOTBETCTBME KOMNETEHLMIA NMNAHUPYEMBIM pedynbTataM 06y4eHUs No LUCLUMNANHE (MOLYNIo);

- KPUTEPUM OLIEHMBAHNS COPMUPOBAHHOCTY KOMMETEHLWIA;

- MEXaHU3M (POPMUPOBAHMS OLEHKM MO AMCUMNAVHE (MOLYNIO);

- onucaHve nopsiaka NPUMEHeHWs U NpoLeaypbl OLEHMBAHNS LS KaXA0ro OLEeHOYHOro CpencTBa;
- KPUTEPUM OLLEHMBAHNS LS KAXA0r0 OLEHOYHOr0 CPeacTBa;

- coaepxaHume oueHO4YHbIX CpencTBs, BKIKOYas TpeéoBava, npegbsasndaeMble K OEenCcTBuAM o6y'-|a|ou4v|xcq,
OEMOHCTPUpPYyEMbIM pe3yfibTataM, 3anaHns pas3/indHbIX TUMOB.

DOHL OLLEHOYHbIX CPEACTB MO AMCUMNANHE HaxoanTcs B MpunoxeHun 1 kK nporpamme AUCLMUNAUHBI (MOLYNO).

7. MepeyeHb nuTepaTtypbl, HEO6XOAUMOW AN OCBOEHUS AUCLIMIMINHDBI (MOAYNS)

OcBoeHue gucumnauHbl (Moayns) npeanonaraeT M3yYeHne OCHOBHOW U [OMNONHUTENbHOW y4ebHOoM nuTepaTyphl.
NuTtepatypa MoxeT BbiTb AOCTYMHa 0by4alowmnMcs B 0OHOM U3 ABYX BapuaHToB (NGO B 000UX N3 HIX):

- B 9NIEKTPOHHOM BUIE - YEPES NEKTPOHHbIE BUBNNOTEYHbIE CUCTEMBI HA OCHOBAHMMW 3akntoueHHbIX KDY norosopos ¢
npaeoobnanatensmu;

- B NeyatHoM Buae - B HayyHoi 6ubnuoteke um. H.N. Nlobayesckoro. Obyyarowmecs nonyyaroT y4ebHyto nutepatypy Ha
aboHeMeHTe Mo YnTaTeNbckum bruneTam B COOTBETCTBUM C NMpaBunamy nonb3osaHust HayyHol 6GnbnnoTekoii.

OnNeKTPOHHbIE N30aHUS BOCTYMHbI LUCTAHLUMOHHO 13 MoB0I TOUKM NpW BBEAEHNM 00yHaIOLWMMCS CBOETO NOMMHA 1 Naponst
OT NNYHOTO KabuHeTa B cMcTeME "ONEKTPOHHbIA yHMBEpPCUTET". MpU MCNONb30BaHMM NeYaTHbIX U3LaHWA BONNOTEYHBIN
POHL [OMKEH BblTh YKOMMNEKTOBAH MMM 13 pacyeTa He MeHee 0,5 ak3emnnsipa (ans obyyatowmxcs no drocC 3++ - He
meHee 0,25 ak3emnngapa) Kaxaoro U3 n3gaHuii OCHOBHOW nuTepartypbl U He MeHee 0,25 ak3emnnapa LOMNOMHUTENbHO
nuTepaTypbl Ha Kaxaoro obyyaiowerocs 13 yucna nuu, 0LHOBPEMEHHO OCBAVBAIOWMX OAHHYIO OUCLMMIINHY.
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MepeyeHb OCHOBHOW U [OMONHUTENBHOMN y4eBHON NTepaTtypbl, HEOOXOANMMON A1 OCBOEHUS AUCLUMMNAVHBI (MOOyns),
Haxonmutcs B MpunoxeHun 2 kK paboyeli nporpamMme AnCUMNAMHBL. OH NOANEXUT OBHOBNIEHMIO NPY U3MEHEHUN YCITOBUIA
noroeopos K®Y ¢ npasoobnagatensiMm anekTPOHHbIX U3OAHWA U NPU N3MEHEeHM KOMNIEKTOBaHNUS ooHa0B Hay4Hoi
onbnuotekn KdY.

8. MNepeueHb pecypcoB MHPOPMALLMOHHO-TEIEKOMMYHUKaLMOHHOMN ceTh "UHTepHeT", He06X0AUMbIX NS
OCBOEHUS1 AUCLUMNMIUHBI (MOOYIIS)

NHTepHeT-nopTan ¢ obpasosatesibHbiMK pecypcamu no UT - http://www.intuit.ru
HayuHas anekTpoHHas 6ubnunoteka - https://elibrary.ru

OdpmumanbHbin cant PCTOK Poccum - http://www.fstec.ru

CnpasoyHas cuctema MSDN - http://msdn.com

9. MeToguyeckue ykasaHus gisi 06y4aroLLLUXCA MO OCBOEHUIO AUCLUNIUHBI (MOAYNS)
Bup, pa6ot MeTtoauueckue peKoMeHpaLmm

nabopatopHble| MoaroToBky K NabopaTopHbIM 3aHATUSM CledyeT HaYMHaTb C U3Y4YEeHNs1 TEOPETUYECKOM YacTu - ¢

paboTbl onpeneneHns MM OCHOBHbIX MOHATUIA, BbIBOAOM OOpMYyN U fokasaTenbcTBoM TeopeM. Ocoboe
BHMMaHWe cnenyeT obpalaTb Ha onpeaeneHns OCHOBHbIX MOHSATUR U (POPMYIMPOBKN OCHOBHbIX
TeopeM. Heobxonmmo noapobHo pasbupaTb NpMMepsbl, KOTOPbIE MNOSICHAIOT ONPeAENeHUsl 1 TEOPEMbI.
CnepyeT no matepuanam BECTM KOHCMNEKT MM KaKOR-TO BCMOMOraTebHbli MaTepuran,
onpenensiiowmin B3anMoCBA3b NOHATUIA.

camocTtos- | CamocTosiTenbHas pabota CTyAeHTOB COCTOUT U3 [IByX OCHOBHbIX YacTel - npopaboTka NeKLUMOHHOro
TenbHas maTepuana v BbiNONHEHUs LOMalWHKX 3a8aHnii. 1S OCBOEHWNS TEOPETUHECKOrO M NPaKTUYECKOro
pabota maTepuana, B Cry4ae, Koraa KOHCMeKTOB OKa3blBaeTCsl HELOCTATOYHbIM, Ui 4nst 6onee AetanbHo
npopaboTkn OTAENbHbIX TEM PEKOMEHAYETCS UICMONb30BaTh NMUTEPATYPY, YKasaHHyo B
COOTBETCTBYIOIWEM pasgene. Bce BosHvKalowWwme BONPOCH PEKOMEHAYETCS 3apaHee YeTKo
CCPOPMyNMpoBaTh U BNOCNEACTBUM 06CYANTb C MPenonaBaTenem.

3a4ver 3anorom yCI'IGLIJHOI7I choayn 3a4eTa ABnsdeTcs pa60Ta B Te4eHne Bcero cemecrtpa. OCHOBHbIM
MCTOYHMKOM MOAOroTOBKUN K 3a4eTy ABNAETCA KOHCNEKT nexkuun. I'IpanmbHo COCTaBJIEHHbIA KOHCMNEKT
nekumm COLOEepPXUT TOT ONTUManbHbI 06beM MH(popMaLum, Ha OCHOBE KOTOPOro CTyAEHT CMOXeET
npencrtaBnTb cebe Becb y‘-leﬁHbIVI marepuman. B xone noarotoekum K 3a4vyeTy CTyaeHTam HeobxoauMo
oépamaTb BHMMaHMe He TO/IbKO Ha ypOBEHb 3anoMnHaHun4, HO U Ha CTeneHb MNOHNMaHUA OCHOBHbIX
NMOHATUN.

10. NMepeuyeHb MHCGPOPMALLMOHHBIX TEXHONOIMM, UCNONb3YEMbIX NMPU OCYLLECTBNEHUN 06pa3oBaTeNlbHOro
npouecca no gucuuniIvHe (MOAYNK), BK/OUYas NepeyeHb NPorpaMMHOro obecneyeHus U MHCPOPMAaLIMOHHBIX
CnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMOMUIA, CMONb3YEMbIX MPU OCYILECTBAEHMN 06pa30BaTENBHOIO NpoLecca no
OUCUMMNAVHE (MOLYNI0), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns n MHGOPMALIMOHHbBIX CMPaBOYHbIX CUCTEM,
npenctasneH B MNpunoxeHun 3 k paboyei nporpaMMe OUCLMMNNHBI (MOLYNS).

11. OnucaHue MatepuanbHO-TeXHMYecKomn 6a3bl, He0O6X0AMMOW AN OCYLUEeCTBNeHus o6pa3oBaTefibHOro
npouecca no gucuunnuHe (Moayno)

MaTtepuanbHo-TexHu4eckoe obecneyeHre o6pasoBaTenbHOro npoLecca no AucuunavHe (Moaynio) BKtoYaeT B cebs
cnenyrolme KOMMOHEHTbI:

MoMelleHnst 015 CaMOCTOSITENbHOM PaboThl 0B6YYaAIOWMXCS, YKOMMNIEKTOBAHHbIE CreLmnannanpoBaHHoi Mebernbio (CToMbI 1
CTY/bs) ¥ OCHALEHHbIE KOMMbIOTEPHOMN TEXHUKOW C BOSMOXHOCTbIO MOAK/MIOHEHUS K ceTn "VIHTepHeT" n obecriedeHnem
[OCTyNa B 3NEeKTPOHHYI0 MHOpOpMaLMOHHO-06pasoBaTenbHyto cpely KDY.

YyebHble ayamMTopun 0SS KOHTAKTHOW paboThl C NpenoaaBaTteneM, yKOMMIeKTOBaHHbIe CNELManm3npoBaHHON Mebenbo
(cTonbl 1 CTYNbS).

KomnbloTep v NpuHTEp Ons pacnedyarky pasaaroyHbix MaTepuanos.
MynbTMeouiHas ayantopus.
KomnbloTepHbI Knacc.

12. Cpeﬂ,CTBa apgantauummv npenogasaHusi oguCUNNMNIUHBbI K I'IOTpeﬁHOCTilM 06y'-|a|ou.|.wxc5| UHBaNUOoOB U nNuuy Cc
orpaHn4eHHbIMU BO3MOXHOCTSAMU 300PO0BbSA
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rlpl/l Heobx0aMMoCT B o6pa305aTean0M npouecce NpuMeHsATCA cnegywme Metonbl U TEXHONOrnn, obneryatouime
BOCMpUATME UHPOopMaLnUn O6y'-Ia}OLI.I,I/IMI/ICFI nHBanngamMn n nmuamm ¢ orpaHN4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- CO3[aHve TEKCTOBOW BepCUM NtoBOro HETEKCTOBOMO KOHTEHTA LS €F0 BO3MOXHOr0 npeobpasoBaHus B
anbTepHaTVBHbIe POpPMbl, YO0OHbIe A1 pa3fnYHbIX NOfb30BaTene;

- CO30aHNe KOHTEHTAa, KOTOprVI MOXHO NMpencTaBuUTb B pa3/InyHbIX BUOAX 6e3 noTepun OoaHHbIX UK CTPYKTYpPbI,
npenycMoTpeTb BOSMOXHOCTb MaCLIJTa6I/IpOBaHI/Iﬂ TeKCTa un |/|306pa>KeH|/||7| 6e3 noTtepu Ka4ectea, NpenyCcMoTpeTb
OOCTYMNMHOCTb yrnpaBneHnsa KOHTEHTOM C KnaBuaTypbl;

- co30aHne BO3MOXHOCTEN Osi 06yHalowWmMXcs BOCMNPUHUMATD O4HY W Ty XXe MHCDOPMALMIO U3 PasHbIX MCTOYHUKOB -
Hanpumep, Tak, 4Tobbl LA C HAPYWEHUSIMX CriyXa Noslydany UHGOPMaLMIo BU3yabHO, C HAPYLWEHUSIMW 3peHNs -
ayaunarnbHo;

- MPUMEHEHVEe NPOorpaMMHbIX CPencTs, obecrneynBaroWmx BO3MOXHOCTb OCBOEHMS HABbIKOB 1 YMEHUIA, CDOPMUPYEMbIX
OVNCLUMNMIMHOM, 3a CYET anbTepHaTUBHbLIX CNOCOO0B, B TOM YMCNE BUPTYanbHbIX NabopaTopuii U CUMYNSILNOHHBIX
TEXHONOIIA;

- NPVMEHEHNe ANCTaHUMOHHbIX 0B6pa3oBaTenbHbIX TEXHONOIWIA Ons nepenayy MHGOPMaUmn, opraHn3auun pasnnyHbIx
POPM UHTEPAKTUBHOW KOHTaKTHOW paboThl 0by4atowerocs ¢ npenonasatenem, B TOM Yucie Be6UHaApOB, KOTOPbLIE MOTYT
ObITb UCMONb30BaHbI AJ1sl NMPOBEAEHNS BUPTYaNbHbIX IEKLMA C BO3MOXHOCTHI0 B3aUMOLEACTBUS BCEX YHACTHNKOB
OMCTaHUMOHHOro 0by4eHusl, NpoBeneHNsI CEMUHAPOB, BBICTYMIEHNS C AOKNAAaMy U 3aWnTbl BbINOIHEHHbIX paboT,
NpOoBeEeHNS TPEHVHIOB, OPraHM3aLmmn KONEKTUBHOW paboThl;

- MPUMEHEeHNe ANCTaHUMNOHHbIX 06pa3oBaTenbHbIX TEXHONOMMIA AN OpraHn3auUmMm opM TEKYLEero 1 NPOMEXYTOYHOro
KOHTpONS;

- YBENNYEHME NPOLOMIKXNTENIbHOCTU caaqm oby4atowmMcst MHBaANUOOM UK NINLOM C OFPaHnYeHHbIMU BO3MOXHOCTSIMI
300p0oBbS (POPM NPOMEXYTOYHOM aTTecTaumnn N0 OTHOWEHMNIO K YCTAHOBNEHHOM MPOAONXUTENBHOCTUN NX COaYN:

- MPOAOMXNTENBHOCTN cAayn 3a4éTa UNKM aK3aMeHa, NPOBOAMMOro B MUCbMEHHO dopMme, - He Bonee yeM Ha 90 MUHYT;
- NPOONMXMNTENIbHOCTN MOAFOTOBKM 06y4yatowerocsi K 0TBeTy Ha 3a4éTe UM 9K3aMeHe, MPOBOAUMOM B YCTHOW chopMme, - He
6onee yem Ha 20 MUHYT;

- MPOAOMXNTENBHOCTU BbICTYNEHNS 0By4atolwerocs npu sawmute KypcoBoi paboThl - He 6onee Yem Ha 15 MUHYT.

Mporpamma cocTasneHa B cooTBeTcTBUM ¢ TpeboBaHnaMu GIrOC BO 1 yyebHbiM nnaHom no HanpasneHuto 10.03.01
"NHdopmaumoHHas 6e3onacHoCTb" 1 NPOgUD NoaroToBky "Be3onacHOCTb KOMMbIOTEPHbIX CUCTEM".

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

3AE
CtpaHuua 7 ns 9. Bl YHH

AR 5 AN LM O



MporpamMma aucumnnmHbl "Be3onacHoCTb BoluMcAnTENbHbIX crctem"; 10.03.01 "VIHdpopmaumoHHas 6e30nacHOCTb".

lMpunoxerne 2
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
51.B./1B.06.01 be3onacHOCTb BbIHNCINTENIbHBIX CUCTEM

MepeueHb nuTepartypbl, HEOOXOAUMOM 4Nt OCBOEHUS OUCLMIUINHBI (MOLOYNS)

Hanpasnenve nogrotosku: 10.03.01 - IHpopmaumnoHHas 6e3onacHoCcTb

Mpodpunb NoaroToBkM: be3onacHOCTb KOMMLIOTEPHbBIX CUCTEM
Keanndpvkaums BbinyckHrka: 6akanasp

dopma 0byyeHus: o4Hoe
SA3bik 0by4eHmns: pycckuii
oa Hauana obyyeHus no obpasoBartenbHol nporpamme: 2021

OcHoBHas nuTeparypa:

1.MenbHukos, O.A. HdopmaLmoHHas 6e30nacHOCTb OTKPbIThIX cucTeM: y4ebHuk / O.A. MenbHUKOoB. - 3-e 3L, CTep. -
Mocksa: ®PJIMHTA, 2019. - 444 c. - ISBN 978-5-9765-1613-7. - TekcT: anekTpoHHbIl. - URL:
https://znanium.com/catalog/product/1042499 (nata obpauweHusi: 25.01.2021). - Pexwvm goctyna: no noanucke.

2.Bawnel, M. H. MHopmMaLmoHHasa 6e3onacHOCTb 1 3awnta MHgopmauuu : yuebHuk / M. H. bawnesl, A. B. babauw, E. K.
Baparosa. - Mockea : PUIOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - TekcT : anekTpoHHbIii. - URL:
https://znanium.com/catalog/product/405000 (nata obpaweHus: 25.01.2021). - Pexxum pocTtyna: no noanucke.

3. Hectepos, C. A. OcHoBbl MHCbopMaLMOHHO 6e3onacHocTh : y4ebHoe nocobue / C. A. Hectepos. - 5-e nag., ctep. -
CaHkT-lMeTepbypr : NlaHb, 2019. - 324 c. - ISBN 978-5-8114-4067-2. - TeKCT : anNeKTPOHHbIN // JlaHb :
9NeKTPOHHO-bubnnoteyHas cuctema. - URL: https://e.lanbook.com/book/114688 (nata obpaleHms: 25.01.2021). -
Pexum poctyna: ons aBTopua. Nonb3oBaTenei.

4. 'nnHckas, E. B. MHgopmaumnoHHas 6e3onacHOCTb KOHCTpyKLuiA OBM 1 cuctem : yuebHoe nocobue / E.B. MnnHckas,
H.B. YuusapwuH. - Mocksa : MIHDPA-M, 2021. - 118 c. - (Bbiclee obpasosaHue: bakanaspuar). - DOI 10.12737/13571. -
ISBN 978-5-16-010961-9. - TekcT : anekTpoHHbIi. - URL: https://znanium.com/catalog/product/1178152 (narta
obpaileHns: 25.01.2021). - Pexum pocTyna: no noanmcke.

JononHutenbHas nuteparypa:

1. MpuwwmHa, H. B. OcHoBbI MHGhopMaLUMoHHOM 6e3onacHOCTV nNpeanpusitus : yiebHoe nocobue / H.B. MpuwmHa. -
Mockga : UHD®PA-M, 2021. - 216 c. - (Bbiclwee obpazosaHue: bakanaspuar). -

www.dx.doi.org/10.12737/textbook _5cf8ce075a0298.77906820. - ISBN 978-5-16-015105-2. - TekcT : 3NeKTPOHHbINA. -
URL: https://znanium.com/catalog/product/1784437 (nata obpauweHus: 25.01.2021). - Pexum goctyna: no nognucke.

2. Xopes, M. B. MporpamMmHo-annapatHas 3awmta uHgopmaumm : yuebHoe nocobue / M.b. Xopes. - 3-e n3g., ncnp. u
non. - Mocksa : UHDPPA-M, 2021. - 327 c. - (Bbicwee obpasosaHue: bakanaspuar). - DOI 10.12737/1035570. - ISBN
978-5-16-015471-8. - TekcT : anekTpoHHbIi. - URL: https:/znanium.com/catalog/product/1189342 (nata obpalleHus:
25.01.2021). - Pexxum gocTyna: no noanucke.

3. NweitHos, B. 5. OcHOBHbIE NONOXeHNS MHOPMALIMOHHOM 6e3onacHocTH : y4ebHoe nocobue / B.A. NweliHos, M.B.
MeuatyHsiH. - Mocksa : ®OPYM : MIH®PA-M, 2021. - 208 c. - (CpenHee npodeccroHansHoe obpasosaHue). - ISBN
978-5-00091-489-2. - TekcT : anekTpoHHbIiA. - URL: https://znanium.com/catalog/product/1189337 (narta obpalieHus:
25.01.2021). - Pexwum goctyna: no noanucke.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

3AE
CtpaHuua 8 ns 9. Bl YHH

ARl | AL O



MporpamMma aucumnnmHbl "Be3onacHoCTb BoluMcAnTENbHbIX crctem"; 10.03.01 "VIHdpopmaumoHHas 6e30nacHOCTb".

lMpunoxerve 3
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
51.B./1B.06.01 be3onacHOCTb BbIHNCINTENIbHBIX CUCTEM

nepe'-IeHb MHPOPMaLIMOHHbIX TEXHONMOINMMK, UCNONb3YyeMbIX AJ1s1 OCBOEHUS AUCLUMIUHBI (MO,IJ,ynil), BKo4yas
nepe4yeHb nporpaMmMHOro obecneyeHns u MH(POPMaLIMOHHbIX CNPaBOYHbIX CUCTEM

HanpasneHnne nogrotosku: 10.03.01 - IHdpopMaumnoHHas 6e3onacHocTb
Mpodomnb noarotoskn: 5e30MNacHOCTb KOMMbIOTEPHBIX CUCTEM
KBanudomkauus BeinyckHuka: bakanasp

dopma 0by4eHus: o4Hoe

SA3bik 0by4eHuns: pycckuia

oa Hauana obyyeHus no obpasosatenbHol nporpamme: 2021

OcBoeHne oucuUnnInHbI (MO,EI,yl'IFI) npegnonaraet ncnosib3oBaHme cnenytowero nporpamMmHoOro obecrneyeHus 1
MHJPOpMaLMOHHO-CNPAaBOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows 7 MpodbeccuoranbHas unm Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

YyebHo-MeToAMYeCKas nutepatypa ons JaHHOW AUCLMMNANHBI UIMEETCS B HANMYMK B SNIEKTPOHHO-OMBNMOTEUHOI cucTeme
"ZNANIUM.COM", nocTyn K KoTopoii npenoctaeneH obyyatowmmes. I6C "ZNANIUM.COM" coaepXuT npon3BeneHns
KPYMHENWMX POCCUNCKUX YHEHbIX, PyKOBOAUTENEN rocy0apCTBEHHbIX OpraHoB, npenogaearenein segyLmx By30B CTPaHbl,
BbICOKOKBaNMULIMPOBAHHbLIX CMELMANNCTOB B pa3nnyHblx cdoepax busHeca. doHn 6ubnmotekn cpopMmnpoBaH C y4eToMm
BCEX M3MEHEHUA 06pa30oBaTeNbHbIX CTaHAAPTOB 1 BKNKOHYAET y4ebHMKN, y4ebHble nocobus, yuebHO-MeToanYeCcKme
KOMIekchbl, MOHOrpadoum, asTopedeparbl, AuccepraLmm, SHUUKIoNeaun, CnoBapu U CNpaBoYHNKN,
3akoHo4arteNbHO-HOPMaTUBHbIE [OKYMEHTbI, CrieumanbHble Nepuognyeckme n3gaHns n ndnaHusl, Boinyckaemble
nspartenbcteamu By30B. B HacTosiwee Bpems S5C ZNANIUM.COM cooTBeTCTBYET BCEM TPeOOBAHMSAM (oeepanbHbIX
rocynapcTBeHHbIX 06pasoBaTtenbHbIX CTaHAapToB Bbicwero obpasosaHust (PrOC BO) HoBOro NokoneHus.

YyebHo-meToamMYeckas nutepatypa s LaHHOW AUCLMNAUHBI UMEETCS B HANNYMU B SNEKTPOHHO-BMBNNOTEYHOR crncTeme
NapatenbcTBa "MaHb" , LOoCTyn K KOTOpOM NpepocTtasneH obyyatowmmes. 96C NapaTtenbcTea "MaHb" BktoyaeT B cebs
SNEKTPOHHbIE BEPCUM KHUT n3patenbcTsa "laHb" 1 opyrux BeLylwmx n3natenscts y4ebHoOM nuTepaTypsbl, a Takxe
SNEKTPOHHbIE BEPCUUN MEPNOANYECKUX U3OaHWUIA NO €CTECTBEHHbIM, TEXHUYECKUM U r'yMaHUTapHbIM Haykam. 9bC
N3paTenbcTea "MaHb" obecneunBaeT fOCTYN K HAYYHOW, y4ebHO NuTepaTtype 1 HayYHbIM NEPUOLNYECKAM U3LAHUSM MO
MakCMMarnbHOMY KONMYECTBY NPOOUNbHbLIX HANPaBReHUi A C COBNOAEHNEM BCEX aBTOPCKUX U CMEXHbIX Mpas.
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