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CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. ®oHAO OLEHOYHBIX CPeacTB Mo AUCUUNMHE (MOaynio)

6.1. MepeyeHb KOMMNETEHLUIA C yKa3aHWEM 3TarnoB MX (POPMUPOBaHMS B MPOLIECCE OCBOEHUS 0bpa3oBaTenbHoii
nporpamMmbl 1 OOPM KOHTPOIS NX OCBOEHWUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHNA KOMMETEHUMN Ha pasnunyHbIX aTanax ux popmMmnpoBaHns,
onuncaHue wkKan oueHmnBaHun4

6.3. Tunosble KOHTPO/bHbIE 3a0aHNA NN NHble MaTepuanbl, HGOéXO,D,I/IMbIe Ong oueHkKun 3HaHI/II7I, yMean7|, HaBbIKOB U
(Mnn) onbiTa BEATENbHOCTU, XapakTepMayoLWmnx aTanbl OPMUPOBAHNS KOMMETEHLUMI B NPOLIECCE OCBOEHUS
06pasoBaTtenbHON NPOrpamMMmbl

6.4. MeTtoanyeckne matepuanbl, onpegendiowmne npouenypbl oleHnBaHuA 3HaHWN, yMean7|, HaBbIKOB U (I/IJ'II/I) onbiTa
0eATenbHOCTU, XapaKkTepusyowmx atanbl oOpMUpPOBaHNSA KOMMeTeHuunin

7. NepeyeHb nutepaTypbl, HEOHXOAMMOW ONS OCBOEHMS AUCLMNIMHBI (MOAYy”Ns)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALMOHHOW ceTh "IHTepHeT", HeobX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeToamnyeckme ykasaHus nns obyyatolmxcs no 0CBOEHWIO AUCLMMNMHBI (MOOYNS)

10. MepeyeHb MHOPMALMOHHBIX TEXHOMOMMIA, UCMONb3YEMbIX MPU OCYLECTBEHNM 0Bpa3oBaTeNibHOro npowecca no
LMCUMNAVHE (MOOYNIO), BKMOYAS NepeyeHb NPorpaMMHOro obecneyeHns n MHPOPMALIMOHHbBIX CMPaBOYHbLIX CUCTEM (NpK
HeobXoaMMOCTHK)

11. OnncaHne MaTepuanbHO-TeXHUYecko 6a3bl, He0bX0AMMOI ANs ocylwecTBNeHNs obpa3oBaTeNnbHOro npoLlecca no
aucumnnuHe (Mooynto)

12. CpeancTea agantauuy NpenofaBaHns AUCLMMNWHBI (MOSYNs) K NoTPebHOCTSM 06yyatoWwmxcs MHBANNLOB W NN, C
OrpaHUYeHHbIMY BO3MOXHOCTSMY 300POBbS

13. MNMpunoxeHue Ne1. doHA OLEHOYHbIX CPEOCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON AN OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. MNepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMMNINHBI (MOSYns),
BKNIOYAs NepeyeHb NPOrpaMMHOro obecneyeHmst 1 MHEOPMaLIMOHHBIX CMPABOYHBIX CUCTEM
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Mporpammy oucumnnuHbl paspaboTan(a)(m) ooueHT, K.H. Xasues 3.J1. (Kadenpa nHopmMaLmoHHbIx cuctem HIA,
OTneneHne MHAPOPMALMOHHBIX TEXHONOMMIA U aHepreTnyeckmx cuctem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHMpyeMbIX pe3ynbTaToB 06yyeHUs No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIM BO

Obyuqarowumitcsi, OCBOVBWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnanaTtb cneayowmnmMy KOMNeTEHLUAMU:

LWndop PaclumndppoBka
KOMMNeTeHLuun npuobpeTaeMorn KOMNeTEHLUN
Orik-3 CnocobeH pelwaTb cTaHLapTHbIE 3a4a4y NPOECCOHANbHON AeATENbHOCTU Ha

OCHOBE MHGOPMALMOHHON 1 61bAMorpadoMyeckoit KynbTypbl C MPUMEHEHUEM
MHEPOPMALVOHHO-KOMMYHUKALMOHHbBIX TEXHONOTWIA U C Y4ETOM OCHOBHbIX
TpeboBaHNin MHOPMALMOHHOM 6e30MacHOCTY;

O6yyatolmiics, OCBOMBLUNA AUCLUMANHY (MOOYNb):
JlonxeH 3HaTb:
©- MeTobl U cpeacTBa obecneveHns MHPOPMALIMOHHO 6€30MaCHOCTN KOMMBIOTEPHBIX CUCTEM.

JonxeH ymeTb:

- pelwatb CTaHAapTHbIe 3a4a4u NPOEeCCNOHANBHOW AEATENBHOCTH HA OCHOBE UHCPOPMALIVIOHHOW 1
6vbnrorpadonyeckoin KynbTypbl ¢ MPUMEHEHNEM UHAPOPMALIVIOHHO-KOMMYHVKALMOHHBIX TEXHONOMNMA 1 C Y4ETOM
OCHOBHbIX TPeBOBaHUIA UHPOPMALIMOHHOM 6e30NMacHOCTY;

JlonxeH Bnagetb:

9- A3blKamMun NPoLLefypPHOro U 06 bEKTHO-OPMEHTUPOBAHHOIO NPOrPaMMUPOBaHNSA, HaBblkaMy paspaboTku 1 OTNaaKK
NporpamMm He MeHee YeM Ha OOHOM U3 anropUTMUYECKNX NPOLIEAYPHBIX SA3bIKOB MPOrPamMMUPOBaHNS BbICOKOrO
YPOBHSI.

LonxeH 0eMoHCTpUpoBaTb CNOCOBHOCTb M FOTOBHOCTb:!
- FOTOB MPUMEHSITb NMONy4YeHHbIE HABbIKW Ha NMPaKTUKe.

2. Mecto aucuunnuHel (Moayns) B ctpyktype OMOIM BO

JaHHasa aucumnnuHa (Mogynb) BkntodeHa B pasgen "B1.0.14 OucumnnunHbl (Mogynun)" OCHOBHOM NPOIECCUOHASBbHOA
obpazosatenbHoli nporpammbl 09.03.04 "MporpammHas nHxeHepus (PazpaboTtka nporpamMmMHO-MHEOPMaLMOHHbIX
cucteM)" n oTHOCUTCS K 06513aTeNbHbIM OUCUMMNIMHAM.

OcsauBaetcs Ha 5 kypce B 9, 10 cemecTpax.

3. O6bem gucuunanHbl (MOAyNs) B 3a4eTHbIX eguHMLaX C YKa3aHMeM KONMYecTBa YacoB, Bbloe/IeHHbIX Ha
KOHTaKTHyI0 paboTy obyuyaloLmuxcs ¢ npenopasaresnem (Mo BMAAM yuyeOHbIX 3aHATUI) U HA CaMOCTOSATE/IbHYIO
paboTy obyuatlomxcs

Obwas TpyLoeMKOCTb AUCLMMNAUHBI cocTaBnseT 5 3aueTHbIx(ble) eanHuL(bl) Ha 180 yaca(os).

KoHTakTHasi paboTa - 26 yaca(os), B TOM 4yucne nekuun - 10 yaca(oB), npakTuyeckume 3aHsTus - 0 yaca(os),
nabopaTtopHble paboTbl - 16 Yaca(oB), KOHTPONb caMocTosiTeNbHOM paboThl - 0 Yaca(os).

CamocTositenbHas pabota - 145 yaca(os).
KoHTponb (3a4éT / ak3aMeH) - 9 yaca(os).
dopma NPOMEXYTOYHOr0 KOHTPONS AUCLUMANHBI: OTCYTCTBYET B 9 cemecTpe; ak3ameH B 10 cemecTpe.

4. CopepXxaHue ouCUUNNUHbI (MOAYNSA), CTPYKTYpUpPOBaHHOE MO TeMaMm (pa3penam) ¢ yKkasaHMeM OTBeAeHHOro Ha
HUX KONM4YecTBa akageMUYecKnx 4acoB U BUOOB y4eOHbIX 3aHATUN

4.1 CTpyKTypa U TeMaTU4eCKui nnaH KOHTaKTHOW M CaMOCTOSITENbHON paboThl MO AUCLMNNIMHE (MOAYNIO)

Buaobl u yachbl
KOHTaKTHOW paborThbl,
Paspenbl aucunninHbl / UX TPYAOEMKOCTb CamocTtositTenbHas

N moayns CemecTp (B yacax) pa6ota

MpakTuyeckuelaboparopHble

Jlekumn 3aHATUSA paboTbl
1 Tema 1. [NpaBoBoe obecneyeHne 9 0 0 0 5
‘|nHchopmaumoHHo 6e3onacHocTu
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Buabl n yachbl
KOHTaKTHOM paboThbl,
Paspenbl pucumMnavHebl / WX TPyAOEMKOCTb CamocTosiTenbHasi
N Moayns Cemectp (B yacax) paborta
MpakTnyeckumellabopaTtopHbie)
Jlekumn 3aHATUSA paboTbl
Tema 2. OCHOBbI MHCPOPMALMOHHOM
2. 6e3onacHoCTu 9 0 0 0 6
Tema 3. BesonacHocTb
8. onepaunoHHbIX CUCTEM 9 1 0 0 8
Tema 4. besonacHOCTb
4. BbIYNCNTENbHbIX CETEeNn 9 2 0 0 8
Tewma 5. BesonacHocTb cucTem
5 ynpaeneHus 6azamy faHHbIX 9 1 0 0 8
Tema 6. OpraHmsaunoHHoe
6./obecneyeHne NHOPMALIMOHHOA 10 0 0 4 16
6e3onacHoCTu
Tema 7. lNporpamMmHo-annapaTHble
7. cpencTsa 3awnTbl MHGopMaLmm 10 2 0 4 24
Tema 8. Kpuntorpadmyeckne
8. METObl 3aWmnTbl MHOOPMaLIMK 10 2 0 4 41
Tema 9. KomnnekcHoe obecrieyeHune
9.[uHPopMaumoHHo 6esonacHOCTK 10 2 0 4 32
ABTOMATM3MPOBAHHBIX CUCTEM
NToro 10 0 16 145

4.2 CopepxaHue aucUUNIUHLI (MOBYNSA)
Tema 1. NpaBoBoe ob6ecneyeHne MHcopmaLMoHHOM 6e3onacHOCTU

KOHCTUTYLIMOHHbIE FrapaHTUK Npas rpaxaaH Ha MHAPOPMaLMIo 1 MeEXaHN3Mbl X peanusaumu. NoHaTve n Buabl
3awmwaemor nHcpopmaumm no 3akoHoaatenscTey P®. Cuctembl 3awmnTbl roCyfapCTBEHHON TalHbl U
KOHbUAEHUMaNbHON MHdopMaLuun. JTnueHsnposaHme 1 ceptudukaums B obnactv 3awmutel FocyapCTBEHHON TaliHbI 1
KOHbUAEHUMaNbHOM MHgopMauun. 3awmTa nHTennekTyanbHon cobecteeHHocTh. MNpectynneHus B cdoepe
KOMMbIOTEPHON MHJPOPMAaLINN.

OpraHn3aunoHHo-NPaBoBoe obecrneyeHre 3alnTbl KOMMbIOTEPHO MHApopMaUMH.

N3yueHue cuctembl 3awmTbl KOHPUOEHUMANBHOW MHApopMaumu. Mogenu nHgopmaLmoHHol 6e30MacHOCTY;
MEXAyHapoHble N OTEYECTBEHHbIE CTAHAAPTbI MHPOPMALMOHHOW Be3onacHOCTM, nonuTuka 6e3onacHoCTy;
nokasaTtenu 3alWneHHOCT CPEACTB BbIMUCIMTENBHOW TEXHVKU U KNACChl 3aWMEHHOCT aBTOMATU3MPOBAHHbBIX CUCTEM
0T HECAHKLIMOHVPOBAHHOMO [OCTYNA.

Tema 2. OcHOBbI MHC(pOpPMaALIMOHHOW 6e3onacHOCTU

MoHsTMe HaunoHanbHol 6esonacHocT Poccuitickoin Pepepaunn. MiHgopmaunoHHas 6esonacHocTb (UB) B cucteme
HaumoHanbHoi 6e3zonacHocT PP, npobnembl MHGOPMALUMOHHOR BOHbI. OCHOBHbIE MOHSTUS, 0bWeMeToaonornyeckme
npuvHUunbl Teopun NB. Moaenu nHopMaUnoHHo 6e30MacHOCTU; MEXOYHAPOAHbIE N OTEYECTBEHHbIE CTaHaaPThI
VHgOpMaLMoHHo 6e3onacHOCTW, MoNUTUKa 6e30NacHOCTMW; NoKasaTeny 3aluLLeHHOCTM CPELACTB BblUCIUTENBbHOW
TEXHWKWN U KNacchbl 3aWNLLEHHOCTN aBTOMaTU3MPOBAHHBLIX CUCTEM OT HECAHKUNOHMPOBAHHOMO Aoctyna. Yrpo3asl Ub.
OueHka u ynpaeneHue puckamu. ObecrnedveHne KOHMOEHUMANbHOCTN, LENOCTHOCTM U AOCTYNHOCTU MHCPOPMaLIM.

O6ecneveHne 6e30MacHOCTU 9NEKTPOHHON NOYThI Npu paboTe B cetn MIHTepHerT.
OtpaboTka 6esonacHblx MexaHn3MoB paboThl C MOYTON B ceTn IHTepHeT.

Tema 3. Be3onacHOCTb onepaLUOHHbIX CUCTEM

Obwas xapakTepucTuka onepaunoHHbIX cucteM. HasHadeHre, BO3MOXHOCTM, MOAeNu 6e30nacHOCTY OnepaLyoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHusauus ynpasneHns goctynom u 3awmtbl pecypcos OC.
OcHoBHblE MexaHM3Mbl He30MacHOCTW: CPeacTBa U MeToabl ayTeHTudprkauum B OC, Mogeny pasrpaHnmyeHns JocTyna,
opraHm3aums n Ucnonb3oBaHvne cpencTs ayauta. AoMuHmuctpuposaHne OC: 3agaym v NPUHLMUMABLI CONPOBOXAEHMNS
CMCTEMHOr0 NMPOorpaMmMHoro obecneveHusi, reHepaums, HaCTPONKa, M3MePEHNE NPON3BOLNTENbHOCTM 1 MOAMcMKaLMS
cucTeM, ynpaeneHue 6esonacHoctbio OC.

BesonacHOCTb onepaLmnoHHbIX CUCTEM.
N3yyeHne ocHOBHbIX MexaHn3mMoB HesonacHocTn OC: cpenctea U MeTonbl ayTeHTudpmkaumm B OC, mogenu
pasrpaHuyeHuns 0ocTyna, opraHn3auuns n ncrnonb3oBaHue CpeacTs ayamra.

Tema 4. be3onacHOCTb BbIYUCINTENbHbLIX CeTen
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BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum
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MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsiook opraHn3aumm n ocylecTBAeHNs 0bpa3oBaTenbHON NeSTeNbHOCTM Mo 06pasoBaTebHbIM MPOrpamMMam BhICLIETO
0bpasoBaHus - nporpammam bakanaspuara, nporpammam crieumanmiTeTa, nporpamMmam MarmcTpatypbl (yTBepXaeH
npukasom MuHucTepctsa obpasosaHus u Hayku Poccuiickoin Pepepaunm ot 5 anpens 2017 roga Ne301)

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENbHON PaboThbl CTYAEHTOB BbICILMX Y4EOHbIX 3aBeAeHMA"

YcTae cheaepanbHOro rocynapcTBeHHOr0 aBTOHOMHOIrO obpasoBaTtenbHoro yupexaeHns "Kasarckuin (MpuBonxckuii)
denepanbHblil yHMBepcutet”

MpaBuna BHyTPEHHEro pacnopsaka goeiepansHOro rocy1apCTBEHHOr0 aBTOHOMHOMO 06pasoBaTeNbHOMO yYpeX AeH s
BbICLIEr0 NpoheccmoHansHoro obpasosarus "KasaHckuii (Mpusonxckuii) doeaepanbHblii yHUBEPCUTET"

NokanbHble HopMaTuBHble akTbl KasaHckoro ([prBonXckoro) doenepanbHOro yH1ueepcuTeTa

6. POHA, OLLEHOUYHbIX cpencTts no gpucuvninHe (MOAyﬂIO)

6.1 MepeyeHb KOMMETEHLUMI C YKa3aHWEM 3TanoB UX popMUpPOBaHUS B NPOLLECCE OCBOEHUS 06pa3oBaTe/ibHOM
nporpammbl U OOPM KOHTPOJISi UX OCBOEHMS

dopma KOHTpons OueHuBaeMmble
dran KOMNETEeHLIK TeMbl (paspenbl) AUCLUUNNUHBI
CemecTp 9
|TeKyLum71 KOHTpOﬂbl
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Otan

ddopMa KoHTpons

OueHnBaemble
KoOMMeTeHLUmn

Tembl (pa3nenbl) AUCLUMUHDI

1 [TectmposaHue Ork-3

. MpaBoBoe obecneyeHne NHPopMaUMoHHON Be3onacHoCTU
. OcHoBbI MHZOPMaLMOHHO 6e30MacHOCTH

. BesonacHocTb onepaunoHHbIX CUCTEM

. be3onacHocTb BblMUCANTENBHBIX CETEN

. besonacHocTb cucTem ynpasneHns 6azamu LaHHbIX

paboTbl

5 NabopaTopHble OMK-3

. NMpaBoBoe obecneveHne MHGOPMaLMOHHOK 6e30MacHOCTM
. OCHOBbI MHGYOPMALIMOHHO 6e30MacHOCTM

. BesonacHocTb onepauUmnoHHbIX CUCTEM

. Be3onacHoCTb BbIMMCNTENbHBIX CeTel

. BesonacHocTb cuctem ynpasneHus 6a3amu AaHHbIX

ARrON=2ITOIRAWON—=

Cemectp 10

TeKyLLMI KOHTPO/Ib

1 [TectmpoBaHue OrkK-3

6. OpraHu3aunoHHoe obecneyeHne NHPOPMALIMOHHON
6e3onacHocTm

7. NMporpammHo-annapaTHble CPeaCcTBa 3aWmThl MHEPOPMALNM

8. Kpuntorpaguyeckne Metoapl 3awmntbl MHQoOpMaLmm

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHo 6e30nacHocTU
aBTOMATU3VPOBAHHBIX CUCTEM

> NabopatopHble OMK-3

6. OpraHusaumnoHHoe obecneyeHne MHOPMALVOHHON
6e3onacHocTn
7. MporpamMmHo-annapaTHble cpeacTsa 3alluTbl MHoPMaLUn

paboThbl 8. KpunTorpaduyeckne Metoapl 3awmntbl MHOpMaLumm
9. KomnnekcHoe obecneyeHne MHgopMaLnoHHoi 6e3onacHoCTm
adBTOMaTNU3NPOBAHHbIX CUCTEM
3 |Pecpepar OnK-3 9. KomnnekcHoe obecneyeHne NHpopMaLMoHHon 6e30nacHoCTU

adBTOMaTn3npoBaHHbIX CUCTEM

Sk3aMeH OlK-3

6.2 OnucaHne nokasateneun n KpuTtepues OLeHUBaHUS KOMMNETEHLU MW Ha pa3nnyHbIX aTanax ux oopMupoBaHus,
onucaHue wkKan oueHnsaHuns

Kputepum
®opma OLLeHMBaHUs 3ran
KOHTpoOns

OTANYHO XopoLuo Y nosn. Heyn.

CemecTp 9

TeKywWu it KOHTPONb

TecTtupoBaHue |86% npaBunbHbIX Ot171% 00 85 % Ot 56% no 70% 55% npaBunbHbIX
oTBeToB 1 Honee. NpaBuNibHbIX OTBETOB.  |MPaBW/bHbIX OTBETOB. |[OTBETOB U MEHEE. 1

NabopatopHble [ObopynosaHue u O6opynoBaHuve 1 O6opynoBaHue 1 ObopynosaHue u

paboThi MeTOAbl UICNONb30BaHbI |METOAbl CMONb30BaHbl [METOAbI HACTUYHO MEeTOAbl NCMOMb30BaHbI 2
npasunbHO. MNposBneHa |8 OCHOBHOM MPaBuMIbHO. [MCNONb30BaHbI HenpasuWibHO.
npesocxonHas MposiBneHa xopowas  |npaewnbHo. MposieneHa |lMposieneHa
TeopeTuyeckas TeopeTmyeckas yoOBneTBOpUTENbHAS  [HEeyLoBNeTBOpUTENbHAs
noaroToBeka. NoAroToBKa. TeopeTtuyeckas TeopeTnyeckas
Heobxoaumble HaBblkn |HeobxoauMble HaBbIKM  [MOAFOTOBKA. NOAroToBKa.
W YMEHWS NMOMHOCTBIO (U yMEHWs B OCHOBHOM  [Heobxonmmble HaBblku  |HeobxoamMble HaBbIKM
ocBOeHbl. Pesynbtar  |ocBoeHbl. PesynbTar N YMEHUS 4acTUYHO N YMEHWNS HE OCBOEHBI.
nabopaTopHoii paboTtbl |[nabopaTtopHoit paboTbl |ocBOeHbl. Pesynbtat  [Peaynbtart
MONMHOCTbIO B OCHOBHOM nabopatopHoii paboTbl [nabopatopHoi paboThi
COOTBETCTBYET €€ COOTBETCTBYeET €€ 4aCTUYHO He COOTBETCTBYeT eé
uensim. uensm. COOTBETCTBYET eé Lensm.

uensim.

Cemectp 10

TeKkywW Uit KOHTPONb

TectupoBaHue |86% npaBunbHbIX Ot 71% 00 85 % Ot 56% no 70% 55% npaBunbHbIX
oTBeToB 1 Honee. NpaBuNibHbIX OTBETOB.  |MPaBW/bHbIX OTBETOB. |[OTBETOB U MEHEE. 1
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cmcTemaTmyeckoe u
rnybokoe 3HaHue
y4ebHO-NporpaMmMHoro
matepvana, yMeHue
CcB0BOAHO BBINONHSATD
3a4aHus,
npeaycMoTPeHHble
nporpammon, ycsoun
OCHOBHYIO nuTEpaTtypy u
3HaKOM C
DOMONHUTENbHOM
nnteparypon,
pekomMeHO0BaHHOM
nporpammoin
OMCLMMNANHBI, yCBOWN
B3aVIMOCBSI3b OCHOBHbIX
MOHSTUIA ANCUMNANHDI B
UX 3HAYEeHUU Ons
npvobpeTtaemor
npodpeccuun, NposBun
TBOpYECcKMe
cnocobHoCTM B
NMOHMMaHNK, N3NOXEHNN
1 NCNOMb30BaHWK
y4ebHO-NporpaMmMHoro
matepvana.

y4ebHO-NPOrpaMMHoro
martepuana, ycnewHo
BbINOAHUA
npeLyCMOTPEHHbIE
nporpammon 3anaHus,
YCBOWN OCHOBHYHO
nuTeparypy,
PEKOMEH0BAHHYIO
nporpammorn
LUCUMMNAWHBI, MoKa3an
cuctemMatmyeckun
xapaktep 3HaHuii no
OVCLUMNIINHE U
cnocobeH K ux
CaMOCTOSATENBHOMY
MOMOMHEHUIO U
06HOBNEHNIO B XOA€
nanbHenwer y4ebHol
paboTbl 1
npodpeccrnoHanbHom
LesTeNbHOCTU.

y4ebHO-NporpaMmMHoro
matepvana B obbeme,
HeobXo4MMOM Ansi
nanbHelwen yuyebbl 1
npeacrosiwei paboTsi
no npodpeccum,
cnpaBumIcs ¢
BbIMOMHEHNEM 3adaHUNA,
npeaycMOoTPEHHbIX
nporpammon, 3Hakom c
OCHOBHOW nuTepartypom,
pekomMeHOoBaHHOM
nporpammor
OVNCUMMANHBI, [OMYyCTUN
MOrpeLwHoCTN B OTBETE
Ha aK3aMeHe U npu
BbINOSIHEHNN
9K3aMeHaLMOHHBbIX
3afaHuii, Ho obnapaert
Heob6x0aUMbIMM
3HAHUAMU Onst UX
yCTpaHeHus nog
PYKOBOLCTBOM
npenoaasaTersi.

dopma Kputepum dran
KOHTpoOns OLLeHMBaHMS
OTnN4YHO Xopoluo Y nosn. Heyn.

Na6opatopHble |Ob6opynoBaHmne n O6opynosaHue 1 O6opynosaHue u O6opynosaHue n

paboTbi MEeTOAbl UCMONb30BaHbl (METoabl MCMONb30BaHbl (METOAbl YaCTUYHO MeToAbl MCMONb30BaHbl | 2
npaewunbHo. MNposiBneHa (B 0CHOBHOM MpaBUbHO. MCMONb30BaHbI HenpaBUNbHO.
npeeocxoaHas MposiBneHa xopowas  [npaeunbHo. MposieneHa [MposiBneHa
TeopeTnyeckas TeopeTnyeckas yOOBNETBOPUTENbHAS  |HEYOOBNEeTBOPUTE/bHAS
NnoAaroToBKa. NOAroTOBKA. TeopeTunyeckas TeopeTnyeckas
Heobxoaumble HaBbikn |HeobxoauMble HaBbiki  [MOArOTOBKA. NoAroToBKa.

N YMEHWS NOMHOCTBIO (M yMeHus B ocHOBHOM  [HeobxonomMble HaBbiki |HeobxoavMble HaBbIKM
0CBOEHbl. Peaynbtat  |ocBoeHbl. Pesynbtar |1 yMeHUsl YacTU4HO 1 YMEHWS HE OCBOEHbI.
nabopaTtopHoii paboTbl |[nabopatopHoit paboTbl [ocBOeHbl. PesynbTart Peaynbtar
MOMIHOCTbIO B OCHOBHOM nabopatopHoii paboTbl |[nabopatopHoi paboTbl
COOTBETCTBYET €€ COOTBETCTBYET eé 4yacTU4HO He COOTBETCTBYyeT eé
uensm. Lensim. COOTBETCTBYET 68 Lensim.

uensm.

Pedbepar Tema packpbiTa Tema B OCHOBHOM Tema packpbita cnabo. |Tema He packpbiTa.
NOSTHOCTbIO. packpbiTa. MponemoHcTpupoBaHo |[poaeMOHCTPUPOBAHO 3
MpoaemoHcTpupoBaHo ([pPOoEMOHCTPMPOBAHO |yLOBNETBOPUTENBHOE  [HEyLOBNETBOPUTENBHOE
NMPEBOCXOAHOE Xopollee BnaneHue BnafeHue MaTepuanoMm. (BnafieHme Matepranom.
BafleHMe MaTepranoMm. (Matepuanom. cnonb3oBaHHbIe Wcnonb3oBaHHble
WNcnonb3oBaHbi Wcnonb3oBaHb WCTOYHVKU 1 CTPYKTYPa [MCTOYHMKM
Hagnexauwue Hagnexaiwwe paboTbl YaCTMHHO HELOCTaTOYHbI.
WCTOYHVKU B HYXHOM  [UCTOYHMKU. CTPYKTypa [COOTBETCTBYIOT CTpykTypa paboTbl He
konuyecTBe. CTpykTypa [paboTbl B OCHOBHOM MOCTaBNEHHbIM COOTBETCTBYET
paboTbl COOTBETCTBYET [COOTBETCTBYET 3anadyam. CteneHb MOCTaBMEHHbIM
MOCTaBNEHHbBIM MOCTaBNEHHbIM CaMOCTOSITENIbHOCTM 3apadam. Pabota
3anayam. CteneHb 3agadam. CteneHb paboTbl H1U3Kas. HecaMoCTOSTENbHA.
CaMOCTOSITENIbHOCTY CaMOCTOSATENBHOCTH
paboTbl BbiCOKAS. paboTbl cpenHss.

Ok3ameH O6yyatowwniics Obyyatowmiicst O6yuatolwuniics Obyuatowmiicst
obHapyxun obHapyXun nonHoe 0BHapyXxmn 3HaHVe obHapyxun
BCECTOPOHHE®, 3HaHue OCHOBHOrO 3HauyuUTenbHble Npobenbl

B 3HaHMWsIX OCHOBHOO
y4ebHO-MporpaMMHOro
matepuana, Lonyctun
MPUHLMNMaNnbHbIe
OWNBKY B BbIMOHEHNN
npenyCMOTPEHHbIX
nporpamMmmon 3anaHui u
He cnocobeH
npoLONXUTL 0byyeHne
WAV NPUCTYNUTL MO
OKOHYaHUn
YHUBepcuTeTa K
npodpeccnoHanbHom
nestenbHocTn 6e3
LOMONHUTENbHbIX
3aHATUR NO
COOTBETCTBYOLWEN
OMCLUNVHE.

6.3 TunoBble KOHTPONbHbIE 3a8aHUS UK UHble MaTepualbl, He0O6XoaMMbie OJ1S1 OLLEHKWN 3HaHUN, YMEHWUH,

HaBbIKOB U (MW1M) onbiTa AeATeNIbHOCTU, XapakTepu3yloLuxX atanbl joopMUpoBaHUA KOMINETEHLUN B npoLiecce

0OCBOeHuUsi o6pa3oBaTeNnbHON NPOrpamMmbl

Cemectp 9

TekyLLUIA KOHTPOJb
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1. TectuposaHue

Tembl 1,2, 3,4,5

Tema 1. MNpaBoBoe obecrneyeHne MHGOPMaLOoHHO BesonacHoCTy.

1) Kakon dpenepanbHbiil 3aKOH perynmpyeT OTHOLWEHMNS B cdoepe 3almnTbl KOMMbIOTEPHOW MHGOpMaLMn?
®depepanbHblil 3aKoH 0T 7.07.2004r. €122-a4 7?0 3awute nHgopmaummn?.

defepalnbHblil 3aKoH 0T 27.07.2006r. €149-¢p3 7?06 nHpopmaLmmn, MHEOPMALMOHHBIX TEXHONOMUSIX 1 O 3aluTe
nHgoopmaumm?.

®depnepanbHbiii 3akoH 0T 21.05.2002r. €35-r13 ?UHopMaLMOHHbIE TEXHONOMMM U O 3almnTa MHgopMaunn B
aBTOMaTU3MPOBAHHbBIX MHCPOPMALIMOHHbBIX cucTemax?.

2) HasosuTe npaBoBOE OCHOBaHME NPOLECCA NMLEH3MPOBAHNS 1 cepTMdmKaumm B 06nactu 3alnTbl rocyaapcTBeHHOM
TalHbl N KOHJOMOEHUMANbHOM nHopMaLmn.

MoctaHoBneHue MNpaeuTtensctBa Poccuiickoin Pepepauun 013.03.2002r. 70 nuLeH3NPOBaAHWUM OEATENLHOCTA MO
pa3paboTke 1 NPOV3BOLCTBY CPEACTB 3alUMTbl B 061aCTM 3alUMTbI FOCYLaPCTBEHHOW TalHbI?.

MocTtaHoBneHue lMNMpaButenbcTBa Poccuiickon ®depepaumm ot 3.03.2012r. ?0 nUUEH3NPOBAHUN OEATENBHOCTU MO
pa3paboTke U NPOV3BOLCTBY CPELACTB 3alUMTbl KOH(PUAEHLMANBbHON MHopMaLmMn?.

MoctaHoeneHune MNpasuTtenbctea Poccuiickoin Pepepauun ot 13.02.2010r. ?0 nuUEH3MPOBaHUN OEeATENBHOCTU NO
paspaboTke CPeacTB 3almMTbl KOHPUAEHLMANBHON MHGbopMaLmMn®?.

3) BawmTa nHgopmaumm ? aTo..

KOMMNEKC MeponpusaTuii, HanpaBneHHbIX Ha obecnevyeHne MHGPOPMaLMOHHO 6e30NacHOCTY;

npotecc pa3paboTku CTPyKTypbl 6a3bl AaHHbIX B COOTBETCTBUM C TpeboBaHUsSMU Nonb3oBaTeneit; Hebonblas nporpamMma
ON8 BbINONHEHWS onpefeneHHon 3aaa4um

4) Moa nHpopMaLIMOHHOM 6e30MacHOCTbIO MOHMMAaeTCs?

3alILEHHOCTb MHAPOPMaLUK 1 MOoLOePXMBAKOWEN NHPPACTPYKTYPbI OT Cy4aHbIX UMK NpeaHaMepeHHbIX BO3AENCTBUIA
€CTECTBEHHOI0 UM CRy4yanHoro xapakTepa, KOTopble MOTyT HAHECTW HeNpueMneMslii yiepd cybbektam
VMHOPOPMALIMOHHbBIX OTHOLWEHWI B TOM YMCNe BnafenbLam 1 nonb3osBaTensm nHopmaumm n nogaepxmsatollemn
WHPPACTPYKTYPE; NPOrPamMMHbIA NPoayKT 1 6a3bl JaHHbIX LOMXKHbI ObiTh 3aLMWEHbI MO HECKONBKMM HanpaB?neHnsM OT
BO3[ENCTBUS; HET NPaBUNbHOIo OTBETA

5) Ataka ? aT0?

nonbiTka peanu3aumnn yrpo3bl; NOTEHLMANbHAS BOSMOXHOCTb ONpedeneHHbiM 06pa3oM HapyWwnTb MHGOPMALIMOHHYO
6e30nacHOCTb; NPorpammbl, NpefHa3HavYeHHble ANs Noncka HeobXoAMMbIX MPOrpPaMM.

Tema 2. OcHOBbI MHCPOPMaLMOHHO 6e30MacHOCTH.

1) Kakoe KonnyecTBO YPOBHEN COOEPXKUTCS B CUCTEME 3aWMTbI OT Yrpo3 HapyLWeHUs KOHOMAEHUMANBHOCTHN
nHdoopmaunm?

5,6,7

2) oenTndoukaumsa ? ato ?

Np1CcBOeHNe cybbekTam AOCTyMNa YHUKaNbHbIX MAEHTUGUKATOPOB;

npucBoeHne cybbekTam AOCTyna onpeaeneHHbIX Npae JOCTYNa;

npoBepka NPVHaANEXHOCTU CyObekTy AOCTYMNA NPEAbABNEHHOrO UM UOEHTUMKATOPA.
3) OT yero 3aBncUT NHGOPMaLMOHHas 6e3onacHOCTb?

OT KOMMbIOTEPOB; OT NoAAEPXMUBatOLWE MHGPACTPYKTYPbI; OT MHCbopMauun

4) OcHOBHble cocTaBnsoWmMe MHOPMALMOHHON 6e30MacHOCTH:

LENOCTHOCTb; NOCTOBEPHOCTb; KOH(PMAEHUNANbHOCTb

5) VIcTO4HMK yrpo3asl ? aT0..

NOTEHUMNANbHBIA 310YMbIWAEHHNK; 3N10YMbIWIEHHNK; HET MPaBUNLHOrO OTBETA

Tema 3. Be3onacHOCTb ONepauUmnoHHbIX CUCTEM.
1) Yto npencraenset ns cebsi cepTndomkat onepaLmoHHOR CUCTEMbI?

wecTHaaLaTepun4Hyo NoANMNCh, CBS3bIBAOLWYI0 3HAa4YeHWe obLero Ktoya ¢ uaeHTUdgMKaumen Yyenoseka, ycTponcTea unm
cepBuca, KOTOPbIA COAEPXMUT COOTBETCTBYIOWMIA INYHbIA KOY;

BOCbMEPVYHYIO NMOAMMCh, CBS3bIBAIOLLYIO 3HaYeHVe 0BWEro Koya ¢ naeHTMdMKaumeli YenoBeka, yCTponcTaa nnm
cepBuca, KOTOPbI COAEPXUT COOTBETCTBYIOWMIA NNYHBIA KIHOY;

[IBOMYHYIO NOANUCH, CBA3bIBAOLLYIO 3HAYEHME 06LWero Knya ¢ MaeHTUgUKaUnein Yenoseka, yCTpocTea Unm cepauca,
KOTOPbIA COAEPXUT COOTBETCTBYHOWMA INYHBIA KITHOM.

2) Ha yeM ocHOBaH MexaHU3M ayTeHTUGUKALUM C CUHXPOHU3ALMER MO BpeMeHn?

Ha 3Ha4YeHUN oNpeaeneHHOro NPOMEXyTka BPEMEHU; HA anropuUTMe, KOTOPbI Yepes ONpeaeNeHHbIn MHTepPBa BPEMEHM
reHepupyeT cnyy4aliHoe Y1COo; HAa CXEME C MCMONb30BaHMEM CIOBA-BbI30BA.

3) DoctynHocTb ? a10?

BO3MOXHOCTb 32 MPUEMIIEMOE BPEMS MONYYUTb TPEbyeMyto MHGOPMALMOHHYIO YCNYTy; NOrMYeckas He3aBUCUMOCTb; HET
npaBuUnbLHOrO 0TBETA

4) LlenocTtHocTb ? 3T0..

LLeNIOCTHOCTb MHGDOPMaLNK; HEMPOTUBOPEUMBOCTb MHADOPMALUN; 3aLLMEHHOCTb OT Pa3pyLleHns

5) OkHo onacHocTn ? a10?
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MPOMEXYTOK BPEMEHN OT MOMEHTA, KOraa NosiBUTCS BO3MOXHOCTb cnaboro Mecta v 10 MOMeHTa, Koraa npoben
NMKBNONPYETCA; KOMNNEKC B3aMMOCBA3aHHbIX NporpamMm ona peweHns 3anad onpeneneHHoro Knacca KOHerTHOVI
I'IpeJJ,MeTHOVI 06ﬂaCTI/I; CpOpMaJ'II/I3OBaHHbII7I A3bIK 014 ONncaHnsa 3anady anroputma peweHnsa 3anadn nonb3oBarens Ha
KOMrblOTEpE

Tema 4. Be30nacHOCTb BbIYUCUTENBHBIX CETEA.

1) Hasosute kpuntorpagomyeckuin nakeT, UCNONb3yeMbld AN WnposaHms.

OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceTteBas cnyxba, npefHasHauYeHHas ANs LEHTPANN30BAHHOIO PELleHNs 3a4a4 ayTeHTumKauum 1 asTopusaumm B
KPYMHbIX CETSAX; anropuT™M WNPOBAHNS Ha OCHOBE OTKPbITbIX K/HOYER; CUMMETPUYHBIA anropuT™ WNAIPOBaHNS.

3) KoHtbmnaeHumanbHOCTb ? 3T0..

3awmTa oT HECAHKLIMOHNPOBAHHOMO LOCTYNa K MHCpopMaLIMK; NPOrpamMM 1 NporpamMMHbIX KOMMNEKCOB, 06ecneymsarowmx
TEXHONOIMIO Pa3paboTky, OTNALKM 1 BHELPEHUS CO3LaBAEMbIX MPOrpPaMMHbIX NMPOAYKTOB; ONMcaHWe NpoLenyp

4) 1ns yero co3parTCs MHPOPMALMOHHbIE CUCTEMBI?

MONy4YeHUs onpeneneHHbIX MHGOPMAaLMOHHBIX ycnyr; 06paboTky MHpopMaLmMu; Bce OTBETbI NPaBUibHblE

5) Kakue cobbiTs LOMKHBI MPOV30ATM 32 BPEMSI CYLIECTBOBAHMS OKHA OMacHoOCTW?

OONXHO CTaTb M3BeCTHO O CpenctBax NCNob30BaHUA npoﬁenos B 3aWnTe; OONXKHbI ObITb BblMyLleHbl COOTBETCTBYHOLWME
3annartbl; 3annartbl OJIXKHbI 6bITb YCTaHOBJIEHbI B sawuwaemoit N.C.

Tema 5. BesonacHocTb cucTeM ynpasneHnst 6asamm LaHHbIX.

1) Kakor Tvn TexHonorum wmdoposaHus He nogaepxusaet SQL Server 20087

paclwupeHHoe ynpaeneHue knodamm - Extensible Key Management (EKM);

npo3payHoe wudpposaHne gaHHbix ? Transparent Data Encryption (TDE);

3akpbiToe WngposaHue gaHHbIX - Closed Data Encryption (CDE).

2) Ucnonb3ys kakoi NpoToKON MOXHO obecrneunts 6esonacHyto nepenady AaHHbIX C KNMEHTa Ha cepBep?
SSL/SSH; SSR/SSH; SSK/SSH

3) LlenoctHOCTb MOXHO noapasfnenuntb:

CTaTM4YECKYI0; AMHAMUNYHYIO; CTPYKTYPHYIO

4) ['ne NpMMEHSI0TCS CPeaAcTBa KOHTPONS OUHAMMYECKOW LLeNOCTHOCTN?

aHanu3e noToka MHAHCOBbLIX CO0BLWEHWNIA; 06paboTke AaHHbIX; MPU BbISBAEHUN Kpaxu, OyOnnpoBaHns oTaeNbHbIX
coobLweHui

5) Yrposbl MOXHO KnaccmunumposaTtb N0 HECKONbKUM KPUTEPUSIM:

no cnektpy W.B.; no cnocoby ocywecTeneHns; no komnoHeHTam W.C.

2. NabopartopHbie paboTbl

Tembl 1,2, 3,4,5

1) OpraHn3aunoHHO-NPaBoBOE obecrneyeHre 3alnTbl KOMMbIOTEPHON MHAPOPMaLIMU.

NayyeHune crucTeMbl 3awmTbl KOHGMAEHUMaNbHON nHdopmaumu. Moaenu nHgopMaumnoHHoi 6e30MacHoCTy;
MeXOyHapoHble 1 0Te4eCTBEeHHble CTaHAapThl MHPOPMAaLMOHHOK Be3onacHOCTW, NonMTMka 6e30MacHOCTU; Nokasartenm
3alMWEHHOCTN CPEACTB BblYUCUTENBbHON TEXHUKM U KNAcChl 3alUMWEHHOCTU aBTOMaTUM3NPOBAHHbLIX CUCTEM OT
HecaHKLIMOHMPOBAHHOMO AOCTYNa.

2) ObecneyeHne 6e30MaCHOCTY ANEKTPOHHOM NoYTh Npu paboTe B ceTn NHTepHeT.
OTtpaboTka 6e3onacHbix MexaHN3MoB paboThbl ¢ NO4YTON B ceTh VIHTepHeT.

3) Be3onacHoOCTb onepaLmOoHHbIX CUCTEM.
N3yyeHne oCHOBHbIX MexaHn3mMoB H6esonacHocT OC: cpencTsa n MeTonbl ayTeHTudpmkaumm B OC, mogenm
pasrpaHuyeHus JOCcTyna, opraHM3auns u Ncrnonb3oBaHne CpeacTs ayamTa.

4) Ncnonb3oBaHne MeXCETEBbIX 9KpaHOB Npu paboTe B NOKaNbHOW BbIYUCIUTENBHOW CETW NPEANPUSATIS U CETU
NHTepHer.
N3yyeHune npnHLMnoB paboTbl 1 BO3MOXHOCTEN NPOrpaMMHbIX CPEACTB 0BecneyeHns ceTeBoi 6esonacHocTy.

5) be3sonacHoCcTb CUCTEM yrpaBneHns 6asaMmn OaHHbIX.

N3yueHue B3aumopeiicteust CYBL u 6asosoin OC, XypHanusauums, METOAbl M CPEACTBA CO3AaHNS PE3EPBHbIX KOMUA 1
BOCCTaHOBNEHUs 6a3 faHHbIX. 3awmTta 6a3 fJaHHbIX OT anmnapaTHbIX 1 NporpaMmMHbix c6oes. ObecnedeHne Be3onacHoOCTU
noctyna k 6a3am AaHHbIX B TEXHONOrMU KNMEHT/cepBep. 3aaayun 1 nporpaMMHo-annapartHble cpecTBa angMuHucTpaTopa
6esonacHocTy 6a3 LaHHbIX.

Cemectp 10

TeKyLwUin KOHTPONb

1. TectnposaHue

Tembl 6,7,8,9
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Tema 6. OpraHusaunoHHoe obecneyeHre NHOPMALIMOHHO 6E30MaCHOCTH.

1) YTo Henb3si OTHECTM K OpPraHM3aLMOHHBIM MepaM 1 Mepam obecneveHmns gousndeckoi 6e3onacHocT?
cnyx6a oxpaHbl U oranyeckoi 6e30nacHOCTY;

pernameHTauus nopsigka pabotbl C HOCUTENSIMU, COAEPXALUMMUA KOH(PUAEHLMANBHYIO MHAOPMALIMIO;
naponbHas cucTema ayTeHTugunkaumm.

2) B uncno knaccos TpeboBaHuii noBepmns 6esonacHocTn "OBWwmMx KpUTEepres" BXoAsT: (2 BapnaHTa oTBeTa)
paspaboTka; oLeHKa Npoguns 3awnThl; cepTmdpmkaums

3) Kakune TpyAaHOCTN BO3HUKAIKOT B MHAPOPMALIMOHHbBIX CUCTEMaX NMpu KOHPUAEHLMANbHOCTN?

CBeOEeHUsi 0 TEXHMYECKMX KaHanax yTeuku MHopMaLnn SIBSIOTCS 3aKPbITbIMU; HA NYTU NMONb30BaTENbCKO
KpUNTOrpagoun CTOSIT MHOTOYMCTIEHHbIE TEXHMYECKME NPOBNEMBI; BCe OTBEThI NPaBUsbHbIe

4) Yrposa ? at0?

noTeHumManbHasi BO3MOXHOCTb OnpeaeneHHbIM 06pa3oM HapyLwnTb MHPOPMALIMOHHYI0 6E30MacHOCTb; cucTeMa
MPOrPaMMHbIX 13bIKOBbIX OPraHN3aUMOHHBIX 11 TEXHUHECKMX CPeACTB, NpeaHasHa4YeHHbIX 47151 HAKOMNEHUs 1
KOMNEKTMBHOIO NCMONb30BaHNSA OaHHbIX; NPOLECC onpeaeneHns 0TBeHaeT Ha TeKyllee CocTosiHMe paspaboTku
TpeboBaHUsIM faHHOro aTana

5) Mo KakMM KOMMOHEHTaM KNacCuuLMpyeTcs yrpo3bl LOCTYMHOCTY:

0TKa3 Monb30BaTenelt; 0Tkas NnoaaepXmBaloLLen MHGPPAaCTPYKTYpbl; owmbka B nporpamme

6) OCHOBHbLIMY UCTOYHMKAMM BHYTPEHHUX OTKA30B SBNSIOTCS:

OTCTYrM/IEHME OT YCTaHOBNEHHbIX NMPaBWN 3KCMayatauun; paspyleHne OaHHbIX; BCE OTBETbI NMPaBUNbHbIE

7) OCHOBHbIMY UCTOYHVKAMYW BHYTPEHHUX OTKA30B SBNSIOTCA:

OWMBKU NPV KOHGUIYPUPOBAHUM CUCTEMBI; 0TKa3bl MPOrPaMMHOr0 UK annapaTHoro obecrneyeHust; BbIXOL CUCTEMbI U3
WTATHOrO pexumMa aKcnyarauum

8) Mo oTHOWEHUIO K NOAAEPXMBAIOLWEN MHIPPACTPYKTYPE PEKOMEHAYETCS paccMaTpueaTh creayolme yrposbl:

HEBO3MOXHOCTb U HeXenaHne 06CnyXMBatoWero nepcoHana Ui nonb3oBaTens BbiMOfHATL CBOU 0653aHHOCTY;
obpabatbiBaTh 60MbLIOK 06BEM NPOrPAMMHON MHGPOPMALUK; HET NPaBUIBHOrO 0TBETA

Tema 7. MNporpaMMHo-annapaTtHble CpeacTBa 3aWmnTbl MHCOPMaLIN.

1) HazosuTe poccuiickyto pa3paboTky no reHepaunm OTKPbITbIX KYe.

Nan-wndop, Bektop, Kpuntollpo

2) HazoBuTte cnctemy npenoTBpalleHns BTOPXEHNIA

IDS; IPS; IRS

3) UTo OTHOCMTCS K OpraHn3aumoHHbIM MEPOMNPUATUSM:

XpaHeHue [OKYMEHTOB; MPOBELEHMNE TECTUPOBAHNS CPELCTB 3alUMTbl MHGOPMaLMK; MPOMYCKHON PeXMM
4) Kakue cpefcTBa UCMONb3YeTCsl Ha MHXEHEPHbIX N TEXHUYECKMX MEPONPUATUSIX B 3aLLMTe MHCpopMaLIMK:
annaparHble; kpunTtorpaduyeckme; pusnyeckne

5) Kakue cywecTBytoT rpaHm BpenoHocHoro 1.0.?

BPeLOHOCHas (OYHKLUS; BHEWHEE NPeacTaBieHme; cnocod pacnpocTpaHeHus

6) Mo MexaHuamy pacnpocTtpaHeHmns NM.0. pasnnyator:

BUPYCbI; YePBU; BCE OTBETHI MPaBUIbHbIE

7) Bupyc ? ato?

Koz obnaparowmii cnocobHOCTBLIO K pacnpoCTPaHeHWIo MyTeM BHEAPEHNS B pyrne NporpamMmbl; CnocobHOCTb 06bekTa

pearvpoBaTh Ha 3amnpoc coobpas3HO CBOEMy TUMy, MPU 3TOM OAHO U TO Xe UMSi MeTola MOXET UCMOoNb30BaTbCs AN
pasnnyHbIX KnaccoB 06bekToB; Hebonbluas NporpamMma Ans BbINONHEHUS OnpeaeneHHoR 3aaaqm

8) Yepsm ? at0?
KOA CMOCOBHbIVi CAaMOCTOSITENBHO, TO eCTb 6€3 BHELPEHWS B APYrie NporpamMmbl Bbi3biBaTb PACMNPOCTPAHEHNS CBOUX

konuii no W.C. n ux BbiNnonHeHUs; Kog obnanarowmii CnocobHOCTbIO K pacnpoCcTpaHeHWio NyTeM BHEAPEHWS B Apyrue
NporpamMmbl; NporpamMma AencTBnii Hag 06 bEKTOM WV ero CBOMCTBaMu

Tema 8. KpunTtorpadpnyeckre Metoapl 3awmtsl MHGOPMaLIAN.

1) Kakon anroputm sBnsieTcs yCTapeBWNM N HE UCMOMNb3YEMbIM B HACTOALWEE BpeEMS?

DES, AES, DSA

2) Kakoi anropvtm ncnonb3dyeTcs ANs WuppoBaHUS faHHbIX B CUCTEME MOBMIIbHOM LMGOPOBOIA CBSA3U?

A3; A4; A5.

3) NporpammHblie cpencTea ? a10?

crneunanbHbie NPorpaMMbl U CUCTEMbI 3aLWMTbl MHCPOPMALIMN B MHADOPMALIMOHHBIX CUCTEMaX PasnnyHOro Ha3Ha4YeHus;
CTPyKTypa, onpegensiowas nocnenoBaTenbHOCTb BbINMONHEHMS Y B3aUMOCBSA3M NPOLLECCOB, OeNCTBUIA 1 3a8a4 Ha
NPOTSXEHUN BCErO XUIHEHHOIO LMKNa; MOAENb 3HAHUI B oopMe rpadpa B OCHOBE Takux MOZENEN NEXUT nges o ToM,
4TO Nt0BHOE BbIPAXKEHNE N3 3HAYEHUIA MOXHO MPELCTABNTb B BUAE COBOKYMHOCTV OB BEKTOB 1 CBA3M MEXIY HUMM

4) KpunTorpadmyeckne cpencrea ? a10?

CpeacTBa crneuunanbHble MaTeMaTnyeckne N anroputMMYeckme CpeacTea 3awnTbl MHGOPMaLnY, NnepeaaBaembie no
CEeTsM CBsI3MW, XpaHuMoli n obpabaTtbiBaeMoi Ha KOMMbIOTepax ¢ NCMONb30BaHNEM METOLOB WIPOBAHWS; cneuunanbHble
NpPOrpaMMmbl U CUCTEMbI 3aLUTBI MHGOPMALIMM B MHGOOPMALIMOHHBIX CUCTEMAX Pa3NNYHOIr0 HA3HAYEHNS; MEXAHN3M,
NO3BONSAIOWMIA NONYYNTbL HOBBIW KNAacC Ha OCHOBE CYLLECTBYHIOWENO

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

3AE
Crpaxuua 11 na 22. Bl YHH
skt

ARl | AL O



Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.04 "MporpaMMHas UHXeHepus'".

5) KoHdpmaeHumnanbHyo MHGOpMaLMIO MOXHO pasaenunTb:

npeaMeTHyo; cnyxebHyto; rnobanbHyto

6) MNpupoga NponUCXoXaeHNs yrpoa:

cnyyarnHble; NpefHaMepeHHbIe; MPUPOAHbIe

7) Mpeanocbinku NOSIBNEHUS Yrpo3:

00BbeKTUBHbIE; CyObEKTUNBHbIE; NPeAHaMEPEHHbIE

8) K kakoMy Buay yrpo3 0THOCMTCS NPUCBOEHME HyXOro npasa?

HapyLlweHye npasa COBCTBEHHOCTU; HAPYLWEHUE COLEPXAHWS; BHELWHSS cpeaa

Tema 9. KomnnekcHoe obecrneyeHne nHopMaLMoHHoM 6e30nacHOCTM aBTOMaTU3UPOBAHHBIX CUCTEM.

1) HazosuTe aneMeHT CUCTeMbl 3aluThbl BHEIWHEro NeprMeTpa asToMaTn3npoBaHHOW CUCTEMDI.

DIS, IPS, EFS

2) MonnTtunka 6€30NacHOCTM CTPOUTCS HA OCHOBE:

0bwmx npenctaeneHnii 06 NG opraHmsaumm; nsydeHns noanTUK POACTBEHHbIX OpraHu3aLUmnii; aHanm3a pruckos.
3) OcHoBononarawowwme NOKYMEHTbI ons obecneyeHns 6e3o0nacHOCTY BHYTPU OpraHm3aumnm:

TPYLOBOI LOrOBOP COTPYIHUKOB; LOMXKHOCTHbIE 06S3aHHOCTM PYKOBOAMNTENEN; KONNEKTUBHDBIA OOr0BOP

4) K opraHvn3aunoHHoO - aaMUHUCTPATMBHOMY obecneyeHmio MHpopMaLMm OTHOCUTCS:

B3aMMOOTHOLIEHWS UCMONHUTENE; NoAb6op NepcoHana; pernamMmeHTaLmns NPoOM3BOACTBEHHON LeSTENbHOCTU
5) KoHdpmaeHumnanbHyo MHGOopMaLMIO MOXHO pasaenuTb:

npeaMeTHyI0; CnyXebHyto; rnobanbHyo

6) MNpupoga NPonUCXoXaeHNS yrpoa:

cnyyarnHble; NpefHaMepeHHbIe; NPUPoAHbIe

7) Mpeanocbinku NOsSIBNEHUS Yrpo3:

00BbeKTNBHbIE; CyObEKTUNBHbIE; NPeAHaAMEPEHHbIE

8) K kakoMy Bnay yrpo3 OTHOCMTCS NPUCBOEHUE YyXOro npasa?

HapyLlweHye npasa COBCTBEHHOCTU; HAPYLWEHUE COLEPXKAHWS; BHELWHSS cpeaa

2. JlabopatopHble paboTbi

Tembl 6, 7,8, 9

1) MNporpamMmHo-annapartHble CpeacTsa 3alnTbl KOMAbIOTEPHOW MHopmauun ot HC .

N3yyeHne Ha3Ha4YeHUs 1 NPUHLMNOB CO34aHUS MPOrpaMMHO-annapaTHbIX CpeacTB obecneveHns MHOPMaLIMOHHON
6esonacHocTn. Tunoeas CTPyKTypa KOMMIEKCHOW CUCTEMbI 3awWwuThl MHgoopMauun ot HC L.

2) ingppactpykTypa otkpbiToro kntoya B Windows 2003 1 ee npuMeHeHne B pasnnyHbIX NPUNOXEHMNSX.
AnmuHuctprpoBaHue OC: 3a8aqv v NPUHLMMBI COMPOBOXAEHNSI CUCTEMHOMO NMPOrpaMMHOro obecneyeHusi, reHepaumsi,
HacTpoMKa, N3MEPEHME NPOU3BOANTENBHOCTM 1 MOAMPVKALNS CUCTEM, ynipaeneHne BesonacHocTbio OC.

3) ACMMETPUYHOE WKKPPOBaHME. DNEKTPOHHO-LMAPPOBas NOANUCH.

N3yueHune kpunTorpagpmyeckux METOLOB 3alMTbl MHCpopMaLmun. MoeHTudprkaums n ayTeHTMdpmKaumns nonb3osaTens.
BsanmHas nposepka noLnvMHHOCTY nonb3oBateneii. Npobnema ayTeHTUMKaLUM AaHHBIX U SNEKTPOHHAS LMdpoBas
noanuceb.

4) Metogapl BbissBneHus kaHanos HC .

N3yyeHne MeToauK BbISIBNEHNS KAHANOB YTEYKMN U HECAHKLMOHNPOBAHHOIO AOCTYNa K MHOPMAaLIMOHHBIM pecypcam.
3. Pedbepar

Tema 9

. Hactpoiika 6esonacHoct OC Windows npw paboTe B ceTu

. OpraHunsaums aHTMBMPYCHOW 3almnTbl HACTHOIO NPeanpuaTms

. Kpuntorpadoumyeckne cucrtembl 3awmTbl JaHHbIX

. KoMnbloTepHas npecTynHOCTb U KOMMbtoTepHasi 6e30MacHOCTb

. OTBETCTBEHHOCTb 3a HapywWweHns B cpepe MHPOPMaLMOHHOMO Npasa

. Komnnekc TexHnyeckux peweHuin no sawmre nHopmaumm, 3anmcaHHom Ha OTHyX.4aeMbIX 3N1EKTPOHHbIX HOCUTENSX
. 3allmTa no4ToBbLIX COOBLEHNIA

. 3awuTa 6a3 faHHbIX

. 3awmTta uncposo MHpopmMauum metTogamm cteraHorpacoum

10. Kpuntonorus: nogcTaHOBOYHO-NEPEeCTaHOBOYHbIV WNKPP 1 ero NpUMeHeHue

11. iHgoopmaums n nuyHasi 6e3onacHoCTb

12. 3awmTa nugpopmauum s NMIBM. Wuncpp Mneridepa

13. 3awwmTa nHgopmMaumm oT HeCaHKLIMOHMPOBAHHOrO [OCTyNa METOLOM KpuntonpeobpasosaHma ObecneyeHne
MHPOpPMaLMOHHON 6e3onacHoCTuM B ceTu Internet

14. ICTOYHWKUN BO3HVMKHOBEHMS U MOCNEACTBMS peanuaauum yrpo3 MHGPOpMaLMoHHo 6e30nacHOCTM

15. PoccuiAickmnin pbiHOK MHCPOPMaLMOHHOM 6e30nacHOCTM

O©oo~NOOOThhWN =
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16. Cnctembl pacnpenenexns npas (Rights Management Systems)

17. PelueHne coBpeMeHHbIX NpobnemM NHOPMaLMOHHOK 6€30MacHOCT KOPMNOPaTMBHBIX BbIYUCIUTENBHBIX CETEN
18. Cnam 1 HOpPMbl MNONIb30BAHNS CETbIO

19. 3awwuta uHcpopmaumm B rnobanbHoOl cetn

20. Cuctembl 0bHapyxeHuns atak. (AHanU3aTopbl CETEBLIX MPOTOKONOB U CETEBLIE MOHUTOPLI) KpMNTONOrns: To4Ky
COMPUKOCHOBEHUS MaTeEMAaTUKN 1 A3blIKO3HAHMS

21. KaHanbl yteuku nHgopmaumm

22. MNpecTtynneHns B chepe KOMNbIOTEPHON MHopMaumnm

23. KoMnbtoTepHas NPecTyrnHOCTb 1 KOMMbloTepHasi 6e30nacHoOCTb

Ok3ameH

Bonpochbl K ak3ameny:

. MHdpopmaumoHHas 6e3onacHocTb. bazosble cBOMCTBA 3alMLaeMor HOPMaLMU.

. MeTonbl 0becneyeHns MHpOPMALIMOHHON 6e30MacHOCTH.

. Yrpo3bl HdpopMaLmoHHoii 6esonacHocTv. Knaccucpmkaums yrpos. MeToabl nepeyncneHns yrpos.

. CTpykTypa cucTembl 3almThbl OT Yrpo3 HapyweHns KOHPUAEHUNaNbHOCTN MHhopMaLnn.

. OpraHu3aumnoHHbie Mepbl 1 Mepbl 06ecneveHns PN3nM4ecKon 6e30NacHoOCTU.

. WpeHtndpnkaums n ayteHtmcpukaums. basosas cxema noeHTndmkaumm n ayTeHTugoukaumm.

. MeToapbl ayTeHTUdOMKaLMK.

. OcobeHHOCTU NaponbHbIX CUCTEM ayTeHTUdpmKaLn. OCHOBHbIE Yrpo3bl 6630MACHOCTU NAPONbHBIX CUCTEM.
. OCHOBHblE pekoMeHZauuy NPy NPakTUYeCKo peanu3auny NaposibHbIX CUCTEM.

10. MeToabl xpaHeHnsa naponei. lNepenaya naponen no ceTu.

11. PasrpaHuyeHne goctyna. JMCKPeLnOoHHbIA 1 MaHOAaTHbIA MeToabl pasrpaHmyeHns aoctyna. Martpuua goctyna.
12. PasrpaHunyeHne goctyna. Ponesoe ynpaeneHne OOCTYMNOM.

13. Kpuntorpadpmnyeckune Metobl obecnedeHnss KOHpMAEHLNANBHOCTM NHEpOPMALIMUA.

14. 3awmTa BHewHero nepumeTpa. MexceTeBoe aKpaHNpPOBaHME.

15. 3awwuTa BHewHero nepumetpa. Cuctembl obHapyxeHUs BTopxeHuiA(IDS).

16. 3awmTa BHewHero nepumeTtpa. Cuctembl NpenoTepaweHns BTOpXeHuin(IPS).

17. MNpoTokonmMpoBaHme 1 ayaunT.

18. KaHanbl yTeuku nHgopMaLmm TEXHUYECKMX CPencTB 06paboTku, XpaHeHUSs 1 Nepeaayn MHgopMaLun.

19. KaHanbl yTeukm pe4esoin nHghopmaLuuu.

20. KaHanbl yTeuku nHgoopmauumn npu eé nepenaye no kaHanam ceasu.

21. TexHn4yeckme KaHanbl yTeyky BULOOBOW MHCpOpMaLUN.

22. KaHanbl yTeuku nHcpopmaLmm, co3aaBaemMbie atakamu M3BHe 1 BHYTpW kKopropatueHbix cucteM UKT (obbekTa
nHdopmaTmsauum).

23. MpuHumnbl obecrnevyeHnst LenoCTHOCTU MHGPOPMaLUK.

24. Kpuntorpaduyeckme metoabl obecneveHunst LenocTHOCTM nHpopMaumm. Lingpossie nognucu.

25. Kpuntorpaduyeckme metoapl obecneveHunst LenocTHOCTM nHgpopMaummn. Kpmuntorpagouyeckne Xaw-opyHKUNK.
26. KpunTtorpachmnueckme Metoapl obecneyeHmns LenocTHOCTM nHghopmaumn. Konbl npoBepku NOANMHHOCTY.
27. KpunTorpadguyeckme metoapl 0becneyeHms LenoCTHOCTM uHgopmaumm. TexHonorus Blockchain.

28. MocTpoeHVe CUCTEM 3alUThI OT Yrpo3 HapyLWeHUs AocTynHocTu. MonydyeHne nHdgpopmaumu. dydbnnposaHune kaHanos
cBA3K, oybnMpoBaHne LW30B Y MEXCETEBbIX 9KPaHOB.

29. MocTpoeHne CMCTEM 3aWmTbl OT Yrpo3 HapylweHns fjocTtynHocT. ObpaboTtka nHgopmaumu. dybnuposaHue
cepBepoB. Vcnonb3oBaHue KnacTepos.

30. MocTpoeHne cuctem 3awwmnThl OT Yrpo3 HapyLWeHWs AOCTYNHOCTU. XpaHeHre nHgpopmaumun. PesepeHoe KonvposaHme
nHpopmaumn. CosparHne RAID-maccrBoB. 3epkanmpoBaHne CepBeEPOB.

31. MeTonbl wucpposaHns. CuMMeTpryHoe wudgpposaHne. bnoyHoe wrdgposaHue. NoToyHoe WrdpoBaHue.
32. bnoyHble windopsl. Wngpbl nepectaHoBok. LLndgpbl 3amMeHbl.

33. Wngopbl 3ameHbl. MoHoandgasuTHble windpsl. lWndgp ¢ noactaHoskown Liesaps.

34. Wngopbl 3ameHbl. MNonnandpasutHele wndopsl. Wndp ¢ nogctaHoskamn BuxeHepa.

35. KoguposaHue B aBTOKNO4EBOV cucteme BuxeHepa.

36. Cnctema oHOPa30Boro wugpposaHus. LWndgp BepHama.

37. MNoTo4Hble wudppbl. Pernctpbl capura ¢ 06paTHOM CBA3bIO.

38. NMoToyHbIn wugop AS5.

39. MeToabl NpoayKUMOHHOro windposaHms. Cetb Pelictens.

40. CtaHgapTbl wnudposaHus aaHHbix DES n AES.

41. OgHocTopoHHME doyHKUMK. Kntouesoit obmeH dndodpm-Xennmaxa.

42. Anroputm RSA.

O©ooNOOOThWN =

6.4 MeToaunyeckue matepuanbl, onpeaensiioLLme npoLuenypbl OLLleHNBaHUSI 3HaHUN, YMEHUIA, HAaBbIKOB 1 (UNK)
onbiTa AesiTe/IbHOCTU, XapaKTepu3yLLLMX aTanbl POPMUMPOBaHUS KOMMNETEHLMN
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B K®Y pelictyeT 6annbHo-periTUHroBas cucteMa oLeHKN 3HaHuiA obydatowmxcst. CyMMapHo no aucumninHe (Moaynio)
MOXHO Mony4ymTb Makcumym 100 6annoB 3a ceMecTp, U3 HMX Tekylas paboTa oueHmBaeTtcs B 50 6annos, uTorosas
goopma koHTpons - B 50 6annos.

Insa 3ayéra:

56 6annos 1 bonee - "3a4TeHoO".
55 6annoB 1 MeHee - "He 3a4TeHo".

Ins ak3ameHa:

86 H6annos 1 bonee - "OTANYHO".

71-85 6anno. - "xopouo".

56-70 6annos - "ynoBNETBOPUTENBHO".

55 6annos 1 MeHee - "HeynoBNEeTBOPUTENBbHO".

dopma
KOHTpOnsi

Mpouenypa oueHUBAHMA 3HAHUWA, YMEHUI, HAaBbIKOB U (UNK) OnbiTa
[esATeNbHOCTU, XapaKTepn3yoLLUX 3Tanbl OPMUPOBAHMNA KOMMETEHLIMIA

OTtan

KonuyectBO
6annos

CemecTp 9

TekyLLUA KOHTPONb

TecTnposaHue

TecTupoBaHne NPOXOANT B MUCbMEHHOW CDOPME UMK C NCNONb30BaHNEM
KOMMbOTEPHbIX cpencTs. Obyyatowmincs nonyyaet onpenenéHHoe KONM4ecTBo
TECTOBbIX 3a4aHulA. Ha BbINONHEHWE BbIOENSETCS (DUKCMPOBAHHOE BPEMS B
3aBMCUMOCTHM OT KOonnyecTBa 3aftaHuii. OLeHKa BbICTABASIETCS B 3aBUCMMOCTY OT
NPOLEHTA NPABWUILHO BbINONHEHHbIX 3a4aHNA.

NabopatopHble
paboTbl

B ayamTopum, ocHalwéHHO COOTBETCTBYOWMM 060pyNoBaHMEM, 0Oy4atowmecs
NPOBOAST y4e6HbIE 3KCMEPVMEHTLI U TPEHUPYIOTCS B MPUMEHEHUN
NPaKTUKO-OPVNEHTNPOBAHHbIX TexHoNormin. OLEHVBAKOTCS 3HaHVe MaTepuana u
yMeHVe NPUMEHSTb ero Ha NpPakTVKe, yMeHWsl 1 HaBbiku No paboTe ¢
060pynoBaHEM B COOTBETCTBYHOWER NpeaMeTHON obnacTu.

12

Cemectp 10

TeKkyLLUA KOHTPONb

TecTnpoBaHue

TecTupoBaHve NPOXOAUT B MUCbMEHHOW (DOPME UMW C NCMONb30BaHNEM
KOMMbIOTEPHbIX cpencTs. Obyyatowmincs nonyyaeT onpenenéHHoe KONMYecTBo
TECTOBbIX 3aaHuli. Ha BbINONHEHWE BbIOENSAETCS (DUKCMPOBAHHOE BPEMS B
3aBMCMMOCTHM OT KOonnyecTBa 3ataHuii. OLeHKa BbICTABASETCS B 3aBUCMMOCTY OT
NPOLEHTA NPABWUILHO BbINONHEHHbIX 3a4aHUA.

NabopatopHble
paboTbl

B ayamTopum, ocHawWwéHHO COOTBETCTBYOWMM 060pyLoBaHMEM, 0Dy4atowwmecs
NPOBOAST y4e6HbIE 3KCMEPVMEHTLI U TPEHUPYIOTCS B MPUMEHEHUN
NPaKTUKO-OPVNEHTNPOBAHHbIX TexHoNormin. OLEeHVBAKOTCS 3HaHVe MaTepuana u
yMeHVe NpUMEHSITb ero Ha NPakTVKe, yMeHnsl 1 HaBbiKu No paboTe ¢
060pynoBaHEM B COOTBETCTBYIOLWER NpeaMeTHON obnacTu.

16

Pedbepar

O6yyatolmecs caMoCTOATENBHO NUYT paboTy Ha 3a4aHHYI0 TEMY U CAAIOT
npenoaasaTtento B NMCbMEHHOM Buae. B pabote nponssoautcst 063op Matepuana
B OnpeLenéHHol Tematudeckoi obnactu nnbo npeanaraetcs cobCTBEHHOE
peweHne onpenenéHHon TeopeTNIECKOn v NPaKTUHeCcKon Npobnemsi.
OueHuBatoTcs npopaboTka MCTOYHWKOB, N3NOXEHVE MaTeprana, (oopMyIMpoBKa
BbIBOJIOB, COONtoeHne TpeboBaHWii K CTPYKTYpe U ohopMieHmnio paboTsl,
CBOEBPEMEHHOCTb BbINONHEHWS. B cnydae nybnvyHoi 3awmtbl pegoepara
OLIEHMBAIOTCS TaKXe OpaTopcKune cnocobHOCTH.

10

Ok3ameH

OK3aMeH HaueneH Ha KOMMIEKCHYI0 MPOBEPKY OCBOEHWS AUCLUMANHBI. DK3aMeH
MPOBOAMUTCS B YCTHOWM WM NUCbMEHHOM GoopMe Mo 6unetam, B KOTOPbIX
colepxarcsi Bonpochl (3afaHus) no Bcem temam kypca. Obydatowemycsi aaércs
BpeMs Ha noaroToeky. OLeHMBaeTCs BNageHe Matepumanom, ero CUCTeMHoe
0CBOEHMe, CNOCOOHOCTb NMPUMEHSITb HYXHbIe 3HAHUS, HaBbIKU 1 YMEHUS Mpw
aHanuse NPo6AeMHbIX CUTyaLMnii 1 PeleHnn NPakTUYeCKnX 3aaaHui.

50

7. NepeyeHb nuTepaTypbl, HEO6XOAUMON AN OCBOEHUS AUCLUMN/IMHBI (MOAYNS)

OcBoeHve gucumnnnnHbl (Mooyns) npegnonaraeT N3y4eHne OCHOBHOWM W OOMONHUTENbHON y4ebHol nuTepaTtypsbl.
Nutepatypa MoxeT 6biTb JOCTYMHA 06y4aloWMMCst B OOHOM M3 ABYX BapuaHToB (MMbo B 060UX N3 HUX):
- B 9NIEKTPOHHOM BUIE - YEPE3 3NEKTPOHHbIE BUBNMOTEYHbIE CUCTEMBI HA OCHOBAHMMW 3aKntoueHHbIX KDY norosopos ¢
npasoobnagatensmu;

- B NeyaTHoM Buae - B HayyHoi 6ubnuoteke um. H.N. lobayesckoro. Obyyatowmecs nonyyaroT y4ebHyto nutepatypy Ha
aboHeMeHTe Mo YnTaTeNnbckum buneTam B COOTBETCTBUM C NMpasunamy nonb3osaHust HayyHol 6ubnnoTekoii.

CtpaHuua 14 ns 22.
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ONeKTPOHHbIE U3AaHNS AOCTYMHbI AMCTAHLMOHHO M3 NtoBOI TOUYKM NpY BBEAEHMM 0OYYaOLLMMCS CBOErO NIOrMHA 1 Napons
OT NIMYHOTrO KabuHeTa B cucTeMe "ONeKTPOHHbIA yHUBepcuTeT". Mpr MCNONb30BaHMK NeYaTHbIX M3naHUA BBNNOTEYHDbI
oOHA, OOMXeH ObITb YKOMMNIEKTOBAH UMK M3 pacyeTa He MeHee 0,5 ak3emnnspa (ans obydatowmxcs no ProcC 3++ - He
meHee 0,25 ak3emnngapa) Kax4oro U3 n3gaHuii OCHOBHOW nuTepaTtypbl U He MeHee 0,25 ak3emnnapa LOMNONHUTENbHO
nmMTepaTypbl Ha Kaxaoro obyyarowerocs n3 ymcna nuu, OLHOBPEMEHHO OCBaUBAIOWMNX AAHHYIO ANCLMMINHY.

MepeyeHb OCHOBHOM 1 BONONHUTENBHON Y4ebHOM nMTEpaTypbl, HEOBXOAMMO AN OCBOEHWUS AMCUMNAMHBI (MOOYNS),
HaxoauTcs B MpunoxeHun 2 k paboyeit nporpamMme aucumnnvHbl. OH NOANEXMT OBHOBAEHMIO NMPU N3MEHEHWM YCNOBUIA
norosopoB KDY ¢ npasoobnanatensiMy aNeKTPOHHbIX U3LAHUIA 1 NMPU N3MEHEHWN KOMMNEKTOBAHUS (OOHA0B HayuHow
6rbnnotekn KPY.

8. NepeueHb pecypcoB UHCGPOPMALMOHHO-TENIEKOMMYHUKALIMOHHOM ceTn "UHTepHeT", He0OX0,AUMbIX ONS
OCBOEHUS BUCLUMNMNHBI (MOOYNs)

Coursera - https://www.coursera.org
HALMNOHANBHASA MNATPOPMA OTKPBITOI O OBPA30BAHWA - https://openedu.ru
HaunoHanbHbii OTkpbIThil YHUBepcutet UIHTYWUT - https://intuit.ru

9. MeToguueckme ykasaHus gisi 06y4aroLLLUXCA MO OCBOEHUIO AUCLUNIUHBI (MOAYNS)
Bup, pa6ot MeTtoauueckue peKoMeHpaLmm

nexuuu B xo04e neKUMOHHbIX 3aHSTUI BECTU KOHCNEKTUMPOoBaHue y4ebHoro matepuana. ObpalaTb BHUMaHue
Ha kareropuun, QOPMYyNMPOBKY, pacKpbiBaOWMe CoAepXaHne Tex UM UHbIX SBIEHNA U NMPOLLECCOB,
Hay4Hble BblBOObI N NPaKTMYeCKne pekoMeHaauunm, nonoXuTesbHblA OnbIT B OPAaTOPCKOM UCKYCCTBE.
XenaTenbHo ocTaBuTb B paboymx KOHCMEKTax Mons, Ha KOTopbIX AenaTtb NoMeTKn 13
pPEeKOMeH00BaHHOM NuTepaTypbl, AOMNOMHAKWME MaTepuan NPoCcylWaHHOM NekKunn, a Takxe
nofyepkueatoLme ocobyto BaXXHOCTb TEX MW MHbIX TEOPETUYECKUX NONOXEeHWA. 3anaBatb
npenogasaresnto yTOYHSIOWME BONPOCHI C LEeNblo YACHEHUS TEOPETUYECKUX MONOXEHUI, paspelleHns
CMOPHbIX CUTYaUUA.

B xone noarotoBky K ceMmHapam Udyymtb OCHOBHYIO NUTEPATYpPy, O3HAKOMUTLCH C AOMNOMHUTENBHON
nnTepaTypoit, HOBbIMMK MyBNMKALMAMU B NePUOONYECKMX N3OAHUSIX: XYypHanax, razeTtax u 1.4. MNpu
9TOM Y4eCcTb pekoMeHaauum npenogaeatens u tpebosaHumst yyebHoi nporpammel. dopabaTbiBatbh
CBOW KOHCMNEKT fiekuuun, genas B HeM COOTBETCTBYIOWME 3anucu U3 nureparypbl, peKOMeHO40BaHHOMN
npenonasaTenem u NpeaycMoTPeHHON y4ebHo nporpaMmMoii. [MoaroToBMTb TE3UCHI AN BbICTYNNEHNI
no BceM y4ebHblM BoNpocaM, BbIHOCUMbIM Ha ceMuHap. FoToBsICb K goknany unu pedepatnBHOMyY
coobuieHunto, obpallaTbCs 3a METOANYECKO NOMOLLBIO K Npenoaasatento. CocTaBMTb NaH-KOHCNEKT
CBOero BbICTynneHus. MNpoaymatb NpuMepbl C Lenbto obecneyeHns TECHOI CBSI3M U3y4aeMoi Teopun
C peanbHOM XU3HbIO.

CBoeBpeMEHHOE 1 Ka4eCTBEHHOE BbIMOIHEHNE caMOCTOsITENbHON paboTbl 6asnpyeTcs Ha
cob6nI0AEHNN HACTOSIMX PEKOMEHOALNA 1 N3YHEHUN PEeKOMEHLOBAHHOW nnTepaTypbl. CTyaeHT
MOXeT OOMONHUTb CMUCOK UCMONb30BaHHOW NUTEPaTypbl COBPEMEHHbIMU NUCTOYHUKAMU, HE
npeLncTaBNeHHbIMA B CNUCKE PEKOMEHO0BaHHOW NUTepaTtypbl, U B Aa/ibHENWEM UCNONb30BaTb
CcOoBCTBEHHbIE MNOArOTOBNEHHbIE Y4ebHble MaTepuanbl NP HaNUCcaHUM KypcoBblX 1 OUMNIOMHbIX paboT.
JuncTaHumoHHoe NpoBefeHMe paboT ocywecTeaseTca Ha nnowanke MSTeams.

3AEKTPOHHELBH
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Bup pabot MeTtoaunyeckue pekomeHaauum

nabopatopHblie| Pabota Ha nabopaTopHbIX 3aHSATUSIX MpearnonaraeT akTUBHYO NPopaboTky NOCTaBNEHHbIX BOMPOCOB U
paboTbl 3ajad C 1Cronb30BaHMEM U3BECTHbIX METOAMK HACTPOMKM NOACUCTEM, CMOCOBOB NPOrpamMMmMpoBaHns

1 NMOOKIOYEHNS COOTBETCTBYIOWMX BUBNNOTEK.

Lns NoAroTOBKU K 3aHSATUSIM pekoMeHayeTcs obpalate BHMMaHWe Ha npobnemMHble BOnpoch!,

3aTparueaembie NpenonasaTenem B eKuum, 1 rpynnupoBaTth MHpOPMaLMio BOKPYr HUX. XKenaTtenbHo

BbIOENSITb B UCMONb3YEMO NnTepaType NOCTaHOBKM BOMPOCOB, HA KOTOPbIE Pa3HbiMX aBTOpPaM MoryT

6bITb AaHbl pa3nnyHble 0TBEThl. Ha OCHOBaHMM MNOCTAHOBKM Takmx BOMPOCOB cneayeT cobupatb

apryMeHTbl B NMOMb3Y Pa3nyHbIX BAPUAHTOB PELIEHUS! MOCTABNEHHbIX NpobneM.

B TekcTax aBTOpoB, TakuM 06pas3om, crieflyeT BblAeNsaTb Cleaylowme KOMMNOHEHTHI:

- nocTaHoBKa npobnembl;

- BAPUAHTbI PeLIeHUs;

- @pryMEHTbI B MOMb3Y TEX MU UHBIX BAPWUAHTOB PELIEHNS.

Ha ocHoBe BbloeneHusi aTMX 3N1eMEHTOB MPOLLE COCTaBNSATb COBCTBEHHYIO apryMeHTUPOBaHHYIO

No3nuMI0 MO paccMaTprBaeMoMy BOMPOCY.

B TecToBbIX 3a0aHNSX B KaX4OM BOMPOCE M3 NPEeACcTaBNEHHbIX BAPMAHTOB OTBETA NPaBU/IbHbINA

TONbKO 0avH. Ecnn Bam kaxeTcsl, 4To npaBuibHbIX OTBETOB Bonblue, BolbupaiTe TOT, KOTOPbIA, Ha

Baw B3rnan, Hanbonee npaBUbHbINA.

Mpv NoAroToBKE K 3K3aMeHy HeoBX0AMMO onMpaTbCsl MPEXAe BCEro Ha Nekumu, a Takxe Ha

NCTOYHVKU, KOTOpble pasbupanvch Ha CeMUHapax 1 NPakTU4YeCKrX 3aHATUSX B Te4eHne cemecTpa. B

Kax oM bunete Ha aKk3aMeH cofepXartcs 5 BONpocoB 1 TemaTnyeckas 3agava.

JucTaHumnoHHoe npoBeaeHve paboT ocyllecTenseTcs Ha niowanke MSTeams.

camocTosi- | MeTogmuyeckue ykaszaHus HarpaeneHbl Ha OKa3aHne MeTOANYECKO NOMOLLM 0ByyatowWmMMes npm
TenbHas BbINOMHEHNMW BHEAYAMTOPHbLIX CAMOCTOSTENbHBIX PaboT. BbiNONHEHNE BHEAQY AUTOPHBIX
pabota caMoCTOSATENbHbIX paboT 0byyatowWwmnMmcs B NMPOLIECCE N3YHEHNS Kypca SIBNSETCS BAXHENWUM 3TarnoMm
00y4eHusi, KOTOPbI CNOCOBCTBYET CUCTEMATU3ALMU U 3aKPEMNEHUIO MONYYEHHBIX TEOPETUYECKIX
3HaHW N NPaKTUYECKUX YMEHWIA; POPMMPOBAHUNIO HABLIKOB PaboTbl C pa3nnyHbIMK BULAMY
MHCpopMaLMK, PasBUTUIO MO3HABATENBHbBIX CNOCOBHOCTEN U aKTUBHOCTY 0ByyarowWwmxces,
(POPMUPOBAHMIO TaKMX KAYECTB IMYHOCTU, Kak OTBETCTBEHHOCTb M OPraHU30BaHHOCTb,
CaMOCTOSTENBHOCTb MBIWNEHUS, CNOCOBHOCTb K CaMOPa3BUTUIO, CAMOCOBEPLIEHCTBOBAHNIO 1
camopeanusaumm, BOCNUTbIBATb CAMOCTOSTENBHOCTb KakK IMYHOCTHOE KayecTBo Oyayliero paboyero.
B HacTosiee BpeMs akTyanbHbIM CTAHOBATCS TPEBOBAHUS K NTMYHBIM Ka4eCcTBaM COBPEMEHHOMO
obyyatolerocs ? yMEHUIO CAMOCTOATENBHO MOMONHATL U OBHOBNSTL 3HAHWS, BECTU CAMOCTOSTENbHbIN
nounck HeobxoamMoro matepmana, 6biTb TBOPYECKOW NNYHOCTBIO.
BHeayautopHas camocTosiTenbHas paboTta 0byHarowWwmnxcs, aensieTcst 06s3aTenbHOn Ons Kaxaoro
obyyatowerocs, onpenensietcst yiebHbIM nnaHoMm. E€ HeobxoaMMo OpraHn30BbIBaTh Tak, YTOObI
0byyatowWwmincs TOCTOSIHHO NPEOAONEBAN NOCWIIbHbIE TPYAHOCTM, HO 4TOBbI YpOBEHL TPeboBaHNMiA,
npeLbsBnsieMblx K 0OyyatoleMycsi, He Obin HUXE YPOBHS PA3BUTUS €ro YMCTBEHHbIX CMIOCOBHOCTEN.
Llenb meToaMyeckux ykasaHuin CocTonT B o6ecneyeHnm aphekTMBHOCTU CaMOCTOSATENbHON paboThl,
onpefeneHnn ee COLEPXaHWS, YCTaHOBNEHNS TPeBOBaHN K OCPOPMNEHNIO 1 pe3yrbTaTam
CaMOCTOSATENbHON PaboThbl.
OCHOBHbIMU LIEENSIMU BHEAYANTOPHO CAMOCTOSTENbHOM paboThbl 0ByyatowWwmxcs ABAAOTCS:
- OBNafeHVe 3HaHNSMK, NPOPECCUOHANBHBIMW YMEHUSIMU U HABLIKAMW AESTENBHOCTM MO NPOCUIIo
cneumnanbHoOCTW;
npuobpeTeHne cnocobHOCTM K CAMOCTOSTENbHOMY NOUCKY paboThbl 1 TPYLOYCTPOWCTBA;
- hOPMUPOBAHME FOTOBHOCTU K CaMOOBPa30BaHNI0, CaMOCTOATENBHOCTY U OTBETCTBEHHOCTM;
- pasBUTME TBOPHYECKOrO NOAX0AA K pelleHmio Npobnem y4ebHOro 1 NpotheccMoHanbHOro ypoBHSI.
BbinonHeHve obyyaloWwMMmncs BHeay IUTOPHbIX CaMOCTOATENBHBIX paboT cnocobeTeyeT
POPMUPOBAHMIO MPOCECCUOHAMBHbBIX 1 0BLMX KOMNETEHLMIA, COOTBETCTBYIOWMX BULY
NPOgECCMOHANBHON AEATENbHOCTM MO LUCLMMAMHAM 1 MPOKECCUOHANBHBIM MOLYNSM.
CamocTosiTenbHble paboThbl BLINONHSATCS MHAMBUAYANBHO B CBOBOAHOE OT 3aHATUI BPEMSI.
Obyyatowmiicst 0bsi3aH:
- Nepegn BbINONHEHVNEM CaMOCTOSITENBHON paboThl, MOBTOPUTL TEOPETUHECKUIA MaTepran,
NPOMOEHHbBIN HA ayOUTOPHbIX 3aHATUAX;
- BbINOIHUTbL PaboTy COrnacHo 3anaHunio;
- MO Kax ol caMocTosITeNbHOWM paboTe NpeAcTaBUTb NPenoaaBaTento OTHET B MMCbMEHHOM BUE.
- OTBETWTb Ha NOCTaBNEHHbIE BOMPOCHI.
JnctaHumoHHoe npoBeneHMe paboT ocywecTBasieTcs Ha nnowaake MSTeams.
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Bup pabot MeTtoaunyeckue pekomeHaauum

TecTupoBaHue | MNpu caMocTosITENbHOM NOArOTOBKE K TECTUPOBAHWIO CTYAEHTY HEOOX0OUMO:

a) roToBsiICb K TECTUPOBaHUIO, NpopaboTainTe MHGPOPMALMOHHbIA MaTepuan rno

OUcuunnunHe.

MpoKoHCYNbTMPYTECH C NPenoaaBaTenem no Bonpocy Boibopa y4ebHol nuTeparypsbl;

6) 4eTKo BbISICHUTE BCE YCNOBUS TECTUPOBAHMS 3apaHee. Bbl 4ONXHbI 3HATb, CKObKO
TectoB Bam ByneTt npennoXxeHo, CKOMbKO BPEMEHW OTBOAMTCS HA TECTUPOBaHMe, KakoBa cuctTeMa
OLEHKWN pe3ynbTaToB U T.4.

B) NnpucTynas Kk pabote ¢ TecTaMu, BHUMATENbHO 1 00 KOHUA NPOYTMTE BONPOC U
npennaraemMble BapuaHTbl OTBETOB. BoibepuTe npaBunbHbie (MX MOXET BblTb HeCkonbko). Ha
OTHENbHOM NINCTKE OTBETOB BbINUWMTE LUGPY Bornpoca v 6ykBbl, COOTBETCTBYOLME
npasBuNibHbIM OTBETAM;

r) B NpoLecce peleHns XenaTenbHO NPUMEHSITb HECKOMbKO NOAX0A0B B PELIEHNN

3afaHns. 97O NO3BONSIET MAKCUManbHO rMbKO onepmpoBaTh METO4AMMU PELIEHNS, Hax0as
KaxIblli pa3 onTMManbHbIli BapUaHT.

n) ecnu Bbl BCTpeTunm 4pesBblyaliHo TpyOHbI ans Bac Bonpoc, He TpatbTe MHOMO

BPEMEHU Ha

Hero. MNepexoanTe K ApyruM TectaM. BepHuTech K TpyaHOMY BOMPOCY B KOHLLE.

e) 06s3aTeNnbHO ocTaBbTe BPEMS NSl NPOBEPKU OTBETOB, YTOObI M3beXxaTb MexaHN4ecKux
OLINBOK.

LwnctaHumoHHoe npoBefeHne paboT ocylwecTensieTcs Ha nnowaake MSTeams.
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Bup pabot MeTtoaunyeckue pekomeHaauum

pedepar TpeboBaHus K odhopMNeHnto pedoepaTa

O61beM pedpeparta 20 - 25 cTp. neyatHoro Tekcta. Wpnddt - He Bonee 14 pt, TimesNewRoman,
uHTepBan - 1,5, nons: BepxHee, HUXHee, nesoe 2 cM, npasoe 1,5 cM.

Ha TuTynbHOM nnucTe ykasbiBaeTcsl HasBaHue pabotbl, PO ctyaeHTa u rpynna, @O
npenonasaTens (Hay4HoOro pykoBoAMTENS), MPOBEPSIOLWErO 1 OLEHMBAIOWEro pedoepar,
HamMeHoBaHWe kadbeapbl 1 y4ebHoro 3aBeaeHusl. Tema pedgoepata MoXeT bbiTb CHOPMyNMpPoBaHa
CaMOCTOSTENbHO, MO COrNacoBaHWIo C NpenoaasaTenem.

HaszeaHue paboTbl ochopMnsieTcs cnenyrowmm 06pasom:

Pethepat no ancumnnmHe ?0nepaumnoHHble CMCTEMbI? Ha Temy: 7?77

TekcT pedoeparta neyataeTcsi Ha O4HON CTOPOHE CTPaHMLbl; CHOCKM 1 MPUMEYaHUS NneYa-TatTcs Ha
TOW Xe CcTpaHuue, K KOTOPOI OHM OTHOCSTCS (Yepe3 1 nHTepsan, 6onee MENKMUM WPUEPTOM, YEM
TekcT). OCHOBHOI TEKCT OOMKEH CONPOBOXAATLCS IIOCTPATUBHBIM Matepunanom (PUCYHKN,
dooTorpacoum, anarpammel, Cxembl, Tabnuubl, Nporpammel). Ecnv B 0CHOBHOW YacTu coaepxarcs
LMTaTbl UK CCbINKW Ha BblCcKa3blBaHMS, HEOBX0AMMO yKasaTb HOMEP CTOYHMKA MO CrUCKY,
npvBeaeHHOMY B KOHLE pedpepara, 1 CTpaHuULy B KBaApaTHbIX CKoBKax B KOHLE LUTaTbl MW CChINKMU.
Pedbepar ? 310 KpaTkoe N3noXeHne B MMCbMEHHON OOpPME COAEPXaHNS NPOYUTAHHBIX KHUT 1
IOKYMEHTOB; coobleHne 06 nTorax n3y4eHns Hay4Horo BONpoca; Aokan Ha onpeaeneHHyo Temy,
OCBeLLaoIWNIA ee BONPOCHI HA OCHOBE NUTEpPaTypPHbIX 1 APYrUX NCTOYHMKOB. Lienbto HanmncaHms
pedoepata sBnsietcs yrnybneHne s3HaHUin No KOHKPETHO Npobneme, nony4yeHne HaBblkoB PaboTbl ¢
Hay4HOIh U Hay4HO-MoNyNsipHO nuTepatypoii. Pabota Hag pedoepaToM TpebyeT, Kak NpaBuio, He
MeHee Mecsua.

B npouecce pabotbl Han npobnemoit HeobxoaMMo:

? Bbl4NEHUTb Npobnemy;

? caMocTosITeNbHO U3y4nNTb NPO6NeMy Ha OCHOBE NepPBONCTOYHUKOB;

? naTb 0630p MCMNONb30BaAHHON NUTEPAaTYpPbI;

? nocnepoBaTtenbHO 1 [0Ka3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWNbHO 0GOOPMUTL CChINIKA Ha UCTOYHUKN.

2. Obsi3aTenbHble CTPYKTYPHbIE aneMeHThbl pedpeparTa:

1. BBeneHue, B KOTOPOM ONMCbIBAETCS akTyalbHOCTb Npobnembl, onpenensioTcs uenv 1 3agaqa
pedepata; 06beM BBeaeHust ? 1 - 2 ctpaHuubl.

2. ConepxaHuwe.

3. TekcT pechepaTa OOMXKEH coaepxarb:

? obocHoBaHWe BblOpaHHON TEMb;

? CpaBHUTENbHbIA aHanNM3 nuTepatypbl Mo Npobneme;

? N3n0XeHne COBCTBEHHON TOYKM 3peHUst Ha Npobnemy;

? BbIBOAbI 1 NPEANIOXEHNS;

? 3aKno4yeHne.

4. Cnncok Mcnonb30BaHHbIX MCTOYHMKOB [OMXEH odhopMnaTbes B cooTBeTcTBMM ¢ TOCToOM 1 MoxeT
coflepxaTb He TONbKO HAa3BaHMUsS! KHUT, XXYpHAarnoB, raset, HO 1 Ntobble NCTOYHMKM MHGopMaLIMK
(HanpumMep, cBeneHns 13 cetn VIHTepHeT, nHdopMaumio U3 Tene- N paano-nepenad, a Takxe
yacTHble coobLeHns Kakmx-nnbo cneumnanucTos, BoickasaHHble B MNYHbIX 6ecenax nx ¢ aBTOPOM
pedhepara).

Pedbepar nsnaraetcst 4OCTYMNHbIM HAYYHbIM (HAy4HO-NOMYNSPHBIM) A3bIKOM B OTHOCU-TENBHO CXAaTOoM
dhopMe C NCNOoNb30BaHNEM 0ONErYeHHbIX CUHTaKCUYECKMX KOHCTPYKLMA. Takme KOHCTPYKLMN MOryT
cTaTb cBoeobpasHbIM NnaHoM peddepaTuBHOI cTatbl: ? B paccMaTpmBaeMoli ctatbe CTaBUTCS pag
BonpocoB ?ABTOp noayepkmeaeTt, 4To ? bonee noapobHo paccMoTpeHa npobnema? AHanmampytotcs
pasHble TOYKW 3peHns ? B 3aknioyeHne HeobxoamMmMo OT-MeTUTb YTO ?7? 1 T.[4.

Mpwn BbICTAaBNEHNN OLIEHKN 3a pedoepar y4mTbiBalOTCS Cleaytowme KOMMNOHEHThI:

? cofepxartenbHas 4acTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06 beM
NpoaHanM3npPoBaHHbIX UCTOYHMKOB U T.1.);

? odbopmneHne (COOTBETCTBUE CTAHAAPTY, SCTETUKA 0COOPMIEHNS, HANNYNE UNNIOCTPATUBHOIO
martepuana v T.n.);

? 3awuTa pedpepara (opMeHTauns B TEKCTe pedpepara, OTBETbl Ha BONPOCHI 1 T.M.).

Pedbepar cpoaetcs B oTne4aTaHHOM BMIE W HA 31EKTPOHHOM HOCUTENE.

LunctaHumoHHoe npoBefeHne paboT ocylwecTensieTcs Ha nnowanke MSTeams.
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Bup pabot MeTtoaunyeckue pekomeHaauum

aK3ameH 0TOBUTBLCS K 3K3aMeHy HeobxoaMMo NocnenoBaTenbHo, C Y4eTOM KOHTPO/bHbIX BOMNPOCOB,
paspaboTaHHbIX BeoywmM npenogaeaTtenem kacdenpbl. CHavana cnenyet onpeaenntb MecTo
KaXX[0oro KOHTPOJSIbHOrO BOMPOCAa B COOTBETCTBYIOWEM pasfene TeMbl y4ebHol nporpamMmel, a 3aTem
BHMMATENbHO NPOYUTATb M OCMbBICNINTL PEKOMEHAOBAHHbIE HAay4Hble PaboThbl, COOTBETCTBYOLWME
pasnernbl peKoMeHa0BaHHbIX y4ebHMKOoB. MNpu 3TOM NonesHo nenatb XoTs Obl caMble KpaTkme BbIMUCKU
1 3ameTkn. PaboTy Han TEMOI MOXHO CHMTATb 3aBEPLIEHHON, ECNIN Bbl CMOXETE OTBETUTL Ha BCE
KOHTPOJIbHbIE BOMPOCHI U AaTb OnpeneneHne NoHATHIA No N3y4aemon TeMe.

Lnsi obecneyeHnsi NONHOTLI OTBETA HA KOHTPOJbHbIE BOMPOCHI 1 NyYLIero 3anoMUHaHNS
TEOPETNYECKOro MaTepmana PeKOMEHOYETCS COCTaBNATb NNaH OTBETA HA KOHTPOMbHbIA BONPOC. OTO
MO3BONNT C3KOHOMMWTb BPEMS 4151 MOArOTOBKM HEMOCPEACTBEHHO Neper 3a4eToM 3a cyeT obpalleHms
He K nuTepartype, a K CBoMM 3anucsm. [MNpu noarotoBke HE0OX0AUMO BbISIBASITL Hambonee CnoxHole,
IMCKYCCUOHHbIE BOMPOCHI, C TEM, 4ToBbl 06CyanTb UX C NpenoaasatenemM Ha 0630pHbIX NEKLMSX U
KOHCYNbTauusXx.

Henbas orpaHmymBaTh NOATOTOBKY K 3a4€Ty MPOCTLIM MOBTOPEHMNEM M3YYEHHOrO Marepuana.
Heobxoommo yrnybutb 1 paclumpnTb paHee npuobpeTeHHbIe 3HAHUSI 32 CYET HOBbIX MOEeN 1
MONOXEHWUNA.

Pesynbtat no caave sk3ameHa o6bsiBNSieTCS CTyAeHTaM, BHOCMTCS B 9K3aMeHaLMOHHY0 BELOMOCTb.
[MonoXuTenbHble OLEHKM ?3a4TEHO0?, ?0TNINYHO?, ?XOPOWO? BLICTABASIOTCS, €CNIN CTYLEHT YCBOWN
y4ebHbIli MaTepuan, ncyepnblBatoLLe, NTOrMYeCcKn, rpaMoTHO M3I0XMB ero, Nokasan 3HaHus
crneumanbHoO NTepaTtypbl, He OOMyCKan CyWeCcTBEHHbIX HETOYHOCTEN, a TakXKe NPaBubHO MPUMEHSN
NOHATUNHbBIA annapar.

LwnctaHumoHHoe npoBefeHne paboT ocylwecTensieTcs Ha nnowanke MSTeams.

10. NMepeuyeHb MHCGOPMALLMOHHBIX TEXHOJOIMM, UCMOJb3YeMbIX NMPU OCYLLECTBIIEHUN 06pa3oBaTe/IbHOro
npouecca no gucuuniavHe (Moayno), BKalouYas nepeyeHb NporpaMMHoOro obecrneyeHns U MHGOOPMaLMOHHDIX
CcnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMOMUIA, MCMONb3YEMbIX MPU OCYLLECTBAEHUN 06pa30BaTENBHOrO NpoLecca no
LUCUMMNAVHE (MOLYNIO), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns n MHGOPMALIMOHHbBIX CMPABOYHBIX CUCTEM,
npenctasneH B MpunoxeHun 3 k paboyeit nporpaMMe OUCLMMNNHBI (MOLYNS).

11. OnucaHue matepuanbHO-TEXHUYECKOM 6a3bl, HEO6XOAUMOW ANs OCYLLECTB/IEHUS OOpa3oBaTenbHOro
npouecca no aucuunnuHe (Moayno)

MatepuanbHo-TexHN4YeCcKoe obecneyeHne 06pas3oBaTenbHOrO NpoLecca no LUCLUMIMHE (MOLYNio) BKIOYAET B cebs
cnenyowme KOMMNOHEHTDI:

MoMelueHunst ons caMocToATENbHOM paboThl 0ByYaoWMXCS, YKOMMNEKTOBAHHbIE CMELMann3npoBaHHOR Mebenbio (CToNbI 1
CTYNbsl) N OCHAIWEHHbIE KOMMbIOTEPHOM TEXHUKOM C BO3MOXHOCTBIO NOAK/OUEHUS K ceTu "MIHTepHeT" 1 obecneyeHnem
[IOCTyNa B 3NEKTPOHHYI0 MHADOpMaLMOHHO-06pa3oBatefbHyto cpeny KdY.

YyebHble ayamMTopun 05is KOHTAKTHOW paboThl C NpenoaaBaTteneM, yKOMMIEKTOBaHHbIE CNELMANnM3nPOBaHHON Mebenbio
(cTonbl 1 CTYNbS).

KomnbloTep 1 NpuHTEp 4N pacrneyvatku pa3aaToyHbix MaTepranos.

KomnbioTepHbIii knacc.

CneumnanusmpoBaHHas nabopatopusi.

12. Cpeﬂ,CTBa apgantauumv npenopgasaHusl oguCUNNNIUHDbI K I'IOTpeﬁHOCTﬂM o6y'-|a|ou.|.|nxc5| UHBaNUQooOB U nuuy C
orpaHn4eHHbIMU BO3MOXHOCTSIMU 300P0OBbSA

I'Ipvl HeobXoOMMOCTU B o6pasoBaTean0M npouecce NpuMeHAaoTCAa cnegytowme Metonbl U TEXHONOrnu, obneryatouwue
BoCnpuaTune vmcpopmaumm O6y‘-IaIOLIJ,I/IMI/ICFI nHBanngamn n nuuamm ¢ orpaHn4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- cO3aaHve TEKCTOBOW BEPCHM NOBOro HETEKCTOBOrO KOHTEHTA ANS €70 BO3MOXHOro npeobpasoBaHns B
anbTepHaTVBHbLIE (POPMbI, yO0OHbIE NS Pa3NNYHbIX NOfb30BaTENEN;

- CO3[aHWe KOHTEHTA, KOTOPbIi MOXHO NPeACTaBUTb B Pa3nnyHbIX Buoax 6€3 notepn AaHHbIX UK CTPYKTYpbI,
npenycMOTPETb BO3MOXHOCTb MacwTabrypoBaHus TekcTa u nsobpaxeHuii 6e3 notepm kayecTsa, NpeaycMoTpeTb
LOCTYMHOCTb YNPaBNeHUst KOHTEHTOM C KnaBmaTypbl;

- cO3aHvie BO3MOXHOCTE AJis 06y4atoLMxcsl BOCIPUHUMATb OLHY M Ty XXe MHPOPMaUMIO U3 PasHbIX UCTOYHIKOB -
Hanpumep, Tak, 4Tobbl LA C HAPYWEHWUSMI Clyxa NonyyYani MHGOPMALIMIO BU3YalibHO, C HAPYLLEHWSIMU 3PEHUS -
ayamanbHo;

- NPVYIMEHeHNe NPOorpaMMHbIX CPeACTB, obecneymBatoLmMx BO3MOXHOCTb OCBOEHMSI HABLIKOB 1 YMEHUI, OOPMUPYEMBIX
OMCLMMIMHOM, 3a CHET aNlbTepPHATUBHbIX CNOCOOO0B, B TOM YMCe BUPTYasbHbIX nabopaTopuii U CUMYNSLIMOHHBIX
TEXHONOMNIA;
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- NpuMeHeHne oNCTaHUMOHHbIX o6paaoBaTeanb|x TEXHONOrnin ang nepegayv MHgopmauunmn, opraHndauum pasnmnyHbix
hopm I/IHTepaKTVIBHOI\/'I KOHTaKTHOM pa6OTbI o6y'-|a|ou4er009 C npenogaearenem, B TOM Hucne Be6I/IHapOB, KOTOpPbIE MOTyT
6bITb MCMONb30BaHbI AJ15 npoeeneHunsa BupTyanbHbIX NeKuMin ¢ BO3MOXHOCTbIO B3aUMOOENCTBUSA BCEX y4aCTHUKOB
ONCTaHUMOHHOIo O6y‘-IeHI/IFI, nposeneHns CeMmMHapoB, BbICTYMJIEHNA C AoKnagamm 1 3alTbl BbIMOTHEHHbIX pa60T,
nposeneHmnsa TpeHNHros, opraHn3aunm KONNEKTUBHOW pa6OTbI;

- NMPUMEHEHNE LUCTAHUMOHHbIX 0Bpa3oBaTenbHbIX TEXHONOMA 41 OpraHnu3aummn OopM TEKYLLETO U MPOMEXYTOYHOIO
KOHTpOns;

- yBenndeHne npogonxXnTtenbHOCT caoadun 06y'-|a+ou4v|Mcs| MHBaANNMOoOM Unn nnMUoM C orpaHM4eHHbIMMN BO3MOXKHOCTAMM
300p0BbS hopM I'IpOMe)KYTO‘-IHOI7I arrectauumm no OTHOWEHUIO K YCTaHOBﬂeHHOIﬁ NPOAONIXUTENIbHOCTU NX Coa4qu:

- NPOLONXNTENbHOCTM CAaun 3a4éta Unm aKk3ameHa, NPoBOAMMOrO B MUCbMEHHON POpMeE, - He Bonee YeM Ha 90 MUHYT;

- NPOOONXUTENBHOCTU MOArOTOBKM 06yYatolerocsi K 0TBeTy Ha 3a4éTe UM aK3aMeHe, MPOBOAUMOM B YCTHOW doopMme, - He
6onee 4eM Ha 20 MUHYT;

- NPOLONXNTENbHOCTMN BLICTYNNEHNS 0ByHatowWerocs npu 3awmnte KypcoBoi paboTbl - He 6onee YeM Ha 15 MUHYT.

Mporpamma coctaeneHa B cooteeTcTBMU ¢ TpeboBaHnamMm @rOC BO n yyebHbiM nnaHom no HanpasneHuto 09.03.04
"MporpammHas uHxeHepus" 1 NPocprnto NoAroToBkM "PaspaboTtka NporpaMMHO-UHGOPMALMOHHBIX CUCTEM".
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lMpunoxerne 2
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
51.0.14 VHgbopmaumoHHas 6e30r1acHOCTb

MepeueHb nuTepartypbl, HEOOXOAUMOM 4Nt OCBOEHUS OUCLMIUINHBI (MOLOYNS)

Hanpasnenune noarotosku: 09.03.04 - [NporpamMmmHas nHxeHepus

Mpodpunb noarotoBkn: Pazpabotka nporpamMMHO-UHGOPMALIMOHHBIX CUCTEM
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SA3bik 0by4eHmns: pycckuii
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Babaw - 4-e usg., nepepab. n gon. - Mockea : PUUOP : UHOPA-M, 2019. - 322 c. - (Bbicwee obpasoBaHue). - ISBN
978-5-16-106532-7.- URL: http://znanium.com/catalog/product/1009606 (aata obpaieHus: 16.07.2020). - TekcT :
3NIEKTPOHHBbIN.

3. WaHbruH B.®. KomnnekcHasa 3awmta nHopMaLum B KOPropaTmMBHbIX CUcTeMax : y4ebHoe nocobuve / B.®. WaHbruH. -
Mocksa : N[ '@OPYM' : UHDPA-M, 2019. - 592 c.- ISBN: 978-5-16-106148-0- (Buicluee obpa3oBaHue: bakanaspuar). -
URL.: http://znanium.com/catalog/product/996789(nata obpaiieHusi: 16.07.2020). - TekCT : aSNEKTPOHHbIA.

JononHutenbHas nuteparypa:

1. Xopes IN. b. MeTonbl 1 cpeacTsa 3aWwmThl MHOPMALIMK B KOMMbIOTEPHbLIX cucTeMax : yyebHoe nocobue ons By3os / 1.
B. Xopes .- 3-e n3g., ctep .- Mocksa : Akagemus, 2007 .- 256 c. : un., Tabn.- (Beicwee npogeccroHanbHoe
obpasoBaHue) .- Pek. YMO .- B nep .- bubnuorp.: c. 251-252 .- ISBN 978-5-7695-4157-5 - TekcT : HeNoCcpeaCTBEHHbIA.
(10 ak3.)

2. KynpusiHos A. /. OcHoBbI 3awwmTbl HGpopMauwmm : y4ebHoe nocobue / A. U. KynpusiHos, A. B. Caxapos, B. A. lesuos
.- 2-e n3n., ctep .- Mockea : Akanemusi, 2007 .- 256 c. : un., Tabn. - (Beicwee npodheccuoHanbHoe obpasoBaHue)
(PagnoanekTpoHuka) .- Fpugp YMO .- B nep .- Bubnuorp.: ¢. 251-252 .- ISBN 978-5-7695-4416-3 : 276-38 : 196-68 :
197-37 : 189-30 : 216-60 - TekcT : HeNoCpPenCTBEHHbIN. (29 39K3.)

3. MenbHukos B. M. MiHgopMaumroHHas 6e3onacHocTb : y4ebHoe nocobue / B. M. MenbHukos, C. A. KneiimeHos, A. M.
MeTpakos ; nog pea. C. A. KnelimeHoBa .- 8-e uag., ucnp .- Mockea : Akagemms, 2013 .- 336 ¢ : un .- (CpenoHee
npogoeccuroHanbHoe obpasosaHue) .- Mpudo MO .- B nep .- Bubnuorp.: c. 327-328. - TekcT : HenocpeacTBeHHbIn. (10
9K3.)

4. Maniok A. A. VIHdpbopMaumoHHas 6e30MacHOCTb: KOHLEeNTyarnbHbie Y METOO0NIOMM4YEeCKNEe OCHOBbI 3aWUThI
nHgpopmaumm : y4ebHoe nocobue nns By3os / A. A. Maniok .- Mocksa : Nopsiyas nuHusa-Tenekom, 2004 .-280c : vn., Tabn
-Mpun.: c. 233-275 .-MNpudp MO .- Bubnuorp.: ¢.276-278 .- ISBN 5-93517-197-X : 98-34. - TeKCT : HENOCPEACTBEHHbIN.
(26 ak3.)

5. TumowkumH A. U. Sawwnta nHdopmauum : yuebHoe nocobue / A.M. Xyk, E.IM. Xyk, O.M. lenewkuH, A.N. TUMOLKWH. -
3-e na3g. - M.: PMOP: MIH®PA-M, 2019. - 400 c. ISBN: 978-5-369-01759-3 - (Bbiclwuee obpa3zosaHue). - URL:
http://znanium.com/catalog/product/1018901(gata obpaueHus: 16.07.2020). - TeKCT : SNEKTPOHHbIA.
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Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.04 "MporpaMMHas UHXeHepus'".

lMpunoxerve 3
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
51.0.14 VHgbopmaumoHHas 6e30r1acHOCTb

nepe'-IeHb MHPOPMaLIMOHHbIX TEXHONMOINMMK, UCNONb3YyeMbIX AJ1s1 OCBOEHUS AUCLUMIUHBI (MO,IJ,ynil), BKo4yas
nepe4yeHb nporpaMmMHOro obecneyeHns u MH(POPMaLIMOHHbIX CNPaBOYHbIX CUCTEM

Hanpasnenue noarotosku: 09.03.04 - [porpamMmmHas nHxeHepus

Mpodpunb noarotoBkn: Pazpaborka nporpamMMHO-UHGOPMALIMOHHBIX CUCTEM
KBanudomkauus BeinyckHuka: bakanasp

dopma 0byyeHus: 3a04Hoe

SA3bik 0by4eHuns: pycckuia

"oa Hauana obyyeHus no obpasosatenbHoi nporpamme: 2020

OcBoeHne oucuUnnInHbI (MO,EI,yl'IFI) npegnonaraet ncnosib3oBaHme cnenytowero nporpamMmHoOro obecrneyeHus 1
MHJPOpMaLMOHHO-CNPAaBOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows 7 MpodbeccuoranbHas unm Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

CtpaHunua 22 ns 22.




