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Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. ®oHAO OLEHOYHBIX CPeacTB Mo AUCUUNMHE (MOaynio)

6.1. MepeyeHb KOMMNETEHLUIA C yKa3aHWEM 3TarnoB MX (POPMUPOBaHMS B MPOLIECCE OCBOEHUS 0bpa3oBaTenbHoii
nporpamMmbl 1 OOPM KOHTPOIS NX OCBOEHWUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHNA KOMMETEHUMN Ha pasnunyHbIX aTanax ux popmMmnpoBaHns,
onuncaHue wkKan oueHmnBaHun4

6.3. Tunosble KOHTPO/bHbIE 3a0aHNA NN NHble MaTepuanbl, HGOéXO,D,I/IMbIe Ong oueHkKun 3HaHI/II7I, yMean7|, HaBbIKOB U
(Mnn) onbiTa BEATENbHOCTU, XapakTepMayoLWmnx aTanbl OPMUPOBAHNS KOMMETEHLUMI B NPOLIECCE OCBOEHUS
06pasoBaTtenbHON NPOrpamMMmbl

6.4. MeTtoanyeckne matepuanbl, onpegendiowmne npouenypbl oleHnBaHuA 3HaHWN, yMean7|, HaBbIKOB U (I/IJ'II/I) onbiTa
0eATenbHOCTU, XapaKkTepusyowmx atanbl oOpMUpPOBaHNSA KOMMeTeHuunin

7. NepeyeHb nutepaTypbl, HEOHXOAMMOW ONS OCBOEHMS AUCLMNIMHBI (MOAYy”Ns)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALMOHHOW ceTh "IHTepHeT", HeobX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeToamnyeckme ykasaHus nns obyyatolmxcs no 0CBOEHWIO AUCLMMNMHBI (MOOYNS)

10. MepeyeHb MHOPMALMOHHBIX TEXHOMOMMIA, UCMONb3YEMbIX MPU OCYLECTBEHNM 0Bpa3oBaTeNibHOro npowecca no
LMCUMNAVHE (MOOYNIO), BKMOYAS NepeyeHb NPorpaMMHOro obecneyeHns n MHPOPMALIMOHHbBIX CMPaBOYHbLIX CUCTEM (NpK
HeobXoaMMOCTHK)

11. OnncaHne MaTepuanbHO-TeXHUYecko 6a3bl, He0bX0AMMOI ANs ocylwecTBNeHNs obpa3oBaTeNnbHOro npoLlecca no
aucumnnuHe (Mooynto)

12. CpeancTea agantauuy NpenofaBaHns AUCLMMNWHBI (MOSYNs) K NoTPebHOCTSM 06yyatoWwmxcs MHBANNLOB W NN, C
OrpaHUYeHHbIMY BO3MOXHOCTSMY 300POBbS

13. MNMpunoxeHue Ne1. doHA OLEHOYHbIX CPEOCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON AN OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. MNepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMMNINHBI (MOSYns),
BKNIOYAs NepeyeHb NPOrpaMMHOro obecneyeHmst 1 MHEOPMaLIMOHHBIX CMPABOYHBIX CUCTEM
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Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

Mporpammy oucumnnuHbl paspaboTan(a)(m) ooueHT, K.H. Xasues 3.J1. (Kadenpa nHopmMaLmoHHbIx cuctem HIA,
OTneneHne MHAPOPMALMOHHBIX TEXHONOMMIA U aHepreTnyeckmx cuctem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHMpyeMbIX pe3ynbTaToB 06yyeHUs No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIM BO

Obyuqarowumitcsi, OCBOVBWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnanaTtb cneayowmnmMy KOMNeTEHLUAMU:

LWndop PaclumndppoBka
KOMMeTeHLUumn npuobpeTaeMorn KOMNeTEHLUN
MNK-3 CnocobeH ynpasnsTb passuTMemM NHOKOMMYHUKALMOHHOW CUCTEMbI OpraHmM3aLmm

O6yyatolmiics, OCBOVBLUNA AUCLUMNNHY (MOOYNb):

JlonxeH 3HaTb:

©- MeTOobl M cpeacTBa obecneveHns HOOPMALIMOHHO 6€30MaCHOCTN KOMMBbIOTEPHBIX CUCTEM
JonxeH ymeTb:

- yNpasnsTb pasBuTUEM UH(POKOMMYHUKALMOHHOW CUCTEMbBI OpraHn3aumnm.

JlonxeH BnageTb:

9- A3blKamMu NPoLLefypPHOro U 06 BEKTHO-OPMEHTUPOBAHHOIO NPOrPaMMUPOBaHNSA, HaBblkaMy paspaboTku 1 0TNaaKK
NporpamMm He MeHee YeM Ha OOHOM U3 anropUTMUYECKNX NPOLIEAYPHBIX SA3bIKOB MPOrPamMMUpPOBaHNS BbICOKOrO
YPOBHSI.

LonxeH 0eMoHCTpUpoBaTb CNOCOBHOCTb M FOTOBHOCTb:!
- FOTOB MPUMEHSTb NMONy4YeHHbIE HABbIKW Ha NPaKTUKe.

2. Mecto aucuunnuHel (Moayns) B ctpyktype OMOIM BO

JaHHasa ancumnnuHa (Mogynb) BKNtoYeHa B pasgen "B1.B.01 OucunnanHbl (Mogynm)" OCHOBHOWM NpodpeccnoHanbHOM
obpaszoBatenbHoi nporpammel 09.04.01 "MiHdpopmaTika 1 BbluMCITENbHAS TeXHMKa (ABTOMaTU3UPOBAHHbIE CUCTEMI
06paboTku MHGOpMaLMK 1 YyNPaBREHUS)" U OTHOCMTCS K BAPUATMBHOW YacTu.

OcBavBaetcsi Ha 1 Kypce B 2 cemMecTpe.

3. O6bem ANCUMN/IUHDbI (MO,IJ,ynSl) B 3a4eTHbIX eanHMLUaxX C yKkasaHUeM KonimyecTea 4acoB, BblOe/iIeHHbIX Ha
KOHTaKTHYI0 paboTy obyuyatowmxcs ¢ npenopasarenem (Mo Buaam yuebHbIX 3aHATUIN) U HA CAMOCTOSITENIbHYIO
paboTy obyuaromxcs

O6was TpynoeMKOCTb AUCLIMIINHBI COCTABASIET 4 3a4eTHbIX(ble) eauHuL(bl) Ha 144 yaca(os).

KoHTakTHas paboTa - 30 4aca(oB), B TOM YuC/e NeKUumun - 6 4aca(oB), MpakTU4eckme 3aHaTus - 6 4aca(os), nabopaTopHblie
paboTbl - 18 Yaca(oB), KOHTPONb CaMOCTOSITENbHOW paboThl - 0 Yaca(os).

CamocTtositenbHas pabota - 114 yaca(os).
KoHTponb (3a4€T / ak3ameH) - 0 yaca(os).
dopma NPOMEXYTOYHOrO KOHTPOS ANCLUUMUHBIL: 3a4eT BO 2 CeMecTpe.

4. CopepxaHue AMCLUNAUHBI (MOOYNs), CTPYKTYpMpOBaHHOe Mo TeMaMm (pa3penam) ¢ ykasaHuem oTBef,eHHOro Ha
HMX KOnM4YecTBa akageMnyeckux 4acoB U BUOOB yYe6HbIX 3aHATUI

4.1 CTpyKTypa 1 TemMaTu4eckmii niaH KOHTaKTHOM U CaMOCTOSITe/IbHOM pPaboThbl N0 AUCLUNANHE (MOBYNIO)

Buapbl n yachbl
KOHTaKTHOW paboThbl,
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Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

Buabl 1 yachbl
KOHTaKTHOM paboThbl,

Paspgenbl gucuUnnHbl / X TPYA0EMKOCTb CamocTosiTeNlbHas
N Moayns Cemectp (B yacax) paborta
MpakTuyeckuellabopaTtopHble
flekumu 3aHATUSA paboTbl
Tema 4. be3onacHocTb
4. BbIYUCIUTENBHbIX CETEW 2 1 0 2 12
Tema 5. besonacHOCTb CUCTEM
5 ynpasneHus 6a3amu OaHHbIX 2 1 0 2 B
Tema 6. OpraHn3aumoHHoe
6./obecneyeHre NHOPMALIMOHHOA 2 0 0 2 8
6e3onacHocTn
v Tema 7. [NporpamMmHo-annaparHble 5 5 5 5 16

‘lcpencTsa 3awnTbl MHOPMaLMK
8 Tema 8. Kpuntorpaduyeckue 5 1 5
‘(MeToObl 3aWUTLI NHOPMaLIUK

Tema 9. KomnnekcHoe obecrieyeHune
9.[mHdpopmaumnoHHolh 6esonacHoCTH 2 1 2 4 27
ABTOMATM3MPOBAHHbBIX CUCTEM

NToro 6 6 18 114

4.2 CopepxaHue aUCUUMINHLI (MOBYNSA)
Tema 1. MpaBoBoe ob6ecneyeHne nHcpopmaLMoHHon 6esonacHOCTU

KOHCTUTYLIMOHHbIE FrapaHTUK Npas rpaxaaH Ha MHAPOPMaLMIo 1 MeEXaHN3Mbl X peanusaumu. NoHaTue 1 Buabl
3awmwaemor nHcpopmauum no 3akoHoaatenscTey P®. Cuctembl 3awmnTbl roCyfapCTBEHHON TalHbl U
KOHbUAEHUMaNbHON MHdopMauun. JTnueHsnpoBaHme n ceptudoukaums B 0bnacTtv 3awmutbl Frocy1apCTBEHHON TaliHbl U
KOHbUAEHUMaNbHOM MHgopMauun. 3almTa nHTennekTyanbHon cobecteeHHocTh. MNpectynneHus B cgoepe
KOMMbIOTEPHOM MHAPOPMALINN.

OpraHn3aunoHHo-NPaBoBoe obecrneyeHre 3alnTbl KOMMbOTEPHOW MHADopMaUMH.

N3yueHue cuctembl 3awmTbl KOHPUAEHUMANBHOM MHApopMaumu. Moaenu nHgopMaLoHHo 6e30MacHOCTY;
MEXAyHapoHble N 0TeYECTBEHHbIE CTaHAAPTbI MHPOPMALMOHHOW Be3onacHOCTM, nonuTuka 6e3onacHoCTy;
nokasatenu 3awWmiLeHHOCTU CPEACTB BbIYNCIUTENBHOM TEXHWKIM 1 KNacChl 3aWULLEHHOCTI aBTOMATU3MPOBaHHbIX CUCTEM
0T HECAHKLMOHMPOBAHHOMO AOCTYNA.

Tema 2. OcHOBbI MHC(pOpPMaLIMOHHOW 6e3onacHOCTU

MoHsTMe HaumoHanbHol 6e3onacHocTu Poccuiickon depepaunm. MiHgpopmaunoHHas 6esonacHocTtb (MB) B cucteme
HauwnoHanbHol 6esonacHocTn PP, npobnembl MHGOPMALIMOHHON BOMHbI. OCHOBHbIE NMOHSATMS, 0BLEeMeTo0NornYeckme
npuHuMnel Teopun UB. Moaenu nHgopMaLmMoHHo 6e30MacHOCTU; MEXAYHAPOAHbIE 1 OTEYECTBEHHbIE CTaHAAPThI
WHCpOPMaLMOHHOM 6e3onacHoOCTW, NonuTKa 6e30MacHOCTM; NokasaTeny 3aWwuileHHOCT CPEACTB BblYUCNTENbHO
TEXHUKM 1 KNacchl 3alMILEHHOCTI aBTOMaTU3NPOBAHHBIX CUCTEM OT HECAHKLMOHUPOBaHHOro foctyna. Yrpoael Vb.
OueHka 1 ynpaeneHue puckamu. ObecrnevyeHne KOHPUAEHLNANbHOCTY, LENOCTHOCTM U JOCTYMHOCTW MHCDOPMaUMH.

Ob6ecneveHne 6e30MacHOCTY 9NEKTPOHHOM NOYThI Npu paboTe B ceTn MIHTepHeT.
OtpaboTka 6e3onacHblx MexaHn3MoB paboThl C MOYTON B ceTn IHTepHeT.

Tema 3. Be3onacHOCTb onepaLUOHHbIX CUCTEM

Obwas xapakTepucTuka onepaunoHHbIX CUcTeM. HasHadyeHre, BO3MOXHOCTM, MOAeNM 6e30MacHOCTY OnepaLyoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHnsauus ynpasneHns goctynom u 3awmtbl pecypcos OC.
OcHoBHbIE MEXaHM3Mbl He30MacHOCTW: CPeacTBa U MeToabl ayTeHTudpmkauum B OC, Mogeny pasrpaHmyeHns JocTyna,
opraHm3aums n Ucnonb3oBaHvne cpencTs ayauta. AoMuHmuctpuposaHne OC: 3agaym v NPUHLMUMALI CONPOBOXAEHMNS
CMCTEMHOrO MPOrpaMMHoOro obecneyeHust, reHepaums, HaCTPONKa, M3MEPEHNE NPON3BOLNTENBHOCTM 1 MOAMMKaLMS
cucTeM, ynpaeneHue 6esonacHoctbio OC.

BesonacHOCTb onepaLmnoHHbIX CUCTEM.
N3yyeHune ocHoBHbIX MexaHn3MoB HeasonacHocT OC: cpencTea 1 Metoapl ayteHTUudukaumm B OC, mogenu
pasrpaHuyeHust 0ocTyna, opraHn3auus n Ncrnonb3oBaHne CpeacTs ayamTa.

Tema 4. Be3onacHOCTb BbIYMCAUTENbHbIX CeTer
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Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum
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Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsiook opraHn3aumm n ocylecTBAeHNs 0bpa3oBaTenbHON NeSTeNbHOCTM Mo 06pasoBaTebHbIM MPOrpamMMam BhICLIETO
0bpasoBaHus - nporpammam bakanaspuara, nporpammam crieumanmiTeTa, nporpamMmam MarmcTpatypbl (yTBepXaeH
npukasom MuHucTepctsa obpasosaHus u Hayku Poccuiickoin Pepepaunm ot 5 anpens 2017 roga Ne301)

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENbHON PaboThbl CTYAEHTOB BbICILMX Y4EOHbIX 3aBeAeHMA"

YcTae cheaepanbHOro rocynapcTBeHHOr0 aBTOHOMHOIrO obpasoBaTtenbHoro yupexaeHns "Kasarckuin (MpuBonxckuii)
denepanbHblil yHMBepcutet”

MpaBuna BHyTPEHHEro pacnopsaka goeiepansHOro rocy1apCTBEHHOr0 aBTOHOMHOMO 06pasoBaTeNbHOMO yYpeX AeH s
BbICLIEr0 NpoheccmoHansHoro obpasosarus "KasaHckuii (Mpusonxckuii) doeaepanbHblii yHUBEPCUTET"

NokanbHble HopMaTuBHble akTbl KasaHckoro ([prBonXckoro) doenepanbHOro yH1ueepcuTeTa

6. POHA, OLLEHOUYHbIX cpencTts no gpucuvninHe (MOAyﬂIO)

6.1 MepeyeHb KOMMETEHLUMI C YKa3aHWEM 3TanoB UX popMUpPOBaHUS B NPOLLECCE OCBOEHUS 06pa3oBaTe/ibHOM
nporpammbl U OOPM KOHTPOJISi UX OCBOEHMS

dopma KOHTpons OueHuBaeMmble
dran KOMNETEeHLIK TeMbl (paspenbl) AUCLUUNNUHBI
CemecTp 2
|TeKyLum71 KOHTpOﬂbl
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Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

Otan

ddopMa KoHTpons

OueHnBaemble
KoOMMeTeHLUmn

Tembl (pa3nenbl) AUCLUMUHDI

1 [TectmposaHue

MNK-3

1. MNpaBoBoe obecneveHne NHPOPMALMOHHOK 6e30MacHOCTH
2. OCHOBbI MHPOPMaLMOHHON 6e30MacHOCTH

3. BesonacHocTb ONepauUmroOHHbIX CUCTEM

4. Be3onacHOCTb BbIYMCNUTENBbHbBIX CETEN

5. BesonacHocTb CMCTEM yrnpaBneHns 6asamm DaHHbIX

6. OpraHu3aunoHHoe obecneyeHne NHPOPMALIMOHHON
6e3onacHocTm
7. MporpamMmHo-annapaTtHble CpeacTBa 3alwuTbl MHOPMaLUn
8. Kpunrorpauyeckne Metoapl 3awmntbl HQOpMaLmm

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHon 6e30nacHoCTU
aBTOMATU3NPOBAHHbIX CUCTEM

paboTbl

NabopaTopHble

MNK-3

3. besonacHOCTb onepaunoHHbIX CUCTEM

4. Be3o0nacHOCTb BbIYMCIUTENBbHbBIX CETEMN

5. BesonacHocTb cucTem ynpasneHns 6azamm gaHHbIX
6. OpraHusaunoHHoe obecreyeHne MHOPMaLNOHHOM
6e3onacHocTn
7. MNMporpamMMHo-annapaTHble CPeACTBa 3alMUTbl MHGOPMaLMK
8. KpunTorpadmyeckne metoapl 3awmTbl MHGOpMaLUUn

9. KomnnekcHoe obecneyeHne nHpopMaumnoHHol 6eaonacHocTy
aBTOMATM3MPOBAHHbBIX CUCTEM

Pedpepar

MNK-3

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHo 6e30nacHocTU
ABTOMaTnN3nNpPoBaHHbIX CUCTEM

3auer

MNK-3

6.2 OnucaHue nokasateneun n Kputepues OLeHUBaHUS KOMMNETEHLU MW Ha pa3nunyHbIX aTanax nx oopMupoBaHus,
onucaHue wkKan oueHnsaHus

Kputepum
Popma OL,eHUBaHUA 3ran
KOHTpoOns
OTNNYHO Xopoliuo Y nosn. Heyn.

CemecTp 2

TekyLLUA KOHTPONb

TecTtupoBaHue |86% npasBuibHbIX Ot 71% b0 85 % Ot 56% 0o 70% 55% npaBunbHbIX
oTBeToB 1 bonee. NpaBW/bHbLIX OTBETOB.  [MPaBUNbHbLIX OTBETOB.  |OTBETOB U MEHEE. 1

NabopatopHble [ObopynosaHue u O6opynosaHue 1 O6opynoBaHue 1 ObopynosaHue u

pabothl MEeTOoAbl MICNONb30BaHbl (METOAb! NCMOMb30BaHbI [METOABI YHACTUYHO MEeTObl UCMONb30BaHbI 2
npasunbHo. NposiBneHa (B 0CHOBHOM NPaBubHO. [MCMONb30BaHbI HenpaBWibHO.
npesocxonHas MposiBneHa xopowas  |npaewnbHo. MposieneHa |lMposieneHa
TeopeTmyeckas TeopeTnyeckas yOOBNETBOPUTENbHAA  |HEYLOBNETBOPMTENbHASA
NnoAroToBKa. NMOAroToBKa. TeopeTumyeckas TeopeTmyeckas
Heobxoaumble HaBblkn |HeobxoauMble HaBblky  [MOAFOTOBKA. NOAroToBKa.

W YMEHWS NONHOCTbIO (U yMeHUs B oCHOBHOM  [HeobxonmMmble HaBblku  |HeobxoamMble HaBbIKM
0CBOeHbI. PesynbTar  |0CBOEHbI. PesynbTar N YMEHMNS 4aCTUYHO N YMEHUS HE OCBOEHbI.
nabopaTopHoii paboTtbl |[nabopatopHoit paboTbl |ocBOeHbl. Pesynbtat  [Peaynbtat
MONHOCTbIO B OCHOBHOM nabopatopHoii paboTbl [nabopatopHoi paboThi
COOTBETCTBYET €€ COOTBETCTBYeET €€ 4aCTUYHO He COOTBETCTBYeT eé
uensm. Lensm. COOTBETCTBYET €€ Lensm.

uensm.

Pedbepat Tema packpbiTa Tema B OCHOBHOM Tema packpbita cnabo. |Tema He packpbiTa.
MONTHOCTBIO. packpbiTa. MpoaeMoHCTpMpoBaHo |MpoaeMOHCTPUPOBAHO 3
MponeMoHCcTprpoBaHo |(MpPoAEMOHCTPUPOBAHO [yOOBNETBOPUTENBHOE  |HEYLOBNETBOPUTENBHOE
NpeBoCXoAHoe xopoluee BnaaeHue BNafeHne MatepuanoMm. [BnageHue Matepranom.
BNafeHne matepuanoMm. (MaTepranom. Wcnonb3oBaHHble Wcnonb3oBaHHble
Wcnonb3oBaHbl Wcnonb3oBaHbl WCTOYHUKN 1 CTPYKTYpPa |MCTOYHMKM
Haanexatue Hagnexawue paboTbl YacTUYHO HEe[0CTaTOYHbI.

WCTOYHUKN B HYXXHOM  |UCTOYHMKMW. CTPYKTypa |COOTBETCTBYIOT CtpykTypa pabotbl He

konnyectee. CTpykTypa |paboTbl B OCHOBHOM NMOCTaB/EHHbIM COOTBETCTBYET

paboTbl COOTBETCTBYET [COOTBETCTBYET 3apayvam. CteneHb MOCTaBNIEHHbIM

NocTaBNEHHbIM MOCTaBNEHHbIM CaMOCTOSITENIbHOCTU 3apayam. Pabota

3apayvam. CteneHb 3apayam. CteneHb paboTbl HU3Kas. HecaMoCTosTeNbHa.

CaMOCTOSITENILHOCTU CaMOCTOSITENILHOCTM

paboTbl BbicOKas. paboTbl cpenHss.

3auTteHo He 3auteHo

SAEKTPOHHBH
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Mporpamma gucumnnunHel "BesonacHoCcTb MHGpOPMaLMOHHBIX cucteM"; 09.04.01 "VIHcbopMaTtmka 1 BbIMUCAUTENBHASA TEXHUKA".

dopma Kputepum dran
KOHTpoOns OLLeHMBaHMS
OTnN4YHO Xopoluo Y nosn. Heyn.
3auert O6yuatowmiics obHapyXun aHaHne ocHoBHoro  [OBydatowmiics obHapyXun 3Ha4nTeNbHbIe

y4ebHO-NporpaMMHoro matepuana B o6beme, npob6enbl B 3HAHNSAX OCHOBHOTO

Heobx0aVMMOM 4N fanbHeliwein y4ebbl 1 y4ebHO-NporpaMMHOro Matepmwana, fJonycTun

npencrosilei paboTbl Mo cneunanbHoCTy, NPVHUMNUanbHble OWWBKM B BbIMONHEHN

CNPaBW/CS C BbINONHEHVEM 3a0aHWiA, NnpemnyCMOTPEHHbIX MPOrpamMMmoii 3afaHuii U He

NpenycMOTPEHHbIX MPOrpaMMoi OUCLUMNAMHBLL.  |cnocobeH NPoaomXuTe 0byyeHne nnm
NPUCTYNUTb NO OKOHYaHWW YHUBEpcUTeTa K
npodpeccroHanbHoi nestensHocTy 6e3
LOMONHUTENbHbIX 3aHSATMWI MO COOTBETCTBYIOWEN
AVCUMNIVHE.

6.3 TunoBble KOHTPONbHbIE 3a8aHUs UK UHble MaTepualbl, He00XoaMMbie O/ OLLEHKWN 3HaHUN, YMEHUN,
HaBbIKOB U (MW1M) onbiTa AeATeNbHOCTU, XapakTepu3yloL X atanbl joopMUpoBaHUA KOMMNETEHLUN B npoLiecce
0CBOeHUsi 06pa3oBaTeNnbHON NPOrpammbl

CemecTtp 2

TeKyLwWUin KOHTPONb

1. TecTupoBaHue

Tembl 1,2, 3,4,5,6,7,8,9

Tema 1. MNpaBoBoe obecrneyeHne MHGPOPMaLMOHHO BesonacHoCTy.

1) Kakoi dpeiepanbHblil 3aKOH perynupyeT OTHOWEHMS B cdpepe 3almTbl KOMMbIOTEPHOW MHpopMaumnn?
®depnepanbHblil 3akoH 0T 7.07.2004r. €122-a4 ?0 3awute nHgopmaummn?.

depeparnbHblii 3akoH 0T 27.07.2006r. €149-¢p3 206 uHopMaLmm, MHPOPMALIMOHHBIX TEXHONOMMSX 1 O 3almTe
nHgopmaumum?.

®depepanbHbiil 3akoH 0T 21.05.2002r. €35-r13 ?VIHopMaLOHHbIE TEXHONOTUN 1 O 3almTa MHpopmMauun B
aBTOMaTU3MPOBAHHbBIX NHCPOPMALMOHHbBIX cucTemax?.

2) HazoBuTte npaBoBOE OCHOBaHME NpoLiecca NMLEH3NPOBAHUS U CepTUIMKaLMM B 0BNacTu 3awWwmThl roCyLapCTBEHHOM
TavHbl U KOHPUAEHUNaNbHOW MHGopMaLnn.

MoctaHoBneHme MNpaBuTtensctea Poccuiickoin Pepepauun 013.03.2002r. 7?0 nuLEH3NPOBaAHUN [ESTENBHOCTA MO
pa3paboTke U NPOV3BOLCTBY CPEACTB 3alMTbl B 06/1aCTM 3aLUMTbI FOCYLAaPCTBEHHOW TalHbI?.

MNoctaHoeneHune MNpasuTtenbctea Poccuiickoin Pepepauun ot 3.03.2012r. ?0 AMLEH3MPOBaAHMN OEATENBHOCTA MO
paspaboTke 1 NPON3BOACTBY CPELCTB 3aAlNTLI KOHPUAEHLMANBHON MHGopMALLUN?.

MoctaHoeneHue MNpaeuTtensctea Poccuiickoin Pepepauun ot 13.02.2010r. ?0 nuuUeH3MPOBaHUN OeATENBHOCTY NO
pa3paboTke CPencTB 3aluThl KOHPUAEHLMANBHON NHCpopMaLMn?.

3) 3awmTa nHgopmaumm ? aTo..

KOMMNEKC MEPOMNPUSATWIA, HanpaBneHHbIX Ha obecneyeHne HPOPMaLIMOHHON 6e3onacHoCTy;

npouecc pas3paboTku CTPYKTYpbl 6a3bl AaHHbIX B COOTBETCTBUM C TpeboBaHWsIMM Nonb30BaTeneli; Hebonblas nporpamMma
014 BbINONHEHWS OnpefeneHHon 3anaym

4) MNon nHpopMaumnoHHol 6e30NacHOCTbI0 MOHUMaeTCs ?

3alMIEeHHOCTb MHGPOPMaLUK 1 NOAAEPXMBAIOWEN UHPPACTPYKTYPbI OT CyYalHbIX UAN NpeaHaMepPeHHbIX BO34ENCTBUIA
€CTEeCTBEHHOr0 Unn ClyvyaHoro xapaktepa, KOTopble MOryT HaHeCTV Henpuemnemslli yiepd cybbektam
WHMPOPMALIMOHHbBIX OTHOLWEHWI B TOM YMCne BRagenbLam 1 Nonb3osaTtensm nHopmaumm u nogaepxmeatowen
WHPPACTPYKTYPE; NPOrpPamMMHbIi NpoaykT 1 6asbl AaHHbIX LOMXHbI ObiTh 3alMWEHbI MO HECKONBKMM HanpaB?1eHUsiM 0T
BO3LENCTBUS; HET NPaBUNbHOIO OTBETA

Tema 2. OCHOBbI MHCPOPMALIMOHHOM 6E30MacHOCTHU.

1) Kakoe KonmyecTBO YPOBHE COOAEPXMUTCS B CUCTEME 3aLMUTLI OT Yrpo3 HAPYLEHNS1 KOHOUAEHUMANBHOCTU
nHdoopmaumnm?

5,6,7

2) oenTtndoukaumsa ? ato ?

NPUCBOEHNE CybbekTam OOCTyMNa YHUKaNbHbIX MAEHTUGUKATOPOB;

npucBoeHne cybbekTam OOCTyNa onpeaeneHHbIX Npae JOCTYNa;

npoBepka NpMHaLNeXHOCTM cybbekTy AOCTyrna NpenbsBNEeHHOro UM UAeHTUdmKaTopa.
3) OT yero 3aBMCKT MHGOPMaLUMOHHas He3onacHOCTb?

OT KOMMbIOTEPOB; OT NOALEPXMBAIOWENA MHGPACTPYKTYPbI; OT MHCbopMaLn

4) OcHOBHble cocTaBnstowme MHOPMaLMOHHON 6e30MacHOCTH:

LieNIOCTHOCTb; [OCTOBEPHOCTb; KOHPUAEHUMANBHOCTD

Tema 3. besonacHOCTb onepauMoHHbIX CUCTEM.
1) Yto npencrtaensiet n3 cebs cepTmgomkart onepaunoHHol cUCTeMbI?
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Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

WecTHaOLATEPNYHYIO NOLANMCh, CBA3bIBAIOLYIO 3HAYEHUE 0BLero Knoya ¢ UAEHTUgMKALMEN YENOBEKA, YCTPONCTBA MK
cepBsuca, KOTOPbIA COAEPXKUT COOTBETCTBYIOWMIA NNYHBIA KNHOY;

BOCbMEPUWYHYIO MOAMUCH, CBA3bIBAIOLLYHO 3HAYEHNE OBLWEro Knoya ¢ naeHTudukaLmnein Yenoseka, yCTpoincTea nnm
cepBuca, KOTOPbIA COAEPXUT COOTBETCTBYIOWMIA NMNYHBIA KNHOY;

[BOMYHYIO NOANUCH, CBS3bIBAIOLLYIO 3HAYEeHMe 0BLWero kioya ¢ naeHTugUKaumnein YenoBeka, yCcTpocTea Um cepsuca,
KOTOPbIV COLEPXUT COOTBETCTBYIOLWNIA NINYHBIA KNHOY.

2) Ha 4eM ocHOBaH MexaHM3M ayTeHTUrKauum ¢ CUHXpoHM3aumen no BpeMeHn?

Ha 3Ha4YeHUn onpeaeneHHoro NPOMeXyTka BPEMEHU; HA anropuTMe, KOTOPbI Yepes OnpeaeneHHbIn MHTepBasn BPEMEHM
reHepupyeT cny4aniHoe Y1CNOo; Ha CXEME C MCNONb30BaHMEM CNOBA-BbI30BA.

3) docTynHocTb ? a10?

BO3MOXHOCTb 3a NpMeMieMoe Bpems Nony4nTb Tpebyemyto MHCDOPMALMOHHYIO YCIyry; Normyeckasi He3aBMCUMOCTb; HET
npasunnbHOro oTBeTa

4) LenocTHocTb ? 3T0..

LENOCTHOCTb MHAPOPMAaLIMN; HEMPOTMBOPEYMBOCTb MHGDOPMALIMW; 3aLUMILEHHOCTb OT Pa3pylleHns

Tema 4. Be30nNacHOCTb BbIYUCUTENbHbBIX CETEN.

1) HazoBuTe kpynTorpadmnyeckuini nakeT, UCNoNb3yeMbli Ans WnpoBaHms.

OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceTeBas cnyxba, npefHa3HaYeHHas 0N1s LeHTPaM30BaHHOro peleHuns 3aaa4y ayTeHTudmkauum n asTopusaunm B
KPYMHBIX CETAX; anropuTM WNMPOBaHNSA Ha OCHOBE OTKPLITBIX K/THOYER; CUMMETPUYHbIV anrOpuTM WNGPOBAHNS.

3) KoHdomaeHumanbHoOCTb ? 3T0..

3alWmTa 0T HECaHKLUMOHUPOBAHHOMO AOCTYyMNa K MHGIOpMaLIMK; MporpaMM U MPorpaMMHbIX KOMMNIEKCOB, obecneynsarowwmx
TexHonoruio paspaboTku, 0TNaakM U BHeAPEHMUS CO30aBaeMbIX MPOrPaMMHbIX NPOOYKTOB; OfucaHue npoueayp

4) [1Ins 4yero co3naloTcs NMHPOPMALMOHHbIE CUCTEMbI?
MONy4YeHUs ONpeneneHHbIX MHGOPMALIMOHHBIX ycnyr; 06paboTky nHpopMaLmMu; Bce OTBEThI NMPaBUbHbIE

Tema 5. BeaonacHocTb cMcTeM yrnpaBneHus 6azamm AaHHbIX.

1) Kakon tnn TexHonoruu wudpposaHns He nogaepxusaet SQL Server 20087

pacwunpeHHoe ynpaeneHue knodyamm - Extensible Key Management (EKM);

npo3payHoe whugposaHme aaHHbix ? Transparent Data Encryption (TDE);

3aKpbITOe WndgpoBaHue aaHHbix - Closed Data Encryption (CDE).

2) Nicnonb3ays kakoi NpoTokon MOXHO obecrneunTtb 6e3onacHyo nepenady OaHHbIX C KNUEHTA Ha cepeep?
SSL/SSH; SSR/SSH; SSK/SSH

3) LlenocTHOCTb MOXHO NoapasfenuTb:

CTaTNUYeCKyt0; OMHAMUYHYIO; CTPYKTYPHYIO

4) ['ne NpMMeHSI0TCS CPeacTBa KOHTPONS AUHAMMNYECKOW LLeNnoCTHOCTN?

aHanu3e NoToka hMHAHCOBLIX COOBLWEHMIA; 06pPaboTKe AaHHbIX; MPU BbISIBNEHUN KpaXu, fyOnMpoBaHNs OTAENbHbIX
coobLeHui

Tema 6. OpraHu3aunoHHoe obecneyeHne NHGOPMaLIMOHHO BE30MaCHOCTH.

1) YUT0 HENb3s OTHECTM K OpraHM3aLMOHHbIM MepaM 1 Mepam obecneyveHns gousmyeckor 6e3onacHocT?
cnyx6a oxpaHbl U ranyecko 6e30MacHOCTY;

pernamMeHTauuns nopsiaka pabotbl C HOCUTENSIMUK, COAepPXalUMMM KOHCPUOEHLUMANBbHYI0 MHAOPMALMIO;
naponbHas cuctema ayTeHTudurkaumnm.

2) B uncno knaccos TpeboBaHuii noeepus beaonacHocTn "ObWmx KpUTeEpPNEB" BXOOST: (2 BapuaHTa o0TBeTa)
paspaboTka; oLeHka Npodouns 3alnThl; cepTudprkaums

3) Kakve TpynHOCTY BO3HMKAIOT B MHDOPMALMOHHBIX CUCTEMAX NpU KOHPUAEHLMANBHOCTA?

CBeLEeHNs 0 TEXHNYECKMX KaHanax yTe4ykm nHopmaLmm SBAsoTCa 3akpbiTbiMU; HA MYTU NONb30BATENbCKOM
KpunTorpagum CTosaT MHOFOYUCIEHHbBIE TEXHUYECKME NPOBNeMbl; BCE OTBEThI MPaBUbHBIE

4) Yrposa ? at0?

noTeHLmManbHasi BO3MOXHOCTb onpeaeneHHbIM 06pa3oM HapyLMTb MHOPMALIMOHHYI0 6E30MacHOCTb; cucTeMa
NPOrpaMMHbIX S3bIKOBbIX OPraHN3aLMOHHbIX 1 TEXHUYECKMX CPEACTB, NpeaHa3HaYeHHbIX NS HAKOMNEHUS 1
KONNEKTMBHOIO NCMONb30BaHNS AaHHbIX; NPOLECC onpeaeneHns 0TBevaeT Ha Tekyllee CoCTosiHMe paspaboTku
TpeboBaHUSIM fAHHOro aTana

Tema 7. [NporpamMmHo-annaparHble cpeacTsa 3awWwmThbl MHhopMaLmu.

1) HasosuTe poccuiickyto pa3paboTky No reHepaLum OTKPbIThIX KIHOYe.
Nan-wwndop, BekTop, Kpuntollpo

2) HazoBute cnctemy npenoTBpalleHns BTOPXEHNIA

IDS; IPS; IRS

3) Yto OTHOCMTCS K OpraHn3aunMoHHbLIM MEPOMNPUATUSAM:
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XpaHeHWe 0OKYMEHTOB; MPOBEAEHME TECTUPOBAHNS CPELCTB 3aALNTbl MHCPOPMAaLK; NMPOMYCKHOW PEXUM
4) Kakune cpencTea MCnonb3yeTcsl Ha MHXEHEPHbIX U TEXHUYECKMX MEPONPUSTUSIX B 3aLLUTE MHADOPMALIMN:
annapaTtHble; KpunTorpaduyeckne; gusmnyeckne

Tema 8. Kpuntorpadpuyeckme METObI 3aWUTLI MHGOPMALIN.

1) Kakoi anropvTt™m SBNSIeTCS yCTapEBLIMM U HE UCMOMNb3yEMbIM B HACTOSLee BpemMa?

DES, AES, DSA

2) Kakoit anropvtm ncnonb3yeTcst 4fisl WMPPOBaHUS AaHHbIX B cCUCTEME MOBMIIbHON LMGOPOBOIA CBSI3U?

A3; A4; A5.

3) NporpamMmHble cpencTea ? aTo0?

crneumanbHble NPorpaMMbl U CUCTEMBbI 3aLUMTBI MHGPOPMALIMU B MHGDOPMALIMOHHBIX CUCTEMAX PasfnyHOro Ha3HavYeHus;
CTPYKTypa, onpeaensiowas nocnenosatenbHOCTb BbINMONHEHMS Y B3aUMOCBA3M NPOLIECCOB, OeNCTBUIA U 3a8a4 Ha
NPOTSXEHUN BCErO XU3HEHHOMO LMKNa; MOAENb 3HAHWUI B oOpMe rpadpa B OCHOBE TakMX MOAENEN NEXUT naes o ToM,
4To Nt0BOE BbIPAXKEHNE N3 3HAYEHUIA MOXHO NPEACTABUTL B BUAE COBOKYMHOCTV OOBEKTOB 1 CBA3M MEXOY HUMM

4) KpunTorpadmyeckne cpencrea ? a10?

cpepncTsa cneumanbHble MaTeMaTMYeCckme U anropuTMmMyeckme cpeacTea 3awnTbl MHpopMauum, nepenaBaemMblie nNo
CeTsM CBA3N, XpaHMMOIZ n o6pa6aTb|BaeM0|7| Ha KoMnbloTEpPax ¢ UCMoNb30BaHNEM METOLOB WNMPPOBaHUS; cneumanbHble
nporpammbl U CUCTEMbI 3aWnTbl MHPOPMaLINK B MHPOPMALMOHHbBIX CUCTEMAaX Pa3nnUyHOro Ha3Ha4YeHUs; MeXaHn3Mm,
MO3BONSAOWNA nonyynTb HOBBbI KNacc Ha OCHOBE cyuwecTsytouero

Tema 9. KomnnekcHoe obecneyeHne NHPOPMaLMOHHOM 6e30MacHOCTM aBTOMATU3UPOBAHHbBIX CUCTEM.

1) Ha3oBnTe aNeMEHT CUCTEMBI 3aALLMTHI BHEWHENO NEPUMETPA aBTOMATU3NPOBAHHON CUCTEMBI.

DIS, IPS, EFS

2) MonnTtunka 6€30NacHOCTM CTPOUTCS HA OCHOBE:

0bwux npenctasneHunii 06 MIC opraHnsaumm; U3y4eHns NoaMTUK POACTBEHHbBIX OpraHUu3auuii; aHanm3a prckos.
3) OcHoBononarawlue LOKyMeHThl 451 obecneyeHns 6e30nacHOCTW BHYTPY OpraHmM3aLmn:

TPYLOBOI LOrOBOP COTPYAHUKOB; LOMXKHOCTHbIE 06513aHHOCTM PYKOBOANTENEN; KONNEKTUBHDbI/ A0r0BOP

4) K opraHn3aLmoHHO - aAMUHUCTPATUBHOMY 0BecrneyeHnio MHZOPMaLM OTHOCUTCS:

B3aMMOOTHOLIEHWSI UCMONHUTENE; NOA60p NepcoHana; pernaMmeHTaLmns NPoOM3BOACTBEHHON NeSTENbHOCTY

2. NTabopatopHbie paboTbl
Tembl 3,4,5,6,7,8,9
OpraHu3aUmnoHHO-NpaBoBoe obecrieyeHne 3allnTbl KOMMbIOTEPHO NHCPOPMALIMK.

N3yyeHune cnctembl 3awmTbl KOHMAOEHUMANBHOM MHpopmaumu. Mogenu nHgopmaLuuoHHol 6e3onacHoCTy;
MeXOyHapoHble N OTeYECTBEHHbIE CTaHAAPTbI MHPOPMAaLMOHHOK Be3onacHOCTM, nonmTuka 6e30nacHOCTU; Nokasartenm
3aLWMWEHHOCTU CPEACTB BbIYUCINTENBHON TEXHUKM 1 KNACChl 3aLMLWEHHOCTU aBTOMATU3NPOBAHHbIX CUCTEM OT
HeCaHKLMOHMPOBAHHOMO AOCTYNA.

ObecneveHre 6e30MacHOCTM aNEKTPOHHOW NoYThl Npy paboTte B ceTn VIHTepHeT.
OTpaboTka 6e30nacHbIX MEXaHN3MOB paboTbl ¢ NOYTON B ceTu MIHTepHer.

BesonacHocTb onepaLmnoHHbIX CUCTEM.

I/I3yL|eH|/|e OCHOBHbIX MexaHn3MoB HesonacHoctn OC: cpencTea U MeTodbl ayTeHTUpmKaLnn B OC, mogenu
pasrpaHnyeHna noctyna, opraHn3auna n ncnonb3oBaHne CpenctTs ayouTta.

cnonb3oBaHWe MeXCETEBbIX 9KPaAHOB Npw paboTe B NOKANbHOW BbIYMCIUTENBHOW CETW NPELnpusATAs U ceTn VHTepHeT.
N3yueHue npnHUMNoB paboTbl 1 BO3MOXHOCTEN NPOrpaMMHbIX CPeAcTB 0becneyeHns ceTeBoi 6esonacHocTy.

BezonacHocTb cucteM ynpaeneHust 6a3amu LaHHbIX.

N3yueHue B3aumopeiictust CYBL n 6asosoin OC, XypHanusauus, METOAb! 1 CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U
BOCCTaHOBNEHUs 6a3 faHHbIX. 3awmTta 6a3 fJaHHbIX OT annapaTHbIX 1 NporpaMmMHbix cboes. ObecneyeHne 6e30MacHOCTU
noctyna k 6a3am AaHHbIX B TEXHONOrMU KNMEHT/cepBep. 3aaaym 1 nporpaMmMHo-annapartHble CpecTBa anMuHucTpaTopa
6e3onacHocTn 6a3 faHHbIX.

MporpaMMHo-annapaTHble CpeAcTBa 3alnTbl KOMMNboTepHo nHdpopmaummn ot HC .

N3yy4eHne Ha3HaYeHUs 1 NPUHLMNOB CO3AaHUS MPOrpaMMHO-annapaTHbiX cpeacTe obecneveHmst MHOOPMaLMOHHO
6e3onacHocTV. TUNoBas CTPYKTypa KOMMIEKCHOW CMCTEMbI 3almTbl MHAopMauun ot HC L.

NHgppacTpykTypa oTkpbiToro kntoya B Windows 2003 1 ee NprMeHeHUe B pasnnyHbIX NPUIOXEHNSX.
AnmMuHuctpuposaHue OC: 3a8aqv v NPUHLMMNBI CONPOBOXAEHNS CUCTEMHOMO NPOrpaMMHoro obecneyeHusi, reHepaums,
HacTpoiika, U3MepeHune NPOU3BOANTENbHOCTY 1 MOAMMVKALNS cucTeM, ynpaeneHve 6esonacHocTbio OC.
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ACUMMETPUYHOE WNPPOBAHNE. DNEKTPOHHO-LMMPPOBAS NOAMUCH.

I/I3y-|eH|/|e KpunTtorpaguyeckux MeTogoB 3awWwnTbl MHPOPMaLINK. |/|,D,eHTI/|(*)I/IKaLI,I/I$| 1 ayTeHTudukaums nonb3osarens.
BaanmHas npoeepka noganHHOCTH nonb3oBaTenen. I'Ipo6neMa ayTeHTudomkauum gaHHbIX U aNeKTpoHHaa undoposas
noanucb.

MeTonp! BbisBneHus kananos HC .

3. Pedcpepar

Tema 9

. Hactpoiika 6e3onacHoctn OC Windows npw paboTe B cetn

. OpraHusaumsa mep no 3awute

. PaspaboTtka METOAMKM NPOTUBOLEACTBUS COLMANBHOMY UHXWUHUPUHTY

. OpraHunsaums aHTMBMPYCHOW 3alnTbl HACTHOIO NPeanpuaTms

. OtTnpaska coobueHns B byayuwee

. KpunTorpaduyeckne cuctembl 3awmTbl faHHbIX

. MpecTtynnenus B cchepe KOMNbIOTEPHON NHGOPMAaLIMK

. KomMnbloTepHas npecTynHOCTb U KOMMboTEpHas 6e30MacHOCTb

. OTBETCTBEHHOCTb 3a HaPYLWEHNS B cdoepe UHOPMALMOHHOro Npasa

10. KoMnnekc TexHnyeckux pelweHnin no sawmte nHdpopmMaumnm, 3anncaHHom Ha oT4yXaaeMblX SNEKTPOHHbBIX HOCUTENAX
11. 3awwuTa No4YTOBbLIX COOBIWEHNI

12. 3awmTa 6a3 gaHHbIX

13. 3awmTa LMdpoBoN NHopMaLMK MeToAaMN CTeraHorpadomm

14. Kpyntonorus: noACTaHOBOYHO-NEPECTAHOBOYHbIV WNMP 1 €ro NPUMEHEHnE

15. IHgpopmaums v nuyHas 6e30nacHoCTb

16. 3awmra nHpopmauun B NIBM. Wndop Mneicbepa

17. 3awumTta nHghopmMaumm oT HecaHKLIMOHMPOBAHHOMO AOCTyNa METOLOM KpunTonpeobpasoBaHus ObecneyeHne
MHpopMaLMoHHOK 6esonacHocTy B ceTu Internet

18. VICTOYHVKM BO3HWKHOBEHNS 1 MOCNEACTBUS peanv3auuy yrpo3 MHEHOPMaLMoHHo 6e3onacHoCcT

19. Poccuiickunii pbiHOK MHGOOPMALIMOHHOK 6e30MacHOCTM

20. Cuctembl pacnpenenenus npas (Rights Management Systems)

21. PeweHune coBpeMeHHbIx NpobneM MHopMaLMOHHOK 6€30NacHOCTM KOPNOoPaTUBHbLIX BbIYMCIMTENbHbBIX CeTel
22. Cnam 1 HOpMbI NONb30BaHUS CETbIO

23. 3awwmTa nHpopmaLmm B rnobansHol cetu

24. CucTteMbl 06HapyxeHus atak. (AHanM3aTopbl CeTEBbIX MPOTOKO/OB U CeTEBbIe MOHMTOPLI) KpunTonorus: Touku
COMPWKOCHOBEHUSI MaTeMaTtki 1 S3bIko3HaHUS

25. KaHanbl yTeykn nHpopmaumnm

26. MpecTtynneHus B coepe KOMMNbIOTEPHON NHGOpMaLmm

27. KoMnbloTepHas NpecTynHOCTb 1 KOMMbloTepHas 6e30nacHOCTb

3auer

Bonpochl k 3a4eTy:

1. MHdpopmaLmoHHas 6e3onacHocTb. ba3oBble CBOMCTBA 3almMwaemMoi MHgopmMaumm.

2. MeToabl obecrieyeHns MHpOPMALIMOHHON 6e30MacHOCTH.

3. Yrposbl MHghopmaLmoHHol 6e3onacHoctu. Knaccugukaums yrpos. Metonbl nepeymcneHuns yrpos.
4. CTpyKTypa CMCTEMBI 3alUMThI OT YrPO3 HAPYLWEHNS KOHPUAEHUNANbHOCTN NHGOPMaLIAK.

5. OpraHu3aLmnoHHble Mepbl 1 Mepbl obecneveHnst rnanyeckon 6e3onacHoCTU.
6
7
8
9

O©ooNOoOOOTh~,WN =

. MpeHtndpmkaums n ayteHtmcounkaums. basosas cxema ngeHtndmkaumm n ayTeHTmgoukaumm.
. MeTtogpl ayteHTMdMKaUmm.
. OCcoBeHHOCTM NapONbHBIX CUCTEM ayTeHTudmKaumm. OCHOBHbIE Yrpo3bl 6€30MaCHOCTY NAPObHBIX CUCTEM.
. OCHOBHblE pekoMeHaUMM NPV NPaKTUYECKOW peanu3auny NaposibHbIX CUCTEM.
10. MeTtonbl xpaHeHus naponeii. lNepenada naponen no cetu.
11. PasrpaHunyenmne goctyna. JMCKpeUNOHHbIA 1 MaHOAaTHbIA MeToAbl pasrpaHnyeHus goctyna. Marpuvua gocryna.
12. PasrpaHunyeHune gocTtyna. Ponesoe ynpasneHue OOCTYoM.
13. Kpuntorpaduyeckne MeToabl 06ecneyeHns KOHPUOEHLNANBHOCTU MHGPOPMaLK.
14. 3awmTa BHewHero nepumeTtpa. Mexceresoe sKpaHMpoBaHue.
15. 3awwuTa BHewHero nepmmeTpa. Cuctemsl 0bHapyxeHns BTOpXeHUiA(IDS).
16. 3awmTa BHewHero nepumeTtpa. CucteMbl NpenoTBpaLeHns BTOPXeHUA(IPS).
17. NpoTokonuposaHne n ayauT.
18. KaHanbl yTeuku uHgopMaLumm TEXHUYECKUX CPeacTB 06paboTku, XpaHeHNs 1 Nepefayn MHopMaumm.
19. KaHanbl yTeykun peyeBor nHgpopmaumu.
20. KaHanbl yTeukn nHchopmauum npu eé nepegaye no kaHanam CBS3W.
21. TexHn4eckme KaHanbl yTe4KM BUOOBOV MHpOpMaLnK.
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22. KaHanbl yTeuku nHcpopmMaLmm, co3gaBaemble atakamu U3BHe 1 BHYTpW kKopriopatueHbix cucteM UKT (obbekTa
nHdoopmaTmsauum).

23. MpuHuMnsl obecneyeHns LENOCTHOCTY MHGOopMaLnK.

24. Kpuntorpaduyeckme metoapl obecneyeHunst LenocTHOCTM nHgpopMaumm. Lindposbie nognucu.

25. Kpuntorpachunyeckme Metoapl obecneyeHmns LenocTHOCTM nHdhopMaumn. Kpuntorpaguyeckne xaw-goyHKLUUN.
26. KpunTorpadguyeckme metoapl 0becneyeHms LeNOCTHOCTM UHGpopMaummn. Konbl NpoBepku NOAANHHOCTY.

27. Kpuntorpaduyeckme metoapl obecneyeHmst LENOCTHOCTM UHgopmaumm. TexHonorus Blockchain.

28. [ocTpoeHMe CUCTEM 3alUMTbI OT YrPO3 HapyLWeHUs AocTynHocTU. MonyyeHne nHdopmaumn. JybnuposaHue kaHanos
CBA3M, OybnmpoBaHue WN30B 1 MEXCETEBLIX 9KPaHOB.

29. MNMocTpoeHre CUCTEM 3aWmTbl OT Yrpo3 HapylweHns goctynHoctn. ObpaboTtka nHdpopmauun. dybnvposaHue
cepBepoB. Vcnonb3oBaHme KnacTepos.

30. lNocTpoeHne cnuctem 3almThl OT Yrpo3 HapyLWeHUs AOCTYNHOCTU. XpaHeHne uHghopmauunn. PesepsHoe konnposaHue
nHopopmaumn. CozpaHne RAID-maccrBoB. 3epkanmpoBaHne CEPBEPOB.

31. Metonb! wngposaHms. CummeTpuyHoe windoposaHme. bnoyHoe wudpposarue. MNoToyHoe wrgpoBaHme.
32. broyHble wudpsl. Wndpel nepectaHosok. Wndpbl 3ameHb!.

33. Wndopbl 3ameHbl. MoHoandasuTHbIe windpsl. Wndgp ¢ noactaHoskoin Liesaps.

34. Wngopbl 3ameHbl. MNonnandasutHble wndopsl. Wndp ¢ nogctaHoskamun BuxeHepa.
35. KoomposaHue B aBTOK/OYEBOW cucteme BuxxeHepa.

36. Cnctema ogHOpa3osoro wudgpposaHus. Wngp BepHama.

37. MNoTouHble wudppsbl. Pernctpsl casura ¢ 0bpaTHOl CBA3bIO.

38. MNoToyHbIn wndp A5.

39. MeToabl NpoaykKUMoHHOro wingposaHus. Cetb delictens.

40. CtaHgapTbl wndposaHmsa gaHHbix DES n AES.

41. OgHocTopoHHMe doyHKLMK. KnoueBoi obmeH dndodom-XennmaHa.

42. AnropuTm RSA.

6.4 Metoaouyeckue marepuansl, onpegensioLwime npouenypbl oLleHMBaHUA 3HaHUNA, YMEeHUI, HaBbIKOB U (MNK)
onbiTa OesATeNIbHOCTU, XapaKTepu3yroLLLMX 3Tanbl oopMMpOBaHMS KOMMNETEeHLUIA

B K®Y peiicteyeT 6anibHO-pERTUHIOBAS CUCTEMA OLEHKW 3HaHUIA obydatowmxcsi. CyMMapHo no ancumnnnHe (Moaynio)
MOXHO nony4nTe Makcumym 100 H6annoB 3a ceMecTp, U3 HUX Tekywas paboTa oueHnBaeTcs B 50 6annos, ntToroeas
goopma KoHTpons - B 50 6annos.

[ng 3ayéra:

56 6annos 1 bonee - "3a4TeHO".

55 6annos 1 MeHee - "He 3a4TeHo".

Ing sk3ameHa:

86 6annos 1 bonee - "OTNMYHO".

71-85 6annos. - "xopoLo".

56-70 6annos - "yooBNETBOPUTENBHO".

55 6annoB 1 MeHee - "HeyLOBNETBOPUTENBHO".

dopma Mpouenypa oueHNBaHUS 3HaHUN, YMEHUIN, HaBbIKOB U (W) onbiTa Artan | Konnyectso
KOHTpONSs LesTeNbHOCTU, XapaKTepu3yoLLLMx atanbl opMUpOBaHNSA KOMMNETEeHLUN 6annos
Cemectp 2

TeKyLLUiA KOHTPONb

TectnpoBaHve |TecTrpoBaHve NPOXOAWT B MMCbMEHHOW OOPME 1N C UCMONb30BAHNEM
KOMMblOTEPHbIX cpencTB. Obyyalowmiics nonyyaeTt onpeaenéHHoe Konm4ecTso 1 8
TECTOBbIX 3aAaHuWii. Ha BbINONHEHVE BblAENSETCS (OMKCUPOBAHHOE BPEMS B
3aBUCKMOCTM OT KonunyecTsa 3aganuii. OueHka BbICTaBNSETCS B 3aBUCMMOCTM OT
NpOoLeHTa NPaBUIbHO BbIMONHEHHbIX 3aaHUN.

NabopartopHble (B ayantopun, oCHaWEHHON COOTBETCTBYIOWMM 060pyA0BaHMEM, 0Byyatowmecs
paboTbl MPOBOAAT y4eOHbIE SKCMEPUMEHTbI U TPEHUPYIOTCS B NMPUMEHEHNM
NPaKkTUKO-OPUEHTMPOBAHHbBIX TexHoNnorunii. OLeHMBaKOTCA 3HaHNe MaTepuana u
YMEHVE NPUMEHSTb €ro Ha NPaKTUKE, YMEHWNS 1 HABbIKK MO paboTe ¢
o0bopyLoBaHMEM B COOTBETCTBYIOLLEN NPeaMETHOM obnacTu.

Pecepat O6yuarolpmecs caMocToATeNbHO NUWYT paboTy Ha 3adaHHylo TEMy 1 caatoT
npenoaaBaTtento B NMCbMeHHOM Buae. B pabote nponssoamtcs 063op matepuana
B OnpenenéHHol TemaTuyeckoin obnacti nnbo npeanaraetcs cobCTBEHHOE
peweHne onpenenéHHoN TeopeTUIECKON UK NPaKTUHeCcKoin Npobnemsi.
OueHuBatoTcst npopaboTka CTOYHVKOB, M3NOXEHNE MaTepuana, opMyIMpoBka
BbIBOLOB, cobntofeHne TpeboBaHnii K CTPYKType 1 0hopMIeHUto paboTbl,
CBOEBPEMEHHOCTb BbINONIHEHMS. B cnyyae nybnvyHoi 3awmtbl pegoepara
OLIEHMBAIOTCS TAKXe 0paTopckme CnocobHOCTH.
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dopma Mpouenypa oueHUBAHMA 3HAHUIA, YMEHUI, HAaBbIKOB U (UNK) OnbiTa Ortan | KonnyectBo
KOHTpOns [esATeNbHOCTU, XapaKTepn3yoLLUX 3Tanbl hOPMUPOBAHNA KOMMETEHLIMIA 6annos
3aver 3a4éT1 HaueneH Ha KOMMIEKCHYIO NPOBEPKY OCBOEHUS ANCLUMINHBI. 50

Obyuyatowmiicst nonyyaeT BOMPOC (BONpockl) Mnbo 3afaHune (3anaHns) n BpeMmsi Ha
NOAroTOBKY. 3a4€T NPOBOAMTCS B YCTHOMN, MUCbMEHHOW MW KOMMbIOTEPHOW
dopme. OueHrBaeTcs BNageHWe MatepranoMm, ero CUCTEMHOE OCBOEHME,
CNOCOBHOCTb NPUMEHSTD HYXXHbIE 3HAHWS, HABLIKU 1 YMEHUS NPpU aHann3e
NPOBNEMHBIX CUTYaLMIA N PELIEHUN NPAKTUYECKMX 3a0aHWA.

7. NMepeyeHb nuTepatypbl, HEO6XOAUMON ANl OCBOEHUSI AUCLUNINHBI (MOAYNS)

OcBoeHue gucumnauHbl (Moaynsi) npeanonaraeT 3y4eHrne OCHOBHOW 1 LOMONHUTENbHOW y4ebHOM nuTepaTypbl.
NuTtepatypa MoxeT BbiTb AOCTYyMHA 0b6y4atowWwmnMcs B OAHOM U3 OBYX BapuaHToOB (b0 B 060MX N3 HIX):

- B 9/IEKTPOHHOM BUAE - Yepe3 NEKTPOHHbIE BUBNMOTEYHbIE CUCTEMbI HA OCHOBaHMM 3ak/to4eHHbIXx KDY norosopos ¢
npasoobnanatensmMm 1 NpenocTaBneHHbIx aoctynos HYM KY;

- B MeYaTHOM BUAE - B (hoHae 6ubnuotekn HabepexHouenHuHeKoro nHetutyta (counmana) KdY. Obyyatowmecs
nonyyatoT y4ebHyo nutepaTypy Ha aboHEMeHTE Mo YnTaTenbCckum Bunetam B COOTBETCTBUM C MPaBUNaMU Nonb30BaHNs
61bnMoTEKON.

ONeKTPOHHbIE U3AaHNS AOCTYMHbI AMCTaHLUMOHHO M3 NtoBol TOYKM Npy BBELEHMM 0BYYatoLLMMCS CBOErO NIorMHa 1 Napons
OT Nn4Horo kabnHeTa B cucTeme "ONeKTPOHHbIN yHuBepcuteT". MNpu Ncnonb3oBaHUM NevaTHbIX N3aaHnin GubNnMoTeYHbIin
ooHA, AomKeH ObITb YKOMMIEKTOBaH UMK M3 pacyeTta He MeHee 0,5 aksemnnsapa (ans obydatowmxcs no ProC 3++ - He
mMeHee 0,25 ak3eMnngapa) Kaxaoro U3 n3faHuin OCHOBHOW nuTeparypbl 1 He MeHee 0,25 ak3emnnspa OONONHUTENbHOM
nuTepaTypbl Ha Kaxaoro obyyarowerocs n3 ymcna nuu, 0LHOBPEMEHHO OCBaUBAIOWMNX AAHHYIO AUCLMMINHY.

MepeyeHb OCHOBHOM 1 BONONHUTENBHON Y4ebHOM nuTepaTypbl, HEOBXOAUMO AN OCBOEHWUS AMCUMNAMHBI (MOOYNSs),
HaxoauTcs B MpunoxeHnu 2 k paboyei nporpamMme aucumnivHbl. OH NOANEXMT OBHOBAEHMWIO NMPU N3MEHEHWM YCNIOBUIA
norosopoB KDY ¢ npasoobnanatensiMy 3NeKTPOHHbIX U3LAHUIA U NMPU U3MEHEHWW KOMMNEKTOBAHUS (OOHA0B BrbnnoTteku
HabepexHouenHuHckoro nHetutyTa (punuana) Kdy.

8. MNepeueHb pecypcoB MHPOPMALLMOHHO-TE/IEKOMMYHUKaLMOHHON ceTn "UHTepHeT", He06X0AUMbIX ONS
OCBOEHUS BUCLMUMINHBI (MOOYNS)

Coursera - https://www.coursera.org
HALMNOHANBHASA MNAT®OPMA OTKPBITOIMO OBPA30BAHWA - https://openedu.ru
HaunoHanbHbii OTkpbIThil YHuBepcutet UIHTYUT - https://intuit.ru

9. MeTtopnyeckue ykasaHus ans o6yyaroLLMxcsi N0 OCBOEHUKD AUCLMITIIMHBI (MOAYNSA)
Bug pa6ot MeToaounueckue peKoMeHaauum

nexuuu B xo4e neKUMOHHbIX 3aHSTUI BECTU KOHCNEKTUMPOBaHue y4ebHoro matepuana. ObpalaTb BHUMaHue
Ha karteropuun, OPMYNMPOBKY, pacKpbiBaroWmMe CoaepXaHne Tex UM UHbIX SBAIEHWNA U NPOLLECCOB,
Hay4Hble BbIBOObI N NPaKTMYeCKne pekoMeHaaunm, nonoXuTebHbIA OnNbIT B OPaTOPCKOM UCKYCCTBE.
XenatenbHo ocTaBuTb B paboymx KOHCMEKTax Mons, Ha KOTopbIX AenaTtb NoMeTKn 13
pPEeKOMeH10BaHHOM NUTepaTypbl, AOMNOMHAKOWME MaTepuan NPocylaHHOM NekKunn, a Takxe
nofYyepkueatoLme ocobyto BaXXHOCTb TEX UM MHbIX TEOPETUYECKUX NONOXeHW. 3anaBatb
npenogasaresnto yTOYHSOWME BONPOCHI C LEeNblo YACHEHUS TEOPETUYECKUX MONOXEHUI, paspelleHns
CMOPHbIX CUTYaUUA.

B xone noarotoBky K ceMmHapam Udyyntb OCHOBHYIO NUTEpPaTypy, 03HAKOMUTLCS C AOMNONHUTENBbHOMN
nUTEepaTypoit, HOBbIMU MyBNMKALUMAMU B NEPUOONYECKMX N3OaHUSIX: XYypHanax, raseTax u 1.4. MNpu
3TOM Yy4ecTb pekoMeHgauum npenonaeatens u tpebosaHums yyebHo nporpammel. JopabaTbiBatb
CBOW KOHCMNEKT fiekuuun, nenas B HeM COOTBETCTBYHOWME 3annucu U3 nuteparypbl, PeKOMeHO0BaHHOMN
npenonasaTenem u NpeaycMoTPeHHON y4ebHoi nporpammoii. [oaroToBMTb TE3UCHI AN BbICTYNNEHNIA
no BceM y4ebHblM BONpocaM, BbIHOCUMbIM Ha ceMuHap. FoToBsICh K goknany unu pedepatnBHOMY
coobuieHunto, obpallaTbcst 3a METOANYECKOI NOMOLLbIO K NpernoaasaTento. CocTaBMTb NaH-KOHCNEKT
CBoero BbICTynneHus. MNpoaymatb NpuMepbl ¢ Lenbto obecneyeHns TeCHO CBSI3M U3y4aeMoi Teopun
C peanbHOM XU3HbIO.

CBOEBpPEMEHHOE 1 Ka4eCTBEHHOE BbIMONHEHNE CaMOCToSITENbHOM paboThl BasnpyeTcs Ha
Ccob6MI0AEHNN HACTOSIMX PEKOMEHOALNA 1 N3YYEHUN PeKOoMeHoBaHHOW nntepaTypbl. CTyaeHT
MOXET OOMOMHUTb CMUCOK UCMONb30BaHHOW NNTEPaTypPbl COBPEMEHHbBIMU NUCTOYHUKAMU, HE
npencTaBneHHbIMA B CNUCKE PEKOMEHO0BaHHOW NUTepaTtypbl, U B Aa/lbHENWEM MCNONb30BaTb
Cco6CTBEHHbIE NOArOTOBNEHHbIE y4ebHble MaTepuanbl NP HaNUcaHUKM KypcoBbiX 1 OUNSIOMHbIX paboT.
JuncTtaHumoHHoe npoBefeHMe paboT ocywecTBAsieTcs Ha nnowanke MSTeams.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

3AE
CrpaHwuua 13 u3s 20. Bl YHH
rlorlyfos

AR 5 AN LM O



Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

Bup pabot MeTtoaunyeckue pekomeHaauum

npaktudeckue | B npouecce NpakTMYeckoro 3aHATUSI Kak BuAa y4eOHbIX 3aHATUIA CTYAEHTbI BbINOMHSAT OAHY UNi
3aHATUS HEeCKO/bKO NpakTMyecknx paboT (3agaHuii) Nomd PyKoBOACTBOM NpenoaasaTenisi B COOTBETCTBUM C

n3yyaembIM cogepxXaHueM y4ebHoro matepumana. BoinonHeHne cTyieHTaMy NpakTUYeckmx 3aHSTHR

HanpaBefeHo Ha:

- 0606LIeHVe, cucTeMaT3auunto, yrnybneHume, 3akpenneHme nony4yeHHbIX TeopeTUYecKX 3HaHUi no

KOHKPETHbIM TeMaM OMNCLUMIVHBI;

- (POPMMPOBAHME YMEHM NPUMEHSITb NONY4YeHHblE 3HaHUS Ha NpaKTUKe, peanv3aumio enuHCTBa

WHTENNeKTyanbHOM 1 NPakTUYecKol OesTeNbHOCTH;

- pasBUTKE VHTENNEKTYaNbHbIX YMEHWI y By aywmnx cneunanvicToB: aHanmTUYecKux, NpoekTUPOBOYHBIX,

KOHCTPYKTMBHBIX 1 Op.;

- BbIPAbOTKY NPV pelleH NoCTaBNEHHbIX 3a1a4 Takux NPoddEeCCUOHaNbHO 3HAYMMbIX Ka4ecTB, Kak

CaMOCTOSITENIbHOCTb, OTBETCTBEHHOCTb, TOYHOCTb, TBOPYECKas MHULMATUBA.

JucTaHunoHHoe npoBeaeHve paboT ocyllecTenseTcs Ha niowanke MSTeams.

nabopaTopHble| Pabota Ha nabopaTopHbIX 3aHATUSIX NpegnonaraeT akTUBHYI NpopaboTky NOCTaBNEHHbIX BOMPOCOB U
paboTbl 3a4a4 € UCMoNb30BaHNEM U3BECTHBIX METOAMK HACTPOWMKM NOACMCTEM, CNOCOBOB NPOrpaMMMpoBaHMst

1 NOIKJ/IOYEHUSI COOTBETCTBYIOWMX BMBNNOTEK.

Llns NOAroTOBKM K 3aHSTMSIM pekoMeHayeTcs obpalaTtse BHMMaHMe Ha npobneMHble BOMPOCHI,

3aTparvBaemble Npenoaasartenem B KLU, U FPYNnMpoBaTb MHGOPMaUMIO BOKPYr HUX. XenaTenbHo

BblAENATb B UCMONb3YEMOM NUTepaType NocTaHOBKM BOMPOCOB, HA KOTOPbIE pa3HbiMM aBTopam MoryT

6bITb JaHbl pasnnyHble OTBEThl. Ha 0OCHOBaHMM NOCTaHOBKU TakMx BOMPOCOB cieayeT cobupatb

apryMeHTbl B MONb3Yy Pas3nNyHbIX BAPUAHTOB PELLEHNS MOCTaBEHHbIX NPobneM.

B TekcTax aBTOpOB, TakuM 06pa3om, creayeT BblAeNsiTb Cleayowme KOMNOHEHTbI:

- NocTaHoBKa Npobnemsbl;

- BapVaHTbl peLleHus;

- apryMeHTbl B NMO/b3y TEX WK UHbIX BAPUAHTOB PEeLLEeHNS.

Ha ocHoBe BbleneHunst 3TuX 3IEMEHTOB MPOLLE COCTaBNSTb COBCTBEHHYIO apryMeHTUPOBAHHYO

Mo3unumio Mo paccMaTprBaeMomy BOMpocy.

B TecToBbIX 3a4aHWsIX B KaXX,A0M BONPOCE U3 NpeLCTaBleHHbIX BAPUAHTOB OTBETa NpaBUsibHbINA

TOMbKO 0aMH. Ecnn Bam kaxeTcsi, 4To NpaBusibHbIX 0TBETOB BoJblie, BbibMpaiTe TOT, KOTOPLIN, Ha

Baw B3arnsin, Hambonee npaBuibHbIA.

Mpu NoaroToBke K aK3aMeHy HeoBX0AMMO ONMPAaTLCS NPEXAe BCEro Ha NeKLMN, a TakxXe Ha

WCTOYHMKW, KOTOpble pa3bupanncb Ha CeMmnHapax U NpakTUYecKUx 3aHATUSIX B Te4eHne cemecTpa. B

Kax,aoMm buneTe Ha aK3aMeH cogepxatcsl 5 Bonpocos 1 TeMatuydeckas 3anaqa.

JucTaHumnoHHoe npoBeneHne paboT ocylecTensieTcs Ha niowanke MSTeams.
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Bup pabot MeTtoaunyeckue pekomeHaauum

camocTosi- | MeToamuyeckne ykaszaHus HanpaeneHbl HA OKasaHWe METOANYECKOW NoMoLm obyyarowmmes npu
TenbHasi BbIMO/IHEHWM BHEAYIMTOPHbLIX CAMOCTOSITENbHBIX PaboT. BbiNoNHEHEe BHeay AUTOPHBIX
paboTa camMoCTOosITENbHbIX PaboT 0byHaoWUMNCS B MPOLIECCE N3YYEHNS Kypca SIBNSETCS BaXKHENWMM STanoMm
06y4yeHust, KOTOPbIA CNOCOBCTBYET CUCTEMATU3ALMNM U 3aKPEMNEHNIO NOJTyYEHHbIX TEOPETUYECKUX
3HaHWM N NPaKTUYECKUX YMEHWIA; hOPMMPOBAHUIO HABLIKOB paboTbl C pas3nnyHbIMM BULAMY
MHChOPMaLIMK, PA3BUTUIO MO3HABATENbHBIX CNIOCOBHOCTEN 1 aKTUBHOCTY 0ByHaKoWMXCs,
(POPMUPOBAHMIO TaKMX KAYECTB IMYHOCTU, Kak OTBETCTBEHHOCTb 1 OPraHN30BaHHOCTb,
CaMOCTOSITENIbHOCTb MbILWIEHNS, CNOCOBHOCTb K CAMOPa3BUTUIO, CAMOCOBEPLIEHCTBOBAHMIO 1
camopeannsauum, BOCNUTLIBATb CAMOCTOSATENBHOCTb Kak JIMYHOCTHOE KavyecTBo Byayiero paboyero.
B HacTosiee BpeMs akTyabHbIM CTAHOBATCS TPEBOBAHUS K IMYHBIM Ka4eCTBaM COBPEMEHHOrO
obyyarowerocs ? yMeHMO CaMOCTOATENbHO NOMONHATL Y 0OHOBNATL 3HAHUS, BECTU CaMOCTOSITENbHbIN
nouck Heobxoammoro matepuana, 6biTb TBOPHECKON NMYHOCTHIO.
BHeayautopHas camocTosiTenbHas paboTta obyyarowmnxcs, aBnsaeTcs 06s3aTenpHon ons Kaxaoro
obyyatouierocs, onpenensietcs y4ebHbiM nnaHoMm. E€ HeobxoaAMMO OpraHn30BbLIBaTh Tak, YTOObI
obyyarowmiics NOCTOSAHHO NPeoLoNeBan NOCUbHbIE TPYAHOCTH, HO Y4TOOLI ypOBEHb TpeboBaHMi,
npeLbsBnsieMbix K 06ydatolleMycsi, He Bbil HAXE YPOBHS Pa3BUTUSI €r0 YMCTBEHHbIX CNIOCOBHOCTEN.
Llenb MeToamyecknx ykasaHuii cocTout B obecneyeHmmn aogekTMBHOCTM CaMOCTOATENBbHOM paboThl,
onpeneneHnn ee CoaepXaHus, yCTaHOBNEHNS TPebOoBaHM K 0OCOOPMNEHNIO U pe3ynbTaTam
CaMOoCTOSITENbHOW PaboThl.
OCHOBHbIMU LIENSIMI BHEAyANTOPHOV CAMOCTOSITENbHOM paboTbl 0By4yatowmxcst SBASOTCS:
- OBNafeHve 3HaHNsIMK, NPOCPECCUOHANBHBIMM YMEHUSIMU U HABbIKAMW AESITENbHOCTY MO NPOcunIIio
crneumansHOCTY;
npuobpeTeHne cnocoBHOCTN K CaMOCTOATENBHOMY MOUCKY paboThbl U TPYAOYCTPONCTBA;
- (POPMMPOBAHME FOTOBHOCTY K caMoobpa3oBaHUio, CaMOCTOATENBHOCTA U OTBETCTBEHHOCTH;
- pa3BuTME TBOPYECKOro NoAXoaa K peLeHuno npodbnem y4ebHOro 1 npoddeCcUOHaNbHOMO YPOBHS.
BbinonHeHne obyyalowmmMmncs BHeayIMTOPHbIX CAMOCTOSATENbHBLIX paboT cnocobeTeyeT
POPMUPOBaHMIO NPOXECCHUOHAMBHbBIX U 06X KOMNETEHLUIA, COOTBETCTBYIOWMX BULY
NPOgECCHOHANBHOM AeSTeNbHOCTM MO AUCLMMNIMHAM 1 NPOMECCUOHANBbHBIM MOLYNSIM.
CamocTosiTenbHble paboThl BbINONHATCS MHAMBUAYANbHO B CBOBOAHOE OT 3aHATUI BPEMSI.
Ob6yuvatowmiica obsizaH:
- Nepea BbINONHEHVNEM CaMOCTOSITENIbHOM paboThl, MOBTOPUTL TEOPETMHECKUI MaTepuan,
MPOMAEHHbIA Ha ayaNTOPHbBIX 3AHSATUSIX;
- BbINOMHUTbL PaboTy COrNacHo 3anaHuio;
- MO Kax Aol caMoCcTosTeNnbHoM paboTe NpeAcTaBnTb NPenoaaBaTento 0T4eT B MMCbMEHHOM BULE.
- OTBETWTb Ha NOCTaBNEHHbIE BOMPOCHI.
JuncTaHumoHHoe npoBefeHMe paboT ocywecTeaseTca Ha nnowanke MSTeams.

TecTmpoBaHue | MNpn caMocTosATENbHON NOAFOTOBKE K TECTUPOBAHWIO CTYAEHTY HEOHXO0AMMO:

a) roTOBSICb K TECTUPOBAHUIO, NpopaboTariTe NHOPMALMOHHbIN MaTepuan no

AncumnauHe.

MpokoHCYNbTUPYTECH C NPernoaaBatenem no Bonpocy Bolbopa y4ebHoi nutepatypb;

6) YeTKO BbISICHUTE BCE YCNOBUS TECTUPOBAHMUS 3apaHee. Bbl [OMXHbI 3HATh, CKONbKO
TecToB Bam 6yneTt npennoxeHo, CKONbKO BPEMEHN OTBOLMTCS HA TECTUPOBAHMWE, KakoBa cucTeMa
OLEHKWN pe3ynbTaTos U T.4.

B) NpucTtynas Kk pabote ¢ TecTamu, BHUMATENbHO 1 40 KOHLA NPOYTUTE BOMPOC U
npennaraemble BapuaHTbl 0TBETOB. BribepunTe npaBuibHble (MX MOXET BbiTb HECKONbKO). Ha
OTOENbHOM IMCTKE OTBETOB BbINUWMNTE LUdIPY Bonpoca 1 6yksbl, COOTBETCTBYIOLME
npasufibHbIM OTBETAM;

r) B NpoLecce pelweHns XenaTenbHO NPUMEHSTb HECKOMbKO NOAX0A0B B PeLeHNM

3a4aHus. 9To NO3BOMSIET MAKCMMABHO rMOKO ONepUpoBaTb METOLAMY PELEHNS, HAXOAS
Kaxabl pas onTUMasbHbIiA BAPUAHT.

n) ecnun Bbl BCTpeTunmn 4pessblyaiHo TPYAHbIA Ans Bac Bonpoc, He TpatbTe MHOMO

BPEMEHU Ha

Hero. [NepexoauTe K ApyruMm TectaM. BepHuTechb K TpyoHOMY BOMPOCY B KOHLLE.

e) obs3aTenbHO OCTaBbTE BPEMS LSt NPOBEPKM OTBETOB, YTOObI N36eXaTb MEXaHNYECKMX
owmnboK.

JucTaHunoHHoe npoBeneHve paboT ocylecTensieTcs Ha niowanke MSTeams.
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Bup pabot MeTtoaunyeckue pekomeHaauum

pedepar TpeboBaHus K odhopMNeHnto pedoepaTa

O61beM pedpepata ? 20 ? 25 cTp. nevatHoro TekcTa. Wpndt ? He 6onee 14 pt, TimesNewRoman,
nHtepean ? 1,5, nons: BepxHee, HUXHee, nesoe ? 2 cM, npasoe 1,5 cm.

Ha TuTynbHOM nnucTe ykasbiBaeTcsl HasBaHue pabotbl, DO ctyaeHTa u rpynna, ®NO
npenonasaTens (Hay4HoOro pykoBoAMTENS), MPOBEPSIOLWErO 1 OLEHMBAIOWEro pedoepar,
HamMeHoBaHWe kadbeapbl 1 y4ebHoro 3aBeaeHusl. Tema pedgoepata MoXeT bbiTb CHOPMyNMpPoBaHa
CaMOCTOSITENBHO, MO COrNacoBaHnIo C NpenoaaBaTtesnem.

HaszeaHue paboTbl ochopMnsieTcs cnenyrowmm 06pasom:

Pethepat no ancumnnmHe ?0nepaumnoHHble CMCTEMbI? Ha Temy: 7?77

TekcT pedoeparta neyataeTcsi Ha O4HON CTOPOHE CTPaHMLbl; CHOCKM 1 MPUMEYaHUS NneYa-TatTcs Ha
TOW Xe CcTpaHuue, K KOTOPOI OHM OTHOCSTCS (Yepe3 1 nHTepsan, 6onee MENKMUM WPUEPTOM, YEM
TekcT). OCHOBHOI TEKCT OOMKEH CONPOBOXAATLCS IIOCTPATUBHBIM Matepunanom (PUCYHKN,
dooTorpacoum, anarpammel, Cxembl, Tabnuubl, Nporpammel). Ecnv B 0CHOBHOW YacTu coaepxarcs
LMTaTbl UK CCbINKW Ha BblCcKa3blBaHMS, HEOBX0AMMO yKasaTb HOMEP CTOYHMKA MO CrUCKY,
npvBeaeHHOMY B KOHLE pedpepara, 1 CTpaHuULy B KBaApaTHbIX CKoBKax B KOHLE LUTaTbl MW CChINKMU.
Pedbepar ? 310 KpaTkoe N3noXeHne B MMCbMEHHON OOpPME COAEPXaHNS NPOYUTAHHBIX KHUT 1
IOKYMEHTOB; coobleHne 06 nTorax n3y4eHns Hay4Horo BONpoca; Aokan Ha onpeaeneHHyo Temy,
OCBeLLaoIWNIA ee BONPOCHI HA OCHOBE NUTEpPaTypPHbIX 1 APYrUX NCTOYHMKOB. Lienbto HanmncaHms
pedoepata sBnsietcs yrnybneHne s3HaHUin No KOHKPETHO Npobneme, nony4yeHne HaBblkoB PaboTbl ¢
Hay4HOIh U Hay4HO-MoNyNsipHO nuTepatypoii. Pabota Hag pedoepaToM TpebyeT, Kak NpaBuio, He
MeHee Mecsua.

B npouecce pabotbl Han npobnemoit HeobxoaMMo:

? Bbl4NEHUTb Npobnemy;

? caMocTosITeNbHO U3y4nNTb NPO6NeMy Ha OCHOBE NepPBONCTOYHUKOB;

? naTb 0630p MCMNONb30BaAHHON NUTEPAaTYpPbI;

? nocnepoBaTtenbHO 1 [0Ka3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWNbHO 0GOOPMUTL CChINIKA Ha UCTOYHUKN.

2. Obsi3aTenbHble CTPYKTYPHbIE aneMeHThbl pedpeparTa:

1. BBeneHue, B KOTOPOM ONMCbIBAETCS akTyalbHOCTb Npobnembl, onpenensioTcs uenv 1 3agaqa
pedepata; 06beM BBeaeHust ? 1 - 2 ctpaHuubl.

2. ConepxaHuwe.

3. TekcT pechepaTa OOMXKEH coaepxarb:

? obocHoBaHWe BblOpaHHON TEMb;

? CpaBHUTENbHbIA aHanNM3 nuTepatypbl Mo Npobneme;

? N3n0XeHne COBCTBEHHON TOYKM 3peHUst Ha Npobnemy;

? BbIBOAbI 1 NPEANIOXEHNS;

? 3aKno4yeHne.

4. Cnncok Mcnonb30BaHHbIX MCTOYHMKOB [OMXEH odhopMnaTbes B cooTBeTcTBMM ¢ TOCToOM 1 MoxeT
coflepxaTb He TONbKO HAa3BaHMUsS! KHUT, XXYpHAarnoB, raset, HO 1 Ntobble NCTOYHMKM MHGopMaLIMK
(HanpumMep, cBeneHns 13 cetn VIHTepHeT, nHdopMaumio U3 Tene- N paano-nepenad, a Takxe
yacTHble coobLeHns Kakmx-nnbo cneumnanucTos, BoickasaHHble B MNYHbIX 6ecenax nx ¢ aBTOPOM
pedhepara).

Pedbepar nsnaraetcst 4OCTYMNHbIM HAYYHbIM (HAy4HO-NOMYNSPHBIM) A3bIKOM B OTHOCU-TENBHO CXAaTOoM
dhopMe C NCNOoNb30BaHNEM 0ONErYeHHbIX CUHTaKCUYECKMX KOHCTPYKLMA. Takme KOHCTPYKLMN MOryT
cTaTb cBoeobpasHbIM NnaHoM peddepaTuBHOI cTatbl: ? B paccMaTpmBaeMoli ctatbe CTaBUTCS pag
BonpocoB ?ABTOp noayepkmeaeTt, 4To ? bonee noapobHo paccMoTpeHa npobnema? AHanmampytotcs
pasHble TOYKW 3peHns ? B 3aknioyeHne HeobxoamMmMo OT-MeTUTb YTO ?7? 1 T.[4.

Mpwn BbICTAaBNEHNN OLIEHKN 3a pedoepar y4mTbiBalOTCS Cleaytowme KOMMNOHEHThI:

? cofepxartenbHas 4acTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06 beM
NpoaHanM3npPoBaHHbIX UCTOYHMKOB U T.1.);

? odbopmneHne (COOTBETCTBUE CTAHAAPTY, SCTETUKA 0COOPMIEHNS, HANNYNE UNNIOCTPATUBHOIO
martepuana v T.n.);

? 3awuTa pedpepara (opMeHTauns B TEKCTe pedpepara, OTBETbl Ha BONPOCHI 1 T.M.).

Pedbepar cpoaetcs B oTne4aTaHHOM BMIE W HA 31EKTPOHHOM HOCUTENE.

LunctaHumoHHoe npoBefeHne paboT ocylwecTensieTcs Ha nnowanke MSTeams.

AEKTPOHHBH
CtpaHunua 16 s 20. Il YHHUBEPCHTET

ARl i AN OHHE AHATHTAHES AR CHCTEMA Ky



Mporpamma ancumnnnHbl "BesonacHocTb MHGOPMaUMOHHBLIX cucteM"; 09.04.01 "HdopmaTnka n BbluUCUTENbHASA TeXHMKA".

Bup pabot MeTtoaunyeckue pekomeHaauum

3ayer oTOBUTBLCS K 3a4eTy HeobX0AMMO NocnenoBaTesibHO, C Y4ETOM KOHTPOSbHbIX BONPOCOB,
paspaboTaHHbIX BeoywmM npenoaaeaTtenem kacgenpbl. CHavana cnenyet onpeaenntb MecTo
KaXX[0oro KOHTPOJSIbHOrO BOMPOCAa B COOTBETCTBYIOWEM pasfene TeMbl y4ebHol nporpamMmel, a 3aTem
BHMMATENbHO NPOYUTATb M OCMbBICNINTL PEKOMEHAOBAHHbIE HAay4Hble PaboThbl, COOTBETCTBYOLWME
pasnernbl peKoMeHa0BaHHbIX y4ebHMKOoB. MNpu 3TOM NonesHo nenatb XoTs Obl caMble KpaTkme BbIMUCKU
1 3ameTkn. PaboTy Han TEMOI MOXHO CHMTATb 3aBEPLIEHHON, ECNIN Bbl CMOXETE OTBETUTL Ha BCE
KOHTPOMbHbIE BOMPOCH! U Aatb ornpeneneHne noHATNin No n3y4aemoim Teme.

Lnsi obecneyeHnsi NONHOTLI OTBETA HA KOHTPOJbHbIE BOMPOCHI 1 NyYLIero 3anoMUHaHNS
TEOPETNYECKOro MaTepmana PeKOMEHOYETCS COCTaBNATb NNaH OTBETA HA KOHTPOMbHbIA BONPOC. OTO
MO3BONNT C3KOHOMMWTb BPEMS 4151 MOArOTOBKM HEMOCPEACTBEHHO Neper 3a4eToM 3a cyeT obpalleHms
He K nuTepartype, a K CBoMM 3anucsm. [MNpu noarotoBke HE0OX0AUMO BbISIBASITL Hambonee CnoxHole,
IMCKYCCUOHHbIE BOMPOCHI, C TEM, 4ToBbl 06CyanTb UX C NpenoaasatenemM Ha 0630pHbIX NEKLMSX U
KOHCYyNbTaLUUSX.

Henb3s orpaHnynBaTb NOArOTOBKY K 3a4€Ty NPOCTbIM NOBTOPEHNEM U3YYEHHOrO MaTtepuana.
Heobxoommo yrnybutb 1 paclumpnTb paHee npuobpeTeHHbIe 3HAHUSI 32 CYET HOBbIX MOEeN 1
MONOXEHWUNA.

Pesynbtat no caaye 3adeta 06baABNSETCA CTyAeHTaM, BHOCUTCS B 9K3aMEHALMOHHY0 BEAOMOCTb.
HesayeT npocTaBnsieTcst ToNbKo B BeaoMocTu. Nocne Yero ctyaeHT ocBoboxaaeTtcs oT fAanbHelwero
NPUCYTCTBUSA Ha 3a4eTe.

Mpw nony4yeHUn HezadveTa NOBTOPHAS caadva OCylWeCTBSETCS B ApYyrne OHWU, YCTaHOBEHHbIE
JekaHaToM.

MonoxunTenbHas oueHKa '3a4TeHO' BbICTaBNSIETCSl, €CNW CTYOEHT YCBOMN y4ebHbIin MaTepuarn,
ncyepnbiBaoLe, NOrM4eckun, rpamoTHO U3NIOXMB ero, Nokasasn 3HaHus cneunanbHOW NuTepaTypbl, He
Jonyckan CyleCTBEHHbIX HETOYHOCTEN, a TakXe NpaBuiibHO NMPUMEHSIN MOHATUIHBIA annapar.
LunctaHumoHHoe npoBefeHne paboT ocylwecTensieTcs Ha nnowanke MSTeams.

10. MepeuyeHb MHGPOPMALLMOHHBIX TEXHOJOIMM, UCMOJNb3YeMbIX NMPU OCYLLECTBNIEHUN 06pa3oBaTe/ibHOro
npouecca no gucuuniavHe (Moayno), BKalouYas nepedyeHb NporpaMMHoOro obecneyeHns U MHGOOPMaLLMOHHDBIX
CnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMNOMUIA, MCMONb3YEMbIX MPU OCYLLECTBAEHMN 06pa30BaTENBHOIO NpoLecca no
OUCUMMNAVHE (MOLYNI0), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns n MHGOPMALIMOHHBIX CMPABOYHBIX CUCTEM,
npenctasneH B MpunoxeHun 3 k paboyei nporpaMMe OUCLMMNNHBI (MOLYNS).

11. OnucaHue MarepuanbHO-TeXHMYECcKon 6a3bl, HE0OX0AMMOW AN OCyLUEeCTBNeHus o6pa3oBaTe/ibHOro
npouecca no aucuunnuHe (Moayno)

MaTepuanbHo-TexHN4YeCKoe obecneyeHne 06pas3oBaTenbHOrO NpoLecca no LUCLUMIMHE (MOLYNio) BKIIOYAET B cebs
crneyowme KOMMOHEHTbI:

MoMelleHnst 0N1s CaMOCTOSITeNbHOM PaboThl 0OYYaIOLWMXCS, YKOMMIEKTOBaAHHbIE CreLmnannanpoBaHHoi Mebesnbio (CToMbI 1
CTYNbs) ¥ OCHAllEHHbIE KOMMbIOTEPHOMN TEXHUKOW C BO3MOXHOCTbIO MOAK/MOUYEHMUS K ceTh "VIHTepHeT" 1 obecrniedeHnem
AOCTyNa B 3NeKTPOHHYI0 MHOpOpMaLMOHHO-06pasoBatenbHyto cpely KDY,

YyebHble ayamMTopun 0Nis KOHTAKTHOW paboThl C NpenoaaBaTteneM, yKOMMIeKTOBaHHbIE CNELMAnM3npoBaHHON Mebenbio
(cTonbl 1 CTYNbS).

KomnbloTep 1 NpuHTEp 4N pacrnedatku pa3aaToyHbIX MaTepranos.

KomnbioTepHbIii knacc.

CneumnanusmpoBaHHas nabopatopusi.

12. Cpeﬂ,CTBa apgantauumv npenogasaHusl oguCUNNNIUHDbI K I'IOTpeﬁHOCTﬂM o6y'-|a|ou.|.|nxc5| UHBaNUQooOB U nuuy C
orpaHn4eHHbIMU BO3MOXHOCTSAIMU 300P0OBbSA

I'Ipvl HeobXoOMMOCTU B o6pasoBaTean0M npouecce NpuMeHAaoTCA cnegytowme Metonbl U TEXHONOrnn, obneryatouwue
BoCnpuaTne vmcpopmaumm O6y‘-IaIOLIJ,I/IMI/ICFI nHBanngamn n nuuamm ¢ orpaHM4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- cO3aaHve TEKCTOBOW BEPCUM NOBOro HETEKCTOBOrO KOHTEHTA ANS €70 BO3MOXHOro npeobpasoBaHns B
anbTepHaTVBHbLIE (POPMbI, yO0OHbIE NS Pa3NNYHbIX NOfb30BaTENEN;

- CO3[aHWe KOHTEHTA, KOTOPbI/ MOXHO NPeACcTaBUTb B Pa3nnyHbIX Buoax 6€3 notepn AaHHbIX Unn CTPYKTYpb,
npenycMOTPETb BO3MOXHOCTb MacwTabrypoBaHus Tekcta v nsobpaxeHuii 6e3 notepm kayecTsa, NpeaycMoTpeTb
LOCTYMHOCTb YNPaBNeHUst KOHTEHTOM C KnaBmaTypbl;

- cO3[aHvie BO3MOXHOCTE AJis 06y4atoLMxcsl BOCIPUHUMATb OLHY M Ty XXe MHPOPMaUMIO U3 PasHbIX UCTOYHIKOB -
Hanpumep, Tak, 4Tobbl LA C HAPYWEHWUSMI Clyxa NonyyYani MHGOPMaLIMIO BU3YallbHO, C HAPYLUEHWSIMU 3PEHUS -
ayamanbHo;

- NPVYIMEHeHNe NPOorpaMMHbIX CPeACTB, obecneymBatoLmMx BO3MOXHOCTb OCBOEHMSI HABLIKOB 1 YMEHUI, OOPMUPYEMBIX
OMCLMMIMHOM, 3a CHET aNlbTePHATUBHbIX CNOCOOO0B, B TOM YMCe BUPTYasbHbIX nabopaTopuii U CUMYSLIMOHHBIX
TEXHONOMNIA;

am PAEKTPOHHBH
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- NpuMeHeHne oNCTaHUMOHHbIX o6paaoBaTeanb|x TEXHONOrnin ang nepegayv MHgopmauunmn, opraHndauum pasnmnyHbix
hopm I/IHTepaKTVIBHOI\/'I KOHTaKTHOM pa6OTbI o6y'-|a|ou4er009 C npenogaearenem, B TOM Hucne Be6I/IHapOB, KOTOpPbIE MOTyT
6bITb MCMONb30BaHbI AJ15 npoeeneHunsa BupTyanbHbIX NeKuMin ¢ BO3MOXHOCTbIO B3aUMOOENCTBUSA BCEX y4aCTHUKOB
ONCTaHUMOHHOIo O6y‘-IeHI/IFI, nposeneHns CeMmMHapoB, BbICTYMJIEHNA C AoKnagamm 1 3alTbl BbIMOTHEHHbIX pa60T,
nposeneHmnsa TpeHNHros, opraHn3aunm KONNEKTUBHOW pa6OTbI;

- NMPUMEHEHNE LUCTAHUMOHHbIX 0Bpa3oBaTenbHbIX TEXHONOMA 41 OpraHnu3aummn OopM TEKYLLETO U MPOMEXYTOYHOIO
KOHTpOns;

- yBenndeHne npogonxXnTtenbHOCT caoadun 06y'-|a+ou4v|Mcs| MHBaANNMOoOM Unn nnMUoM C orpaHM4eHHbIMMN BO3MOXKHOCTAMM
300p0BbS hopM I'IpOMe)KYTO‘-IHOI7I arrectauumm no OTHOWEHUIO K YCTaHOBﬂeHHOIﬁ NPOAONIXUTENIbHOCTU NX Coa4qu:

- NPOLONXNTENbHOCTM CAaun 3a4éta Unm aKk3ameHa, NPoBOAMMOrO B MUCbMEHHON POpMeE, - He Bonee YeM Ha 90 MUHYT;

- NPOOONXUTENBHOCTU MOArOTOBKM 06yYatolerocsi K 0TBeTy Ha 3a4éTe UM aK3aMeHe, MPOBOAUMOM B YCTHOW doopMme, - He
6onee 4eM Ha 20 MUHYT;

- NPOLOMXMNTENIbHOCTU BbICTYMeHNS 0byyatowerocs mpu 3awmTe KypcoBoi paboTbl - He Bonee 4em Ha 15 MUHYT.
Mporpamma coctaeneHa B cootBeTcTBMU ¢ TpeboBaHnsaMm ®IFOC BO n yyebHbiM nnaHom no HanpasneHunto 09.04.01

"NHgbopmaTrka 1 BeIMUCANTENBHASA TEXHMKA" 1 MArMcTepCKoi nporpamme "ABTOMaTN3MPOBAHHbIE CMCTEMbI 06PaboTKK
WHGpopMauun 1 ynpasneHus".
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lMpunoxerne 2
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
651.B.01 be3onacHocTb MHGPOPMAaLMNOHHbIX CUCTEM

MepeueHb nuTepartypbl, HEOOXOAUMOM 4Nt OCBOEHUS OUCLMIUINHBI (MOLOYNS)

Hanpasnenne noarotosku: 09.04.01 - HpopmaTrka 1 BbIMUCANTENbHASA TEXHNKE

Mpodpmnb NOAroToBKM: ABTOMATM3NPOBaHHbIE CUCTEMbI 06paboTKM MHOPMaLMK 1 yNpaBneHNs

Keanudukaums BbiMyCcKHMKA: MarucTp

dopma oby4eHus: o4Hoe

SA3bik 0by4eHmns: pycckuii

"oa Hauana obyyeHus no obpasosatenbHoi nporpamme: 2020

OcHoBHas nuTeparypa:

1. Bawnbi M. H. MHgopmaumvoHHas 6e3onacHOCTb 1 3awmuta uHgpopmaumm: yuebHuk / M. H. Bawnel, A. B. Babauw, E. K.
BapaHoBa. - Mocksa: PUOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - URL:
https://znanium.com/catalog/product/405000 (gaTta obpaueHus: 14.08.2020). - TeKCT: 3NEKTPOHHbIN.

2. bapaHosa E. K. HgopmMaumoHHas 6esonacHocTb 1 3awmTta uHgopmauumm : ydebHoe nocobue / E.K. BapaHosa, A.B.
Babau. - 4-e n3g., nepepad. n gon. - Mocksa : PUOP : IH®PA-M, 2021. - 336 c. - (Bbiclwee obpasosaHue). - ISBN
978-5-369-01761-6. - URL: https://znanium.com/catalog/product/1189326 (nata obpaleHusi: 28.04.2021). - TekcT :
3NIEKTPOHHBbIN.

3. 3awmTa uHdopmauun : yiebHoe nocobue / A.IM. Xyk, E.M. Xyk, O.M. NenewkuH, A.N. TuMowWKuH. - 3-e naa. - Mocksa
: PNOP : UHDPA-M, 2021. - 400 c. - (Bbicwee obpazosaHme). - ISBN 978-5-369-01759-3. - URL:
https://znanium.com/catalog/product/1210523 (pata obpaleHusi: 28.04.2021). - TekCT : 9NEKTPOHHBIA.

JononHuTtenbHas nuteparypa:

1. Xopes IN. B. MeToabl 1 cpeacTtsa 3awwmTbl MHGOPMALIMM B KOMMbIOTEPHBIX cMcTeMax: y4ebHoe nocobue ans By3os / M.
B. Xopes. - 3-e n3n., ctep. - Mockea: Akagemus, 2007. - 256 c.: un., Tabn. - (Beicwee npodeccrnoHanbHoe
obpasoBaHue). - Pek. YMO. - B nep. - bubnuorp.: c. 251-252. - ISBN 978-5-7695-4157-5. - TekcT: HenocpeacTBEHHbI
(12 ak3.).

2. KynpusiHos A. /. OcHoBbI 3awwmTbl uHpopmMaumm: ydebHoe nocobue / A. U. KynpusHos, A. B. Caxapos, B. A. LLesuos.
- 2-e 3., ctep. - Mocksa: Akagemus, 2007. - 256 c.: un., Tabn. - (Boicwee npodpeccroHanbHoe obpasosaHue). -
(PagnoanekTpoHuka). - Fpug YMO. - B nep. - Bubnuorp.: ¢. 251-252 - ISBN 978-5-7695-4416-3 - TekcT:
HenocpencTBeHHbIV (37 3K3.).

3. MenbHukos B. M. MHgpopMaumoHHas 6e3onacHocTb: y4ebHoe nocobue / B. M. MenbHukos, C. A. KneiimeHos, A. M.
Metpakos; non pen. C. A. KnelimeHosa. - 8-e n3ga., ucnp. - Mocksa: Akanemus, 2013. - 336 c.: nn. - (CpenHee
npogoeccuroHanbHoe obpasosaHue). - Mpudo MO. - B nep. - Bubnuorp.: c. 327-328. - ISBN 978-5-7695-9954-5. - TekcrT:
HernocpencTBeHHbIN (10 3K3.).

4. Mantok A. A. HdopmaLmoHHas 6e30nacHOCTb: KOHLENTyaNnbHbIE M METOAONOMMYECKME OCHOBBI 3aWUThI
uHgpopmaumm: y4ebHoe nocobue ansi By3os / A. A. Mantok. - Mocksa : Nopsiyast nuHus-Tenekom, 2004. - 280 c.: un.,
Tabn. - Mpwn.: ¢. 233-275. - 'pugp MO. - Bubnwvorp.: ¢.276-278. - ISBN 5-93517-197-X. - TekcT: HENOCPEACTBEHHbIN (28
9K3.).

5. WaHbruH B. ®. KomnnekcHas 3awmta uHgoopmaumm B KOpropaTuBHbIX cuctemax: yiebHoe nocobve / B.®. LaHbruH. -
Mockea: ®OPYM : MHDPA-M, 2020. - 592 c. - (Bbicwee obpasoBaHue: bakanaspuar). - ISBN 978-5-8199-0730-6. -
URL: https://znanium.com/catalog/product/1093695 (nata obpaueHns: 14.08.2020). - TeKCT: aNEeKTPOHHbIA.
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lMpunoxerve 3
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
651.B.01 be3onacHocTb MHGPOPMAaLMNOHHbIX CUCTEM

nepe'-IeHb MHPOPMaLIMOHHbIX TEXHONMOINMMK, UCNONb3YyeMbIX AJ1s1 OCBOEHUS AUCLUMIUHBI (MO,IJ,ynil), BKo4yas
nepe4yeHb nporpaMmMHOro obecneyeHns u MH(POPMaLIMOHHbIX CNPaBOYHbIX CUCTEM

Hanpasnenne noarotosku: 09.04.01 - HpopmaTrka 1 BbIMUCANTENbHASA TEXHWNKE

Mpogounb NOAroTOBKM: ABTOMaTM3NPOBAHHbIE cUCTEMbI 06paboTKM MHAPOPMALIMK 1 YNPABAEHNS
Keanudukaums BbiMycKHMKa: MarucTp

dopma 0by4eHus: o4Hoe

SA3bik 0by4eHuns: pycckuia

"oa Hauana obyyeHus no obpasosatenbHoi nporpamme: 2020

OcBoeHne oucuUnnInHbI (MO,EI,yl'IFI) npegnonaraet ncnosib3oBaHme cnenytowero nporpamMmHoOro obecrneyeHus 1
MHJPOpMaLMOHHO-CNPAaBOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows 7 MpodbeccuoranbHas unm Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

CrpaHunua 20 n3 20.




