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CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. POHA OLEHOYHbIX CPEACTB NO AUCUMNIMHE (MOLOYHO)
7. MNepeyeHb nutepatypbl, HEO6XOANMOW A1 OCBOEHWS LMCLUMNAMHBI (MOAYNS)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOW ceTh "IHTepHeT", He0bX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeTonmyeckue ykasaHusi ons oby4arowmnxcs no 0CBOEHWIO JUCUMIIHBI (MOZYNS)

10. MNMepeyeHb MHAOPMALMOHHBIX TEXHONMOTWIA, UCMOMNb3YEMbIX NPY OCYWECTBNEHM 06pasoBaTeNnbHOro npouecca no
OMCUMNIVHE (MOAYNio), BKNloYas NepeyeHb NporpaMMHOro obecrnedeHns n MHOPMALIMOHHbBIX CMPaBOYHbIX CUCTEM (NpK
HeobX04MMOCTHN)

11. OnncaHue maTepuanbHO-TeXHUYecko 6a3bl, He0BX0AMMOI ANs ocylecTBNeHNs 0bpa3oBaTeNbHOro npoLecca no
OMcumnnanmHe (MoLynto)

12. Cpe,EI,CTBa agantaunm npenonaBaHnua oUCUNNNNHDI (MO,EI,yJ'I;I) K I'IOTpeéHOCTFIM 06yqa|ou4v|xc;| MHBanNnOoB 1 nny, C
orpaHn4eHHbIMM BO3MOXHOCTAMN 300p0BbA

13. MNpunoxeHne Ne1. doHA OLEHOYHbIX CPEaCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON NS OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. NepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMIMIMHBI (MOSYy”Ns),
BK/I0YAS NepeyeHb NPOrpaMMHOro obecneyeHms N MHEOOPMALIMOHHBIX CMPaBOYHBIX CUCTEM
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Mporpamma amcumnimHel "OCHOBbI MHGPOPMaLMOHHOM 6e3onacHocTu"; 27.04.05 "MiHHoBaTmMKa".

Mporpammy oucumnnuHel paspaboTan(a)(m) ctapwuii npenoaaeatens, 6/c Kopyarux M.A. (Kadeapa paanodunanki,
Bhbicwwias wkona knbepguaniecknx CUCTeM 1 NPUKNaAHoN anekTpoHuku), Pavel.Korchagin@kpfu.ru ; ByxmuH Bnagummnp
Cepreesuny

1. MepeyeHb NNaHMpyeMbIX pe3ynbTaToB 06yyeHUs No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIM BO

Obyuqarowumitcsi, OCBOVBLWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnafaTth CneayowmnmMy KOMNEeTEHUUAMU:

LWndop PaclumndppoBka
KOMMeTeHLUun npuobpeTaeMor KOMNETEHLUN
MNK-5 CNOCcOBHOCTLIO padpaboTaTth MiaH U NPorpamMmy opraHn3aunm MHHOBALIMOHHOW

.0eATeNbHOCTN HAay4YHO-NMPOU3BOACTBEHHOrO nogpasneneHns, oCywecTBnATb
TEXHUKO-3KOHOMMYECcKoe 060CHOBaHNE MHHOBALIMOHHbIX NpPOoekKkToB 1 nNporpamMm

O6yyatolmiics, OCBOMBLUNA AUCLUMANHY (MOOYNb):
JlonxeH 3HaTb:

TepmuHonoruo B 06nacTv nHopMauroHHo 6e30nacHOCTM, MeTObl U CPeLCTBa obecrneyeHns MHEPOPMALMOHHONM
6e3OI'IaCHOCTI/I, MeToObl Hapyujeva KOHCpI/I,D,eHLI,I/IaJ'IbHOCTI/I, LUeNOoCTHOCTU N ,EI,OCTyI'IHOCTI/I I/IHC*)OpMaLI,VII/I. CouepxaHme
OCHOBHbIX MOHATUI MO NPaBOBOMY 06eCcneyeHnto MHAPoPMaLIMOHHO 6e30MacHOCTU; OCHOBbLI 6@30MaCcHOCTM
OI'IepaLI,VIOHHbIX CNCTEM; OCHOBbDI 6e3OI'IaCHOCTI/I BbIHUCNNTENNbHbIX ceTe|7|; OCHOBHbIE TexXxHun4yeckune cpe,ucma 1N MetToabl
3aWWMTbl MHCPOPMALMN; OCHOBHbIE MPOrpaMMHo-annapaTHble cpencTea obecneyeHms MHPOPMAaLVOHHO
6e30MacHOCTMW.

JonxeH ymeTb:

MpaBnnbHO NPOBOANUTbL aHaNN3 Yrpo3 UHAPOPMaLIMOHHOV 6e30NacHOCTM, BbIMONHATL OCHOBHbLIE 3Tarbl PelleHns
3a4a4 HGOPMaLMOHHO 6e30MacHOCTW, MPUMEHSTL Ha MPAKTUKEe OCHOBHbIE 061EeMeTo00N0ornYeckne NPUHLMMbI
TEeopum NHPOPMaLIMOHHON 6e30NacHOCTH.

OTtbickmBaTb HeO6X0AVMbIE HOPMATVBHbBIE MPABOBbLIE aKThl U MHPOPMALIMOHHO-NPABOBbIE HOPMbI B CUCTEME
LEeNCTBYIOLLEro 3aKOHO4ATENbCTBA, B TOM YMC/E C NMOMOLbIO CUCTEM NPAaBOBOM MHCpOPMALIUW; MPUMEHSITb
LEeViCTBYIOLLYIO 3aKoHoAaTenbHyto H6asy B obnacTv nHopmauroHHo 6e3onacHocTu; paspabaTbiBatb NPOEKThI
HOPMaTVBHbIX MATepranoB, PErnameHTMpyoWmnX paboTy Mo 3awmTe NHGOPMAaLIMK, a TakKXe NOMOXEHWA, UHCTPYKUMWIA 1
LPYriiX OpraHn3aunoHHO- PaCNoPSANTENbHBIX LOKYMEHTOB.

JonxeH Bnanetb:

- BbIMOJIHSATb NMOMHbIA 06beM paboT, CBA3aHHbIX C KOMMNEKCHbIM obecneYeHnemM nHopMaLmnoHHol 6e3onacHoCTy
KOHKPETHbIX aBTOMaTU3NPOBaHHbLIX CUCTEM Ha OCHOBE pa3paboTaHHbIX NPOrpamMm 1 METOAMK, B TOM YUCne C
obecneyeHneM TpeboBaHWn HOPMATMBHbBIX AOKYMEHTOB, PErNaMEHTUPYIOLWNX PEXMM COBNMIOAEHNS FOCY 1apCTBEHHOM
TalHbI;

- K aHanuay matepranos opraHu3aumnii U nogpasneneHunii BELOMCTBA C LENbo NOLrOTOBKU NPUHATUS PELeHWii no
obecneyeHunto 3aWwmnTbl MHGOPMALLNN;

- BbINOJIHATb OnepaTtunBHOE yrnpasneHne neaTeibHOCTbIO opraHmaame Nno KOMMJjieKCHOMY obecneyeHunto
I/IHq.)OpMaLI,I/IOHHOVI 6e3onacHOCTU KOHKPETHbIX aBTOMaTn3npoOBaHHbIX CUCTEM HA OCHOBE pa3pa60TaHHb|x nporpamm un
MeToauK.

LonxeH 0eMoHCTpUPOoBaTb CNOCOBHOCTb M FOTOBHOCTb:!

- BbINOJIHSATb MOJHbIA 06beM PaboT, CBA3AHHbBIX C KOMMIEKCHBIM obecnevyeHmeM MHOPMaLMOHHOK 6e30MacHOCTH
KOHKPETHbIX aBTOMATU3NPOBAHHbLIX CUCTEM Ha OCHOBE pa3paboTaHHbIX MPorpaMM U MeToauK, B TOM YUCHe C
obecneyeHnem TpeboBaHU HOPMATUBHBIX LOKYMEHTOB, PErTAMEHTUPYIOWMUX PEXUM COBNI0EHNS FOCyAapCTBEHHOM
TanHbl;

- K aHanuay MaTepranoB opraHu3aumnii U nogpasneneHunii BELOMCTBA C LieNbo NOLrOTOBKU NMPUHATUS PELeHW No
obecneyeHunto 3aWwmnTbl MHGOPMaLINN;

- BbIMONHATbL ONepaTBHOE YNpaBeHne NesTeNbHOCTbIO OpraHn3auuii No KOMMNEKCHOMY obecrneyeHmio
VHPOPMaLMOHHON 6e30NacHOCTU KOHKPETHBIX aBTOMATU3NPOBAHHBLIX CUCTEM Ha OCHOBE pa3paboTaHHbIX NPorpamMm u
METOOVK.

2. Mecto aucuunnuHbl (Moayns) B cTpyktype OMOIM BO
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HaHnas gncuunnuHa (Momynb) BkAoYeHa B pasgen "B1.B.02 OucumnnvHbl (Mogynu)" OCHOBHOW MPOgIECCUOHASTbHON
obpaszoBatenbHoi nporpammel 27.04.05 "MiHHoBaTuKa (YnpasneHue npoekTamm U MHHOBAaLMSIMU B CCpepe BbICOKMX
TEXHONOIMM)" N OTHOCUTCS K BAPUATUBHOWN YacCTW.

OcsauBaetca Ha 1 kypce B 1 cemecTpe.

3. O6beM AUCUMNMJINHDI (MO,IJ,ynSl) B 3a4eTHbIX eanHMLUax C yKkasaHueM Konimyectea 4acoB, BblOe/iIeHHbIX Ha
KOHTaKTHYI0 paboTy obyuyatoLmxcs ¢ npenogasarenem (Mo Buaam yuebHbiXx 3aHATUIN) U HA CAMOCTOSITENIbHYIO
paboty obyuaromxcs

O6was TpynoeMKOCTb ANCLIMIMNHBI COCTaBnseT 3 3a4eTHbIX(ble) eauHmML(bl) Ha 108 yaca(os).

KoHTakTHas paboTa - 36 4aca(oB), B TOM Yucne nekuuu - 18 yaca(oB), NpakTnyeckne 3aHsTus - 18 yaca(os),
nabopatopHbie paboTbl - 0 Yaca(oB), KOHTPONb CaMOCTOSITENbHOW paboThl - 0 Yaca(os).

CamocTositenbHas paboTta - 72 yaca(os).
KoHTponb (3a4€T / ak3ameH) - 0 yaca(os).
®dopma NPOMEXYTOYHOr0 KOHTPONS ANCLMNANHBI: 3a4eT B 1 ceMecTpe.

4. CopepXaHue OUCLMMINHDBI (MOAYNs), CTPYKTYPUPOBaHHOE MO TeMaM (pa3genam) ¢ ykasaHMeM OTBeA,EeHHOro Ha
HUX KONMYECTBa aKaf,eMUYeCKMX YacoB U BUAOB YYEOHbIX 3aHATUN

4.1 CTpyKTypa 1 TemMaTu4yeckuii niaH KOHTaKTHOM U CaMOCTOSITe/IbHOW PaboThbl N0 AUCLUNAUHE (MOBYNIO)

Buabl n yachbl
KOHTaKTHOW paboThbl,

Pasnenbl oucuvnInHbI / NX TPYDOEMKOCTb CamocTosTeNibHas
N Moayns Cemectp (B yacax) paborta
MpakTuyeckuelllabopatopHble
flekumu 3aHATUSA paboTbl

Tema 1. VIHcbopmauroHHas
1.|6e3onacHocTb B cucTeMe 1 2 4 0 14
HauuoHanbHol 6e3onacHocTn Pd

Tema 2. OCHOBbI rOCY4apPCTBEHHOM
o [nonnTuKn P® B 0bna-ctu

'lHgpopMaLMOHHO 6e30MacHOCTH 1 6 4 0 20
(VIB).
3 Tema 3. HdopmaLmoHHas BoiiHa, 1 4 . » ”

‘|MeTonbl 1 cpencTea €€ BeOeHUs.

Tema 4. Metogbl n cpeactsa
4.[obecneyeHns VB 06bekToB 1 6 6 0 16
MHdbopMaLIMOHHOM cdoepsl.

NToro 18 18 0 72

4.2 CopepxaHue aUCUUMINHLI (MOBYNSA)
Tema 1. UHcpopMaLMOHHasa 6e30MacHOCTb B CUCTEME HaLMOHanbHOW 6e3onacHocTn PP

MoHsATVe HaumoHanbHoM 6esonacHocTy. Buabl 6e30MacHOCTY: 3KOHOMUYECKAas BHYTPUMONUTAYECKAS, CoUManbHas,
BOEHHas. MexdyHapoaHas, MHgopMaLUmnoHHasi, akonormndeckas u apyrvie. CooTHoweHne 6e30NacHOCTU IMYHOCTMK,
obuecTsa 1 rocygapctea. Buabl 3awuuaemon nHgopmaumum. Ponb MHGopMaLmMoHHo 6e3onacHocTy B obecrneyeHne
HaLUMO-HanbHOM 6e30MacHOCTM rocynapcTea.

Tema 2. OcHOBbI rocyaapcTBeHHOM nonutuku Pd B ob6na-ctn HcpopmaumnoHHom 6esonacHoctn (UB).

HauuoHanbHble nHTepeckl Poccrm B MHGDOpMaLUOHHOM cdoepe 1 nx obecneyeHune: NpaBoBoe, onepaTueHoe,
TexHonorn4yeckoe. Buabl yrpo3 HaunoHansHon 6esonacHocT PD. BoaMoxHble cLueHapui noapbiBa HaLMOHaNbHbIX
nHTepecoB P®. HoBble BbI30BbI HaLMOHaNbHOM 6€30MacHOCTU B 06nacTyi MHPOPMaLMOHHbIX TexHonoruii: CMU,
rnobanbHas ceTb, CoLManbHble CeTU, CePBMChI MTHOBEHHbIX COOBWEHNIA.

Tema 3. UHhOpmMaLMOHHas BONHA, METOAbI U CPeACcTBa €€ BeAEeHUS.

NHgopmaLmoHHas 6e30nacHOCTb 1 MHPOPMaLMOHHOE NpoTnBOBOPCTBO. VIHGhopMaLoHHOE opyXue, ero
Knaccmgorkaums 1 BO3MOXHOCTU. MeTobl HapyLweHns KOHPUAEHUMANBHOCTU, LENOCTHOCTM 1 AOCTYMHOCTU
nHdpopmaumm. MpuyrHbl, BUIbI, KaHaMbl YTEUKU U UCKaXeHNS MHgpopMauun. KoHkypeHTHas passeaka. IcTouHuKm
nony4eHusi nHpopmaumu. VIHCTpyMeHTanbHble CpeacTBa.
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Mporpamma amcumnimHel "OCHOBbI MHGPOPMaLMOHHOM 6e3onacHocTu"; 27.04.05 "MiHHoBaTmMKa".

Tema 4. Metonbl u cpenctea obecneueHus B 06bekTOB MHPOPMALMOHHOW Cchepbl.

MpaBoBble, OpraHM3aLMOHHO-TEXHUYECKIE 1 3KOHOMUYeckme MeTonbl obecnedeHusi MB. Mogenu, ctpatermm n cucTemsl
obecneyeHunst MHopMaLUMoHHo 6esonacHocTu.. Kputepum 1 knacchl 3almieHHOCTU CPeacTB BblYUCIUTENbHON
TEXHVKU 1 aBTOMaTU3MPOBAHHbBIX MHGOPMaLUMOHHBIX CUCTEM. YNpaBneHne NHopMaLMOHHON 6e30MacHOCTbLIO.

5. MepeyeHb yue6HO-MeTOAMYECKOrO O6ecneyeHust Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU METOOMYeCKOM PyKOBOACTBE Npenofasarens,
HO 6e3 ero HemocpenCTBEHHOro yyacTusi. CamocTosiTenbHas paboTa noapasnensieTcs Ha CaMoCTOSTENbHYI0 paboTy Ha
ayOMTOPHbIX 3aHSATUSX U HA BHEAYAUTOPHYO caMocTosTenbHyto paboTy. CamocTtosTenbHas pabota obydyatowmxcst
BKOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAEe/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHol paboTbl. Bo BpeMsi caMocTosiTeNnbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMNEKTUPYIOT y4ebHyo, Hay4HYO 1 CMPABOYHYIO MNTEpaTypy, BoIMONHAIOT 3a4aHusl, Hanpas/eHHble Ha 3aKpennexHne
3HAHWIA K OTpa6OTKy ymeHvu7| N HaBblKOB, TOTOBATCA K TEKYLEeMy N MPOMEXYTOYHOMY KOHTPOO NO AncUnninHe.

OpraHunsauus caMocTosTenbHol paboTbl 0ByHaroWmXCcs PernameHTpyeTcs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepaTypoii U 3N1eKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKMOYAS:

Mopsinok opraHn3aumu 1 ocylecTBAeHNS 0bpa3oBaTeNbHON NesTeNbHOCTM Mo 06pasoBaTebHbBIM MPOrpamMMam BhICLIETO
0bpasoBaHus - nporpammam bakanaspuarta, nporpammam creumanmTeTa, nporpamMmam MarmcTpatypbl (yTBepXaeH
npvkaszom MuHuctepcTea obpasoBaHusi U Hayku Poccuiickoin ®enepauun ot 5 anpensi 2017 ropa Ne301)

MNMucemo MuHucTepcTBa 0bpasosaHus Poccuiickoin @enepauum Noe14-55-996uH/15 ot 27 Hosi6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENbHON PaboTbl CTYAEHTOB BLICILMX Y4EOHbIX 3aBeAeHMA"

YctaB heaepanbHoro rocyjapCcTBeHHOro aBTOHOMHOro 06pasoBaTenbHOro yupexaeHus "KasaHckuii (Mpueonxckuii)
doenepanbHbIi yHuBepcuTet”

MpaBuna BHyTPEHHEro pacnopsaka goeepansHOro rocy1apCTBEHHOr0 aBTOHOMHOMO 06pasoBaTeNbHOMO y4pex aeHns
BbICLIEro npodpeccmoHansHoro obpasosarus "KasaHckuii (Mpusonxckuii) doeaepansHblii yHuBepcmTeT"

JNokanbHble HopMaTMBHbIE akTbl KasaHckoro (MprBonkCcKoro) doeaepanbHoOro yHmeepcuteta

6. POHA, OLLEHOUYHbIX cpencTts no gpucuvninHe (MOAyﬂIO)

®DOHL OLIEHOYHbBIX CPEACTB MO AUCUMNAUHE (MOOYNIO) BKIOYAET OLEHOYHbIE MAaTepPUanbl, HanpPaBneHHbIE HA MPOBEPKY
OCBOEHUS KOMMETEHUMIA, B TOM YUCNE 3HAHWUIA, YMEHUIA U HABBIKOB. POHA OLLEHOYHbBIX CPELCTB BKMHOYAET OLEHOYHbIE
CpeLCTBa TEKYLEro KOHTPOMS 1 OLEHOYHbIE CPELCTBA NMPOMEXYTOUHON aTTecTaunm.

B dpoHIe OLeHOYHbIX CPeACTB COAEePXUTCS cneayiolas UHpopMauums:

- COOTBETCTBME KOMMETEHLUIA NNAHMPYEMBIM Pe3dynbTatamM 06y4eHUs Mo LUCLUMNIMHE (MOLYNIO);

- KpUTEPUM OLIEHMBAHNS CHOPMUPOBAHHOCTY KOMMETEHLWIA;

- MEXaHU3M (POPMUPOBAHMS OLEHKM MO AUCUUNAVHE (MOLYNIO);

- onucaHve nopsiaka NPUMeEHeHWs U NpoLeaypbl OLEHNBAHNS ONS KaXA0ro OLEeHOYHOro CpeacTBa;
- KPUTEPVM OLIEHMBAHNS LS KAXA0r0 OLEHOYHOr0 CPencTBa;

- coaepXxaHune oueHO4YHbIX CpencTs, BKOYas TpeGOBaHI/IFI, npegbsasndgemMble K OEeNCTBUAM o6yqa|ou4v|xc;|,
OEMOHCTPUpPyeEMbIM pe3ynbTataM, 3adaHns pas3/indHbIX TUMOB.

DOHLI OLEHOYHbIX CPEACTB MO AMCUMMINHE HaxoauTcs B [punoxeHun 1 K nporpamme AUCLMANAUHBI (MOLYNO).

7. NMepeyeHb nuTepatypbl, HEO6XOAUMON ANSi OCBOEHUS AUCLMNINHBI (MOAYNS)

OcBoeHue aucumnauHbl (MOayns) NpeanonaraeT M3yYeHne OCHOBHOW 1 LOMONHUTENbHO y4ebHOM nuTepatypb.
Nutepatypa MoxeT BbiTb AOCTYyMNHA 0ByyatowmnMcst B OAHOM U3 ABYX BapuaHToB (NM1bo B 060MX N3 HIX):

- B 9NIEKTPOHHOM BUAE - YEPES ANEKTPOHHBLIE BUONMOTEYHBIE CUCTEMBI HA OCHOBaHMM 3aK/4eHHbIX KDY noroBopos ¢
npasoobnanarensmu;

- B NeyaTHoM Buae - B Hay4Hoi 6ubnuoteke um. H.N. Nlobayesckoro. Obyyatowmecs nonyyaroT y4ebHyto nutepatypy Ha
aboHeMeHTe Mo YnTaTeNnbckum BuneTam B COOTBETCTBUM C NMpasunamu nonb3osaHust Hay4yHol 6GnbnnoTekoil.

ONeKTPOHHbIE U3AaHNS AOCTYMHbI OMCTAHLMOHHO M3 NtoBOI TOYKM NpY BBELEHMM 0OYYaOLWMMCS CBOErO NIOrMHA 1 Napons
OT NIMYHOrO KabuHeTa B cUCTEME "ONEKTPOHHBIA YHUBepcUTeT". Mpr MCNONb30BaHMK NeYaTHbIX M30aHUA BBNNOTEYHDbI
oOHA, OOMXKeH ObITb YKOMMNIEKTOBAH UMK M3 pacyeTa He MeHee 0,5 ak3emnnspa (ans obydatowmxcs no ProC 3++ - He
mMeHee 0,25 sk3emnnspa) Kaxnoro u3 n3gaHnin OCHOBHOWM nuTepaTypbl U He MeHee 0,25 sksemnnsapa AONONHUTENbHON
nmMTepaTypbl Ha Kaxaoro obyyarowerocs n3 yucna nuu, 0LHOBPEMEHHO OCBaUBAIOWMNX AAHHYIO OUCLMMINHY.
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Mporpamma amcumnimHel "OCHOBbI MHGPOPMaLMOHHOM 6e3onacHocTu"; 27.04.05 "MiHHoBaTmMKa".

MepeyeHb OCHOBHOW U [OMONHUTENBHOMN y4eBHON NTepaTtypbl, HEOOXOANMMON A1 OCBOEHUS AUCLUMMNAVHBI (MOOyns),
Haxonmutcs B MpunoxeHun 2 kK paboyeli nporpamMme AnCUMNAMHBL. OH NOANEXUT OBHOBNIEHMIO NPY U3MEHEHUN YCITOBUIA
noroeopos K®Y ¢ npasoobnagatensiMm anekTPOHHbIX U3OAHWA U NPU N3MEHEeHM KOMNIEKTOBaHNUS ooHa0B Hay4Hoi
onbnuotekn KdY.

8. MNepeueHb pecypcoB MHPOPMALLMOHHO-TEIEKOMMYHUKaLMOHHOMN ceTh "UHTepHeT", He06X0AUMbIX NS
OCBOEHUS1 AUCLUMNMIUHBI (MOOYIIS)

Web-cepsep noapasneneHuns no BbISBNEHWIO N MPECEYEHMI0 NPECTYNNEeHWIA, COBEPLIAEMbIX C UCMONb30BaHNEM
nonnenbHbIX KpeaouTHbIX KapT, U I'IpGCTyI'IJ'IGHVII7I, coBepuaembliX nyTem HeCaHKUMOHMPOBAHHOIO A0CTyNa B KOMMbIOTEPHbIE
cetu n 6asbl AaHHbIX - http://www.cyberpolice.ru

MHdpopMaLmoHHblii 6ronneTeHb "Jet Info" ¢ TemaTtmyeckum pasgnenom no MHopMaLmnoHHol 6e3onacHocTy -
http://www.jetinfo.ru/

rnopTan no MHpopMaLMoHHoi 6e3onacHocTu - http://www.infosecurity. report.ru/
nopTtan no MHpopMaLMoHHOM 6e3onacHocTy - http://www.void.ru/

Cepsep komnaHum HUNM "NHdopmsawmTa” - http://www.infosec.ru/

YkpanHckuii LieHTp nHgpopmaumoHHoi 6e3onacHocTtu - http://www.bezpeka.com/

9. MeToguyeckme ykasaHus oisi 06y4aroLLLMXCA MO OCBOEHUIO AUCLUNIUHBI (MOAYNS)
Bup, pa6ot MeTtoauueckue peKoMeHpaLmm

nekunn B xo0e neKUuMoHHbIX 3aHSATUIA BECTU KOHCNeKTnpoBaHne yqe6Horo martepunana, 3anaBsas
npenogaBaresiio yTo4HsoWmne BoNpoChl N4 pa3peweHnsa CropHbIX CVITyB.LI,I/II7I. Oﬁpal.l.l,aTb BHUMaHne
cooepXxaHue Tex NN NHbIX SABNIEHUIN W npoueccos, Hay4YHble BbIBOObl N NPAKTU4YEeCKMne pekoMeHgauunn.
PeKOMeH,EI,yeTCﬂ OCTaBWUTb B pa6oq|/|x KOHCNEeKTax nons, Ha KOTopbIX OAenatb A0MONHAKWMe Mmatepuan
NOMETKN, Nnog4epkKnBaTb Ba>XXHOCTb TEX UM NHbIX TE3NCOB.

npakTnyeckune | HeobxoomMo uayunte nutepaTypy, PEKOMEHAYEMYIO AMs BbINONHEHWS NMPAKTUYECKOrO 3aHATUS.
3aHsATUA CTYLEHT [ONXEH BbISIBUTb HEOHXOAMMOCTb AOMONHNTENbHBIX ICTOYHUKOB 1 Matepranos. CTyneHTam
LOMXEH OBNafeTb HABbIKAMW U YMEHUSMU UCMONb30BAHUS TEOPETUYECKOTO 3HAHWS NMPUMEHUTENBHO K
0COBEHHOCTSM M3yHaeMoi fucumnivHbl. MoAroToBka K NpakTUYeCcKUM 3aHATUSAM Npearonaraet
NpeLBAPUTENBHYIO CAMOCTOSTENbHYIO PAaboTy CTYLAEHTOB HA OCHOBE METOAUYECKMMUX Pa3paboTok.

camocTos- | [Mon camocTosTenbHoM paboToi CTyAeHTOB NOHUMaETCs nnaHupyemas y4ebHas,
TenbHas yuyebHo-UccnenoBartenbckasl, a Takxe Hay4Ho-uccnepoBatenbckas paboTta, KOTopas BbIMOMHSAETCS BO
pabota BHEayANTOPHOE BPEMS MO MHMLIMATIBE CaMOro CTyLeHTa WM Mo 3a4aHuto 1 Npu MeToaNYeCckoM
PYKOBOACTBE NpenofasaTensi, Ho 6e3 ero HenocpeaACTBEHHOrO y4acTus.
Llenbto camocTosTensHoi paboTbl SBNSIeTCA (POPMUPOBaHME NPOGECCNOHANBbHOM KOMNETEHTHOCTH.
CamocTosiTenbHasi pabota cnocobCTByeT pa3BnUTMIO OTBETCTBEHHOCTU U OPraHn30BaHHOCTY,
TBOPYECKOro Noaxoaa K peleHunto npobnem y4ebHoro 1 NpogoeccuoHanbHoro (B TOM YMCHEe HaydHoro)
YPOBHSI.
Bce Buabl caMocTosTenbHoM paboTel MOryT BbiTh pasaeneHbl Ha OCHOBHLIE U [OMONHUTENbHbIE.
OCHOBHbIE BULbl CAMOCTOSTENbHOM PaboThl BLINOMHAOTCS B 0653aTeNbHOM NOpsAKe C NOCNeayowmnMm
KOHTPONEM pe3yNnbTaToB NpenoAasaTeneM, KOTOPbIVi MPOBOAUT NEKLMOHHBIE 1 NPaKTUYEeCKMe 3aHATHS
B CTyAeH4eckow rpynne. [ononHUTeNbHbIE BiObl CAMOCTOATENbHOM paboThl BLIMOMHAOTCS No BbiGOpY
CTyZleHTa 1 COMPOBOXAAI0TCS KOHTPONIEM Pe3ynbTaToB NpenonaBaTenem.

3ayet Mpv NOAroTOBKE K 3a4eTy CTYLEHT LOMKEH NPaBUIbHO M PALIMOHANBHO pPacriaHNpoBaTh CBOE BPEMS,
4TObbI YCNEeTb KAYECTBEHHO 1 HA BLICOKOM YPOBHE MOArOTOBUTLCS K OTBETAM MO BCEM BOMPOCAaM.
3aueT npr3saH NobynuTb CTYAEHTA NONMYYUTb LOMOMHUTENBHO HOBblE 3HAHUS. Bo BpeMs NoaroToBku
K 3a4eTy, CTYLEHTbl TaKXXe CUCTEMATMIVPYIOT 3HAHWS, KOTOPbIE OHU NPVOBPENU NPU N3yHeHUn
pasgnenos kypca. PekomeHayeMmble y4ebHVKN 1 crieuuanbHas nutepatypa npy nsyyeHnuu kypcea,
MMEIOTCS B PEKOMEHOBAHHOM CNUCKE NnTepaTtypbl B paboyeli nporpaMMe no SJaHHOMY KypcCy.

10. MepeveHb MHGOPMaALMOHHBIX TEXHONOIUIM, UCMOMNb3YeMbIX MPU OCYLLLECTBIEHMN 06pa30BaTeNbHOro
npouecca no gucuunauHe (MOAyno), BKNoYasi nepeyeHb NPOrpaMMHOro o6ecneyeHus 1 MHGOPMaLMOHHbIX
CMpaBOYHbIX CUCTEM (NPY HEO6XOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMOMUIA, UCTONb3YEeMbIX NMPU OCYLLECTBNEeHU 06pa3oBaTebHOro npolecca no
AMCUMNAVHe (MOLynio), BKNoYas nepeyeHb NporpaMMHOro obecnedeHns U MHGOPMAaLIMOHHbBIX CMPaBOYHbIX CUCTEM,
npenctasneH B MpunoxeHun 3 k paboyei nporpaMMme AUCLMMNVHBI (MOOYNS).
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Mporpamma amcumnimHel "OCHOBbI MHGPOPMaLMOHHOM 6e3onacHocTu"; 27.04.05 "MiHHoBaTmMKa".

11. OnncaHue matepuanbHO-TeXHUYeckon 6a3bl, HEO6XOAUMOW ANs OCYLLEeCTB/IeHUs1 06pa3oBaTenbHOro
npoLecca no gucuunanHe (Moayno)

MatepunanbHO-TEXHUYECKOE obecrneyeHue 06pasoBaTeanoro npouecca no gucumnnmHe (MoAynto) BKAOYAET B cebs
cnepywouwme KOMMNOHEHTDI:

MomelueHns ons caMOCTOATENBbHON paboThbl 0BYYaOWMXCS, YKOMMIEKTOBAHHBLIE CMELMANN3NPOBaHHOM Mebenbio (CTONbI 1
CTYNbS1) N OCHaLlEHHbIe KOMMbIOTEPHOW TEXHUKOM C BO3MOXHOCTbLIO MOAKNIOYEHMS K ceTn "MIHTepHeT" n obecnedyeHnem
LOCTyNa B 3NEKTPOHHYI0 MHCPOPMaLMOHHO-06pa3oBatenbHyto cpeny KdY.

YyebHble ayamTopun 0N KOHTAKTHOW paboThl C NpenoaaBaTteneM, yKOMMIEKTOBaHHbIE CNELMANnM3nPOBaHHON Mebenbio
(cTonbl 1 CTYNbS).

KomnbloTep v npuHTep Ans pacnedvarky pasgaroyHbix MaTepuanos.
KomnbioTepHsbI knacc.

12. Cpeﬂ,CTBa apgantauumumv npenopgasaHus ogucUMNNINHbI K I'IOTpeﬁHOCTilM 06y'-|a|ou.|.wxca UHBaNUOooOB U nuuy c
orpaHn4eHHbIMU BO3MOXHOCTSAMU 300pP0OBbSA

Mpwn HeobxonmMocTy B 0bpazoBaTenbHOM NPOLECCE NPUMEHSIOTCSA Cnepytowmne MeToAbl U TexHonorum, obneryaioume
BOCNPUATE MHGOPMALLMK 0BYYAOWUMIACA MHBANULAMW U NIMLAMU C OFPAHUYEHHbBIMU BO3MOXHOCTSMU 300POBbS:

- co3daHune TEKCTOBOW Bepcun nto60oro HETEKCTOBOrO KOHTEHTA /sl ero BO3MOXHOIro npeo6pasoBava B
anbTepHaTnBHbIE POPMBI, y,D,O6HbIe ONna pasnnyHbIX nonb3oBaTenen;

- CO3[aHWe KOHTEHTA, KOTOPbI MOXHO NPeACTaBUTb B Pa3nnyHbIX Buoax 6€3 noTepn AaHHbIX Unu CTPYKTYpbI,
npenycMOTPETb BO3MOXHOCTb MacwWwTabrypoBaHus TekcTa U n3obpaxeHuii 6e3 notepm kayecTsa, NpeaycMoTpeTb
LOCTYMHOCTb YNPaBNeHUst KOHTEHTOM C KnaBmaTypbl;

- co30aHne BO3MOXHOCTEN ansi 00y4atolmMXcs BOCNPUHUMATD OLHY U Ty Xe MHOPOPMAaLMIO U3 PasHbIX NCTOYHUKOB -
Hanpumep, Tak, 4Tobbl NMLA C HAPYWEHUSIMX CNyXa NosydYany MHGPOPMaLMIO BU3yanbHO, C HAPYLWEHUSIMU 3PEeHNs -
aynnanbHo;

- NPVYIMEHEHNe NPOrpaMMHbIX CPEACTB, obecneymBatoWmx BO3MOXHOCTb OCBOEHMSI HABLIKOB 1 YMEHUIA, OOPMUPYEMBIX
OMCLUMMIMHON, 3a CHET aNlbTEPHATUBHbIX CNOCOOO0B, B TOM YMC/e BUPTYasibHbIX nabopaTopuii U CUMYNSLIMOHHBIX
TEXHONOMNIA;

- NPVYMEHeHNe ONCTaHUMOHHbIX 06pa3oBaTenbHbIX TEXHONOTMIA ANs Nnepefadn MHGOPMaLUK, OpraHn3auun pasnmnyHbIx
POPM UHTEPAKTUBHOW KOHTaKTHOW paboThkl oby4atolerocs ¢ npenoaasartenem, B TOM Yucne Be6UHaApOB, KOTOpble MOryT
ObITb UCMONb30BaHbl sl NPOBEAEHNUS BUPTYaNbHbIX NTEKLMA C BO3MOXHOCTbIO B3aUMOIEACTBUS BCEX Y4AaCTHNKOB
IMCTaHUMOHHOIo 06y4yeHusl, NpoBeleHsl CEMUHAPOB, BbICTYMNNEHNS C AOKNaaamy 1 3aWuTbl BbINONHEHHbIX paboT,
NpPOoBeIeHNs TPEHVHIOB, OpraHM3aLmmn KONNeKTUBHOW paboThbl;

- PVIMEHEHNEe ONCTAaHUMOHHbIX 0Bpa3oBaTenbHbIX TEXHONOIWIA O OpraHM3aummn GOOPM TEKYILETo 1 MPOMEXYTOYHOMO
KOHTPONS;

- yBENNYeHne NPOoOONXNUTENbHOCTY caa4ym oby4atolMMcst UHBANUOOM UK NINLOM C OrPaHNYeHHbIMU BO3MOXHOCTSMI
3[10p0Bbs DOPM NMPOMEXYTOYHON aTTECTALIMMN MO OTHOLWEHWIO K YCTaHOBNEHHOW NPOAONXUTENBHOCTY UX CAAYN:

- NPOLOMXMNTENbHOCTU caa4m 3a4éTa UM sK3aMeHa, MPOBOAMMOro B MMCbMEHHON chopMme, - He Bonee 4eM Ha 90 MUHYT;
- NPOOONXUTENBHOCTU MOArOTOBKM 06yYatolerocs K 0TBeTy Ha 3a4éTe UM aK3aMeHe, MPOBOAVUMOM B YCTHOW doopMme, - He
6onee 4eM Ha 20 MUHYT;

- NPOLONXNTENbHOCTM BLICTYNNEHNS 0ByHatoLwerocs npu 3awmnte KypcoBoi paboThbl - He 6onee YeM Ha 15 MUHYT.

Mporpamma coctaeneHa B cootBeTcTBMU ¢ TpeboBaHnamm ®FOC BO n yyebHbiM nnaHom no Hanpasnenuto 27.04.05
"MHHoBaTumka" n marmctepckon nporpamme "YnpasneHve npoekTtaMmm n MHHoBaUMsIMN B cdoepe BbICOKMX TEXHONOMMA".
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Mporpamma amcumnimHel "OCHOBbI MHGPOPMaLMOHHOM 6e3onacHocTu"; 27.04.05 "MiHHoBaTmMKa".

lMpunoxerne 2
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
51.B.02 OcHoBbI MHGQbopMaLmoHHo 6e30r1acHoCTH

MepeueHb nuTepartypbl, HEOOXOAUMOM 4Nt OCBOEHUS OUCLMIUINHBI (MOLOYNS)

HanpaeneHnune nogrotosku: 27.04.05 - VIHHOBaTUKA

Mpodomnb noaroTosku: YnpasneHne NpoekTamn 1 MHHOBaUNSAMU B cdoepe BbICOKMX TEXHONOrMIA
KBanucukaums BbinyCKHUKA: MarmcTp

dopma oby4eHus: o4Hoe

SA3bik 0by4eHmns: pycckuii

oa Hauana obyyeHus no obpasoBatenbHol nporpamme: 2020

OcHoBHas nuTeparypa:
1. SawwnTa nHgopmauum: y4eb. nocobue / A.. Xyk, E.M. Xyk, O.M. NenewkuH, A.N. TuMowkuH. - 3-e nsg. - M.: PUOP:
NHDPA-M, 2019. - 400 c. - Pexxum goctyna: http://znanium.com/catalog/product/1018901
2. KapatyHoBa, H. . 3awmTa nHgpopmaumu. Kypc nekumin [9nekTpoHHbIn pecypc] : YyebHoe nocobue / H. T
KapatyHoga. - KpacHonap: KC9W, 2014. - 188 c. - Pexum poctyna: http://znanium.com/catalog/product/503511

3. MNporpamMmHo-annapatHas 3awuTta nHgopmaumm : yueb. nocobue / N.b. Xopes. - 2-e n3a., ncnp. n gon. - M.: POPYM
: IHOPA-M, 2019. - 352 c. - (Bbicwee obpasoBaHue). - Pexum goctyna: http://znanium.com/catalog/product/1025261

JononHutenbHasa nuteparypa:
1. OCHOBbI MOCTPOEHNS aBTOMATU3NPOBAHHBLIX MHPOPMALIMOHHBIX cucTeM: yuebHuk / B.A. M'Bo3aesa, N.10. NaBpeHTbEBA.
-M.: 1O 'dOPYM': UHDOPA-M, 2019. - 318 c. - Pexunm goctyna: http://znanium.com/catalog/product/989678
2. KomnnekcHas 3awwmTa nHpopmaumm B KopropaTueHbIX cuctemax: yued. nocobue / B.®. WaHbruH. - M.: U, 'GOPYM':
NH®PA-M, 2019. - 592 c. - (Boicwee obpasosaHue: bakanaspuar). - Pexum noctyna:
http://znanium.com/catalog/product/996789
3. bawnsl, M. H. NHdopmaLumoHHas 6e30nacHOCTb 1 3awmTa UHGopMaLmMm [OnekTpoHHbIR pecypc]: YuebHuk / . H.
Bawnbl, A. B. Babaw, E. K. BapaHosa. - M.: PUOP, 2013. - 222 c. - Pexum goctyna:
http://znanium.com/catalog/product/405000

KETPOHHBH
B_EPCHTET

3AE
CtpaHuua 8 ns 9. Bl YHH
Al 4 LM OHHD AHATTAHECHAR CACTEMA Kby



Mporpamma amcumnimHel "OCHOBbI MHGPOPMaLMOHHOM 6e3onacHocTu"; 27.04.05 "MiHHoBaTmMKa".

lMpunoxerve 3
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
51.B.02 OcHoBbI MHGQbopMaLmoHHo 6e30r1acHoCTH

nepe'-IeHb MHPOPMaLIMOHHbIX TEXHONMOINMMK, UCNONb3YyeMbIX AJ1s1 OCBOEHUS AUCLUMIUHBI (MO,IJ,ynil), BKo4yas
nepe4yeHb nporpaMmMHOro obecneyeHns u MH(POPMaLIMOHHbIX CNPaBOYHbIX CUCTEM

HanpasneHnune nogrotosku: 27.04.05 - VIHHOBaTUKa

Mpodomnb noaroTosku: YnpasneHne NpoekTamMmn 1 MHHOBaUNAMU B cdhepe BbICOKMX TEXHONOrMIA
KBanucukaums BbinyCKHUKA: MarncTp

dopma 0by4eHus: o4Hoe

SA3bik 0by4eHuns: pycckuia

"oa Hauana obyyeHus no obpasosatenbHoi nporpamme: 2020

OcBoeHne oucuUnnInHbI (MO,EI,yl'IFI) npegnonaraet ncnosib3oBaHme cnenytowero nporpamMmHoOro obecrneyeHus 1
MHJPOpMaLMOHHO-CNPAaBOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows 7 MpodbeccuoranbHas unm Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

YyebHo-MeToAMYeCKas nutepatypa ons JaHHOW AUCLMMNANHBI UIMEETCS B HANMYMK B SNIEKTPOHHO-OMBNMOTEUHOI cucTeme
"ZNANIUM.COM", nocTyn K KoTopoii npenoctaeneH obyyatowmmes. I6C "ZNANIUM.COM" coaepXuT npon3BeneHns
KPYMHENWMX POCCUNCKUX YHEHbIX, PyKOBOAUTENEN rocy0apCTBEHHbIX OpraHoB, npenogaearenein segyLmx By30B CTPaHbl,
BbICOKOKBaNMULIMPOBAHHbLIX CMELMANNCTOB B pa3nnyHblx cdoepax busHeca. doHn 6ubnmotekn cpopMmnpoBaH C y4eToMm
BCEX M3MEHEHUA 06pa30oBaTeNbHbIX CTaHAAPTOB 1 BKNKOHYAET y4ebHMKN, y4ebHble nocobus, yuebHO-MeToanYeCcKme
KOMIekchbl, MOHOrpadoum, asTopedeparbl, AuccepraLmm, SHUUKIoNeaun, CnoBapu U CNpaBoYHNKN,
3akoHo4arteNbHO-HOPMaTUBHbIE [OKYMEHTbI, CrieumanbHble Nepuognyeckme n3gaHns n ndnaHusl, Boinyckaemble
nspartenbcteamu By30B. B HacTosiwee Bpems S5C ZNANIUM.COM cooTBeTCTBYET BCEM TPeOOBAHMSAM (oeepanbHbIX
rocynapcTBeHHbIX 06pasoBaTtenbHbIX CTaHAapToB Bbicwero obpasosaHust (PrOC BO) HoBOro NokoneHus.

CtpaHnua 9 13 9.




