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Mporpamma amcumnnimHbl "OCHOBbI yNpaBneHns nHpopMaLmMoHHon 6e3onacHocTbio”; 10.03.01 "MHpopmaumoHHas 6e3onacHoCcTb".

CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. POHA OLEHOYHbIX CPEACTB NO AUCUMNIMHE (MOLOYHO)
7. MNepeyeHb nutepatypbl, HEO6XOANMOW A1 OCBOEHWS LMCLUMNAMHBI (MOAYNS)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOW ceTh "IHTepHeT", He0bX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeTonmyeckue ykasaHusi ons oby4arowmnxcs no 0CBOEHWIO JUCUMIIHBI (MOZYNS)

10. MNMepeyeHb MHAOPMALMOHHBIX TEXHONMOTWIA, UCMOMNb3YEMbIX NPY OCYWECTBNEHM 06pasoBaTeNnbHOro npouecca no
OMCUMNIVHE (MOAYNio), BKNloYas NepeyeHb NporpaMMHOro obecrnedeHns n MHOPMALIMOHHbBIX CMPaBOYHbIX CUCTEM (NpK
HeobX04MMOCTHN)

11. OnncaHue maTepuanbHO-TeXHUYecko 6a3bl, He0BX0AMMOI ANs ocylecTBNeHNs 0bpa3oBaTeNbHOro npoLecca no
OMcumnnanmHe (MoLynto)

12. Cpe,EI,CTBa agantaunm npenonaBaHnua oUCUNNNNHDI (MO,EI,yJ'I;I) K I'IOTpeéHOCTFIM 06yqa|ou4v|xc;| MHBanNnOoB 1 nny, C
orpaHn4eHHbIMM BO3MOXHOCTAMN 300p0BbA

13. MNpunoxeHne Ne1. doHA OLEHOYHbIX CPEaCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON NS OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. NepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMIMIMHBI (MOSYy”Ns),
BK/I0YAS NepeyeHb NPOrpaMMHOro obecneyeHms N MHEOOPMALIMOHHBIX CMPaBOYHBIX CUCTEM
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Mporpamma amcumnnimHbl "OCHOBbI yNpaBneHns nHpopMaLmMoHHon 6e3onacHocTbio”; 10.03.01 "MHpopmaumoHHas 6e3onacHoCcTb".

Mporpammy oucumnnuHel paspaboTan(a)(m) ctapwuii npenoaaeatens, 6/c Kopyarux M.A. (Kadeapa paanodunanki,
Bhicwwas wkona knbepguaniecknx CUCTeM 1 NPUKNaAHoN anekTpoHuku), Pavel.Korchagin@kpfu.ru

1. MepeyeHb NNaHMpyeMbIX pe3ynbTaToB 06yyeHUs No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIM BO

Obyuqarowumitcsi, OCBOVBWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnanaTtb cneayowmnmMy KOMNeTEHLUAMU:

LWndop PaclumndppoBka
KOMMNeTeHLuun npuobpeTtaeMoi KOMNETEeHLUN
OriK-5 CNOCOBHOCTbIO UCMOMb30BATh HOPMATVBHbBIE NPABOBbLIE AKThl B NPOECCUOHASBbHOM
[nesaTenbHoOCTU
MNnK-4 CNOCOBHOCTBLIO y4acTBOBaTh B paboTtax no peannsaunm NoAUTUKA MHGOPMaLMOHHOM

6e30MacHOCTW, MPUMEHSATL KOMMEKCHbIA NOAX0L, K 06eCnevyeHuno MHOPMaLNOHHOM
be3onacHOCTM obbekTa 3alunThl

MNK-7 CMOCOBHOCTbIO MPOBOAMTbL @HANN3 UCXOLHbIX AaHHbIX AN MPOEKTUPOBaHNS
nodcucTeM 1 cpencTs obecnevyeHns NHOOPMAaLIMOHHO 6e30MacHOCTU 1
yyacTBoBaThb B NPOBELEHUN TEXHUKO-39KOHOMUYECKOrO 060CHOBaHNSA
COOTBETCTBYIOLLMX NPOEKTHBIX PELIEHNI

MK-9 CNocoBbHOCTbIO OCyWecTBNATL NoAbop, n3yyeHne n ob6obweHne Hay4HO-TEXHUHECKOM
nTepaTypbl, HOPMaTUBHbLIX U METOANYECKMX MaTepunanos, cocTaBnste 0630p no
Bonpocam obecneyeHns MHPOPMaLIMOHHOM 6€30MacHOCTU MO NPOONIKD CBOENA
NpPogoeccnoHanbHOM OeaTe/bHOCTH

Obyqarowmitcs, OCBOVBWNIA AUCLUANANHY (MOSY/b):
JonxeH 3HaTb:

B pesynbTate 0CBOEHNS OMCLUMAMHBLI CTYOEHT OOMXKEH 3HATb:
HOpPMaTMBHbIE aKTbl M CTAHAAPThI B 061acTu ynpaeneHns UHGOPMaLMOHHON 6e30MacHOCTbIO.

JonxeH ymeTtb:

B pesynbTate 0CBOEHWS LMCLUMAMHBLI CTYLEHT OOMXEH YMETH: BbINONHATb NAaHWPOBaHNE, MAEHTUGUKALMIO U
aHanM3 p1McKoOB, MOAENVMPOBATL PUCKW, MPOBOANTL MOHUTOPUHT.

JlonxeH Bnagetb:

B pe3yanaTe OCBOEHNSA ANCUNNNINHDI CTy,EleHT OOJTXeH BnagetTb: CI'IeLI,I/IaJ'II/ISVIpOBaHHbIM I'IpOFpaMMHbIM
obecneyeHneM, NOHNMAHMEM CTPYKTYPbl M CUCTEMbI B3aUMOCBSA3M NPOLECCOB YNpaBneHns MHCOPMaLMOHHOM
6€30MacHOCTbIO

JlonxeH neMoHCTpMpoBaTb CNOCOOHOCTb Y FOTOBHOCTb!

K noctpoeHuto cuctemy ynpasneHnst UHCOPMaLMOHHON 6e30MacHOCTb NPEANPUATUS B YCNIOBUSX MPUMEHEHUS
COBPEMEHHbIX MHADOPMALMOHHbIX TEXHONOT WA

2. Mecto aucumnnuHbl (Moayns) B cTpyktype OMOIM BO

JaHHag oucumnnunHa (Mogynb) BktoyeHa B pasaen "b1.6.12 OucuunnmHbl (Moaynm)" 0CHOBHOM NPOGIECCMOHANBbHOW
obpasoBatenbHoli nporpammel 10.03.01 "MHdopmaumnoHHas 6esonacHocTb (be3onacHOCTb aBTOMATM3MPOBaHHbIX
cucteM)" n oTHocuTCsl K 6a30Boit (06LenpPodeCCMoHaNbHOM) YacTu.

OcBauBaeTcs Ha 4 Kypce B 8 cemecTpe.

3. O6bem gucuuMnIvHbl (MOAYNS) B 3a4€THbIX eAUHMLAX C yKa3aHUeM KONMYeCcTBa YacoB, BblOe/IeHHbIX Ha
KOHTaKTHYI0 paboTy obyualoLmuxcs ¢ npenogasarenem (Mo BuAam yuebHbIX 3aHATUN) U HA CAMOCTOSITENIbHYIO
paboty obyuarowmxcs

O6was Tpyn0eEMKOCTb OUCLIMIMANHBI COCTaBASET 3 3a4eTHbIX(ble) eauHmML(bl) Ha 108 yaca(os).

KoHTakTHas paboTta - 40 yaca(oB), B TOM yucne nekuuu - 20 yaca(oB), NpakTMyeckne 3aHsTus - 20 yaca(os),
nabopatopHble paboTbl - 0 Yaca(oB), KOHTPOMb CaMOCTOSITENbHOW paboThl - 0 yaca(os).
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Mporpamma amcumnnimHbl "OCHOBbI yNpaBneHns nHpopMaLmMoHHon 6e3onacHocTbio”; 10.03.01 "MHpopmaumoHHas 6e3onacHoCcTb".

CamocTositenbHas paboTta - 68 4aca(os).
KoHTponb (3a4€t / ak3ameH) - 0 yaca(os).
dopma NPOMEXYTOYHOr0 KOHTPONS AUCLUMANHBI: 3a4eT B 8 ceMecTpe.

4. CopepxaHue AUCLUNANHBI (MOAYNS), CTPYKTYpPUpOBaHHOE No TeMaM (pa3paenam) ¢ ykadaHMeM OTBeAEHHOro Ha
HUX KONMYeCTBa aKkageMU4yeckux 4acoB U BUAOB yYe6HbIX 3aHATUIA

4.1 CTpyKTypa 1 TematM4yeckuii niaH KOHTaKTHOM U CaMOCTOSITe/IbHOW PaboThbl N0 AUCLUNAUHE (MOBYNIO)
Buabl n yachbl
KOHTaKTHOW paboThbl,

Paspensl pucumuninHbl / MX TPYAOEMKOCTb CamocTosiTenbHas

N Moayns Cemectp (B yacax) pa6orta
MpakTuyeckmellabopatopHble
3aHATUA pa6ortbl

Nekuunn

Tema 1. OCHOBHbIE NOHSATUS
NHGOOPMALIMOHHOK Be3onacHoCTK.
1. |Yrpo3bl MHhOPMaLVOHHON 8 2 2 0 8
6e30nacHOCTN B MHGPOPMALIMOHHbBIX
cucTemax.

Tema 2. OLeHOYHbIe CTaHAAPThHI B
5 [MHEbOpMaLIMOHHOI 6e30MacHoCTH.
" |CTaHpapThl ynpasneHns
NHCPOPMaLMOHHOM 6€e30MacHOCTbIO.

Tema 3. CospnaHue CYWB Ha
npeanpusatui. MeTtoamka oueHku
3. |p1CKOB NHPOPMALIMOHHOM 8 4 6 0 10
6e3onacHocTy komnaHuu Digital
Security.

Tema 5. CoBpeMeHHbIE METObI U
5. |cPencTBa aHannsa 1 ynpasneHue

" |prckamMy MHCPOPMAaLMOHHBIX CUCTEM
KOMMaHWA.

Tema 6. NpaBoBble Mepbl
6. |obecneyeHmns MHGPOPMaALMOHHOW 8 2 0 0 8
6e3onacHocTy.

Tema 7. OpraHnsauunoHHble Mepbl
7 obecneyeHunst 6e3onacHOCTM

" [KOMMNBIOTEPHBIX UHGPOPMALMOHHBIX
CUCTEM.

Tema 8. lMporpaMMHo-TeXHMYEeCKme
Mepbl obecrneyeHns

8. |nHpopMaLmMoHHO Be3onacHoCTU. 8 2 4 0 8
NoeHTudpukaums, ayteHTmgoukaums,
yrnpasneHme gocTyrnom

Tema 10. NMpoTokonuposaHme n

10.{ayomT, wndpposaHne, KOHTPOSb 8 2 4 0 8
LLeNloCTHOCTU

NToro 20 20 0 68

4.2 CopepxaHue gUCLUNIUHbI (MOAYNSA)

Tema 1. OCHOBHbI€ NMOHATUSA UHCPOPMALLMOHHON 6e30nacHOCTU. Yrpo3bl UHPOPMaLMOHHOW 6e30nMacHOCTM B
MHPOPMaLIMOHHbIX CUCTEMaX.

MoHsTME uHopMaumoHHoh 6esonacHocT. OCHOBHbIE COCTaBnsoWMe MHGOPMaLMOHHOK Be3aonacHocTu. YnpaeneHve
WHPOPMaLMOHHON 6e3onacHOCTbO. BaXHOCTb U CNOXHOCTL NpobneMbl MHGOpMaLIMOHHOM Be3aonacHocTu. OCHOBHbIE
onpeneneHus 1 Kputepumn knaccudgukaumm yrpos. OCHOBHbIE Yrpo3bl LOCTYNHOCTWM.OCHOBHbIE Yrpo3bl LLENOCTHOCTH.
Bpenutenbckne nporpaMmel.

Tema 2. OueHOuYHble CTaHOapTbl B MHCPOPMaLMOHHON 6e3onacHocTU. CTaHaapThl ynpaeneHns MHGOpPMaLMOHHON
6e3onacHoOCTbIO.

Ponb ctangapTtoB NB. OpaHxeBas KHUra kak oLueHo4Hblin ctaHaapt.MexayHapoaHbin ctaHpapt ISO/IEC 15408.
Kputepun oueHkn 6e3o0nacHOCT UHAPOPMALMOHHBIX cucTeM.CTtaHaapThl yrpasneHns MHGOPMaLUNOHHO
6e3onacHocTbo
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Mporpamma amcumnnimHbl "OCHOBbI yNpaBneHns nHpopMaLmMoHHon 6e3onacHocTbio”; 10.03.01 "MHpopmaumoHHas 6e3onacHoCcTb".

BS 7799 n ISO/IEC 17799. Nx ocHoBHble nonoxerusa.MexayHapoaHsin ctaHaapt ISO/IEC 27001:2005 "Cuctembl
ynpaeneHus MHgopMaLumnoHHol 6esonacHocTn. TpeboBaHns". CepTudomkaums CYMB Ha cooTtBeTcTBUE ISO 27001.

Tema 3. CozpaHue CYUB Ha npepnpusatun. Metoauka oueHKM pUcKoOB MHCpOpMaLMOHHOM 6e3onacHOCTH
komnaHuum Digital Security.

Otanbl coznaHus cuctembl ynpasnenns MIb. CogepxaHue aTanos pa3paboTkn 1 BHELPEHUS CUCTEMbI ynipasneHns Vb.
KarteropvposaHue akTneos koMnaHumn. OueHka 3awmnweHHOCT! MHPOPMaLNOHHON cucTembl komnaHum. OueHka
WHPOPMaLMOHHBIX puckoB. OBbpaboTka MHOPMaLMOHHBIX pUCKOB.BHeopeHve npouenyp cuctemsl ynpasneHns Vb.
Pacuet prickoB no yrpose nHgopmaLuunoHHol 6esonacHoct. Onucanue apxutekTypbl MC. PacyeT puckos no yrpose
KOH(PUIOEeHUNanbHOCTb.

Tema 5. CoBpeMeHHble MeToAbl U CpeacTBa aHanusa u yrnpasneHue puckamm MHGOPMaLMOHHbIX CUCTEM
KOMMaHun.

O60CcHOBaHNEe HE0HX0AUMOCTM MHBECTMUMIA B MHCpOpMaUMOHHYO Be3onacHocTb komnaHun.Metoauka "Facilitated Risk
Analysis Process (FRAP)". OcHoBHble aTanbl oueHku puckos. Matpuua puckos FRAP. Metoauka OCTAVE
(Operationally Critical Threat, Asset, and Vulnerability Evaluation). ®a3bl aHannsa. Metoaunka RiskWatch (puck BaTy).
Kputepun ons oueHkn 1 ynpasneHns prckamu.

Tema 6. MpaBoBble Mepbl 06ecnevyeHUsi MHPOPMaLLMOHHON 6€30NacHOCTM!.

OcHOBHble HanpaBneHus obecnevyeHns MHpopMaLnoHHok 6esonacHocTu. 3akoHonaTenbHo-NpasoBas 6a3a
obecneyeHns MHEPOPMALIMOHHOK 6e30MacHOCTM Ha NpeanpusiTMA. HopMaTuBHbIE akTbl TPEANPUSTAS MO
MHdopMaLMOHHOM 6e3onacHoCcT. POpPMbI MPABOBOV 3aluMTbl MHGPOPMALMK Ha NpeanpusTUn. Jpyrue LOKYMEHTbI
npeanpusTis, B KOTOPbIX OTPaXalTCst BONPOCh! 06ecneyeHns MHPOPMaLMOHHOK 6e30MacHOCTM.

Tema 7. Opranusauuonnble Mepbl obecneyeHust 6eaonacHoOCTU KOMMNbIOTEPHbIX UHGPOPMALIMOHHbIX CUCTEM.

ObLwme NONoXeHNs OpraHU3aLoHHO 3awwmTbl. OCOBEHHOCTW OpraHN3aLMOHHON 3aWmUThl KOMMBbIOTEPHBIX
WHPOPMAaLIMOHHBIX CUCTEM 1 ceTell. PasoBble Meponpuatus. Mepronmyeckn NpoBoauMbie MeponpusTus. Meponpustus,
npoBoAuMbIE NO HeobxoamMMocTH. MNMOCTOSHHO NPOBOLMMbIE MepPONPUSATUS. MNoNoXEHUE 0 COXPAHHOCTY CryXeBHO
MHEPOPMaLMM OFPaHNYEHHOr0 pacnpocTpaHeHus. Mpukasbl U PacnopPsXEHNs MO YCTAHOBNEHUIO PeXMMa 3almnTh
nHgpopmaumm. MepeyeHb CBELEHMNI, OTHECEHHDIX K KATEFrOPUU KOHGpMaeHUManbHbIX. Cnyxba 6e3onacHocT
npesnpusTUs.

Tema 8. MporpaMMHO-TexHUYECKME Mepbl obecneyeHus MHchopMaLMOHHON 6e3onacHocTu. UpeHTudmkauums,
ayteHTMdouKaums, ynpasneHue A0CTYNOM

OcHOBHblE NPOrpaMMHO-TEXHUYECKE Mepbl. [1porpamMmHblie cpencTea 3awmTbl [peBeHTUBHbIE, NPENSTCTBYOWNE
HapyweHusM. Mepbl 0BHAPYXeHUs HapylWeHwWii. Jlokanuayowue, cyxarowmne 30Hy BO3AENCTBUS HapyweHnin. Mepbl no
BbISBNEHUIO HAPYyWKTens. Mepbl BOCCTaHOBNEHNS pexuma 6esonacHocTy. aeHTugukaums u ayTeHTugounkaums.
YnpasneHvne [OCTynom.

Tewma 10. NMpoTokonuposaHue n ayouT, LLMcppoBaHUe, KOHTPOJIb LLeNTOCTHOCTH

MpoTokonnposaHwe 1 ayanTt. AKTUBHBIA ayanT. DyHKLMOHANbHbIE KOMMOHEHTHI U apxutekTypa. WndposaHue.
Vcnonb3oBaHne CMMMETPMYHOro MeToda wudpposaHns. icnonb3osaHne aCMMMETPUYHOrO METOAA WMGIPOBAHUS.
x3awW-coyHKUMs Linchposble cepTudpmkatel. CepTudomkar oTKpbIToro knova. Ceptudpukar atpubytos. Knaccmdhmkauums
cepTugnKaToB.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHust Ajisi CaMoCTosITeNbHON paboThl o6yyaroLmMxcs no
AucuunnuHe (Moaynio)

CamocTositenbHas pabota obyyarolmxcs BbINOMAHSETCS N0 3a0aHNI0 U NPU METOLMYECKOM PYKOBOACTBE NpenofasaTens,
HO 6e3 ero HenocpencTBEHHOro yqacTusi. CamoctostenbHas paboTta nogpasnensieTcs Ha CaMoCTOSATENbHYIO paboTy Ha
ayLUTOPHBIX 3aHATUSX U HA BHEAYAUTOPHYIO caMocTosTeNbHyto paboTy. CamoctosTenbHas paboTta obyyatowmxcs
BKNIOYAET Kak MOMHOCTbIO CAMOCTOSITENBHOE OCBOEHME OTLEMNbHBIX TEM (Pa3fenoB) AUCLUMNANHLI, Tak 1 NpopaboTky Tem
(pa3gpenos), ocBaMBaeMbIX BO BPeMsi ayanTopHoi paboTbl. Bo BpeMsi caMocTosiTenbHOM paboTbl 0byyatoWwmnecs YnutaroT u
KOHCMEKTUPYIOT y4eOHYI0, Hay4HYIO 1 CMIPABOYHYIO NMTEPATYPY, BEINONHSAT 3a4aHUs, HanpPaBneHHbIE HAa 3aKpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABBIKOB, FOTOBATCS K TEKYLWEMY 1 NMPOMEXYTOYHOMY KOHTPOSIO MO AUCLMMAUHE.
OpraHuzauusi caMocTosaTeNnbHOM paboTbl 00yHaIOWUXCS PEernaMeHTMPyeTCsl HOPMATUBHBIMU LOKYMEHTaMU,
y4ebHO-MeTOANYECKOA NUTEPaTYPOii N 3NEKTPOHHBIMM 0Bpa30BaTENbHBIMU PECYpCamMm, BKIOYAS:

Mopsiook opraHn3aumm 1 ocylecTBAEHNS 06pa3oBaTeNbHON AeSTeNbHOCTM Mo 06pas3oBaTebHbIM NPOrPamMMam BhICLIETO
0bpasoBaHus - nporpammam bakanaspuarta, nporpammam crieumaniTeTa, nporpammam MarmcTpatypbl (YyTBepXaeH
npukasom MuHucTepctaa obpasosaHus 1 Hayku Poccuiickoin depepaunm o1 5 anpens 2017 roga Ne301)

Mucemo MuHucTepcTBa 0bpasosaHus Poccuiickoin @enepauum Noe14-55-996uH/15 ot 27 Hosi6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENbHON PaboThbl CTYAEHTOB BbICILMX Y4EOHbIX 3aBeAeHMNA"
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Mporpamma amcumnnimHbl "OCHOBbI yNpaBneHns nHpopMaLmMoHHon 6e3onacHocTbio”; 10.03.01 "MHpopmaumoHHas 6e3onacHoCcTb".

YcTaB cheaepanbHOro rocyapcTBEHHOr0 aBTOHOMHOIO 06pa3oBaTensHOro yupexaeHns "KasaHckuin (MprBonxckuii)
doenepanbHbI yHuBepcuTet"

MpaBuna BHyTPeHHEro pacnopsaka enepansHOro rocynapCTBEHHOMO aBTOHOMHOMO 06pa30BaTeNbHOMO yHpEXaeHNs
BbICLWEro npodeccroHanbHoro obpasosanus "KasaHckuii (Mpreonxckuid) coenepanbHblii yHUBEpPCUTET"

JlokanbHble HOpPMaTunBHbIE aKTbl KazaHckoro (an/IBOﬂ)KCKOFO) hbenepanbHOro yHmeepcureta

6. POHA, OLLEHOYHbIX CPEeACTB NO AUCLUUMNIMHE (MOAYNIO)

®DOoHAO OLEHOYHbIX cpencTs no gucunninHe (Mo,u,ymo) BKIOYAET OUEeHO4YHble MaTepualibl, HanpaB/iEeHHble Ha NPOBEPKY
OCBOEHMNS KOMMETEHUWA, B TOM YMCIE 3HAHWIA, yMeHVII7I 1 HaBblkoB. POHAO OLEHOYHbIX cpencTs BKIO4YaeT OueHOYHbIe
cpencTea TeKylero KoOHTponAa 1 oueHo4YHble cpenctea ﬂpOMe)KyTOLIHOIZ arrecrtauumn.

B ¢hoH e OUeHOYHbIX CPEACTB COAEPXUTCS Creayiolas uHpopMaums:

- COOTBETCTBME KOMMETEHUUI NNaHMpPyeMbIM peadynbTatam 0by4eHus Mo AUCUUMNvHe (MoLynio);

- KPUTEPUM OLIEHMBAHNS CHOPMUPOBAHHOCTY KOMMNETEHLWIA;

- MEXaHU3M (DOPMUPOBAHWSI OLIEHKYM MO AMCUMNVHE (MOAYNIO);

- onucaHve Nopsiaka NPUMEHEHUs U NpoLeaypbl OLEHMBAHNS LS KaXA0r0 OLEHOYHOr0 CPencTBa;
- KpUTEepPUM OLIEHMBAHNS O KaXA0ro OLEeHOYHOro CpeacTBa;

- cogepXaHue OLEHOYHbIX CPeacTB, BK/oYas TpeboBaHus, NpeabsBisemMble K 0ecTBUSM 0Oydatowmxcs,
IEeMOHCTPVPYeMbIM pe3dynbTaTtaMm, 3aaHns PasnnyHbIX TUMOB.

DOoHAO OLEHOYHbIX cpencTs no gucumninHe HaxoonTcs B rlpI/IJ'IO)KeHI/II/I 1k nporpamme oucumnninHbl (MO,EI,y}'IPO).

7. NepeueHb nuTepatypbl, HEO6XO0AUMMON OJ1S1 OCBOEHUS OUCLUNUHBI (MOAynst)
OcBoeHVe aucUMNAUHBI (MOSYNS) NPeLnonaraeT U3yYeHrne OCHOBHOW 1 LONONHUTENLHOW y4ebHOM nuTepaTypbi.
NuTtepatypa MoXeT ObITb AOCTYMHA 00yyalowWwmuMcs B O4HOM U3 BYX BApPUaHTOB (M60 B 060MX N3 HKX):

- B 9/1EKTPOHHOM BUAE - Yepe3 3NEKTPOHHbIE BUBNMOTEYHbIE CUCTEMbI HA OCHOBaHMM 3ak/to4eHHbIXx KDY aorosopos ¢
npasoobnanatensimu;

- B NeyatHoM Buae - B HayyHoi 6ubnuoteke um. H.N. Nlobayesckoro. Obyyarowmecs nonyyaroT y4ebHyto nutepatypy Ha
aboHeMeHTe Mo YnTaTeNbCKM brneTam B COOTBETCTBUM C NMpaBunamy nonb3oBaHus HayyHol 6GnbnnoTekoii.

OneKTPOHHbIE N30aHUA OOCTYMHbI AUCTAHLUMOHHO 13 NoB0 TOUKM NpW BBEAEHNN 00yHaOLWMMCS CBOETO NOMMHA 1 Naponst
OT NNYHOro KabuHeTa B cMcTeMe "ONEeKTPOHHbIA yHMBepcUTeT". Mpu MCNONb30BaHUM NeYaTHbIX U3naHWi GbNNOTEYHbIN
hOHL [OMXKeEH BblTb YKOMMNEKTOBAH MUK 13 pacyeTa He MeHee 0,5 ak3emnnsipa (ans obyyatowmxcs no rocC 3++ - He
meHee 0,25 sk3emMnngapa) Kaxooro n3 n3gaHunini OCHOBHOM nuTepatypbl n He meHee 0,25 ak3emnngapa AONONHUTENbHON
nuTepaTypbl Ha Kaxaoro obyyatowerocs 13 yucna nuu, 0LHOBPEMEHHO OCBaMBAIOWMX OAHHYIO OUCLMNANHY.

MepeyeHb OCHOBHOW U [OMONHUTENBHOMN y4eBHON NTepaTtypbl, HEOOXOAMMON A1 OCBOEHUS AUCLUMMNAVHBI (MOOyns),
Haxonomutcs B MNpunoxeHun 2 Kk paboyeli nporpamMme AUCUMNAMHBL. OH NOANEXUT OBHOBNEHMIO NPY U3MEHEHUN YCITOBUIA
noroeopos K®Y ¢ npasoobnagatensiMm anekTPOHHbIX U3OAHWA U NPU N3MEHEeHM KOMMNIEKTOBaHNUS ooHa0B Hay4Hoi
onbnuotekn KdY.

8. MNepeueHb pecypcoB MHPOPMALLMOHHO-TEIEKOMMYHUKaLMOHHOMN ceTh "UHTepHeT", He06X0AUMbIX NS
OCBOEHUS1 AUCLUMNMUHBI (MOOYIS)

WHTepHeT-noptan ana NT-cneunanuctos - http://www.habrahabr.ru/

VHTepHeT-nopTan pecypcos no MHdopMaumoHHoin 6esonacHocTu - hitp//www.all-ib.ru

KoHcynbTaHT MNntoc - http://www.consultant.ru/

OdomumanbHbIi nopTan NpasoBol Hdopmaumm - hitp://pravo.gov.ru/

OdpmupmanbHbii cainT PenepanbHoi CryX0Obl MO TEXHUHECKOMY 1 3KCMIOPTHOMY KOHTpOnHO - hitp://www.fstec.ru/

9. MeTognueckue ykasaHusi oisi 06y4aroLLLMXCS MO OCBOEHMUIO AUCLUMN/IMHBI (MOAYNS)
Bupg, pa6or MeTtoauyeckme peKoOMeHaLmm

nekumu B xone NeKUMOHHbIX 3aHSTUI BECTU KOHCMEKTUPOBaHWeE y4ebHoro Matepuana, 3aaaBas
npenofaBaTento YyTOUHSIOWME BONPOCH! ANs pas3peleHnst CopHbIX cutyaumin. Obpalate BHUMaHme
coaepXaHue TeX UKW NHbIX SBNEHWUI 1 NMPOLECCOB, HAYYHbIE BbIBOLbI 1 NMPAKTUYECKME PEKOMEHAALUN.
PekomeHoyeTcs ocTaBuTh B paboymx KOHCMEKTax Nons, Ha KOTOPbIX AenaTth AOMNONHsWMe Matepman
MOMETKM, NOAYEPKMBATL BAXHOCTb TEX UMW NHbIX TE3VCOB.
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Bup pabot MeTtoaunyeckue pekomeHaauum

npakTnyeckme | [Ins noaroToBKM K MPakTUHECKUM 3aHATUSM CTyAeHTaM PeKoMeHayeTcs NoapobHO U3y4nTb KOHCMEKT
3aHsTNA NeKumnn, NpeLecTBYIOWEN NPakTUYeCKOMy 3aHATUIO 1 CBSI3AHHOM C HUM obwen Tematukoii. CTyaeHT

FOTOBUTCS MO FPyrnrne BOMPOCOB, BLIHOCUMbIX HA 06CYXAeHUE MO TEME NPaKTUYECKOro 3aHSATUSI.

PekoMeHayeTcs NpoBOANTL MOArOTOBKY B HEBONbWMX Fpynnax CTyneHToB ( 2-3 Yenoseka).

camocTosi- | B xone camocTtositenbHol paboTbl CTYAEHT rOTOBUTCS K BBIMOMHEHWUIO MPAKTUHECKUX 3a4aHUIA.
TenbHas Lnsi noarotToBKU MCMONb3YeTcs Matepuan n3 peKoMeHoyeMol 1 [ONONHUTENbHON nuTepatypsbl, a
paboTa Takxe y4ebHo-mMeToanyeckme nocobus. CTyLeHT roTOBUTCS MO rpyrne BONPOCOB, BbIHOCKMMbIX Ha

obcyxaeHNe Mo TeMe BbINONHAeMo nabopaTopHoit paboThbl.

Pabouyas nporpamma SUCLUMNAUHBI B 4ACTU LEneid, NEPEYHIO 3HAHWA, YMEHWIA, TEPMUHOB 1 y4eBHbIX

BOMPOCOB MOXET ObITb NCMONb30BaHA BaMy B KAYECTBE OPUEHTMPA B OpraHm3auum obyyeHus.

3avet Mpwv NoaroToBke K 3a4éTy CTYLEHT JOMKEH NPaBUIbHO U PaLMOHaNbHO pacniaHnpoBaTh CBOE BpeEMS,
4TOObI yCneTb KA4eCTBEHHO 1 Ha BLICOKOM YPOBHE MOArOTOBUTLCS K OTBETAM MO BCEM BOMPOCaM.
3a4éT npraeaH NobynnTb CTyAEHTa NOMyYUTb LOMOMHUTENBHO HOBbIE 3HAHUS. Bo BpeMs NoaroToBku
K 3a4€Ty CTyAEHTbl TaKkXe CMCTeMaTU3UPYIOT 3HaHWs, KOTOpbIe OHU NPYOBPENy Npy N3y4eHnn
pasgnenos kypca. PekomeHayeMmble y4eBHVKM 1 cieuuanbHas nutepatypa npy nsydeHuu kypcea,
MMEeIOTCS B PEKOMEHI0BAHHOM CNUCKe NnTepaTtypbl B paboyeli nporpamme no faHHOMY Kypcy.

10. MepeyeHb MHCGPOPMALLMOHHBIX TEXHOJOIMIM, UCMOJb3YeMbIX NMPU OCYLLECTBIIEHUN 06pa3oBaTe/IbHOro
npouecca no gucuuniavHe (Mooyno), BKJlouyas nepedeHb NporpaMMHoOro obecneyeHns U MHGOOPMaLMOHHDIX
CcnpaBoOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMOMUIA, MCMONb3YEMbIX MPU OCYLLECTBAEHUN 06pa30BaTENBHOrO NpoLecca no
OUCUMMNAVHE (MOLYNI0), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns n HGOPMALIMOHHbBIX CMPaBOYHBIX CUCTEM,
npenctasneH B MNpunoxeHnun 3 k paboyei nporpaMMe OUCLMMNNHBI (MOLYNS).

11. OnucaHue MarepuanbHO-TeXHMYecKomn 6a3bl, He06X0AMMOW AN OCYLUEeCTBNeHus o6pa3oBaTefibHOro
npouecca no aucuunnuHe (Moayno)

MaTtepuanbHo-TexHu4eckoe obecneyeHre o6pasoBaTenbHOro npoLecca no AucumnavHe (Moaynio) BKntoYaeT B cebs
cnenyrolye KOMMOHEHTbI:

MoMelleHnst 015 CaMOCTOSITEeNbHON PaboThl 0B6YYaAIOWMNXCS, YKOMMIEKTOBAHHbIE CreLmnannanpoBaHHoi Mebernbio (CToMbI 1
CTY/bs) ¥ OCHALlEHHbIE KOMMbIOTEPHOMN TEXHUKOW C BOSMOXHOCTbIO MOAK/MOUYEHUS K ceTn "VIHTepHeT" n obecriedeHnem
[OCTyNa B 3NEeKTPOHHYI0 MHOpOpMaLMOHHO-06pasoBaTenbHyto cpely KDY,

YyebHble ayamTopun s KOHTAKTHOW paboThl C NpenoaaBaTteneM, yKOMMIeKTOBaHHbIE CNELManM3npoBaHHON Mebenbo
(cTonbl 1 CTYNbS).

KomnbioTep 1 NpuHTEp 4ns pacrnedyaTtky pasaaToyHbiX MaTepuanos.
MynbTuMeguiiHas ayautopus.

12. CpencrtBa apanTtauuMm npenogaBaHUs AUCLUN/IMHBI K NOTPe6HOCTAM 00y4YaloLLuxcsi MHBanWAa0B U AL, C
orpaHU4YeHHbIMU BO3MOXHOCTSIMUA 34,0POBbSI

Mpw HeobxoOMMoCTK B 06pa3oBaTeNibHOM NPOLEcCe NPUMEHSIOTCS creaytolwme MeToabl 1 TexHonorum, obneryaroume
BOCMpUSTE NHpopMaLMK 0By4YaloWMMNCs MHBANIMAAMY U NLAMW C OrPaHNYEHHBbIMU BO3MOXHOCTSIMI 3[00PO0BbS:

- cO3[aHve TEKCTOBOW BepcUM Nto6Oro HETEKCTOBOMO KOHTEHTA LS €r0 BO3MOXHOro npeobpasoBaHus B
anbTepHaTMBHBLIE (POPMbI, YO0OHbIE ANS PA3NNYHbIX NONb30BaTENEN;

- CoO3[JaHne KOHTeHTa, KOTOprI7I MO>XHO NpencTaBnTb B pa3/iM4yHbIX Bnoax 6e3 noTepun OaHHbIX UK CTPYKTYPbI,
npenycMoTpeTb BO3MOXHOCTb MaCLUTaélllpOBaHl/lﬂ TekctTa un |/|306pa>|<eH|/||7| 6e3 noTepun KayecTea, NpenycMoTpeTb
OOCTYNHOCTb ynpaBneHnda KOHTEHTOM C KnaBnatypbl;

- CO3[4aHne BO3MOXHOCTEW AN 06y4atoWwmxcs BOCIPUHUMATL OLHY W Ty XXe MHPOPMaLMIo U3 pasHbIX MCTOYHMKOB -
HanpuMmep, TaK, 4Tobbl NMLA C HAPYLWEHNUAMU CyXa NONyyYani MHGOPMaLLMIO BU3YarbHO, C HAPYILEHWSIMU 3PEHUS -
ayananbHo;

- MPUMEHEHVEe NPorpaMMHbIX CPencTB, obecrneynBatoWwmx BO3MOXHOCTb OCBOEHMS HABbIKOB 1 YMEHWIA, CDOPMUPYEMbIX
OVCLUMNNIMHOM, 3a CYET anbTepHaTUBHbLIX CNOCOO0B, B TOM YUCNE BUPTYanbHbIX NabopaTopuii u CUMYNSILMOHHBIX
TEXHONOIIA;

- NMPUMEHEHNE LUCTAHUMOHHbIX 0Bpa3oBaTenbHbIX TEXHONOIMA 4N Nepeaayn MHGOopMaLIMm, OpraHn3aLmm pasnuyHblx
hOPM NHTEPAKTUBHOW KOHTAKTHOW paboTbl 0Byyarolwerocs ¢ npenogasaTteneM, B TOM Yucne BebrHapoB, KOTOpble MOTyT
6bITb NCNONb30BaHbI AN NPOBELEHNS BUPTYaNbHbIX NEKLUIA C BO3MOXHOCTbIO B3aVMOLENCTBUS BCEX YHACTHUKOB
OUCTAHUMOHHOIO 06y4eHUs, NPOBELEHUS CEMUHAPOB, BbICTYMNEHUS C LOKNALAMU U 3aLNTbI BbINOAHEHHBIX paboT,
NMpoBeAeHNS TPEHUHIOB, OPraHU3aLMy KONNEKTUBHON paboThl;
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- NpuMeHeHne oNCTaHUMOHHbIX o6paaoBaTeanb|x TEXHONOrnin ang opraHnsaumm oopM TEKYLLEro 1 NPOMEXYTOYHOro
KOHTPONA;

- YBENNYEHME NPOLOMXKNTENIbHOCTU caa4m oby4atolwmMcst UHBANULOM UK NINLOM C OFPaHNYeHHbIMU BO3MOXHOCTSIMI
30p0Bbs DOPM NMPOMEXYTOYHON aTTeCTALMMN MO OTHOLWEHMIO K YCTaHOBNEHHOW MPOAONXUTENBHOCTY UX CHAYN:

- NPOAOIXXUTENIbHOCTU CcOoa4n 3a4€Ta UM sK3aMeHa, nposoaonMoro B NUCbMEHHON oopme, - He 6onee 4eM Ha 90 MUHYT;

- NMPOOONXNTENbHOCTM NOAroTOBKM 06y4atollerocs K oTBeTy Ha 3a4éTe Unn aKk3ameHe, NPOBOAVMOM B YCTHOM doopMe, - He
6oree 4yeM Ha 20 MUHYT;

- NPOOOIXUTENNIbHOCTU BbICTYNNEHUA 06y'-|a|ou4eroc9| npu 3awunTte KprOBOI7I p8.60TbI - He bonee yem Ha 15 MUHYT.

Mporpamma cocTtasneHa B cooTBeTcTBUM ¢ TpeboBaHuaMu GIrOC BO 1 yyebHbIM nnaHom no HanpasneHuto 10.03.01
"NHdbopMaumoHHas 6e3onacHoCTb” 1 NPOOU0 NoAroToBkM "Be30nacHOCTb aBTOMATU3MPOBAHHbBIX CUCTEM",
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K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
651.5.12 OcHoBbI yripaBneHns MHGhopMaLunoHHO
6e30nacHoCTbH0

MepeyeHb nuTepartypbl, HEOOXOAUMOM 4Nt OCBOEHUS OUCLMIUINHBI (MOLOYNS)

HanpasneHnne nogrotosku: 10.03.01 - IHdpopMaumnoHHas 6e3onacHocTb
Mpodpomnb noarotoskn: GesaonacHoCTb aBTOMATU3UPOBAHHbIX CUCTEM
KBanudomkauus BeinyckHuka: bakanasp

dopma 0by4eHus: o4Hoe

SA3bik 0by4eHuns: pycckuia

"oa Hauana obyyeHus no obpasosatenbHoi nporpamme: 2020

OcHoBHas nuTeparypa:

1. Hectepos, C. A. OcHoBbI MHZDOPMaLMOHHOK 6e3onacHocTy : y4ebHoe nocobue / C. A. Hectepos. - 5-e nag., ctep. -
CaHkT-leTepbypr : laHb, 2019. - 324 c. - ISBN 978-5-8114-4067-2. - TeKCT: aNeKTPOHHbIV // NaHb :
3NeKTPOHHO-6ubnunoTeyHas cuctema. - URL: https:/e.lanbook.com/book/114688 (nata obpaweHus: 19.03.2020). - Pexum
LOCTyna: ons aBTopma. NONb3oBaTenei.

2. WaHbruH B.®., 3awmnta KoMnbloTepHOW MHpopMaunn. OddekTuBHble MeToabl U cpeacTea / WaHbrmn B.®. - M. : MK
Mpecc, 2010. - 544 c. - ISBN 978-5-94074-518-1 - TekcT : anekTpoHHbIli // OBC 'KoHcynbTaHT cTyneHTa' : [caiT]. - URL :
https://www.studentlibrary.ru/book/ISBN9785940745181.html (nata obpaweHuns: 19.03.2020). - Pexxum goctyna : no
noanucke.

3. babauw, A. B. MogenupoBaHue cuctembl 3awwmThbl MHcpopmMaumn. Mpaktukym : yuebHoe nocobue / E. K. bapaHosa, A. B.
Babaw. - 3-e nsa., nepepab. n gon. - Mocksa : PUOP : MIH®PA-M, 2020. - 320 c. - (Bbicwee obpasoBaHue). - ISBN
978-5-369-01848-4. - TekcT : anekTpoHHbIi. - URL: https://znanium.com/catalog/product/1052206 (nata obpalleHns:
19.03.2020). - Pexwum goctyna: no nognmcke.

JononHutenbHasa nuteparypa:
1. WaHbruH, B. ®. KomnnekcHas 3awmTa nHcopMaLmm B KOPNopaTBHbIX cUcTeMax : yuebHoe nocobve / B. ®. LWaHbruH.
- Mockea : DOPYM : MIH®PA-M, 2020. - 592 c. - (Bbicwee obpasosaHue: bakanaspuar). - ISBN 978-5-8199-0730-6. -
TekcT : anekTpoHHbIl. - URL: https://znanium.com/catalog/product/1093695 (nata obpaieHuns: 19.03.2020). - Pexum
[ocTyna: no NOAMNMCKe.

2. Maptbika, T. J1. MiHdpopmaumoHHas 6e3onacHocTb : yyebHoe nocobue / T.J1. MapTtbika, W.W. Monos. - 5-e usg.,
nepepab. n gon. - Mockea : POPYM : MHDOPA-M, 2020. - 432 c. - ISBN 978-5-00091-473-1. - TeKCT : aNeKTPOHHBIA. -
URL: https://znanium.com/catalog/product/1081318 (nata obpaieHus: 19.03.2020). - Pexum pocTyna: no noanmcke.
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lMpunoxerve 3

K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
651.5.12 OcHoBbI yripaBneHns MHGhopMaLunoHHO
6e30nacHoCTbH0

nepe'-IeHb MHPOPMaLIMOHHbIX TEXHONMOINMMK, UCNONb3YyeMbIX AJ1s1 OCBOEHUS AUCLUMIUHbI (MO,IJ,ynil), BKo4yas
nepe4yeHb nporpaMmMHOro obecneyeHns u MH(POPMaLIMOHHbIX CMPaBOYHbIX CUCTEM

Hanpasnenne nogrotosku: 10.03.01 - IHpopMaumnoHHas 6e3onacHoCcTb
Mpodomnb noarotoskn: GesaonacHoOCTb aBTOMATU3UPOBAHHBIX CUCTEM
KBanudomkauus BeinyckHuka: bakanasp

dopma 0by4eHus: o4Hoe

SA3bik 0by4eHms: pycckuia

"oa Hauana obyyeHus no obpasosatenbHo nporpamme: 2020

OcBoeHWe ancuMnInHbI (MOoyns) npeanonaraeT UCMnonb3oBaHne CneayolWero NPorpaMMHoro obecneyeHns u
VHPOPMAaLIMOHHO-CMPAaBOYHbIX CUCTEM:

OnepauuoHHas cuctema Microsoft Windows 7 MpodbeccuonanbHas unum Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

YyebHo-meToamyeckas nurepatypa ons AaHHOW ANCLMNANHBI UMEETCS B HANNYMK B 3NEKTPOHHO-6MBNNOTEYHOM cncTeme
"ZNANIUM.COM", nocTyn K KoTopoii npenoctasneH obyyatowmmes. I6C "ZNANIUM.COM" coaepXuT npom3BeneHns
KPYNHERILNX POCCUINCKMX YHEHBIX, PYKOBOAUTENEN rOCYapCTBEHHbIX OpPraHoB, Npenoaasarenei BefyLumnx By30B CTPaHsbl,
BbICOKOKBaNMULMPOBAHHbIX CNELManMCcToB B pasnnyHbix cgpepax busHeca. PoHnO 61bAmMoTeku cHopMUPOBaH C yHETOM
BCEX N3MEHEHNI obpa3oBaTenbHbIX CTaHAAPTOB W BKOYaET y4ebHuKN, yuebHble nocobus, yiebHo-MeToanYeCKme
KOMMneKchbl, MOHorpaduu, asTopedeparbl, Auccepraunm, 3HLUMUKNONEeANn, CRoBapu 1 CNPaBoOYHUKN,
3aKoHoJaTenbHO-HOPMaTMBHbIE AOKYMEHTbI, CrneLmnanbHbie Nepmoanyeckne n3naHns n n3naHus, Bbinyckaemble

nspartenbcteamu By30B. B HacTosiwee Bpems S5C ZNANIUM.COM cooTBeTCTBYET BCEM TPeOOBAHMSAM (oeepanbHbIX
rocynapcTBeHHbIX 06pasoBaTtenbHbIX CTaHAapToB Bbicwero obpasosaHust (PrOC BO) HoBOro NokoneHus.

CtpaHuua 10 ns 10.




