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CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. ®oHAO OLEHOYHBIX CPeacTB Mo AUCUUNMHE (MOaynio)

6.1. MepeyeHb KOMMNETEHLUIA C yKa3aHWEM 3TarnoB MX (POPMUPOBaHMS B MPOLIECCE OCBOEHUS 0bpa3oBaTenbHoii
nporpamMmbl 1 OOPM KOHTPOIS NX OCBOEHWUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHNA KOMMETEHUMN Ha pasnunyHbIX aTanax ux popmMmnpoBaHns,
onuncaHue wkKan oueHmnBaHun4

6.3. Tunosble KOHTPO/bHbIE 3a0aHNA NN NHble MaTepuanbl, HGOéXO,D,I/IMbIe Ong oueHkKun 3HaHI/II7I, yMean7|, HaBbIKOB U
(Mnn) onbiTa BEATENbHOCTU, XapakTepMayoLWmnx aTanbl OPMUPOBAHNS KOMMETEHLUMI B NPOLIECCE OCBOEHUS
06pasoBaTtenbHON NPOrpamMMmbl

6.4. MeTtoanyeckne matepuanbl, onpegendiowmne npouenypbl oleHnBaHuA 3HaHWN, yMean7|, HaBbIKOB U (I/IJ'II/I) onbiTa
0eATenbHOCTU, XapaKkTepusyowmx atanbl oOpMUpPOBaHNSA KOMMeTeHuunin

7. NepeyeHb nutepaTypbl, HEOHXOAMMOW ONS OCBOEHMS AUCLMNIMHBI (MOAYy”Ns)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALMOHHOW ceTh "IHTepHeT", HeobX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeToamnyeckme ykasaHus nns obyyatolmxcs no 0CBOEHWIO AUCLMMNMHBI (MOOYNS)

10. MepeyeHb MHOPMALMOHHBIX TEXHOMOMMIA, UCMONb3YEMbIX MPU OCYLECTBEHNM 0Bpa3oBaTeNibHOro npowecca no
LMCUMNAVHE (MOOYNIO), BKMOYAS NepeyeHb NPorpaMMHOro obecneyeHns n MHPOPMALIMOHHbBIX CMPaBOYHbLIX CUCTEM (NpK
HeobXoaMMOCTHK)

11. OnncaHne MaTepuanbHO-TeXHUYecko 6a3bl, He0bX0AMMOI ANs ocylwecTBNeHNs obpa3oBaTeNnbHOro npoLlecca no
aucumnnuHe (Mooynto)

12. CpeancTea agantauuy NpenofaBaHns AUCLMMNWHBI (MOSYNs) K NoTPebHOCTSM 06yyatoWwmxcs MHBANNLOB W NN, C
OrpaHUYeHHbIMY BO3MOXHOCTSMY 300POBbS

13. MNMpunoxeHue Ne1. doHA OLEHOYHbIX CPEOCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON AN OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. MNepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMMNINHBI (MOSYns),
BKNIOYAs NepeyeHb NPOrpaMMHOro obecneyeHmst 1 MHEOPMaLIMOHHBIX CMPABOYHBIX CUCTEM
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Mporpammy nucuunnuHel paspaboTtan(a)(vn) 3asenyownii kagoenpoi, K.H. (noueHT) Banves P.A. (Kadhenpa
NHAOPMaLMOHHBIX cuctem HU, OTaeneHne MHOPMaLMOHHbBIX TEXHONOTIA U SHEPTreTUYECKUX CUCTEM),
RAValiev@kpfu.ru ; poueHT, k.H. Xa3ues 3.J1. (Kacpenpa nHdopmaunoHHbix cuctem HU, OtaeneHne nHopMaunoHHbIX
TEXHOMOrni 1 aHepreTmyeckux cucrem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHMpyeMbIX pe3ybTaToB 06yyeHUst No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIMN BO

Obyuqarowumitcsi, OCBOVBWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnafaTth cneayowmnmMy KOMNEeTEHUUAMU:

LWndop PacwumndppoBka
KOMMeTeHuun npuobpeTaeMorn KOMNETEHLUN
Orik-3 CnocobeH pelwaTb cTaHLapPTHbIE 3a4a4y NPOECCOHANbHON AeATENbHOCTU Ha

OCHOBE MH(OPMALMOHHON 1 61BAMorpadomyeckoi KynbTypbl C MPUMEHEHUEM
MHEPOPMALVOHHO-KOMMYHUKALMOHHbBIX TEXHONOTWIA U C Y4ETOM OCHOBHbIX
TpeboBaHNin MHOPMaLMOHHOM 6e30MacHOCTY;

O6yyatolmiics, OCBOMBLUNA AUCLUMNNHY (MOOYNb):

JlonxeH 3HaTb:

@- MeTOobl M cpeacTBa obecneveHns MHPOPMALIMOHHO 6€30MACHOCTN KOMMBIOTEPHBIX CUCTEM
JonxeH ymeTtb:

- pewartb cTaHOapTHbIe 3a8a4M NPOgPECCUOHANBbHOW OesTeNbHOCTN Ha OCHOBE UHADOPMALIMOHHOM 1
6ubnunorpadon4eckoi KynbTypbl C MPUMEHEHNEM NHGPOPMALIMOHHO-KOMMYHUKALIMOHHbBIX TEXHONOMUIA U C y4eTOM
OCHOBHbIX TpeboBaHWi MHDOPMAaLIMOHHOK 6e30MacHOCTK;

JlonxeH Bnagetb:

9- A3blKamMu NPoLLefypPHOro U 06 bEKTHO-OPMEHTUPOBAHHOIO NPOrPaMMUPOBaHNS, HaBblkaMy paspaboTku 1 OTNaaKK
NporpamMm He MEHee YeM Ha OOHOM U3 anropUTMUYECKUX NPOLIEAYPHBIX S3bIKOB NMPOrPaMMNPOBaHNS BbICOKOrO YPOBHS

JlonxeH 0eMOHCTPUPOBaTbL CMOCOOHOCTb Y FTOTOBHOCTb:
- TOTOB MPUMEHSITb MONYYEeHHbIE HABLIKM Ha MPaKTUKe.

2. Mecto gucuunnuHbl (Moayns) B cTtpyktype OMOM BO

LaHHaa oucumnnmHa (Mogynb) BkntodeHa B pasaen "61.0.14 OucumnnuHbl (Mogynun)" OCHOBHOM NPOGIECCUOHASBHOWA
obpasoBatenbHoii nporpammel 09.03.02 "MNHopMaUNOHHbIE cUCTEMbl U TexHonornn (MHopMaLUMOHHbBIE CUCTEMBI 1
TEXHONOrMM)" 1 OTHOCMTCS K 06513aTeNbHbIM AUCUMMIMHAM.

OcBauBaeTcs Ha 4 Kypce B 8 ceMecTpe.

3. O6bem gucumnanHbl (MOAyNs) B 3a4eTHbIX eguHMLaX ¢ YKa3aHMeM KONMYecTBa YacoB, BbloeNIeHHbIX Ha
KOHTaKTHYI0 paboTy obyuyaloLuxcs ¢ npenopasaresnem (Mo BUAAM yuyeOHbIX 3aHATUI) U HA CaMOCTOSATE/IbHYIO
paboTy obyuatlomxcs

Obwas TpynoeMKOCTb AUCLMMNAUHBI cocTaBnseT 5 3aueTHbIx(ble) eanHuL(bl) Ha 180 yaca(os).

KoHTtakTHasi paboTa - 50 yaca(os), B TOM 4yucne nekuum - 20 yaca(oB), npakTuyeckme 3aHsTus - 0 yaca(os),
nabopaTtopHble paboTbl - 30 Yaca(oB), KOHTPONb caMocTosiTeNbHOM paboThl - 0 Yaca(os).

CamocTositenbHas pabota - 103 yaca(os).
KoHTponb (3a4éT / ak3aMeH) - 27 yaca(oB).
dopma NPOMEXYTOYHOIO KOHTPONS ANCLUMINHBI: 3K3aMeH B 8 cemecTpe.

4. CopepXxaHue ouCUUNNUHbI (MOAYNS), CTPYKTYpUpPOBaHHOE MO TeMaMm (pa3penam) ¢ yKkasaHMeM OTBeAeHHOro Ha
HUX KONTMYecTBa akageMU4ecKnx 4acoB U BUAOB y4eOHbIX 3aHATUN

4.1 CTpyKTypa U TeMaTU4eCKui nnaH KOHTaKTHOW M CaMOCTOsITENbHON paboThl N0 AUCLMNNIMHE (MOAYNIO)

Buaobl u yachbl
KOHTaKTHOW paborThbl,

Paspenbl oncumnianHbl / UX TPYyAOEMKOCTb CamocTtositTenbHas
N moayns CemecTp (B yacax) pa6ota
MpakTuyeckuelaboparopHble
Jlekumn 3aHATUSA paboTbl

1 Tema 1. lNpaBoBoe obecneyeHne
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MHpOPMaLMOHHOM He3onacHoCTH

CrpaHnua 4 13 21.
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Buabl n yachbl
KOHTaKTHOM paboThbl,
Paspenbl pucumMnavHebl / WX TPyAOEMKOCTb CamocTosiTenbHasi
N Moayns Cemectp (B yacax) paborta
MpakTnyeckumellabopaTtopHbie)
Jlekumn 3aHATUSA paboTbl
Tema 2. OCHOBbI MHCPOPMALMOHHOM
2. 6e3onacHoCTu 8 1 0 2 11
Tema 3. BesonacHocTb
8. onepaunoHHbIX CUCTEM 8 2 0 4 16
Tema 4. besonacHOCTb
4. BbIYUCNTUTENbHbIX CEeTEN 8 2 0 2 16
Tewma 5. BesonacHocTb cucTem
5 ynpaeneHus 6azamy faHHbIX 8 2 0 2 16
Tema 6. OpraHmsaunoHHoe
6./obecneyeHne NHOPMALIMOHHOA 8 2 0 4 16
6e3onacHoCTu
Tema 7. lNporpamMmHo-annapaTHble
7. cpencTsa 3awnTbl MHGopMaLmm 8 2 0 4 16
Tema 8. Kpuntorpadmyeckne
8. METObl 3aWmnTbl MHOOPMaLIMK 8 4 0 4 0
Tema 9. KomnnekcHoe obecrieyeHune
9.[uHPopMaumoHHo 6esonacHOCTK 8 4 0 6 0
ABTOMATM3MPOBAHHBIX CUCTEM
toro 20 0 30 103

4.2 CopepxaHue AUCUUMIUHBI (MOBYNS)
Tema 1. NpaBoBoe o6ecneyeHne NHPOpPMaLMOHHON 6e30MacHOCTU

KOHCTUTYUMOHHbIE rapaHTK NpaB rpaxaaH Ha UHGOPMaUMIO U MexaHU3Mbl X peanusaumu. MNMoHsTre 1 Buabl
3awmwaemon nHopMaumm no 3akoHoaatenbcTey P®. CucTeMbl 3alnTbl rOCYAAaPCTBEHHOM TaliHb! U
KOHbUAeHUManbHon nHgoopMauun. JinueHsnmpoBaHve n ceptudoukaumst B 06nacT 3amuTbl rocy1apCTBEHHON TaliHbI 1
KOHbUAEeHUMaNbHOM MHgopMauuy. 3alimTa nHTennekTyanbHon cobcteeHHocTH. MNpecTynnexus B cdoepe
KOMMbIOTEPHO HApopMaLIMN.

OpraHunsaunoHHo-NpaBoBoe obecneyeHne 3alnTbl KOMMbIOTEPHON MHCpopMaLN.

NayyeHue cuctembl 3awmTbl KOHGOUAEHUMANbHOW nHdpopMaumu. Moaenu nHgopMaLmnoHHo 6e30MacHoCTY;
MEXAyHapoHble N 0TeYeCTBEeHHbIe CTaHAAPThbl MHPOPMAaUVOHHOW 6e3onacHoOCTK, nonuTuka 6e3onacHoCTy;
nokasaTenn 3aluLUeHHOCTV CPeACTB BbIMUCIMTENBHOW TEXHVKU U KNacChl 3alWMLEeHHOCT aBTOMaTN3MPOBaHHbIX CUCTEM
OT HECaHKLIMOHVPOBAHHOMO AOCTYyNa.

Tema 2. OCHOBbI MHC(pOPMaLMOHHOM 6e30MacHOCTU

MoHsATUe HaumoHanbHol 6esonacHocTn Poccuiickoin dPepepaumn. MiHgopmaumoHHas 6e3onacHocTb (MB) B cucteme
HaumoHanbHol 6esonacHocTy PP, npobnembl MHOPMALIMOHHOM BOMHbLI. OCHOBHbLIE MOHATUS, 06WEMETOO0NOrMYeckme
npvHumnel Teopun NB. Mogenn nHGopMaUMOHHOM 6e30MacHOCTH; MEXAYHAPOAHbIE U OTEHECTBEHHbIE CTaHaapTh
VHgOOpMaLMoHHo Be3onacHoCTW, NoNnTUKa 6e30MacHOCTYW; NoKasaTeny 3alyLeHHOCTM CPEACTB BbIHUCIUTENbHOW
TEXHWUKW 1 KNacChl 3aWMWeHHOCT aBTOMaTN3NPOBaHHbIX CUCTEM OT HECAHKLIMOHMPOBAHHOIO Aoctyna. Yrposbl Vb.
OueHka u ynpasneHue puckamu. ObecrneyeHne KOHUOEHUMANBbHOCTW, LeIOCTHOCTU U AOCTYMHOCTU MHApopMaLUK.

Ob6ecneyeHne 6e30MacHOCTM 3NEKTPOHHOI NoYThl Npu paboTte B ceTn NHTepHeT.
OTtpaboTtka 6e30omnacHbIX MexaHn3MoB paboTbl ¢ Nno4yToi B cetn MIHTepHerT.

Tema 3. Be3onacHoCTb onepauMOHHbIX CUCTEM

O6wasn xapakTepucTuka onepaumroHHbIx cucTeM. HasHayeHne, BO3MOXHOCTU, MoAenv 6e30nacHOCTM onepaumoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHnsauus ynpasneHns ocTynom un 3awmtsbl pecypcos OC.
OcCHOBHble MexaH13Mbl 6e30MacHOCTW: CpeacTBa U MeToabl ayTeHTudpmkaumm B OC, Moaenu pasrpaHuyeHns ooctyna,
opraHm3aums 1 UCrnonb30BaHne cpeacTs ayamta. AoMuHucTpuposaHne OC: 3apayum 1 NPpUHLUMIBLI CONPOBOXAEHMNS
CMCTEMHOr0 NporpaMMHOro obecneyeHusl, reHepauus, HacTporika, U3MepeHne NPon3BoANTENBHOCTY U MoAMcUKaLNS
cucTem, ynpasneHue 6e3onacHocTbio OC.

BesonacHoCTb onepaumroHHbIX CUCTEM.
N3yyeHune ocHoBHbIX MexaHn3MoB He3onacHocT OC: cpencTea 1 Metoapl ayteHTUdukaumm 8 OC, mogenu
pa3rpaHndeHns noctyna, opraHn3aunsa n ncnonb3oBaHne CpencTs ayauta.

Tema 4. Be3onacHOCTb BbIYMCNNTESNbHbIX CETEN
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BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum
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MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsiook opraHn3aumm n ocylecTBAeHNs 0bpa3oBaTenbHON NeSTeNbHOCTM Mo 06pasoBaTebHbIM MPOrpamMMam BhICLIETO
0bpasoBaHus - nporpammam bakanaspuara, nporpammam crieumanmiTeTa, nporpamMmam MarmcTpatypbl (yTBepXaeH
npukasom MuHucTepctsa obpasosaHus u Hayku Poccuiickoin Pepepaunm ot 5 anpens 2017 roga Ne301)

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENbHON PaboThbl CTYAEHTOB BbICILMX Y4EOHbIX 3aBeAeHMA"

YcTae cheaepanbHOro rocynapcTBeHHOr0 aBTOHOMHOIrO obpasoBaTtenbHoro yupexaeHns "Kasarckuin (MpuBonxckuii)
denepanbHblil yHMBepcutet”

MpaBuna BHyTPEHHEro pacnopsaka goeiepansHOro rocy1apCTBEHHOr0 aBTOHOMHOMO 06pasoBaTeNbHOMO yYpeX AeH s
BbICLIEr0 NpoheccmoHansHoro obpasosarus "KasaHckuii (Mpusonxckuii) doeaepanbHblii yHUBEPCUTET"

NokanbHble HopMaTuBHble akTbl KasaHckoro ([prBonXckoro) doenepanbHOro yH1ueepcuTeTa

6. POHA, OLLEHOUYHbIX cpencTts no gpucuvninHe (MOAyﬂIO)

6.1 MepeyeHb KOMMETEHLUMI C YKa3aHWEM 3TanoB UX popMUpPOBaHUS B NPOLLECCE OCBOEHUS 06pa3oBaTe/ibHOM
nporpammbl U OOPM KOHTPOJISi UX OCBOEHMS

dopma KOHTpons OueHuBaeMmble
dran KOMNETEeHLIK TeMbl (paspenbl) AUCLUUNNUHBI
CemecTp 8
|TeKyLum71 KOHTpOﬂbl
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Otan

ddopMa KoHTpons

OueHnBaemble
KoOMMeTeHLUmn

Tembl (pa3nenbl) AUCLUMUHDI

1 [TectmposaHue

OrK-3

1. MNpaBoBoe obecneveHne NHPOPMALMOHHOK 6e30MacHOCTH
2. OCHOBbI MHPOPMaLMOHHON 6e30MacHOCTH

3. BesonacHocTb ONepauUmroOHHbIX CUCTEM

4. Be3onacHOCTb BbIYMCNUTENBbHbBIX CETEN

5. BesonacHocTb CMCTEM yrnpaBneHns 6asamm DaHHbIX

6. OpraHu3aunoHHoe obecneyeHne NHPOPMALIMOHHON
6e3onacHocTm
7. MporpamMmHo-annapaTtHble CpeacTBa 3alwuTbl MHOPMaLUn
8. Kpunrorpauyeckne Metoapl 3awmntbl HQOpMaLmm

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHon 6e30nacHoCTU
aBTOMATU3NPOBAHHbIX CUCTEM

paboTbl

NabopatopHble

OrK-3

1. MpaBoBoe obecnevyeHne NHPOPMaLMOHHOM 6e3onacHocTu
2. OCHOBbI MHPOpPMaLUMNOHHON BeaonacHOCTH

3. besonacHOCTb onepaunoHHbIX CUCTEM

4. Be3onacHOCTb BbIYMCIUTENBbHbBIX CETEN

5. BesonacHocTb cucTeM ynpasneHns 6azamm gaHHbIX

6. OpraHusaunoHHoe obecreyeHne MHOPMaLNOHHOM
6e3onacHocTn
7. lNporpamMMHo-annapaTHble CpeacTea 3awmnTbl MHGopMauum
8. KpunTorpadmyeckne metonpl 3awmTbl MHGOpMaLUUn

9. KomnnekcHoe obecneyeHne nHpopmMaumnoHHol 6eaonacHocTy
aBTOMaTM3NPOBAHHbLIX CUCTEM

Pedbepat

OrK-3

2. OCHOBbI MHPOPMaLMOHHON 6e30MacHOCTH

Sk3aMeH

OrK-3

6.2 OnucaHue nokasateneun n Kputepues OLeHUBaHUS KOMMNETEHLU MW Ha pa3nnyHbIX aTanax nx oopMupoBaHus,
onucaHue wkKan oueHnsaHuns

paboTbl BbicOKas.

paboTbl cpenHss.

Kputepum
Popma OL,eHUBaHUA 3ran
KOHTpoOns
OTNNYHO Xopoliuo Y nosn. Heyn.

CemecTp 8

TeKyL i KOHTPONb

TecTtupoBaHue |86% npasBuibHbIX Ot 71% b0 85 % Ot 56% 0o 70% 55% npaBunbHbIX
oTBeToB 1 Honee. NpaBWbHbLIX OTBETOB.  [MPaBUNbHbLIX OTBETOB.  |OTBETOB U MEHEE. 1

NabopatopHble [ObopynosaHue u O6opynosaHue 1 O6opynoBaHne 1 ObopynosaHue u

pabothl MEeTOoAbl MICNONb30BaHbl (METOAbI NCMOMb30BaHbl [METOAbI YHACTUYHO MEeTObl UCMONb30BaHbI 2
npasunbHo. NposiBneHa (B 0CHOBHOM NPaBubHO. [MCMONb30BaHbI HenpaBWibHO.
npesocxonHas MposiBneHa xopowas  |npaewnbHo. MposieneHa |lMposiBneHa
TeopeTmyeckas TeopeTnyeckas YyOOBNETBOPUTENbHAA  |HEYLOBNETBOPMTENbHASNA
NoAroToBKa. NMOAroToBKa. TeopeTumyeckas TeopeTmyeckas
Heobxoaumble HaBblkn [HeobxoauMble HaBblky  [MOAFOTOBKA. NOAroToBKa.

W YMEHWS NOMHOCTBIO (U yMEHUs B OCHOBHOM  [HeobxonmMmble HaBblku  |HeobxoamMble HaBbIKM
OCBOEHbI. PesynbTaT  |0CBOEHbI. Pesynbtar | yMEHUS 4aCTUHHO N YMEHUS HE OCBOEHbI.
nabopaTopHoii paboTbl |[nabopatopHoit paboTbl |ocBoeHbl. Pesynbtat  [Peaynbtat
MONHOCTbIO B OCHOBHOM nabopatopHoii paboTbl [nabopatopHoi paboThi
COOTBETCTBYET €€ COOTBETCTBYeET €€ 4aCTUYHO He COOTBETCTBYeT eé
uensm. Lensm. COOTBETCTBYET €€ Lensm.

uensm.

Pedbepat Tema packpbiTa Tema B OCHOBHOM Tema packpbita cnabo. |Tema He packpbiTa.
MONTHOCTBIO. packpbiTa. MpoaeMoHCTpMpoBaHo |MpoaeMOHCTPUPOBAHO 3
MponeMoHCcTprpoBaHo |[MPOAEMOHCTPUPOBAHO [yOOBNETBOPUTENBHOE  |HEYLOBNETBOPUTENBHOE
NpeBoCXoaHOe xopoluee BnaaeHue BNafeHne MatepuanoMm. [BnageHue Matepranom.
BNafeHne matepuanoMm. (MaTepranom. Ncnonb3oBaHHble Wcnonb3oBaHHble
Wcnonb3oBaHbl Wcnonb3oBaHbl WCTOYHMKN M CTPYKTYpa [MCTOYHMKM
Haanexatue Hagnexawue paboTbl YacTUYHO HEe[0CTaTOYHbI.

WCTOYHMKW B HYXXHOM  [MCTOYHMKM. CTpYKTypa |COOTBETCTBYIOT CtpykTypa pabotbl He
konnyectee. CTpykTypa |paboTbl B OCHOBHOM NMOCTaB/EHHbIM COOTBETCTBYET
paboTbl COOTBETCTBYET [COOTBETCTBYET 3apayvam. CteneHb MOCTaBNIEHHbIM
NMOCTaB/EHHbIM MOCTaBNEHHbIM CaMOCTOSITENIbHOCTU 3apayam. Pabota
3apayvam. CteneHb 3apayam. CteneHb paboTbl HU3Kas. HecaMoCTosTeNbHa.
CaMOCTOSITENILHOCTU CaMOCTOSITENILHOCTM
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dopma Kputepum dran
KOHTpoOns OLLeHMBaHMS
OTnN4YHO Xopoluo Y nosn. Heyn.

Ok3ameH O6yyatowwuniics Obyyatowmiicst O6yuatolwwuniics Obyuyatowmiicst
obHapyxmn obHapyxun nonHoe obHapyXun aHaHue obHapyxmn
BCECTOPOHHE®, 3HaHue OCHOBHOrO 3HauYuUTenbHble Npobenbl
cucTeMaTnyeckoe u y4eBHO-NPOrpaMMHOro  |y4ebHO-NPOrpaMMHOro  |B 3HAHWNSX OCHOBHOMO
rny6okoe 3HaHue maTtepuana, ycnewHo |vatepuana B obbeme, [y4ebHO-NporpamMmMHOro
y4eOHO-NPOrpaMMHOro  |BbINOMHWA HeobxoAMMOM NS MmaTtepwvana, LonycTun
martepuana, ymeHme npeLyCMOTPEHHbIe nanbHerwen y4ebbl U [NMpuHUMNnanbHble
cBOOOHO BBIMOMHSATE  |MpOrpaMMon 3aaaHns, |npeacTosiwei paboTel  |oWnOKW B BbINMONHEHWN
3ajaHus, YCBOW/ OCHOBHY!HO no npodpeccun, npenyCMOTPEHHbIX
npenycMoTpeHHbIe nuteparypy, crnpaswuncs ¢ Nporpammoii 3afaHui n
NnporpamMoi, yceoun  [pekoMeHOoBaHHyHo BbINO/IHEHNEM 3aAaHuit, [He cnocobeH
OCHOBHYIO NUTepaTypy 1|nporpammori npemnycMOTPEHHbIX NPOLOMXUTL 0ByYeHue
3HaKoM C OMCUWMNVHBI, NoKasan |NporpamMmoli, 3HakoM € |Mnn NpUCTYNUTL Mo
LOMONHUTENbHOM crcTeMaTnyeckuii OCHOBHOW NTepaTypo, |oKOHYaHUK
nuTeparypo, XapakTep 3HaHWM No0  |PEKOMEHA0BAHHO yHMBEpcUuTeTa K
pekoMeHa0BaHHOM OMCUUNVHE 1 nporpammoii NPOgECCMOHANbHOM
nporpammoi cnocobeH K ux OVCUMNVHBI, AONYCTUN |OesTensHoCTM 6e3
OUCUMNVHBI, YCBOUA  |CaMOCTOSATENIbHOMY MOrpewWwHOCTA B OTBETE [OONONHUTENbHBIX
B3aMMOCBSI3b OCHOBHbIX [MONONHEHMIO 1 Ha aK3aMeHe ¥ npu 3aHSATUI Mo
NOHATUI ANCLUMMNINHBI B [0BHOBNEHWIO B XO4€ BbIMNONHEHUN COOTBETCTBYIOLWEN
NX 3Ha4YeHUN OJist LanbHelwen yyebHOW  |9K3aMeHaUMOHHbIX OMCUMNVHE.
npuobpeTtaemoit paboTbl 1 3afaHuii, Ho obnapaert
npodgpeccuun, Nposisun  [npodoeccrmoHanbHowm HeobXoaMMbIMU
TBOpYecKme LesTenbHOCTU. 3HaHVSIMW ONS UX
cnocobHocTy B ycTpaHeHus nofg
NOHMUMAHWK, N3NOXEHNUN PYKOBOLACTBOM
1 MCMNONb30BaHU npenogaeaTensi.
y4e6HO-NPOrpaMMHOro
martepuana.

6.3 TunoBble KOHTPONbHbIE 3a8aHUs UK UHble MaTepualbl, He00XoaMMbie OIS OLLEHKWN 3HaHUW, YMEHUNA,
HaBbIKOB U (MW1M) onbiTa AeATeNbHOCTU, XapakTepu3yloL X atanbl joopMUpoBaHUA KOMNETEHLUN B npoLiecce
0CBOeHMusi o6pa3oBaTeNibHOW NpPorpaMMbl

CemecTp 8

TekyLwWUin KOHTPONb

1. TecTupoBaHue

Tembl 1,2, 3,4,5,6,7,8,9

Tema 1. MNpaBoBoe obecrneyeHne MHPOPMaLMOHHO BesonacHoCTy.

1) Kakoi dpeiepanbHblii 3aKOH perynupyeT OTHOWEHMS B cdpepe 3alimTbl KOMMbIOTEPHOW MHpopMaumnn?
®depnepanbHblil 3akoH 0T 7.07.2004r. €122-a4 ?0 3awute nHgopmaummn?.

depeparnbHblii 3akoH 0T 27.07.2006r. €149-¢p3 206 uHopMaLmm, MHPOPMALIMOHHBIX TEXHONOMMSX 1 O 3almTe
nHgopmaumum?.

®depepanbHblil 3akoH 0T 21.05.2002r. €35-r13 ?VIHdopMaLOHHbIE TEXHONOTUN 1 O 3almTa MHpopmMauun B
aBTOMaTU3MPOBAHHbBIX NHCPOPMALMOHHbBIX cucTemax?.

2) HazoBuTte npaBoBOE OCHOBaHME NpoLecca NMLEH3NPOBAHUS U CepTUIMKaLMM B 0BNacTu 3awmTbl rocyLapCTBEHHOM
TaliHbl N KOH(PMAEHUMANBHON MHApOpMaLMN.

MoctaHoBneHme MNpaBuTtensctBa Poccuiickoin Pepepauun 013.03.2002r. 7?0 NuLEH3NPOBAHUN [ESTENBHOCTA MO
pa3paboTke U NPOV3BOLCTBY CPEACTB 3alMTbl B 06/1aCTM 3aLUMTbI FOCYLAaPCTBEHHOW TaHbI?.

MNoctaHoeneHune MNpasuTtenbctea Poccuiickoin Pepepauun ot 3.03.2012r. ?0 AMLEH3MPOBaHMN OEATENBHOCTA MO
paspaboTke 1 NPON3BOACTBY CPELCTB 3aAlNTLI KOHPUAEHLMANBHON MHGopMALLUN?.

MNMoctaHoeneHue MNpaeuTtensctea Poccuiickoin Pepepauun ot 13.02.2010r. ?0 nuuUeH3MPOBaHUN OeATENBHOCTM NO
paspaboTke CPencTB 3aluThl KOHPUAEHLUANBHON NHCpopMaLMn?.

3) 3awmTa nHgopmaumm ? aTo..

KOMMNEKC MEPOMNPUSATUIA, HanpaBneHHbIX Ha obecneyeHne HPOPMaLMOHHON 6e3onacHoCTy;

npouecc pas3paboTkm CTPYKTYpbl 6a3bl AaHHbIX B COOTBETCTBUM C TpeboBaHWsIMM Nonb30BaTeneli; Hebonblas nporpamMma
014 BbINONHEHWS OnpeneneHHon 3anaym

4) Mok nHpopMaumnoHHol 6e30NacHOCTbI0 MOHUMaEeTCs ?
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orpamma aucumnnnunHbl "ViHgpopmaumoHHas 6esonacHocTb"; 09.03. HJOOPMaLIMOHHbIE CUCTEMbI 1 TEXHONoruKn",
n "N 6 ";09.03.02 "W "

3alWMWEHHOCTb UHCPOPMALMM 1 NOAAEPXMUBAOLLEN UHCPPACTPYKTYPbI OT CNyYaliHbIX AW NPeaHAMEPEHHBIX BO3LEACTBUN
€CTECTBEHHOIO NN CNy4aliHOrO XapakTepa, KOTOpbIe MOryT HAHECTW HempueMnemblii yuwepd cybbektam
WHPOPMAaLIMOHHBIX OTHOWEHWI B TOM Y/C/E BNafenbLaM 1 Nofb30BaTensm MHAopMaLmm 1 noaaepXxusatoLLei
VHPPACTPYKTYPE; NPOrpaMMHbI NPOAYKT 1 6a3bl 4aHHbIX JOMKHbI ObITb 3alWMLLEHbI MO HECKONBKMM HaNpaB?1eHusM OT
BO3LENCTBMS; HET MPABUNBHOrO OTBETA

Tema 2. OcHOBbI MHPOPMAaLMOHHO 6e30MacHOCTH.

1) Kakoe Konn4ecTtBo YpOBHEN COAEPXKUTCS B CUCTEME 3aWMTbl OT Yrpo3 HapyleHUs KOHPUAEHUMaNbHOCTH
nHdopmaunm?

56,7

2) oeHnTndoukaumsa ? ato ?

npucBOeHNe cybbekTam A0CTyrna YHUKaNbHbIX MAEHTUGUKATOPOB;

npuUcBoeHMe cybbekTam AOCTyna onpeneneHHbIX Npas LOCTyna;

npoBepka NPYHaANEeXHOCTM CyObekTy [OCTyna NPeabABNEHHOIO UM UAEHTUMKaTopa.
3) OT Yero 3aBncUT UHGOPMaLMOHHast 6e3onacHOCTb?

OT KOMMbIOTEPOB; OT NoAAEPXUBAtOLWEN MHPACTPYKTYPbI; OT MHCpopMaumn

4) OCHOBHble COCTaBnALWMNE MHOPMALMOHHON 6e30MacHOCTH:

LEeNOCTHOCTb; NOCTOBEPHOCTb; KOH(PMAEHUNANBHOCTD

Tema 3. Be3onacHOCTb OnepaumOHHbIX CUCTEM.

1) Yto npencraenset n3 cebst cepTndomkat onepaumoHHOR CUCTEMbI?

WwecTHaaUuaTepuyYHyo NoAnMch, CBA3bIBAIOLYIO 3Ha4YeHNe obLero Knya ¢ naeHTudgukaumnel Yenoseka, yCTponcTea unm
cepBuca, KOTOpbIii COAEPXNT COOTBETCTBYHOLWNIA NNYHBIA KNHOY;

BOCbMEPUWYHYIO MOAMMUCH, CBA3bIBAIOLWYIO 3HAYeHNe 0BLWero Knoya ¢ naeHTudukaumnein Yenoseka, ycTponcTea nnm
cepBuca, KOTOpbIA COAEPXUT COOTBETCTBYIOWMIA NNYHBIA KNHOY;

IIBOMYHYIO NMOANUCH, CBS3bIBAIOLLYIO 3HAYEHMEe 0BLWero ko4ya ¢ naeHTuguKaumnen Yenoeeka, ycTponcTea Unm cepsuca,
KOTOPbIA COOEPXMT COOTBETCTBYIOWMIA INYHBIA KITHOM.

2) Ha 4yem ocHoBaH MexaHn3M ayTeHTUdMKaLMMN C CUHXPOHU3aLNEN NO BPEMEHN?

Ha 3Ha4YeHUN onpeaeneHHoOro NPoOMeXyTka BpEMEHU; Ha anropuTMe, KOTOpbIn Yepes onpeaeneHHbIi MHTepBan BpeMeHN
reHepupyeT cly4yaiiHOe YMCNO; Ha CXEME C MCMO/b30BaHNEM CJI0Ba-BbI30BA.

3) DoctynHocTb ? a10?

BO3MOXXHOCTb 32 MpUeMiemMoe BpeMs Mony4nTb Tpebyemyto MHGOPMaLMOHHYIO YCNYTy; Nornyeckasi He3aBNCUMOCTb; HET
NpaBuUNbHOrO OTBETA

4) LlenocTtHocTb ? 3T0..

LENOCTHOCTb MHAPOPMaLIMK; HEMPOTMBOPEYMBOCTb HGDOPMALIMW; 3aLUMILEHHOCTb OT PaspylleHns

Tema 4. 5e30NacHOCTb BbIYMCUTENBHbBIX CETEN.

1) HazoBuTe KpunTtorpadmnyeckuini nakeT, UCNoNb3yeMblii Ons WndpoBaHmus.

OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceTeBas cnyx6a, npefHasHa4YeHHas! Onsl LeHTPann3oBaHHOMo peweHns 3anady ayTeHTndomkaumm u astopmsaunm B
KPYMHBIX CETAX; anropuTM WNMPOBaHNS Ha OCHOBE OTKPbLITBIX KJTIOYEN; CUMMETPUYHbIVA aNrOpUTM WNGOPOBAHNS.

3) KoHdomoeHumanbHOCTb ? 3T0..

3almTa 0T HECAHKLMOHNPOBAHHOMO [OCTYNA K MHGOPMALIMK; MPOrpamMm 1 NporpaMMHbIX KOMMNEKCOB, 06eCneymBaroLLmx
TEXHOMNOrMI0 pa3paboTky, OTNALKM 1 BHEAPEHUS CO34aBaeMbIX NPOrPaMMHbIX MPOOYKTOB; ONvMcaHne npouenyp

4) [Ins yero co3nalnTCcs MHPOPMALNOHHbIE CUCTEMBI?
nony4yeHns onpeneneHHbIX MHEOPMAaLIMOHHBIX ycnyr; 06paboTku MHpopMaLum; BCe O0TBEThI NPaBUNIbHbIE

Tema 5. BesonacHocTb cucTeM ynpasneHns 6asamm LaHHbIX.

1) Kakor Tvn TexHonoruv wmdgoposaHus He nogaepxusaet SQL Server 20087

paclmnpeHHoe yrnpasneHue knodamu - Extensible Key Management (EKM);

npo3payHoe wudpposaHne gaHHbix ? Transparent Data Encryption (TDE);

3akpbiToe WngposaHue gaHHbIX - Closed Data Encryption (CDE).

2) Ucnonb3ays kakoi NpoToKon MOXHO obecrneunts 6esonacHyio nepenady AaHHbIX C KNMeHTa Ha cepBep?
SSL/SSH; SSR/SSH; SSK/SSH

3) LlenocTHOCTb MOXHO noapasfnenutb:

CTaTM4YECKYI0; AMHAMUNYHYIO; CTPYKTYPHYIO

4) ['ne NpMMEHSI0TCS CPeACcTBa KOHTPONS AUHAMMYECKOW LLeNOCTHOCTN?

aHanu3e noToka MHAHCOBbLIX CO0BLWEHWNIA; 06paboTke AaHHBIX; MPU BbISBAEHUN Kpaxu, OyOnnpoBaHns oTaeNbHbIX
coobLweHui

Tema 6. OpraHn3zaunoHHoe obecreyeHne MHPOPMALIMOHHOK 6e30MacHOCTU.
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1) UTo Henb3si OTHECTW K OpraHM3aUnoHHLIM MepaM 1 Mepam obecneyveHmnst gousndeckor 6esonacHocTn?
cnyx6a oxpaHbl 1 ranyecko 6e30nacHOCTY;

pernameHTauus nopsaka paboTbl ¢ HOCUTENSIMU, CoaepPXalnMM KOHUAEHUNANbHYO MHAOPMAaLNIO;
naponbHas cucTema ayTeHTugunkaumm.

2) B uncno knaccos TpeboBaHuii noBepms 6esonacHocTn "O6WwmMx KpUTepres" BXOAAT: (2 BapnaHTa oTBeTa)
paspaboTka; oLeHka Npodouns 3alWnTbl; cepTmukaLmns

3) Kakume TpyaHOCTU BO3HUKAKOT B MHGPOPMALIMOHHbBIX CUCTEMAX NPW KOHUAEHLMANBHOCTN?

CBELEHNS O TEXHNYECKMX KaHanax yTeuykm uHdopMaLnm SBRSOTCS 3aKpbITbIMU; HA MyTN NONb30BATENbCKOM
KpUNTOrpacpun CTOSIT MHOTOYMCIIEHHbIE TEXHMYECKME NPOBEMbI; BCe OTBEThI NMPaBU/bHbIE

4) Yrposa ? at0?

noTeHumnanbHas BO3MOXHOCTb onpeaeneHHbIM 06pa3oM HapywWwuTb MHAPOPMaLMOHHY0 6e30nacHOCTb; cucteMa
MPOrpaMMHbIX SI3bIKOBbIX OPraHN3aLMOHHbIX 1 TEXHUYECKUX CPeAcTB, NpeAHa3HaYeHHbIX AN HAKOMNEeHUs 1
KONNEKTMBHOIO NCMONb30BaHNS AaHHbIX; NPOLECC onpeaeneHns 0TBevaeT Ha Tekyllee CoCTosiHMe pa3paboTku
TpeboBaHUSIM OaHHOro aTana

Tema 7. [NporpamMmHo-annapartHble cpeacTsa 3awWwmTbl MHhopMaLmu.

1) HasosuTe poccuiickyto pa3paboTky No reHepauum OTKPbITbIX KIHOYeEN.

Nan-wwndop, Bektop, Kpuntollpo

2) HazoBsute cuctemy npenoTepalleHns BTOPXEHNIA

IDS; IPS; IRS

3) Yto 0THOCMTCS K OpraHn3auroHHbLIM MEPOMNPUATUSAM:

XpaHeHue [OKYMEHTOB; MpOBEeLeHMNE TECTUPOBAHNS CPEACTB 3almnTbl MHGOPMAaLMK; MPOMYCKHON PexmMm
4) Kakve cpencrea Ucnonb3yeTcs Ha MHXEHEPHbIX U TEXHUYECKUX MepPONpUATUSIX B 3almuTe nHgopMaLmu:
annaparHble; KpunTorpadpuyeckme; mamyeckue

Tema 8. Kpuntorpadpuyeckme MeToabl 3awwmntbl nHHOOPMaLMK.

1) Kakor anropnTtm sIBNSIeTCS yCTAPEBLMM U HE UCMOMNb3yeMbIM B HacTosWee BpemMa?

DES, AES, DSA

2) Kakoit anroputm ncnonbayeTcst ANl WMPPOBaHUS AaHHbIX B cUCTEME MOOMIbHOM LMGOPOBOIA CBSI3N?

A3; A4; A5.

3) NporpammHble cpencTea ? a10?

crneumanbHbie NPorpaMMbl U CUCTEMBI 3aLUMTbI MHGPOPMALIMN B MHGDOPMALIMOHHBIX CUCTEMAX PasnNYHOro Ha3Ha4YeHus;
CTPYKTypa, onpeaensiowas nocnenoBatenbHOCTb BbINMONMHEHMS Y B3aUMOCBSA3M MPOLIECCOB, AENCTBUIA U 3a8a4 Ha
NPOTSXEHMUN BCErO XUIHEHHOIO LMKNA; MOAENb 3HAHWUI B oOpMe rpadoa B OCHOBE TakuxX MOLENEN NEXUT Naes O TOM,
4TO NtoboE BbIPAXEHNE N3 3HAYEHMNIA MOXHO NPELCTAaBUTb B BUAE COBOKYNMHOCTU OOEKTOB 1 CBA3N MEXOY HAMM

4) Kpuntorpadmyeckne cpencrea ? at0?

cpefcTsa creunanbHble MaTemMaTnyeckme 1 anropuTtMmMyeckne cpencTsa 3awmTbl MHpopmauum, nepegasaemble no
CEeTAM CBSI3M, XpaHuMoli n obpabaTbiBaeMoii Ha KOMMbOTepax C NCMONb30BaHNEM METOLOB WIPOBAHWS; cneuunanbHbie
nporpammbl U CUCTEMbI 3aWNTbl MHPOPMALMK B MHCPOPMALMOHHBIX CUCTEMAX Pa3IMYHOIO HA3HAYEHWS; MEXaHU3M,
NO3BONSAOWMNIA NOSYYNTb HOBbIA KNacc Ha OCHOBE CYLLECTBYIOWEro

Tema 9. KomnnekcHoe obecneyeHne NHPoOpMaLMoHHOM 6e30MacHOCTM aBTOMATU3UPOBaHHbBIX CUCTEM.

1) Ha3oBnTe aneMeHT CUCTEMBI 3aALLMTHI BHEWHENO NEPUMETPA aBTOMATU3NPOBAHHON CUCTEMBI.

DIS, IPS, EFS

2) MonnTtunka 6€30NacHOCTM CTPOUTCS Ha OCHOBE:

0bwux npenctasneHnii 06 MIC opraHnaaumm; 3y4eHns NoaMTUK POLACTBEHHBIX OPraHU3auuii; aHanm3a prckos.
3) OcHoBomnonarawlme LOKyMEHThI 45is obecneyeHns 6e30nacHOCTY BHYTPW OpraHmM3aLmn:

TPYLOBOI LOrOBOP COTPYAHUKOB; LOMXKHOCTHbIE 06513aHHOCTM PYKOBOAMTENEN; KONNEKTUBHBI/ AOr0BOP

4) K opraHn3aumoHHO - aAMUHUCTPATUBHOMY 0BecrneyeHnio MHZOPMaLmM OTHOCUTCS:

B3aMMOOTHOLIEHWS UCMONHUTENE; NOAB60p NepcoHana; pernaMmeHTaLmns NPOM3BOACTBEHHON LeSTENbHOCTU

2. labopatopHble paboTbi

Tembl 1,2, 3,4,5,6,7,8,9

OpraHn3aunoHHO-NPaBoBoe obecrneyeHre 3alnTbl KOMMBIOTEPHOW MHCDOPMaLIMN.

N3yyeHne cnctembl 3awmnTbl KOHpUAEHLMANBHOW MHGopMaumn. Mooenn nHgopmaumoHHon 6e30nacHocTy;
MEXyHapOHble U OTEYECTBEHHbIE CTaHAaPThl MHAPOPMALIMOHHOM Be3onacHOCTKM, nonnTnka 6e30nNacHOCTU; nokasaTenu

3awmnueHHOCT cpencTs BblYNCANTENBHON TEXHUKM N KNAaCChl 3alMLLEHHOCTHN adBTOMaTnU3NPOBAHHbIX CUCTEM OT
HeCaHKUMOHMPOBAHHOIO AocTyna.

ObecneyeHne 6e30MacHOCTM INEKTPOHHOW NoYThl Npy paboTte B ceTn VIHTEpHeT.
OTtpaboTka 6e3onacHbix MexaHN3MOB paboThl C NO4YTON B ceTh VIHTepHeT.
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BesonacHocTb onepaLmoHHbIX CUCTEM.

I/I3yqu|/|e OCHOBHbIX MexaHn3MoB HesonacHoctn OC: cpencTea U MeTodbl ayTeHTUomKaumn B OC, mogenu
pasrpaHnyeHna nocTyna, opraHn3auna n ncrnonb3oBaHne CpenctTs ayouta.

cnonb3oBaHWe MeXCETEBbIX 9KPaHOB Npw paboTe B NOKANbHOW BbIYMCIUTENBHOW CETW NPeanpusATAs U ceTn VHTepHeT.
N3yueHune npnHUMNoB paboTbl 1 BO3MOXHOCTEN NPOrpaMMHbIX CPeACcTB 0becneyeHns ceTeBoi 6esonacHocTy.

BezonacHocTb cucteM ynpaeneHust 6a3amu LaHHbIX.

N3yueHue B3aumopeiicteust CYBL u 6asosoin OC, XypHanusauums, METOAb! 1 CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U
BOCCTaHOBNEHUs 6a3 gaHHbIx. 3awmTta 6a3 JaHHbIX OT annapaTHbIX 1 NporpaMmMHbix cboes. ObecneyeHne 6e30nacHOCTU
noctyna k 6a3am AaHHbIX B TEXHONOrMU KNIMEHT/cepBep. 3aaaym 1 nporpaMmMHo-annapaTtHble CpecTBa anMuHucTpaTopa
6e3onacHocTn 6a3 OaHHbIX.

MporpaMMHo-annapaTHble CpeAcTBa 3alnTbl KOMMNboTepHo nHdopmaummn ot HC .

N3yyeHne Ha3HaYeHUs 1 NPUHLUMNOB CO3AaHUS MPOrpPaMMHO-anmnapaTHbiX CpeacTe obecneveHnst MHPOPMaLMOHHO
6e3onacHocTV. TUNoBas CTPYKTypa KOMMIEKCHOW CMCTEMbI 3almTbl MHdopmMauun ot HC L.

NHgppacTpykTypa oTkpbiToro kntoya B Windows 2003 1 ee NprMeHeHUe B pasinyHbIX NPUIOXEHNSX.
AnmMuHuctpuposaHue OC: 3a8aqv v NPUHLMMNBI CONPOBOXAEHNS CUCTEMHOMO NPOrpaMMHoro obecneyeHusi, reHepaumsl,
HacTpoiika, U3MepeHne NPOU3BOANTENbHOCTY 1 MOAMMMKALNS cucTeM, ynpaeneHve 6esonacHocTbio OC.

ACUMMETPUYHOE WNHPOBAHNE. DNEKTPOHHO-LUMMPPOBAS NOAMUCH.

NayueHune kpunTorpadpryeckux METOL0B 3alnTbl MHpopMaummn. MoeHTudprkaums n ayTeHTMdomkaumns nonb3osarensi.
BsanmHasi npoBepka NoAnvMHHOCTY nonb3oBateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 9NEKTPOHHAs LMdpoBas
noanuce.

MeTonp! BbisBneHus kananos HC .

3. Pecpepar

Tema 2

. Hactpoiika 6e3onacHoctn OC Windows npw paboTe B cetu

. OpraHuzaums mep no 3awute

. PaspaboTtka METOAMKM NPOTUBOLEACTBUS COLMANBHOMY UHXWUHUPUHTY

. OpraHunsaums aHTMBMPYCHOW 3almnTbl HACTHOrO NpeanpuaTms

. OtTnpaBka coobuieHns B byayuee

. Kpuntorpadgoumyeckne cucrtembl 3awmTbl GaHHbIX

. MpecTtynnexus B cchepe KOMNbIOTEPHON NHGOPMAaLIMK

. KomMnbioTepHas npecTynHOCTb U KOMMboTEpHas 6e30MacHOCTb

. OTBETCTBEHHOCTb 3a HapPYLEHNS B cdoepe UHOPMAaLMOHHOro Npasa

10. KoMnnekc TexHn4eckux peweHnin no 3awmte nHdpopmaumnm, 3annmcaHHom Ha oT4yXaaeMblX SNEKTPOHHbBIX HOCUTENAX
11. 3awwuTa No4YTOBbLIX COOBIWEHNI

12. SawmTa 6a3 gaHHbIX

13. 3awmTa LMdpoBoi NHopMaLMn MeToaammn cteraHorpadomm

14. Kpyntonorus: noACTaHOBOYHO-NEPECTAHOBOYHbIV WNKPP 1 €ro NPUMEHEHNE
15. Hdpopmauus n nuyHas 6esonacHocTb

16. 3awmra nHcpopmauun B NIBM. Wndop Mneicbepa

17. 3awuta uHopMaLmmM 0T HECAHKLIMOHNPOBAHHOMO [OCTYNa METOAOM KpunTonpeobpasosaHuns ObecrneyeHne
MHPOpMaLMOoHHo 6e3onacHocTu B ceTu Internet

18. VICTOYHVKM BO3HWKHOBEHNS 1 MOCNEACTBUS peanv3auun yrpo3 MHROPMaLMoHHO 6e30nacHoCTH

19. PoccuiAckmii pbiHOK MHCDOPMALLIMOHHOM 6e30NacHOCTM

20. Cuctembl pacnpenenenus npas (Rights Management Systems)

21. PelweHne coBpeMeHHbIX NpobneM NHopMaLMOHHO 6e30MacHOCTM KOPNOPAaTUBHbIX BbIYMCIUTENBHBIX CETEN
22. Cnam 1 HOpMbI NONb30BaHUS CETbIO

23. 3awwmTa nHpopmMaumm B rnobansHol cetu

24. Cuctemsl 06HapY)KeHI/I9I aTtak. (AHaJ’II/ISaTOpr CeTeBbIX NPOTOKONOB U CeTeBble MOHI/ITOpr) KpI/II'ITO}'IOFMFIZ TOYKN
CONPUKOCHOBEHNA MAaTeEMaTUKN N A3blKO3HAHUA

25. Kananbl yTeykn nHpopmaumnm

26. NpecTtynneHus B cdpepe KOMMNbIOTEPHON MHpopMaLmm

27. KoMnbloTepHast NpecTynHOCTb 1 KOMMbloTepHas 6e3onacHoCTb

Ok3ameH

Bonpochbl k sk3ameHy:

1. MHdpopmaLmoHHas 6esonacHocTb. ba3oBble CBOMCTBA 3almMwaemMoi MHgopmMaumu.

O©ooNOOOTh~WN =
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2. MeToabl obecrnevyeHns MHPOPMALIMOHHON 6e30MacHOCTH.

3. Yrpo3bl MHhopMaLmoHHoii 6esonacHocTu. Knaccudhmrkaums yrpos. Metoabl nepeuncneHns yrpos.

4. CTpyKTypa CMCTEMBI 3aLUNTLI OT YrPO3 HAPYLWEHNS KOHPUAEHUNANBHOCTM NHGDOPMaLIAN.

5. OpraHu3aumnoHHbie Mepbl 1 Mepbl obecrnevyeHnst Prnsm4eckon 6e30nacHoOCTU.

6. NoeHtTudprkauns v ayteHtmgoukaums. basosas cxema naeHtndmkaumm n ayTeHTgoukaumm.

7. Metogpbl ayTeHTUdmKaL MK,

8. OcoBeHHOCTU NaponbHbIX cUCTEM ayTeHTudpmkauum. OCHOBHbIE Yrpo3bl 6630MaCHOCTU NAPONbHbBIX CUCTEM.

9. OcHOBHblE pekoMeHJauuy Npu NPakTM4eCcKor peannsaumnm naponbHbIX CUCTEM.

10. MeTtonbl xpaHeHusa naponei. lNepenaya naponen no cetu.

11. PasrpaHunyeHme goctyna. JUCKPELNOHHbIA U MaHOATHbIA METOAbl pasrpaHnyeHns goctyna. Marpuua goctyna.
12. PasrpaHuyeHne goctyna. Ponesoe ynpaeneHue OOCTYMNOM.

13. Kpuntorpadouyeckne MeToabl 06eCcneyeHns KOHPUOEHUMANBHOCTU MHGPOPMaLUN.

14. 3awmTa BHewWwHero nepumeTpa. MexcereBoe sKpaHNpOBaHMe.

15. 3awwuTa BHewHero nepmmetpa. Cuctemol obHapyxeHust BTopXeHuin(IDS).

16. 3awmTa BHewHero nepumetpa. Cuctembl NpenoTepaLeHns BTOpXeHun(IPS).

17. MNpoTokonupoBaHne n ayauT.

18. KaHasbl yTeuky UHgopMaLmm TEXHUYECKMX cpeacTB 06paboTku, XpaHeHNs 1 nepefayv MHgopmMaumu.

19. KaHanbl yTe4kun peyeBor nHgpopMaumn.

20. Kananbl yTeukn nHpopmauum npu eé nepenade no kaHanam ceasu.

21. TexHuyeckne KaHanbl yTeyku BUOOBOW MHCpOpMaLUN.

22. KaHanbl yTeuku nHepopmaLmm, co3aaBaemble atakamu M3BHe 1 BHYTpY kopnopatueHbix cucteM VKT (obbekTa
NHpopmaTtmsauunm).

23. MpuHumnbl obecneyeHnst LeNOCTHOCTU MHGbOpMaLUK.

24. KpunTorpagpuyeckme Metonsl obecrneyeHmnst LenocTHOCTM nHchopmaumn. Lindopossie nognucu.

25. KpunTorpaduyeckme metoabl obecneveHunst LenocTHOCTW nHpopMaummn. Kpmuntorpaguyeckne xaww-opyHKLUMN.
26. KpunTorpaduyeckme metoapl obecneveHmnst LenocTHOCTU UHgpopMaummn. Kombl NpoBepku NOAANHHOCTY.

27. KpunTtorpachunyeckme Metoapl obecrneyeHmns LenocTHOCTU MHgoopmauun. TexHonorus Blockchain.

28. MNocTpoeHre CNCTEM 3aWUTbI OT Yrpo3 HApPYLWeHUs AoCTynHocTu. MonyyeHne nHgpopmaumu. ybnnposaHune kaHanos
CBA3N, OyOnMpoBaHME LW30B 1 MEXCETEBbLIX SKPAHOB.

29. MocTpoeHne cncTem 3awmTbl OT Yrpo3 HapylweHns goctynHoctn. ObpaboTtka nHdpopmauun. OybnvposaHue
cepeepoB. Vicnonb3oBaHme KnacTepos.

30. MNMocTpoeHne cncTem 3awmTbl OT Yrpo3 HapyLWeHNs AOCTYNHOCTU. XpaHeHne nHopmauun. PesepsHoe KonMpoBaHue
nHpopmaunn. CospaHne RAID-maccreoB. 3epkanmpoBaHne Cepeepos.

31. Metoab! wngposaHms. CummeTpudHoe widposaHme. bnoyHoe wudpposarue. MNoToyHoe WwrgposaHme.
32. bnoyHble windppsbl. lWngpbl nepectaHosok. LLndpbl 3aMeHbI.

33. Wngopbl 3ameHbl. MoHoangasuTHble windpsl. Wndgp ¢ noactaHoskon Liesaps.

34. Wndppbl 3ameHbl. MonnandaenTtHble wndpsl. Wndp ¢ noactaHoskamn BuxeHepa.
35. KoomposaHue B aBTOK/O4EBOW cncteme BuxeHepa.

36. Cnctema onHOpPa30Boro wugpposaHus. LWngp BepHama.

37. MNoTouHble wudppbl. Pernctpbl casura ¢ 06paTHO CBA3bIO.

38. MoToyHbIn wndp AS5.

39. Metoabl NpoayKUMOHHOrO WwigposaHus. Cetb PencTtens.

40. CtaHgapTbl wndposaHmsa oaHHbix DES n AES.

41. OgHocTopoHHME doyHKLMK. KntoueBoit obmeH dundodpm-Xennmaxa.

42. AnropuTtm RSA.

6.4 MeToounueckne matepuanbl, onpeaensitolme npouenypbl OLLeHUBaHNS 3HaHUIA, YMEHUN, HaBbIKOB 1 (UNN)
onbiTa AesaTeNIbHOCTU, XapaKTepu3yHoLLLMX aTanbl hopMUpOBaHUSA KOMMETEeHLUN

B K®Y pelicteyeT HannbHo-periTUHroBas cucteMa oLeHKW 3HaHuin obydatowmxcs. CyMMapHo no agucumnivHe (Moaynio)
MOXHO Nony4nTb Makcumym 100 6annoB 3a ceMecTp, U3 HUX Tekylas paboTta oueHusaetcs B 50 6annos, ntorosas
goopma KoHTpons - B 50 6annos.

[ns 3ayéra:

56 6annos 1 6onee - "3a4TeHO".

55 6annoB n MeHee - "He 3a4TeHO".

[ing ak3ameHa:

86 6annos 1 bonee - "0TNMYHO".

71-85 6annos - "xopoLwo".

56-70 6annos - "yOooBNETBOPUTENBHO".

55 6annoB 1 MeHee - "HeyLLOBNETBOPUTENBHO".

3AE
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dopma Mpouenypa oueHUBAHMA 3HAHUIA, YMEHUI, HAaBbIKOB U (UNK) OnbiTa Ortan | KonnyectBo
KOHTpOnNs LesTeNIbHOCTU, XapaKTepusyoLLux atanbl opMUpPOBaHNSA KOMMNETEeHLUN 6annos
dopma Mpouenypa oueHUBaHUS 3HaHUN, YMEHUN, HaBbIKOB U (UK) onbiTa Artan | KonnyectBo
KOHTpOns LesATeNbHOCTU, XapaKTepu3yoLLLMX aTtarnbl OpMUPOBaHNSA KOMMNETEHLUN 6annos
CemecTp 8

TeKyLLUiA KOHTPONb

TecTnposaHue [TecTnpoBaHue NPOXOAUT B MUCbMEHHOW OOPME UK C NCNONb30BaHUEM
KOMMbloTEepPHbIX cpeacTs. Obyyatowmiics nonyyaeT onpenenéHHoe Konm4ecTso 1 8
TECTOBbIX 3a4aHW. Ha BbINONHEHNE BblaenseTcs (OUKCMPOBaHHOE BPEMS B
3aBMCUMOCTM OT KONMYecTBa 3aaHuni. OLI,eHKa BbiCTaBNnsA€eTCsd B 3aBUCUMOCTU OT
npoueHTa npasnibHO BbIMONHEHHbIX 3a0aHun.

NabopartopHble (B ayantopun, oCHaWEHHOM COOTBETCTBYIOWMM 060pyaoBaHMEM, oByyatowmecs
paboTbl MPOBOAAT y4eOHbIE SKCMEPUMEHTbI U TPEHUPYIOTCS B MPUMEHEHNM 2 32
NPaKkTNKO-OPUEHTMPOBAHHbBIX TexHoNornii. OLEeHMBAKOTCA 3HaHWe MaTepuana u
YMEHME NPUMEHSTb €ro Ha NPaKTUKE, YMEHWNS 1 HABbIKK MO paboTe ¢
obopynoBaHMEM B COOTBETCTBYOLEN NPeaMeTHOR obnacTu.

Pedepat O6yyalolmecs caMoCTOATENBHO NUWYT paboTy Ha 3a4aHHYlo TEMY U CAAIOT
npenoaaBaTtento B NMCbMEHHOM Buae. B pabote npoussoamtcst 063op Matepuana| 3 10
B OnpenenéHHon TemaTmyeckon obnactu nmbo npeanaraetcst cobcTBeHHoe
peweHne onpenenéHHon TeopeTUHECKON UK NPaKTUHECKon Npobnems!.
OueHuBatloTcs NpopaboTka NCTOYHMKOB, U3NOXEHNE MaTepurana, chopMynmpoBka
BbIBOLOB, cobntoeHne TpeboBaHmMii K CTPYKTYpe U ochopmeHmnio paboThl,
CBOEBPEMEHHOCTb BbINONHEHUS. B cnyyae nybnuyHoi 3awmuTel pedhepara
OLIEHMBAIOTCS TakXe opatopckune crnocobHOCTH.

Ok3ameH OK3aMeH HaueneH Ha KOMMIEKCHYIO MPOBEPKY OCBOEHUS AMCLMMAUHBI. OK3aMeH 50
MPOBOLMTCS B YCTHOM MM MMCbMEHHOW chopme Mo buneTtam, B KOTOPbIX
cofepxaTtcsl Bonpochkl (3aaaHust) no Bcem Temam kypca. Obyyatowemycst naércs
Bpems Ha NoaAroToBky. OLl,eHI/IBaeTCFI BnageHne marepunanom, ero cuCtemHoe
OoCcBO€eHue, CI'IOCO6HOCTb an/IMeHﬂTb Hy)KHbIe 3HaHUSA, HaBblKN U yMeHI/ISI npu

OcBoeHue gucumnauHbl (Moaynsl) npeanonaraeT M3yYeHrne OCHOBHOW U [ONONHUTENbHOW y4ebHOM nuTepaTyphl.
NuTtepatypa MoxeT BbiTb AOCTYMHa 0by4atowmnMcs B 0AHOM U3 ABYX BapuaHToB (6o B 060UX N3 HIX):

- B 9NIEKTPOHHOM BUIE - YEPES 3NEKTPOHHbIE BUBNMOTEYHBIE CUCTEMBI HA OCHOBAHMMW 3aKkntoueHHbIX KDY norosopos ¢
npaeoobnanatensamu u NpefocTasneHHbx foctynos HYM KoY,

- B Ne4aTHOM BMAe - B poHAae bubnuoTtekn HabepexHouenHMHCKOro MHCTMTyTa (dounmnana) K@Y. Obyyatowmecst
nony4atoT y4ebHyto nntepatypy Ha aboHeMeHTe No YnTaTenbckuM bunetam B COOTBETCTBUM C MpaBuiaMmn NoNb30BaHNS
6rbnnoTeKkoi.

OneKTPOHHbIE N30aHUS BOCTYMHbI JUCTAHLUMOHHO 13 MoB0I TOUKM NpW BBEAEHNM 00YyHaIOLWLMMCS CBOETO NOMMHA 1 Napornst
OT NNYHOTO KabuHeTa B cMcTeMe "ONeKTPOHHbIA yHMBepcuTeT". Mpu MCNONb30BaHMM NeYaTHbIX U3LaHW GONMOTEYHbIN
POHL [OMKEH BblTh YKOMMNEKTOBAH MM 13 pacyeTa He MeHee 0,5 ak3emnnsipa (ans obydatowmxcs no drocC 3++ - He
meHee 0,25 ak3emnngapa) Kax4oro U3 n3gaHuii OCHOBHOW nuTepaTtypbl U He MeHee 0,25 ak3emnnapa LOMNONHUTENbHO
nuTepaTypbl Ha Kaxaoro obyyatouerocs 13 yucna nuu, 0LHOBPEMEHHO OCBAVBAIOWMX OAHHYIO OUCLMMIINHY.

MepeyeHb OCHOBHOW U LOMONHUTENBHOM y4ebHOM nnTepaTtypbl, HEOBXOAMMO AJ1S1 OCBOEHUS AUCLMMAMHBI (MOoyns),
Haxonmtcs B MpunoxeHun 2 k paboyeli nporpamMme AncumnavHel. OH NOANEXUT OBHOBEHMIO NPV U3MEHEHUW YCITOBUIA
noroeopoB K@Y ¢ npaBoobnagatensiMm anekTpoHHbIX U3OAHWA U MPU N3MEHEHNN KOMNNEKTOBaHWS (OOHA0B 61bnMoTeku
HabepexHo4enHnHckoro nHeTutyTa (dounmnana) Koy.

8. NepeyeHb pecypcoB NHCGPOPMALMOHHO-TENIEKOMMYHUKALMOHHOM ceTn "UHTepHeT", He0OX0,AUMbIX ONA
OCBOEHUSI OUCLIMMIUHDbI (MOOYNA)

Coursera - https://www.coursera.org
HAUNOHANBbHASA MNMAT®OPMA OTKPBITOIO OBPA30OBAHWA - https://openedu.ru
HaunoHnanbHbii OTkpbIThil YHuBepcutet UIHTYUT - https://intuit.ru

9. Metoonueckue ykasaHus onsi o6yyaroLLMXCs NO OCBOEHUIO AUCLMIMIIMHBI (MOayNS)

KETPOHHBH
BEPCPITET
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nexuuu B xo04e neKUMOHHbIX 3aHSTUI BECTU KOHCNEKTMPOoBaHue y4ebHoro matepuana. ObpalaTb BHUMaHue
Ha kateropuun, QOOPMYIMPOBKY, pacKpbiBaOWME COAepXaHNe TexX UM UHbIX SBIEHWNA U NMPOLLECCOB,
Hay4Hble BblBOObI N NPaKTMYeCKne pekoMeHaauunm, nonoXuTesbHblA OnbIT B OPAaTOPCKOM UCKYCCTBE.
XenaTenbHo ocTaBuTb B paboymx KOHCMEKTax Mons, Ha KOTopbIX AenaTtb NoMeTKn 13
pPEeKOMeH00BaHHOM NuTepaTypbl, AOMNOMHAKWME MaTepuan NPoCcylWaHHOM NekKunn, a Takxe
nofyepkueatoLme ocobyto BaXXHOCTb TEX UM MHbIX TEOPETUYECKUX NONOXeHWA. 3anaBatb
npenogasaresnto yTOYHSIOWME BONPOCHI C LEeNblo YACHEHUS TEOPETUYECKUX MONOXEHUI, paspelleHns
CMOPHbIX CUTYaUUA.

B xone noarotoBky K ceMmHapam Udyymtb OCHOBHYIO NUTEPATYpPy, O3HAKOMUTLCH C AOMNOMHUTENBHON
nnTepaTypoit, HOBbIMMK MyBNMKALMAMU B NePUOONYECKMX N3OAHUSIX: XYypHanax, razeTtax u 1.4. MNpu
9TOM Y4YeCcTb pekoMeHaauum npenogaeatens u tpebosaHms yuebHoi nporpammel. JdopabaTbiBatbh
CBOW KOHCMNEKT fiekuuun, genas B HeM COOTBETCTBYIOWME 3annUcu U3 nureparypbl, peKOMeHO40BaHHOMN
npenonasaTenem u NpeaycMoTPeHHON y4ebHoi nporpaMmMoii. [oaroToBMTb TE3UCHI AN BbICTYNNEHNI
no BceM y4ebHblM BoNpocaM, BbIHOCUMbIM Ha ceMuHap. FoToBsICb K goknany unu pedepatnBHOMyY
coobuieHunto, obpallaTbCs 3a METOANYECKO NOMOLLBIO K Npenoaasatento. CocTaBMTb NaH-KOHCNEKT
CBOero BbICTynneHus. MNpoaymatb NpuMepbl C Lenbto o6ecneyeHns TECHON CBSI3M U3y4aeMoi Teopumn
C peanbHOM XU3HbIO.

CBoeBpeMEHHOE 1 Ka4eCTBEHHOE BbIMOIHEHNE caMOCTOsITENbHON paboTbl 6asnpyeTcs Ha
cob6nI0AEHNN HACTOSIMX PEKOMEHOALNA 1 N3YHEHUN PEeKOMEHLOBAHHOW nnTepaTypbl. CTyaeHT
MOXeT OOMONHUTb CMUCOK UCMONb30BaHHOW NUTEPaTypbl COBPEMEHHbIMU NUCTOYHUKAMU, HE
npeLncTaBNeHHbIMA B CNUCKE PEKOMEHO0BaHHOW NUTepaTtypbl, U B Aa/ibHENWEM UCNONb30BaTb
CcOoBCTBEHHbIE MNOArOTOBNEHHbIE Y4ebHble MaTepuanbl NPV HaNUCaHUKM KypcoBbIX 1 OUMNIOMHbIX paboT.
JuncTaHumoHHoe npoBefeHMe paboT ocywecTeaseTca Ha nnowanke MSTeams.

nabopaTopHble| Pabota Ha nabopaTopHbIX 3aHATUSIX NpegnonaraeT akTUBHYI NpopaboTky NOCTaBNEHHbIX BOMPOCOB U
paboTbl 3a4a4 ¢ UCMoNb30BaHNEM U3BECTHBIX METOAMK HACTPOWMKM NOACMCTEM, CNOCOBOB NMPOrpaMMMpoBaHMst

1 NOIK/IOYEHUSI COOTBETCTBYIOWMX BMBNNOTEK.

Llns NOAroTOBKM K 3aHSTUSIM pekoMeHayeTcs obpalaTte BHMMaHMe Ha npobnemMHble BOMPOCHI,

3aTparvBaemble Npenonasartenem B IeKUMU, U FPyNnMpoBaTb MHGOPMaUMIO BOKPYr HUX. XenaTenbHo

BblAENSATb B MCMONb3YEeMOM NUTepaType NocTaHOBKM BOMPOCOB, HA KOTOPbIE pa3HbiMM aBTopam MoryT

6bITb JaHbl pasnnyHble OTBEThl. Ha 0OCHOBaHMM NOCTaHOBKU TakMx BOMPOCOB cieayeT cobupatb

apryMeHTbl B MONb3Yy Pas3NnNyHbIX BAPUAHTOB PELLEHNS MOCTaBEHHbIX NPobneM.

B TekcTax aBTOpOB, TakuM 06pa3om, creayeT BblAeNsiTh Cleayowme KOMNOHEHTbI:

- NocTaHoBKa Npobnemsbl;

- BapVaHTbl peLleHus;

- apryMeHTbl B NMO/b3y TEX WK UHbIX BAPUAHTOB PEeLLEeHNS.

Ha ocHoBe BbleneHunst 3TuX 3IEMEHTOB MPOLLE COCTaBNSTb COBCTBEHHYIO apryMeHTUPOBAHHYO

Mo3unumMio Mo paccMaTprBaeMomy BOMpocy.

B TecToBbIX 3a4aHWsIX B KaXX,A0M BONPOCE U3 NpeLCTaBleHHbIX BAPUAHTOB OTBETa NpaBusibHbINA

TOMbKO 0aMH. Ecnn Bam kaxeTcsi, 4To NpaBusibHbIX 0TBETOB BoJblie, BbibMpaiTe TOT, KOTOPLIN, Ha

Baw B3arnsin, Hambonee npaBuibHbIA.

Mpu NoaroToBke K aK3aMeHy HeoBX0AMMO ONMPAaTLCS NPEXAe BCEro Ha NEeKLMN, a TakxXe Ha

WCTOYHMKW, KOTOpble pa3bupanncb Ha CeMmnHapax U NpakTUYecKux 3aHATUSIX B Te4eHne cemecTpa. B

Kax,aoMm buneTe Ha aK3aMeH cogepxatcsl 5 Bonpocos 1 TeMatuyeckas 3anaqa.

JucTaHumnoHHoe npoBeneHve paboT ocylecTensieTcs Ha niowanke MSTeams.

KETPOHHBH
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camocTosi- | MeToamuyeckne ykaszaHus HanpaeneHbl HA OKasaHWe METOANYECKOW NoMoLm obyyarowmmes npu
TenbHasi BbIMO/IHEHWM BHEAYIMTOPHbLIX CAMOCTOSITENbHBIX PaboT. BbiNoNHEHEe BHeay AUTOPHBIX
paboTa camMoCTOosITENbHbIX PaboT 0byHaoWUMNCS B MPOLIECCE N3YYEHNS Kypca SIBNSETCS BaXKHENWMM STanoMm
06y4yeHust, KOTOPbIA CNOCOBCTBYET CUCTEMATU3ALMNM U 3aKPEMNEHNIO NOJTyYEHHbIX TEOPETUYECKUX
3HaHWM N NPaKTUYECKUX YMEHWIA; hOPMMPOBAHUIO HABLIKOB paboTbl C pas3nnyHbIMM BULAMY
MHChOPMaLIMK, PA3BUTUIO MO3HABATENbHBIX CNIOCOBHOCTEN 1 aKTUBHOCTY 0ByHaKoWMXCs,
(POPMUPOBAHMIO TaKMX KAYECTB IMYHOCTU, Kak OTBETCTBEHHOCTb 1 OPraHN30BaHHOCTb,
CaMOCTOSITENIbHOCTb MbILWIEHNS, CNOCOBHOCTb K CAMOPa3BUTUIO, CAMOCOBEPLIEHCTBOBAHMIO 1
camopeannsauum, BOCNUTLIBATb CAMOCTOSATENBHOCTb Kak JIMYHOCTHOE KavyecTBo Byayiero paboyero.
B HacTosiee BpeMs akTyabHbIM CTAHOBATCS TPEBOBAHUS K IMYHBIM Ka4eCTBaM COBPEMEHHOrO
obyyarowerocs ? yMeHMO CaMOCTOATENbHO NOMONHATL Y 0OHOBNATL 3HAHUS, BECTU CaMOCTOSITENbHbIN
nouck Heobxoammoro matepuana, 6biTb TBOPHECKON NMYHOCTHIO.
BHeayautopHas camocTosiTenbHas paboTta obyyarowmnxcs, aBnsaeTcs 06s3aTenpHon ons Kaxaoro
obyyatouierocs, onpenensietcs y4ebHbiM nnaHoMm. E€ HeobxoaAMMO OpraHn30BbLIBaTh Tak, YTOObI
obyyarowmiics NOCTOSAHHO NPeoLoNeBan NOCUbHbIE TPYAHOCTH, HO Y4TOOLI ypOBEHb TpeboBaHMi,
npeLbsBnsieMbix K 06ydatolleMycsi, He Bbil HAXE YPOBHS Pa3BUTUSI €r0 YMCTBEHHbIX CNIOCOBHOCTEN.
Llenb MeToamyecknx ykasaHuii cocTout B obecneyeHmmn aogekTMBHOCTM CaMOCTOATENBbHOM paboThl,
onpeneneHnn ee CoaepXaHus, yCTaHOBNEHNS TPebOoBaHM K 0OCOOPMNEHNIO U pe3ynbTaTam
CaMOoCTOSITENbHOW PaboThl.
OCHOBHbIMU LIENSIMI BHEAyANTOPHOV CAMOCTOSITENbHOM paboTbl 0By4yatowmxcst SBASOTCS:
- OBNafeHve 3HaHNsIMK, NPOCPECCUOHANBHBIMM YMEHUSIMU U HABbIKAMW AESITENbHOCTY MO NPOcunIIio
crneumansHOCTY;
npuobpeTeHne cnocoBHOCTN K CaMOCTOATENBHOMY MOUCKY paboThbl U TPYAOYCTPONCTBA;
- (POPMMPOBAHME FOTOBHOCTY K caMoobpa3oBaHUio, CaMOCTOATENBHOCTA U OTBETCTBEHHOCTH;
- pa3BuTME TBOPYECKOro NoAXoaa K peLeHuno npodbnem y4ebHOro 1 npoddeCcUOHaNbHOMO YPOBHS.
BbinonHeHne obyyalowmmMmncs BHeayIMTOPHbIX CAMOCTOSATENbHBLIX paboT cnocobeTeyeT
POPMUPOBaHMIO NPOXECCHUOHAMBHbBIX U 06X KOMNETEHLUIA, COOTBETCTBYIOWMX BULY
NPOgECCHOHANBHOM AeSTeNbHOCTM MO AUCLMMNIMHAM 1 NPOMECCUOHANBbHBIM MOLYNSIM.
CamocTosiTenbHble paboThl BbINONHATCS MHAMBUAYANbHO B CBOBOAHOE OT 3aHATUI BPEMSI.
Ob6yuvatowmiica obsizaH:
- Nepea BbINONHEHVNEM CaMOCTOSITENIbHOM paboThl, MOBTOPUTL TEOPETMHECKUI MaTepuan,
MPOMAEHHbIA Ha ayaNTOPHbBIX 3AHSATUSIX;
- BbINOMHUTbL PaboTy COrNacHo 3anaHuio;
- MO Kax Aol caMoCcTosTeNnbHoM paboTe NpeAcTaBnTb NPenoaaBaTento 0T4eT B MMCbMEHHOM BULE.
- OTBETWTb Ha NOCTaBNEHHbIE BOMPOCHI.
JuncTaHumoHHoe npoBefeHMe paboT ocywecTeaseTca Ha nnowanke MSTeams.

TecTmpoBaHue | MNpn caMocTosATENbHON NOAFOTOBKE K TECTUPOBAHWIO CTYAEHTY HEOHXO0AMMO:

a) roTOBSICb K TECTUPOBAHUIO, NpopaboTariTe NHOPMALMOHHbIN MaTepuan no

AncumnauHe.

MpokoHCYNbTUPYTECH C NPernoaaBatenem no Bonpocy Bolbopa y4ebHoi nutepatypb;

6) YeTKO BbISICHUTE BCE YCNOBUS TECTUPOBAHMUS 3apaHee. Bbl [OMXHbI 3HATh, CKONbKO
TecToB Bam 6yneTt npennoxeHo, CKONbKO BPEMEHN OTBOLMTCS HA TECTUPOBAHMWE, KakoBa cucTeMa
OLEHKWN pe3ynbTaTos U T.4.

B) NpucTtynas Kk pabote ¢ TecTamu, BHUMATENbHO 1 40 KOHLA NPOYTUTE BOMPOC U
npennaraemble BapuaHTbl 0TBETOB. BribepunTe npaBuibHble (MX MOXET BbiTb HECKONbKO). Ha
OTOENbHOM IMCTKE OTBETOB BbINUWMNTE LUdIPY Bonpoca 1 6yksbl, COOTBETCTBYIOLME
npasufibHbIM OTBETAM;

r) B NpoLecce pelweHns XenaTenbHO NPUMEHSTb HECKOMbKO NOAX0A0B B PeLeHNM

3a4aHus. 9To NO3BOMSIET MAKCMMABHO rMOKO ONepUpoBaTb METOLAMY PELEHNS, HAXOAS
Kaxabl pas onTUMasbHbIiA BAPUAHT.

n) ecnun Bbl BCTpeTunmn 4pessblyaiHo TPYAHbIA Ans Bac Bonpoc, He TpatbTe MHOMO

BPEMEHU Ha

Hero. [NepexoauTe K ApyruMm TectaM. BepHuTechb K TpyoHOMY BOMPOCY B KOHLLE.

e) obs3aTenbHO OCTaBbTE BPEMS LSt NPOBEPKM OTBETOB, YTOObI N36eXaTb MEXaHNYECKMX
owmnboK.

JucTaHunoHHoe npoBeneHve paboT ocylecTensieTcs Ha niowanke MSTeams.

3AEKTPOHHELBH
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pedepar TpeboBaHus K odhopMNeHnto pedoepaTa

O61beM pedpepata ? 20 ? 25 cTp. nevatHoro TekcTa. Wpndt ? He 6onee 14 pt, TimesNewRoman,
nHtepean ? 1,5, nons: BepxHee, HUXHee, nesoe ? 2 cM, npasoe 1,5 cm.

Ha TuTynbHOM nnucTe ykasbiBaeTcsl HasBaHue pabotbl, DO ctyaeHTa u rpynna, ®NO
npenonasaTens (Hay4HoOro pykoBoAMTENS), MPOBEPSIOLWErO 1 OLEHMBAIOWEro pedoepar,
HamMeHoBaHWe kadbeapbl 1 y4ebHoro 3aBeaeHusl. Tema pedgoepata MoXeT bbiTb CHOPMyNMpPoBaHa
CaMOCTOSITENBHO, MO COrNacoBaHnIo C NpenoaaBaTtesnem.

HaszeaHue paboTbl ochopMnsieTcs cnenyrowmm 06pasom:

Pethepat no ancumnnmHe ?0nepaumnoHHble CMCTEMbI? Ha Temy: 7?77

TekcT pedoeparta neyataeTcsi Ha O4HON CTOPOHE CTPaHMLbl; CHOCKM 1 MPUMEYaHUS NneYa-TatTcs Ha
TOW Xe CcTpaHuue, K KOTOPOI OHM OTHOCSTCS (Yepe3 1 nHTepsan, 6onee MENKMUM WPUEPTOM, YEM
TekcT). OCHOBHOI TEKCT OOMKEH CONPOBOXAATLCS IIOCTPATUBHBIM Matepunanom (PUCYHKN,
dooTorpacoum, anarpammel, Cxembl, Tabnuubl, Nporpammel). Ecnv B 0CHOBHOW YacTu coaepxarcs
LMTaTbl UK CCbINKW Ha BblCcKa3blBaHMS, HEOBX0AMMO yKasaTb HOMEP CTOYHMKA MO CrUCKY,
npvBeaeHHOMY B KOHLE pedpepara, 1 CTpaHuULy B KBaApaTHbIX CKoBKax B KOHLE LUTaTbl MW CChINKMU.
Pedbepar ? 310 KpaTkoe N3noXeHne B MMCbMEHHON OOpPME COAEPXaHNS NPOYUTAHHBIX KHUT 1
IOKYMEHTOB; coobleHne 06 nTorax n3y4eHns Hay4Horo BONpoca; Aokan Ha onpeaeneHHyo Temy,
OCBeLLaoIWNIA ee BONPOCHI HA OCHOBE NUTEpPaTypPHbIX 1 APYrUX NCTOYHMKOB. Lienbto HanmncaHms
pedoepata sBnsietcs yrnybneHne s3HaHUin No KOHKPETHO Npobneme, nony4yeHne HaBblkoB PaboTbl ¢
Hay4HOIh U Hay4HO-MoNyNsipHO nuTepatypoii. Pabota Hag pedoepaToM TpebyeT, Kak NpaBuio, He
MeHee Mecsua.

B npouecce pabotbl Han npobnemoit HeobxoaMMo:

? Bbl4NEHUTb Npobnemy;

? caMocTosITeNbHO U3y4nNTb NPO6NeMy Ha OCHOBE NepPBONCTOYHUKOB;

? naTb 0630p MCMNONb30BaAHHON NUTEPAaTYpPbI;

? nocnepoBaTtenbHO 1 [0Ka3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWNbHO 0GOOPMUTL CChINIKA Ha UCTOYHUKN.

2. Obsi3aTenbHble CTPYKTYPHbIE aneMeHThbl pedpeparTa:

1. BBeneHue, B KOTOPOM ONMCbIBAETCS akTyalbHOCTb Npobnembl, onpenensioTcs uenv 1 3agaqa
pedepata; 06beM BBeaeHust ? 1 - 2 ctpaHuubl.

2. ConepxaHuwe.

3. TekcT pechepaTa OOMXKEH coaepxarb:

? obocHoBaHWe BblOpaHHON TEMb;

? CpaBHUTENbHbIA aHanNM3 nuTepatypbl Mo Npobneme;

? N3n0XeHne COBCTBEHHON TOYKM 3peHUst Ha Npobnemy;

? BbIBOAbI 1 NPEANIOXEHNS;

? 3aKno4yeHne.

4. Cnncok Mcnonb30BaHHbIX MCTOYHMKOB [OMXEH odhopMnaTbes B cooTBeTcTBMM ¢ TOCToOM 1 MoxeT
coflepxaTb He TONbKO HAa3BaHMUsS! KHUT, XXYpHAarnoB, raset, HO 1 Ntobble NCTOYHMKM MHGopMaLIMK
(HanpumMep, cBeneHns 13 cetn VIHTepHeT, nHdopMaumio U3 Tene- N paano-nepenad, a Takxe
yacTHble coobLeHns Kakmx-nnbo cneumnanucTos, BoickasaHHble B MNYHbIX 6ecenax nx ¢ aBTOPOM
pedhepara).

Pedbepar nsnaraetcst 4OCTYMNHbIM HAYYHbIM (HAy4HO-NOMYNSPHBIM) A3bIKOM B OTHOCU-TENBHO CXAaTOoM
dhopMe C NCNOoNb30BaHNEM 0ONErYeHHbIX CUHTaKCUYECKMX KOHCTPYKLMA. Takme KOHCTPYKLMN MOryT
cTaTb cBoeobpasHbIM NnaHoM peddepaTuBHOI cTatbl: ? B paccMaTpmBaeMoli ctatbe CTaBUTCS pag
BonpocoB ?ABTOp noayepkmeaeTt, 4To ? bonee noapobHo paccMoTpeHa npobnema? AHanmampytotcs
pasHble TOYKW 3peHns ? B 3aknioyeHne HeobxoamMmMo OT-MeTUTb YTO ?7? 1 T.[4.

Mpwn BbICTAaBNEHNN OLIEHKN 3a pedoepar y4mTbiBalOTCS Cleaytowme KOMMNOHEHThI:

? cofepxartenbHas 4acTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06 beM
NpoaHanM3npPoBaHHbIX UCTOYHMKOB U T.1.);

? odbopmneHne (COOTBETCTBUE CTAHAAPTY, SCTETUKA 0COOPMIEHNS, HANNYNE UNNIOCTPATUBHOIO
martepuana v T.n.);

? 3awuTa pedpepara (opMeHTauns B TEKCTe pedpepara, OTBETbl Ha BONPOCHI 1 T.M.).

Pedbepar cpoaetcs B oTne4aTaHHOM BMIE W HA 31EKTPOHHOM HOCUTENE.

LunctaHumoHHoe npoBefeHne paboT ocylwecTensieTcs Ha nnowanke MSTeams.
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Bup pabot MeTtoaunyeckue pekomeHaauum

aK3ameH 0TOBUTBLCS K 3K3aMeHy HeobxoaMMo NocnenoBaTenbHo, C Y4eTOM KOHTPO/bHbIX BOMNPOCOB,
paspaboTaHHbIX BeoywmM npenogaeaTtenem kacdenpbl. CHavana cnenyet onpeaenntb MecTo
KaXX[0oro KOHTPOJSIbHOrO BOMPOCAa B COOTBETCTBYIOWEM pasfene TeMbl y4ebHol nporpamMmel, a 3aTem
BHMMATENbHO NPOYUTATb M OCMbBICNINTL PEKOMEHAOBAHHbIE HAay4Hble PaboThbl, COOTBETCTBYOLWME
pasnernbl peKoMeHa0BaHHbIX y4ebHMKOoB. MNpu 3TOM NonesHo nenatb XoTs Obl caMble KpaTkme BbIMUCKU
1 3ameTkn. PaboTy Han TEMOI MOXHO CHMTATb 3aBEPLIEHHON, ECNIN Bbl CMOXETE OTBETUTL Ha BCE
KOHTPOJIbHbIE BOMPOCHI U AaTb OnpeneneHne NoHATHIA No N3y4aemon TeMe.

Lnsi obecneyeHnsi NONHOTLI OTBETA HA KOHTPOJbHbIE BOMPOCHI 1 NyYLIero 3anoMUHaHNS
TEOPETNYECKOro MaTepmana PeKOMEHOYETCS COCTaBNATb NNaH OTBETA HA KOHTPOMbHbIA BONPOC. OTO
MO3BONNT C3KOHOMMWTb BPEMS 4151 MOArOTOBKM HEMOCPEACTBEHHO Neper 3a4eToM 3a cyeT obpalleHms
He K nuTepartype, a K CBoMM 3anucsm. [MNpu noarotoBke HE0OX0AUMO BbISIBASITL Hambonee CnoxHole,
IMCKYCCUOHHbIE BOMPOCHI, C TEM, 4ToBbl 06CyanTb UX C NpenoaasatenemM Ha 0630pHbIX NEKLMSX U
KOHCYNbTauusXx.

Henbas orpaHmymBaTh NOATOTOBKY K 3a4€Ty MPOCTLIM MOBTOPEHMNEM M3YYEHHOrO Marepuana.
Heobxoommo yrnybutb 1 paclumpnTb paHee npuobpeTeHHbIe 3HAHUSI 32 CYET HOBbIX MOEeN 1
MONOXEHWUNA.

Pesynbtat no caave sk3ameHa o6bsiBNSieTCS CTyAeHTaM, BHOCMTCS B 9K3aMeHaLMOHHY0 BELOMOCTb.
[MonoXuTenbHble OLEHKM ?3a4TEHO0?, ?0TNINYHO?, ?XOPOWO? BLICTABASIOTCS, €CNIN CTYLEHT YCBOWN
y4ebHbIli MaTepuan, ncyepnblBatoLLe, NTOrMYeCcKn, rpaMoTHO M3I0XMB ero, Nokasan 3HaHus
crneumanbHoO NTepaTtypbl, He OOMyCKan CyWeCcTBEHHbIX HETOYHOCTEN, a TakXKe NPaBubHO MPUMEHSN
NOHATUNHbBIA annapar.

LwnctaHumoHHoe npoBefeHne paboT ocylwecTensieTcs Ha nnowanke MSTeams.

10. NMepeuyeHb MHCGOPMALLMOHHBIX TEXHOJOIMM, UCMOJb3YeMbIX NMPU OCYLLECTBIIEHUN 06pa3oBaTe/IbHOro
npouecca no gucuuniavHe (Moayno), BKalouYas nepeyeHb NporpaMMHoOro obecrneyeHns U MHGOOPMaLMOHHDIX
CcnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMOMUIA, MCMONb3YEMbIX MPU OCYLLECTBAEHUN 06pa30BaTENBHOrO NpoLecca no
LUCUMMNAVHE (MOLYNIO), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns n MHGOPMALIMOHHbBIX CMPABOYHBIX CUCTEM,
npenctasneH B MpunoxeHun 3 k paboyeit nporpaMMe OUCLMMNNHBI (MOLYNS).

11. OnucaHue matepuanbHO-TEXHUYECKOM 6a3bl, HEO6XOAUMOW ANs OCYLLECTB/IEHUS OOpa3oBaTenbHOro
npouecca no aucuunnuHe (Moayno)

MatepuanbHo-TexHN4YeCcKoe obecneyeHne 06pas3oBaTenbHOrO NpoLecca no LUCLUMIMHE (MOLYNio) BKIOYAET B cebs
cnenyowme KOMMNOHEHTDI:

MoMelueHunst ons caMocToATENbHOM paboThl 0ByYaoWMXCS, YKOMMNEKTOBAHHbIE CMELMann3npoBaHHOR Mebenbio (CToNbI 1
CTYNbsl) N OCHAIWEHHbIE KOMMbIOTEPHOM TEXHUKOM C BO3MOXHOCTBIO NOAK/OUEHUS K ceTu "MIHTepHeT" 1 obecneyeHnem
[IOCTyNa B 3NEKTPOHHYI0 MHADOpMaLMOHHO-06pa3oBatefbHyto cpeny KdY.

YyebHble ayamMTopun 05is KOHTAKTHOW paboThl C NpenoaaBaTteneM, yKOMMIEKTOBaHHbIE CNELMANnM3nPOBaHHON Mebenbio
(cTonbl 1 CTYNbS).

KomnbloTep 1 NpuHTEp 4N pacrneyvatku pa3aaToyHbix MaTepranos.

KomnbioTepHbIii knacc.

CneumnanusmpoBaHHas nabopatopusi.

12. Cpeﬂ,CTBa apgantauumv npenopgasaHusl oguCUNNNIUHDbI K I'IOTpeﬁHOCTﬂM o6y'-|a|ou.|.|nxc5| UHBaNUQooOB U nuuy C
orpaHn4eHHbIMU BO3MOXHOCTSIMU 300P0OBbSA

I'Ipvl HeobXoOMMOCTU B o6pasoBaTean0M npouecce NpuMeHAaoTCAa cnegytowme Metonbl U TEXHONOrnu, obneryatouwue
BoCnpuaTune vmcpopmaumm O6y‘-IaIOLIJ,I/IMI/ICFI nHBanngamn n nuuamm ¢ orpaHn4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- cO3aaHve TEKCTOBOW BEPCHM NOBOro HETEKCTOBOrO KOHTEHTA ANS €70 BO3MOXHOro npeobpasoBaHns B
anbTepHaTVBHbLIE (POPMbI, yO0OHbIE NS Pa3NNYHbIX NOfb30BaTENEN;

- CO3[aHWe KOHTEHTA, KOTOPbIi MOXHO NPeACTaBUTb B Pa3nnyHbIX Buoax 6€3 notepn AaHHbIX UK CTPYKTYpbI,
npenycMOTPETb BO3MOXHOCTb MacwTabrypoBaHus TekcTa u nsobpaxeHuii 6e3 notepm kayecTsa, NpeaycMoTpeTb
LOCTYMHOCTb YNPaBNeHUst KOHTEHTOM C KnaBmaTypbl;

- cO3aHvie BO3MOXHOCTE AJis 06y4atoLMxcsl BOCIPUHUMATb OLHY M Ty XXe MHPOPMaUMIO U3 PasHbIX UCTOYHIKOB -
Hanpumep, Tak, 4Tobbl LA C HAPYWEHWUSMI Clyxa NonyyYani MHGOPMALIMIO BU3YalibHO, C HAPYLLEHWSIMU 3PEHUS -
ayamanbHo;

- NPVYIMEHeHNe NPOorpaMMHbIX CPeACTB, obecneymBatoLmMx BO3MOXHOCTb OCBOEHMSI HABLIKOB 1 YMEHUI, OOPMUPYEMBIX
OMCLMMIMHOM, 3a CHET aNlbTepPHATUBHbIX CNOCOOO0B, B TOM YMCe BUPTYasbHbIX nabopaTopuii U CUMYNSLIMOHHBIX
TEXHONOMNIA;
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- NpuMeHeHne oNCTaHUMOHHbIX o6paaoBaTeanb|x TEXHONOrnin ang nepegayv MHgopmauunmn, opraHndauum pasnmnyHbix
hopm I/IHTepaKTVIBHOI\/'I KOHTaKTHOM pa6OTbI o6y'-|a|ou4er009 C npenogaearenem, B TOM Hucne Be6I/IHapOB, KOTOpPbIE MOTyT
6bITb MCMONb30BaHbI AJ15 npoeeneHunsa BupTyanbHbIX NeKuMin ¢ BO3MOXHOCTbIO B3aUMOOENCTBUSA BCEX y4aCTHUKOB
ONCTaHUMOHHOIo O6y‘-IeHI/IFI, nposeneHns CeMmMHapoB, BbICTYMJIEHNA C AoKnagamm 1 3alTbl BbIMOTHEHHbIX pa60T,
nposeneHmnsa TpeHNHros, opraHn3aunm KONNEKTUBHOW pa6OTbI;

- NMPUMEHEHNE LUCTAHUMOHHbIX 0Bpa3oBaTenbHbIX TEXHONOMA 41 OpraHnu3aummn OopM TEKYLLETO U MPOMEXYTOYHOIO
KOHTpOns;

- yBenndeHne npogonxXnTtenbHOCT caoadun 06y'-|a+ou4v|Mcs| MHBaANNMOoOM Unn nnMUoM C orpaHM4eHHbIMMN BO3MOXKHOCTAMM
300p0BbS hopM I'IpOMe)KYTO‘-IHOI7I arrectauumm no OTHOWEHUIO K YCTaHOBﬂeHHOIﬁ NPOAONIXUTENIbHOCTU NX Coa4qu:

- NPOLONXNTENbHOCTM CAaun 3a4éta Unm aKk3ameHa, NPoBOAMMOrO B MUCbMEHHON POpMeE, - He Bonee YeM Ha 90 MUHYT;

- NPOOONXUTENBHOCTU MOArOTOBKM 06yYatolerocsi K 0TBeTy Ha 3a4éTe UM aK3aMeHe, MPOBOAUMOM B YCTHOW doopMme, - He
6onee 4eM Ha 20 MUHYT;

- NPOLONXNTENbHOCTMN BLICTYNNEHNS 0ByHatowWerocs npu 3awmnte KypcoBoi paboTbl - He 6onee YeM Ha 15 MUHYT.

Mporpamma coctaeneHa B cooteeTcTBMm ¢ TpeboBaHnamMm ®rOC BO 1 yyebHbiM nnaHom no Hanpasnenuto 09.03.02
"MndgpopmaLMoHHbIE CUCTEMBI 1 TEXHONOrMK" 1 NPOdOUI0 NOAroToBKN "VIHGOPMaLMOHHBIE CUCTEMbI U TEXHONOTMK".
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lMpunoxerne 2
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
51.0.14 VHgbopmaumoHHas 6e30r1acHOCTb

MepeueHb nuTepartypbl, HEOOXOAUMOM 4Nt OCBOEHUS OUCLMIUINHBI (MOLOYNS)

Hanpasnenne noarotosku: 09.03.02 - IHOPMALIMOHHbIE CUCTEMbI U TEXHONOM N

Mpodpunb NoAroToBKM: VIHOPMaLMOHHbIE CUCTEMBI U TEXHONOT UK

KBanudomkauus BeinyckHuka: bakanasp

dopma oby4eHus: o4Hoe

SA3bik 0by4eHmns: pycckuii

"oa Hauana obyyeHus no obpasosatenbHoi nporpamme: 2020

OcHoBHas nuTeparypa:

1. Bawnbi M. H. HgopMaumvoHHas 6e3onacHoCTb 1 3awmta uHgpopmaumm : ydebHuk / M. H. Bawnbl, A. B. Babauw, E. K.
BapaHosa. - Mocksa: UL, PUOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - URL :
https://znanium.com/catalog/product/405000 (gaTta obpaueHus: 10.07.2020). - TeKCT : 3NEKTPOHHbIA.

2. bapaHosa E. K. HgopmMaumoHHas 6esonacHocTb 1 3awmTta uHgopmauumm : ydebHoe nocobue / E.K. BapaHosa, A.B.
Babau. - 4-e n3g., nepepad. n gon. - Mocksa : PUOP : IH®PA-M, 2021. - 336 c. - (Bbiclwee obpasosaHue). - ISBN
978-5-369-01761-6. - URL: https://znanium.com/catalog/product/1189326 (nata obpaleHms: 21.05.2021). - TekcT :
3NIEKTPOHHBbIN.

3. WaHbruH B. ®. KomnnekcHas 3awmrta nHgopmMaumm B KOPNopaTuBHBIX cucTemax : yiebHoe nocobue / B. @. WaHbruH.
- Mockea : DPOPYM : MIH®PA-M, 2020. - 592 c. - (Buicwee obpasoBaHue: bakanaspuart). - ISBN 978-5-8199-0730-6. -
URL.: https://znanium.com/catalog/product/1093695 (nata obpaweHuns: 21.05.2021). - TekCT : SNEKTPOHHBIA.

JononHutenbHas nuteparypa:

1. Xopes IN. b. MeTonbl 1 cpeacTsa 3aWwmThl MHGOPMALIMK B KOMMbIOTEPHbLIX cucTeMax : yyebHoe nocobue ons sysos / 1.
B. Xopes. - 3-e n3g., ctep. - Mocksa : Akagemus, 2007. - 256 c. : un., Tabn. - (Beicwee npodgeccuoHansHoe
obpasoBaHue). - Pek. YMO. - B nep. - bubnuorp.: c. 251-252. - ISBN 978-5-7695-4157-5. - TekcT : HENocpenCTBEHHbI
(10 ak3.).

2. KynpusiHos A. /. OcHoBbI 3awwmTbl MHcpopMmauum : y4ebHoe nocobue / A. U. KynpusiHos, A. B. Caxapos, B. A. LeBuos..
- 2-e 3., ctep. - Mocksa : Akagemus, 2007. - 256 ¢. : un., Tabn. - (Bbiclwee npogeccmoHansHoe 06pas3oBaHue). -
(PagnoanekTpoHuka). - Fpugp YMO. - B nep. - bubnuorp.: ¢. 251-252. - ISBN 978-5-7695-4416-3. - Tekct
HenocpencTBeHHbIV (29 3K3.).

3. MenbHukos B. M. MHgpopMaumnoHHas 6e3onacHocTb : y4ebHoe nocobue / B. M. MenbHukos, C. A. KneiimeHos, A. M.
Metpakos ; non pen. C. A. KnelimeHoBa. - 8-e n3ga., ucnp. - Mocksa : Akagemusi, 2013. - 336 ¢ : un. - (CpenHee
npodgoeccroHanbHoe obpasosaHme). - Fpudp MO. - B nep. - Bubnuorp.: c. 327-328. - ISBN 978-5-7695-9954-5. - TekcT
HernocpencTBeHHbIN (10 3K3.).

4. Mantok A. A. HdopmaLmoHHas 6e30MacHOCTb: KOHLENTyanbHbIE M METOAONOMMYECKME OCHOBBI 3aWUThI
uHgpopmaumm : y4ebHoe nocobue ons By3os / A. A. Maniok. - Mocksa : Nopsivas nuHus-Tenekom, 2004. - 280 ¢ : wn.,
Tabn. - Npwn.: ¢. 233-275. - 'pugp MO. - Bubnwnorp.: ¢.276-278. - ISBN 5-93517-197-X. - TeKCT HENOCPELCTBEHHbIV (26
9K3.).

5. SawmTa uHdopmauun : y4ebHoe nocobue / A.MM. Xyk, E.M. Xyk, O.M. NenewkuH, A.N. TuMowkuH. - 3-e naa. - Mocksa
: PNOP : UHD®PA-M, 2021. - 400 c. - (Boicwee obpazosarue). - ISBN 978-5-369-01759-3. - URL:
https://znanium.com/catalog/product/1210523 (pata obpateHus: 21.05.2021). - TekcT : aNEKTPOHHbIA.
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nepe'-IeHb MHPOPMaLIMOHHbIX TEXHONMOINMMK, UCNONb3YyeMbIX AJ1s1 OCBOEHUS AUCLUMIUHBI (MO,IJ,ynil), BKo4yas
nepe4yeHb nporpaMmMHOro obecneyeHns u MH(POPMaLIMOHHbIX CNPaBOYHbIX CUCTEM

Hanpasnenne noarotosku: 09.03.02 - IHOPMALIMOHHbIE CUCTEMbI U TEXHONOM N
Mpodhunb noarotoskun: MHOPMAaLIMOHHBIE CUCTEMbI YU TEXHONOrN
KBanudomkauus BeinyckHuka: bakanasp

dopma 0by4eHus: o4Hoe

SA3bik 0by4eHuns: pycckuia

"oa Hauana obyyeHus no obpasosatenbHoi nporpamme: 2020

OcBoeHne oucuUnnInHbI (MO,EI,yl'IFI) npegnonaraet ncnosib3oBaHme cnenytowero nporpamMmHoOro obecrneyeHus 1
MHJPOpMaLMOHHO-CNPAaBOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows 7 MpodbeccuoranbHas unm Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

CrpaHunua 21 ns 21.




