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Mporpamma amcumnnmHel "KpunTtorpaduyieckme MeToapl 3awmtbl uHgoopmaumm”; 090900.62 MHdopMaumoHHas 6e30MacHoOCTb;
npodgoeccop, A.H. (npodeccop) Kapnos A.B.

Mporpammy oucumnavHbl paspaboTan(a)(n) npodoeccop, a.H. (npodeccop) Kapnoe A.B. Kadenpa
paguounaunkm OtoeneHme pagnouankm 1 MHPOPMaLMOHHbIX cucTeM , Arkadi.Karpov@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

OucunnnuHa "Kpuntorpaguyeckre Metoapl 3awmTbl MHpopMaumn" CooepXnuT OCHOBHbIE
NONOXEHNS KpunTorpadum, 3HaKOMUT ¢ Hanbonee pacnpPoCTPaHeHHbIMU TUNaMK WNKPOB 1
MeTodamm ux KpuntoaHannaa, NoOHATUSAMMU LLeNTOCTHOCTU MHGDOpMaLIMK, KpUnTorpaguyecknmm
NpOTOKONaMu , 3NeKTPOHHOM noanucbio. ObBbSCHAETCS MateMaTnyeckas Teopusi, nexauwasi B OCHoBe
KpunTtorpadun (Teopus rpynr, nonewn [ranya, HENPUBOAUMbIE MHOMOYNIEHbI, TEOPUS YUCEN,
nceBaoOCnyYanHble nocnenosarenbHOCT 1 ap.). CTaBaTcsa BONPOCH! peann3aunmn anroputMoB
WNdpoBaHUS N KpMnToaHannaa.

2. MecTO AMCUMUNNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbLHOro o6pasoBaHus

JaHHas yyebHas oncumnnnHa BkodeHa B pasnen " 53.6.4 MpodgeccrnoHanbHbIA" OCHOBHOM
obpaszoBarenbHoit nporpammbl 090900.62 NHopMaLMOHHAs 6€30NacHOCTb M OTHOCUTCS K 6a30BOM
(obwenpodpeccrnoHanbHom) yactu. OcBamBaeTcs Ha 4 kypce, 8 ceMecTp.

OucunnnmHa n3 uukna NMpodeccunoHanbHbln. CTyaeHT AONXEH BnanetTb ANCUMNANHAMN
obwwenpoteccrMoHanbHOro LMka, yMeTb: MOHUMATb, U3naratb U KPUTUYECKN aHaNnM3npoBaTb
6a30Byt0 0061Wed3NYECKYO MHCPOPMALIMIO; UCMONIb30BaTb MaTeMaTMYECKMIA annapar, UICNonb30BaTh
HaBbIKW 3KCNepUMeHTanbHoOM paboTbl; BNaneTb avcumnianHamm MpogeccrnoHanbHoro umMkna, OomKeH
3HaTb OCHOBHbIE MEPONPUATMSA MO OPraHM3aLMOHHO- NPABOBOMY 0becnedYeHnio MHOPMaLNOHHOW
6e30MacHOCTN; Kak OCYLWEeCTBNSIOTCS NporpaMMHoO-annapaTHblie CpeacTBa 3awmnTbl MHOPMaLMK;
OCHOBHble 513blk1 NporpammmpoBaHns. OCcHOBbI MHpOPMaLMOHHO 6e3onacHocTy, beaonacHocTb
BbI4MCNNTENbHbIX ceTel, [porpaMmMHo-annapaTHble cpeacTea 3awmTtbl UHGOpMauumu, Teopetmnyeckune
OCHOBbI KOMMbIOTEPHO 6€30MacHOCTN MOrYT paccMaTpMBaTbCS Kak NpelwecTByoWmMe AUCUNNANHDI.
3HaHUA 1 HaBbIKKU, NOMYYEHHbIE NPU U3yYeHUn gucumnnnnHbl Kpuntorpagouyeckme MeTonbl 3amTbl
nHdoopmaum bynyt ucnonb3oBaHbl Npy paboTte Had KypPCOBbIMA 1 AUMNOMHbLIMUA MPOEKTaMMK U
auccepraunamu.

3. KomneTteHuumn obyuatowerocsi, popMupyemble B pe3ynbTate 0CBOEHUSA AUCLUMNIINHDI
/mopynsi

B pe3ynbTate 0CBOEHUSI AMCLMNINHBI (OOPMUPYIOTCS CReaytowme KOMNeTeHUNN:

Pacwuucposka
LLincpp komnereHumu npuobpeTaemMon KOMMNeTeHL U
OK-1 CNOCOBHOCTb 0CO3HaBaTb HEOOX0AMMOCTb COBNAEHNS
(0BUIEKYNbTYPHbIE KoHctutyuumn Poccuiickoih @enepaumm, npas 1 0653aHHOCTEN
ynety rpaxaaHvHa CBOEei CTpaHbl, rpaxAaHCKoro fonra u

KOMreTeHuun)

NPOSIBNEHUs NaTpnoTn3ma
OK-2 CNOCOBHOCTb OCYLWECTBNSATL CBOKO AEATENBHOCTb B Pa3/nNYHbIX
(0BLweKkynbTypHbIE cgoepax ObWeCTBEHHON XM3HN C y4ETOM NPUHATLIX B 06WwecTBe
KOMMeTeHUmMN) MOpasbHbIX 1 NPABOBbIX HOPM
OK-8 CcnocobHOCTb K 0606LWEeHN0, aHanNn3y, BOCNPUATUIO
(0bLekynbTypHbIE MHCPOPMaLLMK, NOCTAaHOBKE Lienu 1 Bblbopy nyTein ee
KOMMEeTeHLMN) LOCTUXEHMS, BNaLETb KYNbTyPOW MbIWIEHUS
OK-9 CMNOCOBHOCTBIO NTOTMYECKN BEPHO, apryMEHTUPOBAHHO U ICHO
(OBLLEKyNbTYPHBIE CTPOMUTb YCTHYIO U MUCbMEHHYIO peyb, NyBANYHO NPeacTaBNAThL
oMn eTéHugﬁ) COOCTBEHHbIE N M3BECTHbIE HAy4YHblE pe3ynbTaTbl, BECTU

LCKYCCUM
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Mporpamma amcumnnmHel "KpunTtorpaduyieckme MeToapl 3awmtbl uHgoopmaumm”; 090900.62 MHdopMaumoHHas 6e30MacHoOCTb;
npodgoeccop, A.H. (npodeccop) Kapnos A.B.

PacwudpoBka
Lincpp komnereHuyu npuobpeTaeMor KoMneTeHLUU
AK-14 CMOCOBHOCTb 0POPMUTE PAbOYYI0 TEXHUYECKYHD [LOKYMEHTaLMIO

C y4eToM ,D,eIZCTByIOLLI,VIX HOPMaTUBHbIX N METOOANYECKUX

(npodheccunoHanbHble -

KOMMETEHLN) LNOKYMEHTOB B 06n1acTn MHPOpMaLnoHHOM 6e30MacHOCTM
MK-15 CNocobHOCTb NPUMEHSATL NPOrPaMMHbIE CPELCTBA CUCTEMHOMO
(MpocheccmonantHbie NPVKNagHoro mpcneumanngropHasHaqumF; ,
KOMreTeHuun) P

CNoCOBHOCTb OPraHM30BbIBaTbL U MOALEPXMBATL BbINOIHEHNE
AK-5 KoMnnekca Mep no MHopMaumnoHHon 6e3onacHocTy,

ynpasnsTb NPOLECCOM VX peann3aumm ¢ y4eTOM pelaembix
3a4a4y 1 OpraHn3aLMoHHOM CTPYKTYpbl 06 bekTa 3alnThl,
BHELWHWNX BO3AEVCTBNIA, BEPOSTHBIX YrPO3 1N YPOBHS Pa3BUTUS
TEXHONOMNIA 3aLWMThl MHPOPMaLUN

MK-6 CMocobHOCTb OPraHM30BaTh NPOBeAEHNE 1 CONPOBOXaaThb
atTectaumio obbekTa Ha CooTBETCTBME TPEbOBaAHMAM

(npodhbeccmoHanbHble
KoMMeTeHuunn)

y MOHa/bHbI

(K o?n?'lffec:uv?mfn © rOCy4apCTBEHHbIX UM KOPMOPAaTUBHBIX HOPMATUBHbIX
LNOKYMEHTOB

MK-23 CNocobHOCTb NPUHMMATL y4acTune B NpoBeaeHUN

(MPODECCHOHANBHbIE 3KCMEepUMEHTaNbHO- UCCNenoBaTeNbCKNX paboT CUCTEMBI

KOMNETEHLIAN) 3aWmnTbl HOPMaLMKM C y4eToM TpeboBaHuii No obecneyeHunto

MHCPOPMALIMOHHON 6e30MacHOCTH

B pesynbraTe 0CBOEHUS OUCUUMNHBLI CTYOEHT:
1. DONXEH 3HaThb:

-MEeCTO KpunTorpadguun B 3agade VIHCpOpM&LI,I/IOHHOVI 6e3onacHocTn n NOCTPOEHUSA 3alNLLEHHbIX
WHPOPMALIMOHHbIX CUCTEM ;

-OCHOBHbI€ MOHSTUNS TEOPUU KpunTorpadomu:

-K/laccuyeckme NcTopmnyeckmne Wwmdpbl U METObl aTak Ha 3TW WNMPbLI, COBPE-MEHHbIE WNJOPbI -
KpunTtorpadguyeckmne npoToKOosbl U 31IEKTPOHHYIO MOAMUCH;

- TMUNNYHbIe cnabocTu peanuaauun kpuntorpadmyeckmx cuctem (PGP,RC4, Windows n op.);

- TeopeTnyeckne oCHoBbl "xopowero" wugopa no LWeHHoHy;

AL

- TeopeTn4eckne OCHOBbI "xopowen" kpuntocucTems (npasuna Kupxrodpda)

2. DONIXEH yMeTb:

- NPaBWMbHO BbIOMpPATb TUM WKAPa B COOTBETCTBMMN C MOCTABNEHHON 3aaa4en ;

- Ka4eCTBEHHO peann3osartb anropuTM WKpPoBaHns;

- peann3oBblBaTb aTaky Ha Knaccmyeckue wugopbl (MCTOPUYECKME U COBPEMEHHbIE) | ;

3. 0ONXeH BnageTb:

MaTeMaTnyeckmne OCHOBbI KpunTorpacun ( HENPUBOAUMbBIE MHOTOYNIEHDBI, TEOPUS YNCEN,
nceBaO-CnyyaliHble NocnenoBaTeNbHOCTH,

- BbICTPbIE @NrOpUTMbI B ANCKPETHOW MateMaTike ) MPUMEHNTENBHO K KPUNTOrpagouu;
4. DONXeH IeMOHCTPUPOBaTb CNOCOBHOCTb M FOTOBHOCTb:

Ncnonb3oBatb kKpuntorpagouyeckne MeToapl Npu opraHnsauum paboT no 3awmTte MHopMaumm.
PeannsoBaTb COBpeMeHHbIe KpunTorpaduyeckme noaxonbl, OCHOBaHHbIE HA NCMO/Ib30BaHNM
YHUKaNbHbIX CBONCTB (OM3NYECKNX KAHANIOB CBA3N.
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Mporpamma amcumnnmHel "KpunTtorpaduyieckme MeToapl 3awmtbl uHgoopmaumm”; 090900.62 MHdopMaumoHHas 6e30MacHoOCTb;
npodgoeccop, A.H. (npodeccop) Kapnos A.B.

4. CTpyKkTypa 1 cogepxaHvue OUCLUNIUHBI MOAyNs
Obwas Tpya0EMKOCTb AUCLMINIIMHBI COCTaBNSET 4 3a4eTHbix(ble) eanHuL(bl) 108 yaca(os).
dopMma NPOMEXYTOYHOIr0 KOHTPONS AMCUUNANHBI 9K3aMeH B 8 ceMecTpe.

CyMMapHo no AMcumMnanHe MoxHo nony4ntb 100 6anno., U3 HMX Tekylwas paboTta oueHmBaeTcs B 50
6anno., nTorosas popma KoHTpons - B 50 6annos. MuHMManbHoe KONMYecTBO ANsl AOMNycKa K 3a4eTy
28 6annos.

86 6annos n bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBneTBOpUTENBHO" (YAO0B.);

54 6anna n MeHee - "HeyLOBNETBOPUTENbHO" (Heyn.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHomn paboTbl N0 AUCLMNIMHE/ MOAYIO
TemaTnyeckum nnaH gUCUUNANHbI/MOAYNA

Buabl v yachl
Pasgen ayoMTOpHOM paboThbl,
UX T| OEeMKOCTb
N ,D,I/IKIILI,VIHJ'IVIHbI/ CemecTp ct;‘:‘g::a F()gﬂacax) TeK‘.’&:ﬁﬁ?""'
oAyna Nek ImI1pal(wwecmeJ1a60paTop|-||:|e
u 3aHATUA pa601b|

1_Tema 1. BeeneHve B 8 3 6 8 0 YCTHbI OnNpoc

KpunTtorpadwuto. .

Tema 2. CuMMeTpuYHbIE YCTHbIA ONPOC
2. KPUNTOCUCTEMDI. 8 4-9 10 8 0

Tema 3. KOHTpONbHas
3 Kpuntorpadcuyeckune 8 10-16 | 10 18 0 paéng

CUCTEMbI C OTKPbITbIM YCTHbI ONpocC

K/O4OM.. .

Tema 4.

Kpuntorpadgpuyeckue

CUCTEMbl, OCHOBAHHbIE ) YCTHbI ONpocC
4. Ha PU3N4YecKnx 8 16-17 4 0 0

MexaHu3Max 3awmnThbl

nHpopmMauun.

Tewma . Utorosas aK3ameH
. 8 0 0 0

doopma KOHTpoOns

WNtoro 30 34 0

4.2 CopepxaHvue JUCLUMNUHDI
Tema 1. BBeneHue B Kpuntorpadwuio. .
NeKLuMoHHoe 3aHsitne (6 4yaca(os)):

BeeneHune B kpuntorpaduio Victopusa kpunrtorpadum. KpyuntocTonkocTb. Teopus BEPOATHOCTU U
KpunTorpadus.

npakTnyeckoe 3aHsitne (8 yaca(os)):

MporpammHas peanusauns wugpa 3ameHbl. Paspabotka MO wudppa 3ameHbl. dewndpaums
wndopoTekcTa. HacToTHbIN KpunToaHanua. 3agaHusa npuseneHsl Ha http:/radiosys.ksu.ru/?p=320

Tema 2. CUMMeTpUYHbIE KPUNTOCUCTEMbI.
nekumoHHoe 3aHsitTne (10 yaca(os)):

CuMmeTpuyHble Wwudpsbl. MNoToyHble wndpbl. BnoyHble wndpsl. M3yveHne kpuntocuctemol DES.
PacnpepneneHune cummeTpuyHbIX Kntoven. PasneneHue cekpera.

npakTudeckoe 3aHsitne (8 yaca(os)):

KETPOHHBH
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Mporpamma aucumnnuHbl "KpunTorpadpmyeckue MeTodbl 3awmtsl nHopopmaumm'; 090900.62 MHdopmaumoHHas 6e30nacHoOCTb;

npodgoeccop, A.H. (npodeccop) Kapnos A.B.

PaspaboTka NO wudpaTtopa Ha OCHOBE reHepaTopa NceBaoCcnyHariHbIX YACEN, OCHOBAHHOMO Ha
ceoricTBax M-nocnepgosatenbHocTh. PaspaboTka MO ctatnctnyeckmnx tectoB. CTaTtncTnyeckuii
aHanu3 OTKPbITOro TeKCTa, KMYEBOW NOCNen0BaTENbHOCTM, WUAPOrpaMmbl. 3afaHns NpuBeLeHsbl
Ha http://radiosys.ksu.ru/?p=320

Tema 3. Kpunrtorpacpmnyeckme cucteMbl C OTKPbITbIM K/THOHOM.. .

nekumnoHHoe 3aHsitTne (10 yaca(os)):

ApudomeTumka octaTtkoB. OgHocTopoHHMe doyHKkumu. Anroputm RSA. Kpuntocuctema 9nb-Iamans.
Kpuntocucrema PabuHa. Cxembl undpposoit nognucu: 1) RSA, 2) DSA, Xaw-goyHKUmMS
npaktnyeckoe 3aHsitne (18 4aca(os)):

Anroputm RSA. Peanusaums apudomeTtnyeckmx onepaunii. bubnmnoreka Biglnteger. PaznoxeHune
4ymcen Ha MHOXUTEeNu MeTofoM p-aBpuctukm MNMonnapaa. Xsw-gyHkums. lNposepka LenocTHOCTH
coobuieHns. AnekTpoHHas undpoBas NoAnUChb. XpaHeHne 1 NpoBepka naponei. 3anaHns
npueeneHbl Ha http://radiosys.ksu.ru/?p=320

Tewma 4. Kpuntorpachmnueckme cucteMbl, OCHOBaHHble Ha (PU3NYECKUX MEXaHU3MaX 3aLLUTbl
nHdopmaumn.

JNIeKLMOHHOe 3aHsiTne (4 4yaca(os)):

Kpuntorpaduyeckue cuctembl, OCHOBaHHbIE Ha (PU3NYECKMX NPUHLMMAX 3alnTbl MHADOPMaLN.
KsaHToBas kpuntorpadus, MeteopHas kpuntorpadpus. Kpuntorpagmnyeckme CUCTEMbI
OCHOBaHHbIe Ha CBOMNCTBAax MHOrony4eBoro pacnpocTpaHeHus paanoBosiH.

4.3 CTpyKTypa u copepxaHme caMOCTONATENIbHOM paboTbl AUCLUNNIUHBI (MOAYNS)

Buabi
N Pasnen Cemect Henens | camocrositensHon [TpPymoeMKoCTh g;%%“g::):g:;gzg;
AvcuvnnuHbl pcemecha paboTbl (B yacax) 260TbI
CTYyAEHTOB P
noaroToBka K
YCTHOMY OMpocy
1_TeMa 1. Beenenve 8 8 3 N3yyeHne 4 YCTHbIIA ONpoC
Kpuntorpadgwutio. .
nuTepartypbl No
Teme
NoAroToBka K
CTHOMY onpocy
Tema 2. CummeTpuyHbIe y -
2. KPUMTOCUCTEMbI, 8 4-9 |M3yyveHne 14 YCTHbI OnNpoc
nuTteparypbl No
Teme
NnoaroToBKa K
KOHTPO/IbHOW
KOHTpO/bHas
paboTe no Teme 8 p216 Ogg” a
Tema 3. apudmeTnka
3 Kpuntorpadpuyeckue 8 10-16 0OCTaTtkoB
‘lcucTemsbl OTKPbITbIM MOOroToBKa K
K/IO4HOM.. . YCTHOMY onpocy
N3yyeHne 14 YCTHbI OnNpoc
nuTepatypbl No
Teme
Tema 4. noarotoBka K
Kpnntorpadpuyeckue CTHOMY OMDOC
CUCTEMbI, OCHOBaHHbIE y y onpocy o
4. 8 16-17 |M3y4eHue 4 YCTHbI ONpoC
Ha Pn3nN4ecknx TenaTVOLI Mo
MexaHu3Max 3awmnThbl Temep yp
nHdpopmauunm.
Ntoro 44
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Mporpamma amcumnnmHel "KpunTtorpaduyieckme MeToapl 3awmtbl uHgoopmaumm”; 090900.62 MHdopMaumoHHas 6e30MacHoOCTb;
npodgoeccop, A.H. (npodeccop) Kapnos A.B.

5. O6bpazoBarenbHble TEXHONOMMU, BK/IOYAsA MHTEPaKTUBHbIEe hopMbl 06yUYeHUs

Kpr NneKumin YutTaeTcs Ha OCHoBe MyﬂbTVIMe,EI,I/IVIHbIX TEXHONOrnm, npakTn4eckmne 3aHATnA
NnpoBOOATCA B Knacce MHOronoib3oBaTte/ibCKOro TepMmHanbHOro gocrtyna.

6. OLeHOYHble cpeacTBa ANs TEKYLLLEro KOHTPONS ycneBaeMoCTU, MPOMeXYTOYHOWM
aTTecrauum rno MToram OCBOeHUsi AUCLUMINHDBI U y4eOHO-MeToauYeckoe obecneyeHune
camocTosiTeNIbHOM paboThbl CTYAEHTOB

Tema 1. BBeneHue B Kpuntorpacuio. .
YCTHbIA ONPOC , NPUMEpPHbIE BONPOCHI:

NcTopuyeckue wundppsl. Wudpp casura. Wndpp 3amensl. Wudgp BepHama. BoiumcnutenbHo
3awuweHHas kpuntocuctema. ABContoTHO cTorikas kpuntocuctema. Teopema LeHHoHa 06
abCconTHO CTOMKOW KpuntocucTeme. SHTponus. HeonpeaeneHHoCTb kntoya. PaccTosHue
€[MHCTBEHHOCTU. JIOXHbIA KNtoY. PUKTUBHBIA KITHOM.

Tema 2. CUMMeTpUUHbIe KPUNTOCUCTEMBI.
YCTHbI ONPOC , NPYMEPHbIE BOMPOCHI:

CuMmeTpuyHble KpunTocuctembl. OCHOBHbIE MPUHLUMUMBI COBPEMEHHbLIX CUMMETPUYHbBIX anropuTMOB.
[MoTo4yHble wudopbl. BroyHble WKpPbI. [PUYNHBI HEHAAEXHOCTU KPUNTOCUCTEM. [1puHLMM
Kepkxodpdpa ans kpuntocmcteMbl. FfeHepaTopbl NceBaocnyyaiHbix Yncen. BaxHocTb noabopa
napameTpoB. CTaTtu4HbIf KoY. dpeMepHblin kntod. Komnpometauus knova. Peanusaums
npouenypbl pacnpeneneHus knoyen. Bpems xusnm knoya. Cxema noporoBoro pasaeneHus.
[Moporoeas cxema Lamumpa. MNMNpoTokonbl pacrnpeneneHns CEKPETHbIX KItOYen.

Tema 3. Kpuntorpacpuueckmne cucteMbl C OTKPbITbIM KJIHOUYOM.. .
KOHTpO/bHas paboTa , NpUMepHbIE BOMPOCHI:

Tema apudmeTnka octaTkos. 3agada 1. PewunTb ypaBHeHME HA MHOXECTBE OCTaTKoB. 3ajaya 2.
Hawtn obpaTHoe Ha MHOXecTBe ocTaTkoB. 3agaya 3. PewnTtb cMcTeMy Ha MHOXECTBE OCTaTKOB.

YCTHbIi OMPOC , MPMMEPHbIe BOMPOChHI:

dopmyna Sitnepa. OcHoBHble anroputMbl BblvncneHns HO L. Kutalickas Teopema 06 octaTkax.
OpHocTtopoHHue goyHkumn. Windpp RSA. Lndgoposasa nognuck. Cuctema anekTpoHHOro rofiocoBaHus.

Tewma 4. Kpuntorpachmnueckme cucteMbl, OCHOBaHHbIe Ha (PU3NYECKUX MEXaHU3MaX 3aLLUTbl
nHdopmaumn.
YCTHbIA ONPOC , NPUMEpPHbIE BONPOCHI:

Kpuntorpadouyeckme cuctembl, OCHOBaHHbIE Ha (PUIMYECKMX MEXAHN3MAX 3aWnTbl HGOOpMaLUK.
KBaHTOBas kpuntorpadgousa. MHoronydesas kpuntorpadous. MeteopHas kpuntorpadgus.

Tema . UToroesasi popma KOHTpons

MpuMepHbIe BONPOCHI K 9K3aMEHY:

Bonpocekl k aK3aMeHy.

1. OCHOBHbIE MOHATUSA, TEPMUHbI, onpeaenenns. Kpuntonorus, Kpuntorpagousi, KpuntoaHanms,
ayTeHTudomkaums, naeHtTupukaumns. OCHOBHbIE MPUYUHBI UCMONb30BAHMS KPUMTOCUCTEM.
CuMMeTpryHas KpuntocucTema.

2. Uctopnyeckune wungopsl. Wngop casura. Wudpp 3amensl. NonnandaentHbin wndp. Wndop
Buxenepa. Wndp BepHama. Hepgocrtatkm ncropmyeckux wmgopos. (MiHopmaumoHHasa CTONKOCTb).

3. HbopmMaumoHHasa CTOMKOCTb KpUNTorpadouyeckmnx CUCTeM BoluncnntenbHo 3awuweHHas
Kpuntocuctema. OCHOBHbIE NPOBNEMbI BbIYUCINTENBHO 3aLUNLLEHHON KPUNTOCUCTEMBI. ABCONIOTHO
CcToMKas (CoBeplleHHas) KpunTocucTema.

4. K kakoMy Knaccy KpunTOCUCTEM - BbIYMCIIUTENBHO 3aLLMILEHHON UNN aBCONOTHO CTOWKON
OTHOCSTCS cnepyowme kpuntocuctemol: Wndp casura. Wndp 3amensbl. Wndp Buxenepa. Wndp
BepHama ?

5. MoHaTne "abCcontoTHOM CTOMKOCTM" B TEPMMHAX TEOPUN BepossITHOCTU. Teopema LieHHoHa:
Kputepuii abcontoTHOM CcToMKoCTU wudopa. MiHTepnpeTtaums Ha npumepe wndpa BepHama.
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Mporpamma amcumnnmHel "KpunTtorpaduyieckme MeToapl 3awmtbl uHgoopmaumm”; 090900.62 MHdopMaumoHHas 6e30MacHoOCTb;
npodgoeccop, A.H. (npodeccop) Kapnos A.B.

6. DQHTPONMS Cny4yanHOW BeNn4YMHbl. CBONCTBA SHTPOMUN. COBMECTHAS QHTPOMNUS OBYX ClyYamHbIX
BEINYUH. YCNOBHAs 3HTPONUSA ABYX CNy4YalrHbIX BENMYUH. HeornpeneneHHoCTb Kioya.

7. DHTPONUS eCTECTBEHHOrO s3blka. PaccTosiHme eauHCTBEHHOCTY Windgppa.
8. KpunTtocuctema ¢ cekpeTHblM kntovoM. MpuHumn Kepkxododgoa. MoTouHble 1 6noyHble Wwindpbl.

9. MNoToyHble wudppbl. F'eHepaTop knto4eBoro notoka. CBOMCTBA reHeparTopa Kto4eBoro notoka.
"eHepaTop NceBaOCNyYaHbIX YACEN, OCHOBAHHbIA HA UCMONb30BaHUN anrebpanyecknx CBOMCTB
M-nocnenoBaTenbHoOCTEN

10. CtatucTnyeckme TecTbl reHepaTopoB K/OYEBOro noToka.

11. bnoynble wndppbl. Anroputm DES. lNepectaHosku. PayHabl. Anroputm denctens npu
Wn1dopoBaHNUM N aewmndgpoBaHn.

12. CpaBHeHMe B110YHbIX U MOTOYHBIX WKdPOoB. MeToabl opraHm3auun npouenypbl UCNPaBNeHNs
OwWnOOK.

13. CTaTnyHbIR KoY. SgpemepHbIr Kntod. PacnpeneneHue kntoden. OCHOBHble NyTW peweHns
npobnembl pacnpeneneHns Knoden. (puanyeckme Metoabl, [MpoTOKONbI C CEKPETHBIM KITOHOM,
[MpOTOKONbI C OTKPbITLIM K/KOHOM, COBPEMEHHbIE (PU3NYECKME METOAbI).

14. PaspneneHune cekpeta. Cxema noporosoro pasgeneHns cekpeta. ( T, W) - noporosasi cxema
Wammpa.

15. MNMpoTokonbl pacnpeneneHns ceKpeTHbix kntodyen. OCHOBHbIE LieNny NpoToKona pacnpeneneHns
kntoyen. Mpotokon bappoysa.

16. [poToKOonbl pacnpeneneHns cekpeTHbIxX kKntoden. OCHOBHbIE LIENN NPOTOKONa pacnpeaeneHns
kntoyen. NMpotokon Hnaoxenma-Wpenepa

17. MNMpoTokonbl pacnpeneneHns cekpeTHblxX knoyen. OCHOBHbIE Leny NpoToKona pacnpeneneHns
kntoyen. Mpotokon OTBan-Puca.

18. NpoTokonbl pacnpeneneHns cekpeTHbIx Knoyern. OCHOBHbIE Lienn NpoTokona pacnpeneneHus
kntoyen. Liepbep
19. ApudpmeTuka octatkoB. CpasHeHue no moaynio. PeweHne ypasHeHns ax = b (mod N).

20. dyHkums ditnepa. MynbTunnukatmeHble obpaTtHble no moaynto N. Teopema JlarpaHxa. Manas
Teopema Pepma. NprumeHeHne B kpunTorpadun.

21. Anroputm EBknunpa. Kntaiickas teopema 06 octatkax. PacwumpeHHblii anroputm EBknnpa.
[MpnmeHeHne B KpunTorpagouu.

22. KpuntocucTtema ¢ oTKpbITbIM Kto4oM. KpunTtorpadpmyeckas 04HOCTOPOHHSS GOYHKLMS.
BaxHeliwune kpuntorpagunyeckmue 04HOCTOPOHHNE OYHKLINN.

23. OueHka cnoxHocTtn 3agay. CnoxHocTtb anroput™a: NonMHOMUHaNbHas, aKCNOHEHUnanbHas,
cybakcnoHeHumanbHas Opakyn. CpaBHUTENbHbI aHAaNN3 CNOXHOCTU KPUNTOrpagonyeckmx
anroputmoB (6e3 nokasaTenbcTsa).

24. Anroputm RSA. WindpposaHre B RSA. HewndposaHue B RSA. [lokasatenbCTBo anroputma.
25. Anroputm RSA. 3apaya kpuntoaHanuTtuka. KpuntocTtorikocte RSA

26. Kpuntocuctema 9nb-I'amanb. Napametpbl gomeHa. WndposaHue. dewndposaHue.

27. Kpuntocuctema PabuHa. Anroputm. Wndpposaxue. LewmndpoBaHue.

28. MNpocTble yncna. BaxHocTb npobnembl TECTMPOBAHMSA NPOCTbIX Yynucen. MpobHoe aeneHve.
BeposATHOCTHBIN noaxon npu onpeaeneHnn NpocToro yucna. Tect ®epma. Tect Munnepa ?
PabuHa.

29. Pacnpegenenue knoden Oudpcpm ? Xennmana. Anroputm. CTOMKOCTb. ATaka 4enoBek
nocepenvHe. HeobxoAMMOCTb MCMNONb30BAHMUS LIMCPPOBOMA MNOAMUCH.

30. AnroputmMoMm undgpposoin nognuncu RSA

31. Kpuntorpaduyeckas Xaw-goyHkums. CBocTBa Kpuntorpadomndeckoin xaw-gyHkummn.CBoncTBo
OL4HOCTOPOHHOCTM 3alNIWEHHOCTb OT MOBTOPEHWIA, 3aLNLEHHOCTBIO OT BTOPbIX MPO0bpPa30B.

32. Anroputmom undgpposoin nognuncu DSA

33. OTteyecTBeHHbI cTaHaapT undposoin nognucu TOCT P 34.10-94
34. KeaHToBas kpuntorpadus

35. lNepenaya cekpeTHbIX KNoYer nNo pagnokaHany
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7.1. OcHOBHas nuTeparypa:

1.Xyk A. M. 3awmTta nadopmaumu: YyebHoe nocobue / A.MN. Xyk, E.M. Xyk, O.M. lenewxkuH, A.W.
TUMOLKWH. - 2-e u3a. - M.: Ll PUOP: HAL MH®PA-M, 2015. - 392 c.:
http://znanium.com/bookread.php?book=474838 SneKTpOHHbIN pecypc

2.Babaw A. B. Kpuntorpaguyeckne Metoapl 3awwmtbl MHGOpMaLmmn. Y4ebHO-MeToan4eckoe
nocobue / A.B. Babau. - 2-e usg. - M.: W PUOP: HNL MH®PA-M, 2014. - 216 c.
http://znanium.com/bookread.php?book=432654 SnekTPOHHbIA pecypc

3.bapaHoea E. K. MooennpoBaHue cucteMbl 3awmnTbl MHopMauuu: Mpaktukym: YyebHoe nocobue /
E.K.BapaHoea, A.B.babauw - M.: LI POP: H/LL MHDPA-M, 2015 - 120 c.
http://znanium.com/bookread.php?book=476047 SnekTPOHHbI pecypc

7.2. JlononHuTenbHasa nuteparypa:

1. Maptbika T. J1. IHdbopmaumoHHasa b6esonacHocTb: YyebHoe nocobue / T.J1. Maptbika, .M. MNonos.
- 5-e n3g., nepepab. n gon. - M.: ®opym: HULL MHDOPA-M, 2014. - 432 c.
http://znanium.com/bookrea,d.php?book=420047 SneKTPOHHbI pecypc

2. MonpossH H. A. MongossaH H.A. TeopeTnyecknin MUHUMYM 1 anropuTMbl LUGOPOBOA NOANUCH. -
CI6.: bXB-Metepbypr, 2010. - 293 c. - (Y4ebHoe nocobue)
http://znanium.com/bookread.php?book=351283 DnekTpoHHbIV pecypc

7.3. UHTepHeT-pecypcChbl:

["noccapwuin no kpuntorpadum - https://hpc.name/text/get/82/p1.html
nuteparypano kpuntorpadgpum - http://www.proklondike.com/books/crypto.html
cainT naboparopun pagmocuctem (kagoenpa pannoguaunkm) - http://radiosys.ksu.ru
Cant no kpuntorpadoum - http://kek.ksu.ru/Student/Crypto/Main.htm

9NEKTPOHHbIE KHUMM NO KpunTorpadum - http://www.knigka.info/kriptograf/

8. MarepmanbHo-TexHU4eckoe obecrneyeHne QUCLMUNINHbI(MOAYNS)

OcBoeHve gncuunnuHbl "Kpuntorpaguyeckue MeTobl 3awmTbl MHGopMaumn" npegnonaraet
NCNONb30BaHNE CNeayowWero MatepmanbHO-TEXHNYECKOro obecnevyeHns:
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Mporpamma amcumnnmHel "KpunTtorpaduyieckme MeToapl 3awmtbl uHgoopmaumm”; 090900.62 MHdopMaumoHHas 6e30MacHoOCTb;
npodgoeccop, A.H. (npodeccop) Kapnos A.B.

MynbTumMeauiiHas ayautopusi, BMECTUMOCTbO 6onee 60 Yenosek. MynbTumMeaniiHas ayautopus
COCTOUT N3 UHTErPUPOBAHHBIX UHXEHEPHbIX CUCTEM C €AUHOWN CUCTEMON yNpaBneHns, OCHalWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanu3auum noboit Buaeo n ayamno
NHdpopMauuu, NOyYeHNs 1 nepenadn SNeKTPOHHbIX JOKYMEHTOB. TUNoBasi KOMMIeKTaLms
MyNbTUMEOMNAHOM ay AUTOPUN COCTOUT U3: MyNbTUMELMIHOrO NPoeKTopa, aBTOMaTN3NPOBAHHOIO
MPOEKLIMOHHOrO 3KpaHa, akyCTUYECKO CUCTEMDI, a TaKXe MHTepPaKTMBHONM TpMbyHbI NpenoaaBsaTens,
BK/IlOYaloLWen Ta4y-CKpMH MOHUTOP C AMaroHasnblo He MeHee 22 Ol0IMOB, NepCcoHalbHbI KOMMbIOTEP
(C TexHnyecknmm xapaktepucTukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHJOepeHL-MUKPOOH, 6ecnpoBoaHOM MUKPOGIOH, 610K ynpaeneHns obopynoBaHUeM, MHTEPAENChHI
noakntoyermns: USB,audio, HDMI. MiHTepakTBHas TpmbyHa npenoaaBaTtens sBnsieTCcs KMo4eBbIM
3N1EMEHTOM yrpaBneHns, 06 beANHSIOWMNM BCE YCTPONCTBA B EANHYIO CUCTEMY, U CIYXUT
NONHOLIEHHbIM paboymm MecToM npenoaasatens. MNpenoaaeatens MMeEET BO3MOXHOCTb JIErKO
ynpaBnsiTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSIET MPOBOANTL NEKLMMW, MPaKTUYEeCKNe
3aHATWA, Npe3eHTauun, BebrHapbl, KOHEPEHUNM U Opyrie BUObl ayAUTOPHON Harpy3Ku
obyyatowmxcs B yA06HON 1 DOCTYMHOW ANSt HAX CPOPME C MPUMEHEHNEM COBPEMEHHbIX
NHTEPaKTMBHbIX CPeaCcTB 0Oy4eHMs, B TOM YMC/e C MCNONb30BaHMEM B NpoLiecce 0by4yeHuns Bcex
KopnopaTuBHbIX pecypcoB. MynbTumMeouinHas ayautopus Takxke oCHalleHa WupPOoKOrnonOCHbIM
LOCTYNOM B CETb MHTEpHET. KomnbloTepHoe 060pynoBaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3NOHHOE NporpaMmMHoe obecneyeHue.

KomnbtoTepHbIl kKnacc, npeacraensowmii coboi paboyee Mecto npenogasaTens n He MeHee 15
paboymx MECT CTYAEHTOB, BK/IHOYAOLWMX KOMMbIOTEPHbIN CTOM, CTYN, NEPCOHANbHbIA KOMMbLIOTEP,
NVLEH3NOHHOE NporpaMMHoe obecneyeHre. Kaxablii KOMAbIOTEP MMEET WNPOKOMONOCHbBIV JOCTYN B
ceTb NHTepHeT. Bce koMnbioTepbl NOAKNIOYEHbI K KOPNOPaTMBHON KOMMbioTepHON ceTn KDY n
HaxoOsTCs B €4MHOM OOMEHe.

YyebHo-MeToaAn4eckas nutepartypa ans 4aHHOW ONCLMMNINHBI UIMEETCS B HAIMYUN B
3NEeKTPOHHO-6nbnmnoTeyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpenoCTaBNeH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT npon3seneHns KPYnHENWNX POCCUNCKNX YYEHBIX, PYKOBOOUTENEN
rocynapCTBEHHbIX OpraHoB, Npenogasartener Beaylmx By30B CTpaHbl, BbICOKOKBANUULMPOBAHHbIX
CreunanncToB B pasnunyHbix cdoepax brusHeca. PoHL 6nbnmoTekn cpopMMpPOBaH C y4ETOM BCEX
N3MEeHeHNn obpa3oBaTtenbHbIX CTAHOAPTOB U BKOYaeT y4ebHukK, y4ebHble nocobus, YMK,
MOHOrpadun, asTopedoeparbl, guccepraLmm, SHUMKNONEANN, CAOBapU U CPaBOYHNKN,
3aKoHO4AaTEeNbHO-HOPMATMBHbIE OOKYMEHTbI, CNeLunanbHbie Nepruoanyeckme n3gaHms n n3gaHus,
BbiNyckaemble nagatenncrsamm By30B. B HacTosuwee spems O95C ZNANIUM.COM cooTteeTtcTBYyET
BceM TpeboBaHusaM penepanbHbIX rocyAapCTBEHHbIX 06pa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasoeanust (PrOC BI1O) HoBoro nokoneHus.

Knacc MHOrononb30BaTeNnbCKOro TEPMMHaNbHOrO AOCTyNa, CepBep.

Mporpamma cocTtasneHa B cootBeTcTBum ¢ TpeboBaHnsmm ®rOC BINO 1 y4ebHbIM nnaHoM no
HanpaeneHunto 090900.62 "MHdopmMaumoHHas 6e3onacHoCTb" 1 NPOOUI0 NOArOTOBKM
NHdbopmMaumoHHas 6e30nacHOCTb aBTOMaTU3NPOBAHHbLIX CUCTEM .
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