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Mporpammy aovcumnanHbl paspaboTan(a)(n) accuctenT, 6/c 3bikos E.1O. Kadenpa
paguoacTtpoHomun OTaeneHne pagnonsnkn n NHpopMaumnoHHbIX cuctem , Evgeniy.Zykov@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

B naHHOM Kypce paccmartpurearoTCs BOMPOChl OpraHn3auunm CeTeBbIX apXUTEKTYp, TUMbl, TOMONOrS,
MeTobl OCTyrna, cpena nepenayu, annaparHble KOMMOHEHTbI KOMMbIOTEPHbIX ceTeil. PaccMoTpeHbl
MeTobl NakeTHOW nepenayn gaHHbIx, Mogenb OSI, 3agaym u doyHKuum no yposHam mogenu OSI.
PaccmatpuBatoTcst nokanbHble CeTu, TEXHONOrMIN AocTyna K rnobanbHbiM MHGOPMALMOHHBIM
pecypcam, agpecaunsi B ceTsx, cnocobbl NPOBEpPKN NPaBUIbHOCTN Nepenayn AaHHbIX, MeXCeTeBoe
B3aMMOENCTBUE, MPUHUMMbI MapWpyTU3aunmn Nnaketos. 3Ha4UTENbHOE BHUMAaHWE yaoenseTcs
npoueccam, NpoTokonam 1 popMaram gaHHbIX NONb30BaTENbCKOro (NPUKNanHOro) ypoBHS ceTen -
[OCTyN K MHGOOPMaLUUNOHHbLIM pecypcaM Internet n gpyrmux cetein ¢ NOMOLWbIO pacrnpeneneHHbIx
¢oannoBbIX N NHPOPMALNOHHBLIX CUCTEM.

2. MecTo OUCLMMN/MNHDLI B CTPYKTYpe OCHOBHOM o6pa3oBaTtesibHOM NPorpaMmbl BbiCLLIEro
npodpeccrmoHanbHoro o6pa3oBaHus

DaHHas yuebHas gucumnnmHa BkntodeHa B paspen " ®TO.5.1 dakynbTaTvBbl" OCHOBHOW
obpasoBaTtenbHol nporpammbl 011800.62 Paonodmamka n oTHocuTcs K 6a3oBoii
(obwenpogoeccroHanbHoi) Yactn. OcBanBaeTcs Ha 2 Kypce, 3, 4 CEMECTpbI.

Lnkn (pasgen) OO, kK KOTOPOMY OTHOCUTCSA faHHas aucuunnuHa - 3. 0B2

BxogHble kypcbl: IHgpopmartuka,

TpeboBaHMs K 3HAHWSAM, YMEHUSIM U TOTOBHOCTSIM 00yvatowWwerocs, HeobxoanMbIM NPy OCBOEHNUN
LAHHOW OMCUMNANHBI U NPUOBPETEHHBLIM B pe3ynbTaTe OCBOEHUS NPEALECTBYOWNX ANCLUMANH
(Mogynen) - 3HaHvne apxutekTypbl [1K; yMeHe akcnnyatmpoBaTb COBPEMEHHYIO BbIYUCNUTENBHYIO
TEXHWKY, YMEHME NONb30BaTbCsl COBPEMEHHbBIMM anropuTMamm n MeTogamm NPorpamMMmMpPoBaHMs.

3. KomneteHuuu obyyarowierocs, hopMmpyemble B pe3ynbTate 0CBOEHUS OUCLUM/INHDI
/mopyns

B pesynbTate oCBOEHUS AMCLMNANHBI (DOPMUPYIOTCS CNeaytowme KOMNeTEHUNN:

PacwuncpoBka
LLincpp komneteHumu npuobpeTaeMor KoMNeTeHLUN
OK-12 BNafeHnemM OCHOBHbIMM MeToAamu, cnocobamm n cpeactesamm
(OBILEKYNIbTYPHBIE nony4YeHus, xpaHeHus, nepepaboTkn nHgopmauum, nmeeTt
yneTyp HaBbIK/ PaboTbl C KOMMbIOTEPOM Kak CPeLCTBOM yrnpaBieHus

KoMMeTeHuunn) o

NHdpopMaLnen
k-2 NOCOBHOCTbIO MPUMEHSITb Ha NpakTuke 6a3oBble
(MpocheccnoHabHLIe n OcpeCCVIOHanEHbIe HaBbIKW P
KOMMeTeHuunn) P
MK-3 CMOCOOHOCTBIO NOHMMATb NPUHLMMBI PaboTbl 1 METOADI
(npodhbeccmoHanbHble aKcnnyaTauum COBPEMEHHOM PaanoaNeKTPOHHOW 1 ONTUYECKON
KOMMeTeHuunn) annaparypbl 1 obopynoBaHus

CNOCOBHOCTLIO K BNaOEHUIO KOMMbIOTEPOM Ha YPOBHE OMbITHOMO
MK-5 Nnonb3oBaTens, NPMMEHEHNI0 NHAOPMALMOHHBIX TEXHONOT NI
(npodheccunoHanbHbie ONs pelweHns 3aaad B 06nacti paanoTexHukim,
KOMMeTeHuunn) PaaMoaNEKTPOHMKN N Ppaamodon3nkm (B COOTBETCTBMM C

npodpunusaunen
MK-6 CMOCOBHOCTBIO K NPOCOECCUOHANBbHOMY Pa3BUTUIO U
(MpocpeccmonantHbie camMopassuTuio B o%nacwl anmoqjmngB N 9NEKTPOHNKN
KOMMeTeHuunn) P P P
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Lncpp komneteHLUN

npuobpetaeMon KOMNeTEHLUN

PacwudpoBka

MK-10
(npodhbeccmoHanbHble
KOMMeTeHuunm)

CNOCOBHOCTbIO K OBNAAEHUIO METOANKOW NPOBEeAEHNS YHeOHbIX
3aHSATUI B y4PEXOEHUSX CUCTEMbI CpeaHero obuero u
cpenHero npodeccrnoHansHoro obpasoBaHns

B pe3ynbTarte 0OCBOEHNA ONCUNMIINHDBI CTYOEHT:!

1. DONXEH 3HaTb:

OPUEHTUNPOBATLCA B OCHOBHbIX MOHATUAX ceten (CepBep, KNWEeHT, cpena nepenadn gaHHbIX,

fokanbHble U rnobanbHble ¢

2. IONXeH yMeTb:

etu,

MMETb nNpeacrtaB/ieHne 06 APXUTEKTYpE, Tunax, TonoJsiornsax, Metooax nocTtyna npum ceTesom

B3aMMOOENCTBUMN,

YMETb CaMOCTOATE/IbHO KOH(*)I/IprI/IpOBaTb N HacTpanBaTtb CeTn

3. DONXEH BnaneThb:

pa3bupaTbCs B COBPEMEHHOM CETEBOM MPOrpamMMHo-annapaTtHoM obecrnedeHunn

4. nonXeH OeMOHCTPUPOBaTb CNOCOBHOCTb Y FOTOBHOCTb:
nMeTb NpeacTtasneHne 06 obecnevyeHnn 6esonacHocT Npu paboTe B CETSIX.

4. CTpyKTypa u cogepxaHve AUCLUMNIUHbI/ Moayns
Obwas TpyooeMKOCTb AMCLMMANHBI COCTABNSET 2 3a4eTHbIX(ble) eanHuL(bl) 72 Yyaca(oB).
dopma NPOMEXYTOYHOro KOHTPONS AUCLMMINHBI 3a4eT B 3 CeMecTpe; 3a4eT B 4 cemecTpe.

CyMMapHo no amcumnnnHe MoxHo nony4ntb 100 6anno., U3 HMX Tekylwas paboTta oueHmBaeTcs B 50
6anno., ntorosas popma KoHTpons - B 50 6annos. MnHMManbHoe KONMYeCcTBO ANs OOMnycKa K 3adeTy

28 6annos.
86 b6annos n bonee - "oTNNY

HO" (OTN.);

71-85 6annos - "xopowo" (xop.);
55-70 6annos - "ynoBnetBoputenbHO" (yO0B.);
54 6anna n MeHee - "HeyoBNEeTBOPUTENbHO" (Heya.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHon paboTtbl No gucuunamHe/ MOAynto
TemaTnyecknu nnaH gucUUnNaAuHbI/MoAayns

Bunabl v yacbl
Pasgen ayAuTOpHOM paborThbl,
Hepens VX TPy A0EMKOCTb Tekywue copmbl
N .U.I/II(\:,IL:.)V‘IIF;IJ"I.II:'HI:I/ Cemectp), ecTpa (B yacax) KoHTpONS
n emmwI'Ipal(wmecl(meJ1a6oparop|-u>|e
3aHATUSA paborbl
Tema 1. BeepneHue.
CraHpapTnsaums
N omMaliHee
1 |ceTeit. StanoHHbie 3 13 3 0 0 gaual-wle
" Imogenun. dusunyeckunia
ypoBeHb. Cnocobbl
nepena4yv naHHbIX.
PerunctpaumnoHHbii Homep 6139814 < 3;;1;'%??(&1:{1;%2
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Buabl 1 yacbl
ayauTopHOM paboThbl,
Henens MX TPy A0EMKOCTb Tekywume copmbl
cemecTpa (B yacax) KOHTpons
MpakTnyecknellaboparopHbie

3aHATUSA pabotbi

Paspen
N AducunnnuHol/ CemecTp
Moayns

Nekuunn

Tema 2. MeToapbl 1
npobnembl Nepenayn
OaHHbIX. nomaiuHee
2. |CpaBHUTENBHbIE 3 4-7 4 0 0 3ajaHve
XapakTepucTuKu
TEXHONOrni nepenaym
OaHHbIX.

Tema 3. YpoBeHb
nepenayv gaHHbIX. nomaluHee
3. |OcHOBHble 3a8a4u u 3 8-11 4 0 0 3ajaHve

npobnembl YPOBHS
nepenayv gaHHbIX.

Tema 4. Cnocobbl
4 60pbObI C owmbKkamm. 3

" [ANropuTMbI YyrpaBneHns
MOTOKOM.

Tema 5. CeteBon
ypoBeHb. OCHOBHbIE
3a[ayn ceTeBoro
YPOBHS. 3a4eT

Tema 6.
MapuwpyTmsaums.
Cratnyeckas
MapLlpyTuaaums,
6. [OMHaMunyeckas 4 1-3 3 0 0
MapLpyTuaaums.
Meperpy3ka, cnocobbl
60pbbbl 1 NPenoT-
BpaLLEHUS.

Tema 7. CeTeBon
YPOBEHb B CETU
NHTepHeT. OCHOBHOM
NPOTOKON nepenayn
HaHHbIX ? IP-npoTokon.
7. |Apnpecauns, IP-agpec, 4 4-7 4 0 0
noaceTtn, agpecHble
npocTtpaHcTea. Ncto-
puyeckune npobnembl
pacnpeneneHus
IP-appecos

Tema 8. OcHoBHble
3a[a4” TPaHCNOPTHOro
YPOBHS. TpaHCNOPTHbIN
YPOBEHb B CETU
8. NHTepHet. Cepsuchl € 4 8-11 4 0 0
yYCTaHOBKOM
COeflHEeHNs B ceTn
NHTepHeT

JomallHee
12-15 4 0 0 3agaHue

gomauiHee
3 16-17 3 0 0 3ajaHune

KETPOHHBH
B_EPCHTET
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Buabl n yachbl
ayauTopHOM paboThbl,

Paspen
Henens MX TPy A0EMKOCTb Tekywume copmbl
N ‘D'"Kn"(")v;lr;m;”b'/ Cemectp cemecTpal (B yacax) KOHTpOnsi
Nekumm MpakTnyecknellaboparopHbie
3aHATUSA pabotbi

Tema 9. lNpuknanHom
ypoBeHb. Cnyxb6a DNS.
9. |OcHoBbl 4 12-15 4 0 0
NHJoopMaLMOHHOM
6e30nacHoOCTM

Tema 10. BcemmpHas
naytnHa World Wide
Web.

10.|PacnpoctpaHeHHble 4 16-18 3 0 0
cnyx06bl NpUKnagHoro
yposHga ? FTP, E-mail.

3avet

| o | o | o e
| 4 o | o | o [
Ntoro 36 0 0

4.2 CopepxaHue oUCLUNMUHbBI

Tema 1. BBepeHune. CtaHoapTusauusa ceter. dtanoHHble Moaenu. Pu3anyecknm ypoBeHb.
Cnoco6bl nepenaym faHHbIX.

JNleKLMoHHoe 3aHsiTne (3 4aca(os)):

Ob6wwme NPUHUMMbI MOCTPOEHNS BbIYMCIUTENBHBIX ceTei. KoHuenumn, 3anayn, xapakTepucTukm
ceTteit. icTopusi pa3Butus nokanbHblx cetein. MHoOrotepMu- HanbHble cucTembl. Mapannenn mexay
apxuTekTypoint O9BM un cetsimm nepenayn naHHbIX. nobanbHble 1 NokanbHble KOMMbIOTEPHbLIE CETU.
PacnpeneneHHble cuctembl. MpuHUMNBI U Lenn cTaHaapTu3aumm, NopsiaoK pacCMOTPEHMS 1
NPUHSATNS CTaHAAPTOB

Tema 2. MeToapb! n npo6nembl Nepenayn gaHHbIX. CpaBHUTENbHbIE XapaKTEPUCTUKN
TEXHOJIOrUM nepepaym NaHHbIX.

neKumnoHHoe 3aHsitTne (4 yaca(os)):

[unckpeTHas n aHanorosas nepegaya gaHHbix. [pobnembl nepenayn curHanos ? ocnabneHve n
paccevBaHue. CKopocTb nepenayun. [lonoca nponyckaHus, Mak- cumanbHas CKOpoCTb nepenaym
ONSa ngeanbHOro 1 3awyMneHHoro kaHana ? goopmynsl Haikeucta v leHHoHa. CpaBHUTENbHbIE
XapakTepuCTUKN TEXHONOMMIA Nepenadn AaHHbIX. XapakTepucTuku NMHUIA nepenadn daHHbIX ?
CKOPOCTb, 3afiepXkKa, NOMexo- yCTONYMBOCTb, CTOMMOCTb, HafEeXHOCTb. CpaBHUTENbHASA OLEeHKa
pasfiMyHbIX TEXHONOMUIA. MepcnekTuBbl N TeHASHUUN PasBUTUS.

Tema 3. YpoBeHb nepenaum gaHHbiX. OCHOBHbIe 3a4a4yvM U Npo6neMbl YPOBHS Nepeaayun
OaHHbIX.

JNIeKLMOHHOe 3aHsiTne (4 4yaca(os)):

OcHoBHble 3aaa4u 1 Npobnembl ypoBHA nepenayn aaHHbIx (nekumst) O63op 3a4ay, pewaemblx Ha
ceTeBoM ypoBHe. Crnocobbl peanv3aunm anropuT- MOB CETEBOTO YPOBHS.

Tema 4. Cnoco6bl 60pb6bI ¢ OLUMOKaMK. ANropUTMbI yrpaBieHUsi MOTOKOM.
JNIeKLMOHHOe 3aHsiTue (4 4yaca(oB)):

Cnocobbl 6opbbbl ¢ owmnbkamu Ctpaternm 60pbbbl ¢ ownbkammn, obHapyxeHue n koppekums. Koabl
XamMmuHra, anroputmbl o6HapyxeHms ownbok ? CRC. CpaBHUTENbHbIE XapakTepPUCTMKKN 1 obnactu
NPUMEHEHNS. ANropuTMbl ynpasneHns NoTokoM 3agayn ynpasneHns NOTOKOM, CUMIMNEKCHbIE,
nonynynneckHble U OynnekCHble PeXuMbl nepenayn 4aHHbIX.

Tema 5. CeteBon ypoBeHb. OCHOBHbIE 3a4a4M CETEBOro YpoBHS. 3ayet

KTPOHHEBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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NeKuMnoHHoe 3aHsiTne (3 yaca(os)):

CerteBoWi ypoBeHb. OCHOBHbIE 3a8a4m, Npobnembl U CNOCOObI NX peleHns. Ponb ceTeBOro ypoBHS
Kak OCHOBHOroO Af5 peanu3aumm ynpasnsowmnx NpoToKonos. 3aga4v MapLpytnsaunm n agpecauum,
B3aMMOOENCTBUSA CeTelr pasnn4Hom ap- XMTEKTYpbI.

Tema 6. MapwipyTtusauus. Ctatuyeckasi MapLUpyTU3aLMs, OMHaMMuecKasi MapLupyTU3aLums.
Meperpy3ka, cnocobbl 60pbObI M NPenoT- BpaLLLEeHUS.

JNIeKLMOHHOe 3aHsiTne (3 Yaca(os)):

Mapuwpytnsaums. MpuHUMNBl oNTUManbHOCTK, BbIOOP KpaTyanwero Mmapwpyta. Ctatnyeckas
MapLlpyTnusaums, JuHaMmyeckas mapwpytmusaums, sanvmeka. An- roput™ JenkcTpbl, MapwpyTnsaums
MO BEKTOPY paccTosiHUiA, npobnema cyeta fo 6eckoHeyHoCTH. MaplpyTudauns ¢ y4eTOM COCTOSIHUS
NMHWIA, aTanbl pabo- Tbl, Npobnembl. Mepapxmnyeckas mapwpytudauus. MNeperpyska, cnocobbl
60pb6bl 1 NpenoT- BpaweHus.llepebop 1 MeToabl ero CoKpaleHns

Tema 7. CeteBon ypoBeHb B ceT MHTepHeT. OCHOBHOM NPOTOKON Nepenayy AaHHbIX ?
IP-npoTtokon. Agpecauus, IP-agpec, noacetu, agpecHble npoctpaHcTBa. cTto- puyeckue
npobnembl pacnpenenexHus IP-appecos

JNIeKLMoOHHoe 3aHsitue (4 4yaca(os)):

CerteBoit ypoBeHb B cetn VIHTepHeT. OCHOBHOWM NPOTOKON Nepegayun gaHHblx ? IP-npoTokon.
Anpecauus, IP-anpec, nogceTn, agpecHble NpocTpaHcTea. VIcTo- pnyeckne npobnemsl
pacnpenenenus IP-agpecos, obycnaenmsatowme HegocTa- Tok IP-agpecos npotokona IPv4 Ha
LaHHbIn MOMeHT. Cnocobbl 60pbbbl ¢ He- goctaTtkom IP-agpecos. Knaccol IP-anpecos,
3ape3epBrpoBaHHble agpeca. Ynpasnswowmne npotokonbl cetn VH- TepHet: ICMP, BOOTP, DHCP.
Henoctatku IPv4, npotokon IPv6.

Tema 8. OCHOBHble 3af,a4M TPaHCMOPTHOrO YPOoBHSA. TpaHCMNOPTHbIA YpoBeHb B ceTn UHTepHer.
CepBucbl C yCTaHOBKOW coeaunHeHus1 B cetu UHTepHeT

JIeKLMOHHOe 3aHsiTne (4 4aca(os)):

CHOBHOE Ha3Ha4YyeHue TPaHCMOPTHOroO YPOBHS, 3a4a4v 1 cpencTtsa pewenHns. NpuMmTussl
TPaHCMOPTHOM cnyX6bl. MpumMep NPOCTON TPaHCMOPTHOW CNyX6bl, aCNeKTbl peann3auun 1
OYHKUNOHNPOBAHMS. TpaHCMOPTHbLIA YPOBEHb B CeTU VIHTepHET TpaHCNOPTHLIN YPOBEHb B CETU
Internet. CepBucbl TPaHCMOPTHOMO YPOBHS, MPMMEP NPOCTON TPAHCMNOPTHOW CcyX06bl. MNpoTokonbi
TCP 1 UDP ? oTAanymsa n TunmyHoe npuMeHeHne, qoopmatbl Kaapos.

Tema 9. NMpuknagHon ypoeeHb. Cnyx6a DNS. OcHoBbl MH(pOpPMaLMOHHOM 6e30MacHOCTH
neKumnoHHoe 3aHsitTne (4 yaca(os)):

oHaTMe o DNS (Domain name system) kak o pacnpeneneHHol 6a3e AaHHbIX, KOHTPONMPYOLWEN
cucTeMy agpecaumm B Internet, n peannayiowyo CepBuc CUMBONNYECKUX JOMEHHbIX UMEH. OCHOBbI
MHgPOPMaLMOHHOI 6e3onacHocTy (nekumst) OCHOBbI KpUMNTOrpadoun: NOACTAHOBKM, NEPECTAHOBKM U
04HOpa30Bble 6UTOBbIE BNOKHOTHI. ANropuTMbl xawnposaHmns MD5, SHA-1. WndposaHue ¢ cummeT-
pyyHbIM KntodoMm (DES, AES), wndbpoBaHmne ¢ MCnonb3oBaHNEM OTKPLITOro (My6nmnyHoro) Knoua.
Anroputmbl RSA, yS3BMMOCTU, NOHATME LOBEPEHHOr0 cO0bWecTBa 4151 MOATBEPXKAEHMNS KIOYEN.
Mpotokonbl PGP, SFTP, IPSec, SSL. BcemunpHasa naytnHa World Wide Web lNMoHsaTre 0
runeptekctoson cucteme WWW (World Wide Web) kak o pacnpe- neneHHom cucTeme,
GOYHKLLMOHUPYIOLWEN NoBepx KOMNbOTEpHOW ceTu. OCHOB- Hble NpuHLUMnbl opraHudaumun WWW,
npotokon HTTP, a3bik paametkn HTML

Tema 10. BcemnpHas naytuHa World Wide Web. PacnpocTtpaHeHHble cnyX6bl npuknagHoro
ypoBHs ? FTP, E-mail. 3auet

neKuMnoHHoe 3aHsiTne (3 yaca(os)):

PacnpocTtpaHeHHble cnyx6bl npyuknanHoro ypoeHs - FTP, E-mail MoHsTne o cnyx6ax anekTpoHHOM
nouTbl CepBunChl Nepeaayn goannos, NOHATUE KNWEHTA U cepBepa, Habop PyHKLNIA,
NpenoCcTaBnseMbIX KNIMEHTY, CMMCOK OCHOBHbIX koMaHa npotokona FTP. Mpumep pa- 60Tbl €
FTP-cepBepoM. PaszpaboTka KNMEHTCKUX NPUNOXEHN AHANN3 OOCTYMHbIX CEPBUCOB U NMPOTOKONOB
npu peannaaumm KNMEHTCKUX Npu- noxeHuin ? npotokonsl TCP 1 UDP. MpuHumnbl paspaboTku
KNIMEeHTCKMX npu- noxeHun. lNepenaya gannos lNpoTtokonsl nepenayn gpannos ? FTP, SFTP.
Pabota ¢ FTP-cepsepom

4.3 CTpyKTypa 1 copepXxaHume caMOCTOSITeNIbHOM paboTbl AUCLMMIUHBI (MOLYNSA)
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Buabl
N Paspen Cemect Hepens | camoctositenbHon [TpynoeMKOCTb ;%%%:L:?:;Egg;
AducumnnuHel pcemeCTpa pabortbl (B yacax) 260TbI
CTYyOEeHTOB P
Tema 1. BeegeHue.
CraHpapTunsauns
1 ceTeil. OTanoHHble 3 13 Egﬂ;ﬂﬁ:r'(g 8 JomMawHee
‘Imooenun. dusnyecknin sananus 3agaHue
ypoBeHb. Cnocobbl
nepenayv OaHHbIX.
Tema 2. MeTonbl 1
npobnembl nepenayn
OaHHbIX. noaroToska
2./CpaBHuTENbHbIE 3 4-7 |oomallHero 8 ggxgﬁﬁg ©
XapakTepPUCTUKM 3anaHus
TeXHoNorum nepenayn
OaHHbIX.
Tema 3. YpoBeHb
nepenayv OaHHbIX. noaroToska
3.|0OcHoBHbIE 3a8a4u n 3 8-11 |momalHero 8 ggg:mﬂ“:e
Npo6nemMbl yPOBHS 3agaHus
nepenayv OaHHbIX.
Tema 4. Cnocobsl
4 |0OPBOBI ¢ ownGkamm. 3 1215 zgﬂ;cﬂSeBrKg 8 nomauiHee
‘JAnropuTMbl ynpaBneHus 3ananns 3anaHue
MOTOKOM.
Tema 5. CeTteBoi
NnoAroToBK
5 |YPOBEHb. OcCHoBHble 3 16-17 ugﬂa?ugerc? 4 nomMawHee
‘|3apayn ceteBoro sananns 3agaHue
YPOBHS. 3a4eT
Ntoro 36

5. 06pasoBaTeanb|e TEXHONOrMu, BKNoYasi UHTEpaKTUBHbIe OOpPMbI 06yqe|-|v|9|

AKTUBHbIE 1 MHTEPAKTMBHbIE (POPMbl MPOBEAEHUS 3aHATUIA (KOMMbIOTEPHbIE CUMYNsSiLUMK, pa3bop
KOHKPETHbIX CUTyauuiA, pelleHme 3anad 1 oueHKa nonyYeHHbIX pe3ynbTaToB)

6. OLeHOYHble CpeacTBa ANs TEKYLLLEro KOHTPONS ycneBaeMoCTh, MPOMeXYTOYHOW
aTTecrauum rno MToramMm OCBOeHUsi AUCLUIMINHDBI U y4eOHO-MeToauyeckoe obecneyeHune
camocTosiTe/IbHOM paboThbl CTYAEHTOB

Tema 1. BBepeHue. CtaHpapTusauus ceter. dtanoHHblie Moaenn. Puanyecknm ypoBeHb.
Cnocobbl Nnepenaym gaHHbIX.

JoMallHee 3agaHuve , NpuMepHbie BOMPOChHI:

O6wwme NpUHUMNbI NOCTPOEHNS BbIMUCNNTENBHbBIX ceTeil. KoHuenunn, 3aaadn, XxapakTepuctukm
ceten. ictopus passuTtug nokanbHbix ceten. MHorotepmun- HanbHble cuctembl. [apannenu mexay
apxutektypoit 9BM 1 cetamm nepenayn gaHHbiX. [nobanbHble 1 noKanbHble KOMMbIOTEPHbIE CETU.
PacnpegneneHHble cuctemsl. [MpuHUMNLI 1 Lenn ctaHaapTnsaumm, nopsaoK pacCMOTPEHUS U
NPUHATUS CTaHOapPTOB

Tema 2. MeTonbl n Npobnembl Nepepayn faHHbIX. CpaBHUTENbHbIE XapaKTEPUCTUKU
TeXHONOrMu nepenayv AaHHbIX.

nomalliHee 3afaHve , NpUMepHble BOMPOChI:

KETPOHHBH
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LuckpeTHas u aHanorosas nepenada gaHHoix. Mpobnembl nepenayn curHanos ? ocnabneHvie
pacceuBaHue. CkopocTb nepenayu. lMonoca nponyckaHusi, Mak- CManbHasi CKOpOCTb Nepenayun ons
noeanbHOro 1 3alyMneHHoro kaHana ? gpopmynbl HaiikeucTa u LleHHoHa. CpaBHMTENbHbIE
XapakTepUCTKM TEXHONOMU Nepedadn OaHHbIX. XapakTepuCcTUKN NMMHUA Nepenayun OaHHbIX ?
CKOPOCTb, 3aAepXKa, MOMEX0- YCTOMYMBOCTb, CTOMMOCTb, HaAEeXHOCTb. CpaBHMUTENbHAS OLEHKa
pPasnnyYHbIX TexHonoruii. MepcnekTBbl U TEHOEHUUN Pa3BUTUS.

Tema 3. YpoBeHb nepenaym aaHHbiXx. OCHOBHbIe 3apa4m U Npo6neMbl ypOBHS nepenayun
DaHHbIX.

noMallHee 3afaHue , NpUMepHbIe BOMPOCHI:

OcHoBHble 3aaa4m 1 Npobnembl ypoBHSA Nepenayn aaHHbix (nekums) Ob63op 3aaad, pewaemMbix Ha
ceTeBoM ypoBHe. Cnocobbl peannsaunmy anropuT- MOB CETEBOI0 YPOBHS.

Tema 4. Cnoco6bl 60pb6bI ¢ OLUMOKaMK. ANrOpUTMbI YNpaBieHUst MOTOKOM.
noMalHee 3afnaHne , NpUMepPHbIe BOMPOCHI:

Cnocobbl 60opbbbl ¢ owmnbkammn CTpaternn 6opbbbl ¢ ownbkamm, obHapyxeHue n koppekuns. Kogbl
XaMMuHra, anropmtmbl obHapyxeHus owmnbok ? CRC. CpaBHUTENbHbIE XapaKTEPUCTUKN 1 obnacTu
NPVYMeEHEeHNs. ANropuTMbl yNpasneHns NOToKoM 3aaayn yrnpaBneHns NOTOKOM, CUMIIEKCHbIE,
nonynynneckHble U OynneKkCcHble PeXuMbl nepenayn JaHHbIX.

Tema 5. CeteBon ypoBeHb. OCHOBHbIE 3a4a4M CETEBOro ypoBHsl. 3ayet
LOoMalHee 3afaHne , NPUMEpPHbIE BONPOCHI:

CerteBoii ypoBeHb. OCHOBHbIE 3a4a4u, Npobnembl 1 cnocobbl Nx peleHns. Ponb ceTeBoro ypoBHS
Kak OCHOBHOIO Af5 peanu3aumm ynpasnsowmx NpoToKoNos. 3aga4v Mapwpytnsaunm n agpecauun,
B3aMMOLENCTBUSA CeTelr pas3nn4yHom ap- XMTEKTypbl.

Tema 6. Mapwpytnsauus. Ctatmueckas MapLUpyTU3auus, AMHaMmmuyeckas MapLupyTu3auus.
MNMeperpy3ka, cnocobbl 60pb6Obl U NPenoT- BpaLLeHUS.

Tema 7. CeteBoMn ypoBeHb B ceTu UHTepHeT. OCHOBHOM NPOTOKON Nepenayun AaHHbIX ?
IP-npoTtokon. Agpecauus, IP-appec, noacetu, agpecHble npoctpaHcTBa. cTto- puyeckue
npobnembl pacnpepnenexHus IP-appecos

Tema 8. OCHOBHble 3a,a4M TPaHCMOPTHOro YpPoBHSA. TpaHCMNOPTHbIA YpOoBeHb B ceTn UHTepHer.
CepBucbl C yCTaHOBKOW coeaunHeHus B ceTu UHTepHeT

Tema 9. MpuknagHon yposeHb. Cnyx6a DNS. OcHoBbl MH(pOpMaLMOHHOM 6e30NacHOCTH

Tema 10. BcemnpHas naytuHa World Wide Web. PacnpocTtpaHeHHble cnyX6bl npuknagHoro
ypoBHs ? FTP, E-mail. 3auet

Tema . UToroeasi oopma KOHTpOns
Tema . UToroeasi popma KOHTpons

[MprMepHbIe BONPOCHI K 3a4eTy:
Obwas Tpya0eMKOCTb AUCLIMIMIMHBI COCTaBnseT 1 3a4eTHy0 eauHnLy 72 yaca.
dopMma NPOMEXYTOYHOIr0 KOHTPONS AUCUUNANHBI 3a4€eTbl B 3-4 ceMecTpax.

CyMMapHO Mo OMCUMMNIMHE B KaXO0M CEMECTpe MOXHO nony4utb 100 6anno., M3 HUX Tekylas
paboTa oueHuBaeTcs B 50 6annoB ons TpeTbero ceMecTpa, UTorosas oopma KoHTpons - B 50
6annos. MuHMManbHoe KONMYeCTBO 4518 Jonycka K 3a4eTy 28 6annos.

86 6annos n bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBnetTBoputenbHo" (yaooB.);

54 6anna n MeHee - "HeyLOBNETBOPUTENbHO" (Heyn.).

PEFMAMEHT BAIbHO-PEUTUHIOBOW CUCTEMBbI (BPC) no pabote B cemecTpe 3 (50
6annos):

MHomBmaoyanbHoe ceMecTpoBoe 3aaaHue no pasgenam 1: 10 6annos

MHomBmaoyanbHoe cemecTpoBoe 3aaaHne no pasgenam 2: 10 6annos

NHomBmaoyanbHoe ceMecTpoBoe 3aaaHue no pasgenam 3: 10 6annos

NHomBmaoyanbHoe ceMecTpoBoe 3aaaHue no pasgenam 4: 10 6annos

KTPOHHEBH
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NHauBuayanbHbili pedoepart: 10- 6annos

[Mony4yaemble kOMNeTeHUMM NpencTasneHbl B pasaene 3
dopMma KOHTPONS - 3a4eTbl B 3 1 4 cemecTpax.

MNpuUMepHbIE TEMbI CEMECTPOBLIX 3a4aHWIA:

1. MpoTOKONbI yNpaBneHns NOTOKOM - MPOTOKOJbI CKONb3AWEro okHa. Hanucatb nporpammy,
UMUTUPYIOLLYIO Nepeaayy AaHHbIX C yrpaBieHeM rno nNpoToKony

CKOMb35Wero okHa.

2. MpoTokonbl nepenayn goanos. Npotokon FTP . PazpaboTtaTb ynpoueHHyto (B cpaBHeHun ¢ FTP)
C/CTEeMy KOMaHA 1 peann3osaTtb nepenady pannos Mex-

Oy KnneHTtamun 4yarta.

3. MNMoutosble npoTtokonsl. SMTP , ESMTP (RFC 2821), POP3 (RFC 1939), IMAP (RFC 2060).
JopaboTatb NPOTOKON YaTa Taknum 06pa3oM, 4ToObl MOSABMIACH BO3MOXHOCTb OTNPAaBNSATL/NoNy4YaTthb

MNOYTY - MPOCTblE TEKCTOBbLIE NCbMA. PaCCMOTpeTb BO3MOXHOCTb nepenadun cpa|7|nos, BJIOXEHHbIX B
nMncbma.

4. Kpuntorpadpus. Cuctembl ¢ oTKpbITbIiM KtodoM. PGP. [opaboTaTtb KNneHT/cepBep Taknm
06pasom, 4Tobbl NosiBUNACh BO3MOXHOCTb 0OOMeHa WNPOBaHHbIMM COOBLWEHNAMN. ANrOPUTMBI
WMAPOBaAHNSA CAMOCTOATENBHO HE Peann3oBblBaTb - UCMNOMb30BaTb CYLWECTBYOWME peannsaLumu.
MOXHO B ynpoLueHHOM BuIE.

5. KpunTorpadums - noAcTaHoBKMW, NepecTaHoBKU, 04HOPa30Bble 6nokHOTLI. [1ns knueHTa/cepeepa
peanu3oBatb Mt0O0IN N3 yka3aHHbIX TUMOB anropMTMOB

WngpoBaHUS. B kayecTBe knto4en WNJPPOBaHNSA MOXHO MCMOb30BaTh Naponu nonb3oBaTenemn B
yare.

6. MpoTtokon UDP (RFC 768). Peann3oBaTtb NpOCTOE NPUNOXEHNE 0Nl 0OMEHa TEKCTOBLIMU
coobLieHnsIMM ¢ ncnonb3oBaHnem npotokona UDP.

7. DomeHHas cuctema umeH DNS (RFC 1034-1035) - HaszHaveHue, NpuHUMIbI OpraHm3anmm u
OYHKLLMOHNPOBAHWS.

8. WWW- BcemupHas naytuHa. lNpotokon HTTP (RFC 2616).

9. Ynpasnsowue npotokonsl MHTepHeTa n npoTtokonsl Mapwpytusaumn. ARP (RFC 826), DHCP
(RFC 2131-2132), ICMP (RFC 792), RIP (RFC 1058, 1723) v np.

10. CepBuCbl C YCTAHOBKOW COEANHEHMNS (TPAHCMNOPTHbBIA YPOBEHb) B AENTArpaMMHbIX CETSX.
Peannsosatb 04HOCTOPOHHIOK Nnepenady gannos C UCMONb-

3o0BaHuem npotokona UDP.
Bonpochb! k 3a4erTy:

KomnbioTepHblie cetu 1 Internet. OCHOBHbIE TEPMUHbBI U ONPeLENeHns.
[MpoTtokon. Mpumepbi.

OKOHeYHbIE CUCTEMbI, APXUTEKTYPA KIIMEHT-CEpPBEpP

CepBuchbl C yCTaHOBNEHNEM COeANHEHNS 1 6e3 YCTAHOBNEHNS COeONHEHMNS
KommyTauus kaHanos, KOMMyTauns NakeToB, KOMMyTaLmMs COODLEHNIA, MapLpyTM3aums
Cetun goctyna v cpefbl nepenadn AaHHbIX

MpurymnHbl 3agepxek 1 NoTepb B CETAX C KOMMyTauMen nakeTos
TpeboBaHMs NPUNOXEHWIA.

Cepsucebl, npenoctasnsemble TCP n UDP

URL

nopsinok coobwerwnin B HTTP

goopmart 3anpoca HTTP

dopmart otseta HTTP

AyTteHtugpukaumna s HTTP

cookies

ycnosHbin GET B HTTP

PerncrpaumnoHHblii Homep 6139814 DAEKTPOHHEH
Ctpanunua 10 n3 14. il yLH,lfIP EPCHTET
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MpoTokon FTP

aKTUBHbIN N NACCUBHbIN pexum FTP

Obuwas cxema paboTbl NOYTHI

Mpotokon SMTP

Mpobnembl Npu LEHTPANM30BAHHON peanudauunmn cnyxbbl MMeH
Cnyx6a nmeH nomeHos (DNS)

Onpegnenexne nmenn no IP-agpecy ("O6patHblii DNS")

YacTto ucnonbsyemble tunbl 3anucei DNS

PacnpeneneHune pecypcos, OCHOBHbIE BapaHTbl OpraHn3auum
Web-proxy, npuHuun gencrsems.

P2P-ceTn, ocHOBHbIE BapuaHTbl opraHn3aumm

Cepsucbl, NnpegoctasnsiemMble PYHKUNUSMU TPAHCMOPTHOMO YPOBHS
MynbTunnekcuposaHne n OemMynbTUNIeKCupoBaHune, nopTbl, cokeTbl (sockets)
lMpoTtokon UDP

MpuHUMNbLI HAAEXHON Nepenayn AaHHbIX

®dopmart cermeHta TCP

YcTaHoBneHne 1 paspbiB coeauHeHuns, coctosHmua TCP
MakcrmanbHoe BpeMsa oxungaHms noareepxaeHusa 8 TCP (timeout)
3apayum ynpasneHns noTokoM, BUAbl ynpasieHNs NoTOKOM
YnpasneHune notokoM B TCP co cTopoHbl nonyyarens

YnpasneHue notokom B TCP co cTopoHbl oTnpasutens (slow start, congestion avoidance)
BpeMms BbINONHEHUS 3anpoca npu ctaTtn4eckoM okHe (static congestion window)
Cepsuchl, NnpenoctasnsieMble PYyHKLUUSMN CETEBOMO YPOBHS
anroput™ Ouikctpsbl (LS)

anroput™m Bennmana-®opaa (DV)

ABTOHOMHbIE CUCTEMbI, epapxmyeckas mappyTnsauuns

dopmar gentarpammsl IP

Anpecauns n mapwpytmnsauus B IP.

hparmeHTauus n cbopka B IP, MTU

OCHOBHble BapuaHTbl apxXMTEKTYpbl MapwpyTnsatopa (KommytaTopa)
Cepsucbl, NnpegoctasnsieMble PYHKUNSMU KaHaNbHOrO YPOBHS
Apantep

MeToabl 06HapyXXeHUs U KOPPEKLIMMN OWMOOK

Cnocobbl pasnenexus cpenbl nepenayn (TDM, FDM, CDMA)
OcHoBHble cnocobbl opraHM3auny gocTyna k obuer cpene nepenayn.
MAC-agpec

lMpoTtokon ARP

®dopmart kagpa Ethernet

MaH4ecTepckoe KoanposaHve

Anroputm pabotbl Ethernet

Xabbl 1 KOMMyTaTOPbI

lMpoTtokon PPP

7.1. OcHOBHas nuTteparypa:

KETPOHHBH
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B. KysuH A. B. KomnbtoTepHble cetu: YyebHoe nocobue / A.B. KyauH. - 3-e uag., nepepab. n gon. -
M.: ®opym: HALL MHDPA-M, 2014. http://znanium.com/catalog.php?bookinfo=450375

NHpopmaunoHHble TexHonorum n cuctemol: Yyeb. MNocobue / depotosa E. J1. - Mockea
N3patenbckuin Jom "®OPYM" Mocksa OOO "Hay4Ho-usgarensckuin ueHtp MHOPA-M" 2013

http://znanium.com/go.php?id=374014

WaHbruH B. ®. MHhopmaumoHHas 6e30nacHOCTb KOMMNbIOTEPHBIX CUCTEM U CeTen: YuebHoe
nocobue / B.®. WaHbrux. - M.: N ®OPYM: HAL MHDPA-M, 2014. - 416 ¢

http://znanium.com/catalog.php?item=booksearch&code=%D0%9A%D0%BE%D0%BC%D0%BF%D1%8C

7.2. JlononHuTenbHasa nuteparypa:

BbluncnntenbHble cMcTeMbl, CETU U TeNeKoOMMyHmKaumm : y4ebHuk / A. . Matnbpartos, J1. M. MNyabiHo,
A. A. KupnyeHko ; nog pea. A. IN. Nartmbpartosa .? 2-e n3g., nepepab. n gon. ? M. : DuHaHCHI 1
craructuka, 2004

Apxutektypa OBM n BblumcnntenbHbix cnuctem: YuebHuk / Makcnmos H. B., MNonos W. U., MapTbika
T. J1. - Mocksa Napatenbcteo "®OPYM" Mockea OOO "Hay4Ho-uspartensckui ueHTp NHOPA-M"
2013

http://znanium.com/go.php?id=405818

7.3. UHTepHeT-pecypcChbl:
Computer Science Center - http://www.lektorium.tv/course/22904

VHTEepHeT n apyrne KoOMnbioTEPHbIE CETU -
http://dic.academic.ru/dic.nsf/enc_colier/6689/%D0%98%D0%9D%D0%A2%D0%95%D0%A0%D0%9D %l

KomnbloTepHble cetun - http://network.xsp.ru/
OHnaiiH-y4yebHuk - http://www.lessons-tva.info/edu/telecom.html
OcHoBbl ceTeBbIx TexHonorni - http://www.chagalants.ru/

8. MarepuanbHo-TexHM4Yeckoe obecrneyeHme oUCLMMINHBI(MOAYNS)

OcBoeHmne ancumnnuHbl "KoMnbloTePHbIE CETU" NpeanonaraeT UCNONb30BaHWE Cneayowero
MaTepuanbHO-TEXHNYECKOro obecneyeHus:

KomnbtoTepHbIli knacc, npeactaensowmii coboi paboyee mecto npenoaasaTens n He MeHee 15
paboyrx MECT CTYAEHTOB, BK/IOYAIOLWMX KOMMbIOTEPHbIA CTOM, CTYN, NePCOHasbHbIA KOMMbIOTEP,
NMLEH3NOHHOE NporpaMMHoe obecneyeHne. Kaxablii KOMAbOTEP MMEET WNPOKOMONOCHbBIA JOCTYMN B
ceTb VIHTepHeT. Bce KoMMbioTepbl MOAKTOYEHbBI K KOPNOPaTMBHOW KOMMbIOTEPHON cetTn KDY n
HaxogaTcsa B €ANHOM JOMEHE.

YyebHo-MeToAnYeckas nutepartypa ans 4aHHOW ONCLMMNINHBI UIMEETCS B HAIMYUN B
3NEeKTPOHHO-6MbnnoTeyHol cucteme " BrubnuoPoccumka", 4OCTYN K KOTOPOW NpenoCTaBneH
ctyneHtam. B 9BC " bubnunoPoccuka " npeacTaBneHbl KONNEKUMN akTyanbHON HayYHORN 1 y4ebHOo
nuTepartypbl N0 ryMaHMTapHbIM HayKaMm, BKoYalowme B cebs nybnmkaumm Beoylwmx pOCCUNRCKNX
n30atenbCTB ryMaHUTAPHOM nuTepaTypbl, U34aHMS HA aHIUACKOM S3blke BeOylnX aMepuKaHCKuX u
€BPOMNENCKMX N30aTeNbCTB, a TakXe peakme 1 ManoTupaxHbie 3NaHNsS POCCUNCKNX PEMMOHANbHBIX
By30B. OBC "BubnnoPoccurka" obecneunBaeT WMPOKMA 3aKOHHbIA [OCTYN K HEOOXOAMMbIM ANs
obpasoBaTenibHOro nNpoLecca M3naHnsaM C UCNONb30BAHNEM MHHOBALMOHHBIX TEXHONOMNIA 1
COOTBETCTBYET BCEM TPebOBaHNAM hefepanbHbIX rOCYapCTBEHHbIX 06pa3oBaTenbHbIX CTaHAAPTOB
Bbiclero npodoeccuoHanbHoro obpasosarus (PrOC BIMO) HoBOro nokoneHus.
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YyebHo-MeToan4eckas nutepartypa ans 4aHHOW ONCLUMMINHBI UIMEETCS B HAIMYUN B
3NEeKTPOHHO-6nbnnoTeyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpefoCTaBNeH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT nponsseneHns KpynHENWUX POCCUNCKNX YYEHBIX, PYKOBOAUTENEN
rocyaapCTBEHHbIX OpraHoB, Npenogasartener Beaylmx By30B CTpaHbl, BbICOKOKBANUULMPOBAHHbIX
CreunanncToB B pasnnyHbix cdoepax brusHeca. PoHL 6nbnmoTekn cpopMMpPOBaH C y4ETOM BCEX
N3MEHeHWNn obpa3oBaTenbHbIX CTAHOAPTOB U BKAOYAET y4ebHUKK, y4ebHble nocobus, YMK,
MOHOrpadun, asTopedoeparbl, guccepraLmm, SHUUKNONEANnN, CAOBapU U CPaBOYHNKN,
3aKkoHO4AaTeNbHO-HOPMATMBHbIE OOKYMEHTbI, CNeunanbHbie Nnepnoanyeckme n3gaHms n n3gaHus,
BbiNyckaeMble nagatenncrsamm By30B. B HacToswee spems 95C ZNANIUM.COM cooTteeTcTBYET
BceM TpeboBaHusaM penepanbHbIX rocyaapCTBEHHbIX 06pa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasoeanust (PrOC BI1O) HoBoro nokoneHus.

KoMmnbtoTepHblil 3an

Mporpamma cocTtasneHa B cootBeTcTBumn ¢ TpeboBaHnsmm ®rOC BINO 1 y4ebHbIM nnaHoM no
HanpasneHnto 011800.62 "Pagunoduaunka” n npodgounio noarotosku CneunanbHbie
panvoTEXHNYECKNE CUCTEMDI .

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

BAE
il YHH

A 5 (1,

PernctpaumoHHbin Homep 6139814
Ctpanunua 13 n3 14.

o



Mporpamma amcumnnmHel "KomnbtotepHble ceti"; 011800.62 Paanoduamnka; accucteHT, 6/c 3bikos E.HO.

ABTOpP(bI):

3bikoB E.1O.

" 201 r.

PeueH3eHT(bl):

VeaHos K.B.

" 201 __r.
PerucTtpaumnoHHblii Homep 6139814 DAEKTPOHHEH
Ctpanunua 14 n3 14. il V_H___;:EEEPCHTET
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