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Mporpamma ovcumnninHel "YnpasneHme nHgopMaunoHHo 6esonacHocTbio"; 090900.62 NHdopMaumnoHHas 6e30nacHOCTb; CTapLnii
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MporpamMmy ancumnanHbl paspaboTan(a)(n) ctapwuin npenonaeatenns, 6/c Kopyarun MN.A. Kadenpa
paguounaunkm OtaeneHve pagmounankm 1 MHPOPMaLMOHHbIX cucTteM , Pavel.Korchagin@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

Llenbto ocBoeHUst ancumnanHbl "YnpasneHne MHopMaLUoHHOK 6e30nacHOCTbO" SBASHOTCS
nony4eHne HeobxoAnUMbIX 3HAHWIA O MPUHLUMMAAX U METOAAX, MHCTPYMEHTaNbHbIX CPELCTB,
HOPMAaTMBHbIX OOKYMEHTax perynsaropax, no3eBonsowmx yCnewHo ynpasnsatb MHOPMaLMOHHON
6e30MacHOCTb OpraHM3auunn B yCOBUSIX aKTUBHOIO UCMONb30BaHUS MHADOPMALIMOHHbBIX TEXHOMOIMIA.

2. MecTO AMCUMNNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbLHOro o6pasoBaHus

JaHHas yyebHas oncumnnnHa BkodeHa B pasnen " 53.6.7 MpodgeccmnoHanbHbIA" OCHOBHOM
obpaszoBarenbHoit nporpammbl 090900.62 NHhopMaLMOHHAs 6€30NacHOCTb M OTHOCUTCS K 6a30BOMA
(obwenpodpeccrnoHanbHom) yactu. OcBamBaeTcs Ha 4 kypce, 8 ceMecTp.

YyebHas oncumnnuHa Bxoout B pasgen " b3.6.7 MNpodheccrnoHanbHbIi" 0CHOBHO 06pa3oBaTeNibHO
nporpammbl 090900.62 NHopMaumnoHHas 6e30nacHOCTb 1 OTHOCUTCS K 6a30BOiA
(obwenpodheccroHanbHoi) YacTn. OcBaneaeTcs Ha 4 Kypce, 8 cemecTp. OCHOBbIBAETCS Ha Kypcax:
"TeopeTnyeckne 0CHOBbl MHGOPMaLUNOHHOK BesonacHocTn", "OpraHn3aunoHHoe 1 NpaBoBoe
obecneyeHne nHgopmaumoHHo besonacHocTn", "KomnnekcHoe obecnevyeHne NHEPOPMaLMOHHON
6e3onacHoCTW" 1 Opyrmx NPooecCcnoHanbHbIX AUCLUMNH.

3. KomneTteHuuun obyuarowerocsi, popmMmpyemble B pe3ynibTate 0CBOEHUSA AUCLUMNIINHbDI
/mopynsi

B pe3ynbTate 0CBOEHUSI AMCLMNINHBI (OOPMUPYIOTCS CReaytowme KOMNeTeHUNN:

Pacwucposka

LLincpp komnereHumu npuobpeTaeMoin KoMneTeHLUU

OK-5
n HOCTbHO K KOO 1M C Konneramu Te B

(OBLLEKyNbTYPHBIE Eogﬁggv?;e t0 K Koornepauun ¢ konneramu, pabote
KOMreTeHuun)
OK-6 CNOCOBHOCTBLIO HAXOANTb OPraHN3aLMOHHO-YNPaBNeHYeckme
(0bLwekynbTypHbIE PeWeHns B HECTaHAAPTHbIX CUTyaLUsiX U FOTOBHOCTbIO HECTM 3a
KOMMEeTeHLMN) HWX OTBETCTBEHHOCTb
MnK19 cnocobHOCTbIO cocTaBMTb 0630p Mo BonpocamM obecneyveHms
(NMpodpeccmoHanbHble NHGOOPMaUMNOHHOK 6e30MacHOCTU Mo NPOCOWID CBOEN
KOMMETeHLMW) 0esiTeNIbHOCTU

CMOCOOHOCTbLIO OPraHN30BbIBaTb M NOAAEPXMBATL BbIMONHEHNE
K-5 KoMnnekca Mep no MHopMaumnoHHon 6esonacHocTu,
(Tpopecororanoe (TR TPOUECEON WX peansau ¢ y<eToM peuzcu
KoMMeTeHuunn) P PyKTyP ’

BHELWHMWX BO3AENCTBUIA, BEPOSITHBIX YTPO3 U YPOBHS Pa3BUTUSA
TEXHONOT M 3aWmnTbl UHGPOPMALIM

MK-6 CNocoBHOCTbIO OpPraHn30BaTh NPOBEAEHME 1 CONPOBOXAATb
atTectaumio 06 bekTa Ha COOTBETCTBME TPEOOBAHUSM

n NOHaIbHbI
(MPOCheccHoHanbHbIE rocyapCTBEHHbIX M KOPNOPATUBHbLIX HOPMATUBHbIX
KOMreTeHuunn)

LLOKYMEHTOB
AK-24 CMOCOBHOCTbIO OcyLecTBNSATb Noabop, nlyyeHme n obobleHne

Hay4YHO-TEXHNYECKOW NnTepaTypbl, HOPMATUBHbIX 1
(npodpeccunoHanbHblie aytiHo-Te ecko eparypel, HopMa

METOAMYEeCKMX MaTepmanoB no Bonpocam obecneyeHms
KOMMeTeHuunn) o

NHGOPMaLUNOHHOK Be3onacHOCTU
MK-7 CNoCcOBHOCTBIO MCMOIb30BaTb OCHOBHbIE METOAbI 3aWMTbI
(npodheccunoHanbHble NPOM3BOACTBEHHOIO NEpPCcoHana 1 HaceneHns 0T BO3MOXHbIX
KOMMeTeHuun) NoCneacTBUiA aBapwiA, KatacTpod, CTUXMIAHBIX 6eacTBUI

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

PerunctpaumnoHHbii Homep 669117 5AE
CrpaHnua 3 n3 13. 111 YHI:I

S OEMALIGH
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PacwucpoBka
npuobpeTaeMoi KOMNeTeHL NN

CNOCOBHOCTbIO ONpenensiTb BULAbI U (OOPMbI MHGDOPMaLNK,

Lncpp komneteHLUN

MNK-8 NOABEPXEHHOW Yyrpo3aM, BUAbl 1 BO3MOXHbIE METOLbI U MyTK
(NnpodpeccmoHanbHble peanusaumm yrpo3 Ha OCHOBE aHanm3a CTPyKTypbl 1
KOMNeTeHLUMW) coaepXaHns MHPOPMALIMOHHBIX MPOLLECCOB NPeanpUsaTIS,

uenen 1 3afay AedaTenbHOCTU NpeanpuaTns

B pesynbrate 0CBOEHUS OUCUUMINHBLI CTYOEHT:

1. OONXEH 3HaTb:

B peaynbtaTe 0CBOEHMS ONCUMMAUHBI CTYAEHT LOMXEH 3HATb:

HOpPMaTUBHbIE aKTbl U CTaHAAPTbl B 061acTn ynpasnieHns MHAPOPMaLMOHHO 6e30MacHOCTbIO;

LonxeH yMeTb: BbINONHATb NNaHNPOBaHWe, NOeHTUgUKaLMIO N aHann3 puckoBs, MooennpoBaTb
puckun, nposoanTb MOHUTOPWHT.

LonxeH BnageTb: cneunanm3npoBaHHbIM MPOrpPamMMHbIM obecrneyeHneM, MOHMaHNeM CTPYKTYPbl 1
CYCTEMbI B3aVIMOCBSI3M NPOLIECCOB YNpaBneHns UHOPMAaLIMOHHON 6€30MacHOCTbIO.

2. DONIXEH yMeTb:

B pe3ynbTate 0CBOEHUSI AMCLUMNANHBI CTYAEHT OOMXEH YMETb: BbINONHATb NNaHNPOBaHMe,
NOEHTUPUKALMIO 1 aHaNTM3 PUCKOB, MOAENNPOBATb PUCKW, MPOBOAUTb MOHUTOPVIHT.

3. DONXEH BnaneThb:

B pesynbtate 0CBOEHMS AMCLUMUMANHBI CTYAEHT OOMKEH BNafeTb: CneumannavpoBaHHbIM
NporpaMMHbIM obecrne4yeHreM, NOHNMaHNEM CTPYKTYPbl M CUCTEMbl B3aMMOCBSI3M MPOLIECCOB
ynpasneHnst UHPOPMaLMOHHOK 6€e30NaCHOCTbLIO

4. nONXeH OJEMOHCTpUMpoOBaTb CNOCOBHOCTb 1 FOTOBHOCTb:

K noctpoeHunto cuctemy ynpasneHms MHPOPMaLUNOHHO 6e30NacHOCTb NPeanpuUaTUS B YCOBUSIX
NPUMEHEHNS COBPEMEHHBIX MHPOPMALMOHHbBIX TEXHONOM M.

4. CTpyKTypa u cogepxaHve AUCLUMNIUHbI/ Moayns
Obwas TpyooeMKOoCTb AMCLMMANHBI COCTABASIET 2 3a4eTHbIX(ble) eanHuL(bl) 72 Yyaca(oB).
dopma NPOMEXYTOYHOro KOHTPONS AUCLMMINHBI 3a4eT B 8 cemecTpe.

CyMMapHo no AmcumnanHe MoxHo nony4ntb 100 6anno., U3 HMX Tekylas paboTta oueHmBaeTcs B 50
6anno., ntorosas popma KoHTpons - B 50 6annos. MnHMManbHoe KONMYeCcTBO ANs OMnycKa K 3a4eTy
28 6annos.

86 6annos 1 bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBnetBoputenbHO" (yaoo0B.);

54 6anna n MeHee - "HeynoBNeTBOPUTENbHO" (Heya.).

4.1 CTpyKTypa 1 comepXxaHue ayguTopHon paboTtbl No gucuunamHe/ MOaynto
TemaTtnyeckun nnaH gUcCUUNIUHbI/MOAYNS
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Buabl 1 yacbl
Pasgen ayauTopHOM paboThbl,
Henens MX TPy A0EMKOCTb Tekywume copmbl
N 'uuﬁr""""Hb” CeMeCTpcemecrpa (B yacax) KOHTpOnsi
oayns
MpakTnyecknellaboparopHbie
3aHATUSA pabotbi

Nekuunn

Tema 1. OcHOBHble
MOHATMA
NHJoopMaLOHHOM
1 6e3onacHocTH. Yrpo3bl 8 1 5 4 0 YCTHbIN onpoc
" MHQOOPMAaLIMOHHOW
6e3onacHoCTM B
NHPOPMaLMOHHbIX
cucTemax.

Tema 2. OueHo4YHbIe
cTaHOapThbl B
NHJOOpPMaLOHHOM
6e30mnacHoOCTH.
CraHpapTbl ynpasneHus
NHJOOpPMaLOHHOM
6e30MacHOCTbIO.

YCTHbIN onpoc

Tema 3. CospaHve
CYWB Ha npegnpusatun.
MeToavka oueHkm
PVCKOB

3. [MHGOpPMaLIMOHHOM 8 4 4 6
6e30nacHOCTM
komnaHuu Digital
Security.

0 YCTHbIN onpoc

Tema 5. CoBpeMeHHble
mMeTonbl 1 cpencTea
aHannaa v ynpasneHue
puckamu
NHPOPMAaLIMOHHBIX
CUCTEM KOMMaHWN.

Tewma 6. [1paBoBble
6. [Mepbl 06ecnequ@ﬂ 8 v > 0 0 YCTHbI onpoc

NHCOPMALMOHHON
6e3onacHoCTL.
Tema 7.
OpraHnsaunoHHble
Mepbl obecrneyeHns
7. |be3onacHocT 8 8 2 0 0
KOMMbIOTEPHbIX
NHPOPMAaLIMOHHBIX
CUCTEM.

Tema 8.
[MporpamMMHO-TEXHUYECKWEe
Mepbl obecrneyeHuns
NHJOOpMaLOHHOM YCTHbIN onpoc
8. 6e3onacHoOCTH. 8 9 2 4 0
NoeHTndpukaums,
ayTeHTudukaums,
yrnpasneHue OOoCTyrnom

TecTnposaHue

YCTHbIN onpoc

KETPOHHBH
B_EPCHTET
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Bugbl n yachbl
Pasgen ayauTopHOM paboThbl,
Henens MX TPy A0EMKOCTb Tekywume copmbl
N .D.Vllt\:nL(l.)Vll'Ir,I.IV;I'HbI/ CemecTp cemecTpa (B yacax) ‘{( ompﬁl ﬂp
ay Nek ImI'IpaKTW-lecm/leJ1a60pa1'op|-||>|e
L 3aHATUA paborbl

Tema 10.

npOTOKOﬂVIpOBaHI/Ie n TeCTVIpOBaHVIe
10. ayouT, wugpposaHue, 8 10 2 4 0

KOHTPOJ/1b LLENOCTHOCTU

Tema . NToroeas 8 0 0 0 3aver

doopma KOHTpons

Ntoro 20 22 0

4.2 CopepxaHue OUCLUMNIMNHbI

Tema 1. OCHOBHbIe NOHATUSA MHCPOPMaLMOHHOM 6e30nMacHOCTU. Yrpo3bl MHPOPMaLUOHHOW
6e3onacHOCTU B MHPOPMALMOHHBIX CUCTEMAX.

JNleKLMoHHoe 3aHsiTne (2 4aca(oB)):

MoHATMEe NHpopMaumnoHHo 6e3onacHocTM. OCHOBHbIE COCTaBNAWME MHGOPMALIMOHHOWA
6e3onacHoCTW. YnpaBneHne MHopMaLUnoHHoM 6e3onacHOCTb0. BaxXHOCTb U CNoXHOCTb Npobnembl
MHgPOPMaLMoHHo 6e3onacHocT. OCHOBHbIE ONpPeneNeHns 1 KpUTepun knaccugmkaumm yrpos.
OcHoBHbIe yrpo3bl 4OCTYNHOCTU.OCHOBHbIE Yrpo3bl LIeNIOCTHOCTU. Bpeantenbckre nporpammei.

npakTnyeckoe 3aHsitne (4 4aca(os)):
Bbibop obnactu perictems CYUB.

Tema 2. OueHoOuYHbIe cTaHaapTbl B MHPOpMaLMOHHON 6e3onacHocTU. CTaHpapTbl yrpaBneHus
MHdopMaLMOHHON 6€30MacHOCTbHO.

neKumnoHHoe 3aHsiTne (4 yaca(os)):

Ponb ctanpaptos VIB. OpaHxeBas kHura kak oLueHOYHbI ctaHgapT.MexayHapoaHbii ctaHaapT
ISO/IEC 15408. Kputepum oLeHkrn 6e30nacHOCT MHPOPMALUMOHHBIX cucTeM.CTaHaapThl
ynpasneHns nHgopmaumoHHon 6eaonacHocTbio BS 7799 n ISO/IEC 17799. VX 0CHOBHbIE
nonoxenua.MexagyHaponHbin ctaHgapt ISO/IEC 27001:2005 "CucTeMbl ynpasneHus
MHgPOpPMaLMoHHol 6e3onacHocTn. TpebosaHus". Ceptudpmkaumns CYUB Ha cooTtBeTcTBME ISO
27001.

Tema 3. Co3paHue CYUDB Ha npeanpusatun. Metoguka oLeHKM pUCKOB MHCPOpMaLMOHHOWN
6e3onacHocTtu komnaHum Digital Security.

JNIeKLMOHHOe 3aHsiTne (4 4yaca(os)):

Stanbl co3paHns cuctemsl ynpasnenns NB. ConepxaHune atanos paspaboTky U BHEAPEHMNS
cuctembl ynpasneHuns VIB. KateropnposaHue akTnBoB KomnaHun. OueHka 3aluieHHOCTH
NHGOPMALMOHHOK cuctemMbl komnaHmmn. OueHka MHPOPMaUMOHHBIX puckoB. ObpaboTka
NHpopMaLMOHHBIX prckoB.BHenpeHue npouenyp cuctembl ynipasneHns Nb. PacyeTt puckos no
yrpo3e nHdopmauroHHon 6e3onacHoctu. Onucanne apxutektypbl C. PacyeT puckos no yrpose
KOH(pMAOeHUManbHOCTb.

npaktnyeckoe 3aHsitne (6 4aca(os)):
Paspabotka nonutuku Mb.

Tema 5. CoBpeMeHHble MeToAbl U CpencTBa aHanM3a u yripaBneHue puckamm
MHOOPMaALMOHHbIX CUCTEM KOMMNaHUN.

JNeKLMoHHoe 3aHsiTne (2 4yaca(oB)):

ObocHoBaHME HEOBXOAMMOCTN MHBECTMLNIA B MHCPOPMALMOHHYO 6e30MacHOCTb
komnaHun.Metoguka FRAP. Metoaomka OCTAVE (oktans). Metoguka RiskWatch (puck BaTy).

npakTudeckoe 3aHsitne (4 yaca(os)):
PaspaboTtka MeToanku oueHkn puckos Vb.
Tema 6. NMpaBoBble Mepbl 06ecneyeHnsi UHPOpPMaLLMOHHOW 6e30MacHOCTU.

KTPOHHEBH
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NeKUuMoHHoe 3aHsiThe (2 yaca(os)):

OcCHOBHble HanpasneHusi obecneyeHns NHoPMaLIMOHHON 6e30MacHOCTH.
3akoHopaTenbHo-npaeoBas 6asa obecrnevyeHnst MHPOPMaLMOHHOM 6e30NacHOCTM Ha NPELNPUATUN.
HopMaTuBHble akTbl NpeanpusiThsa No HGOPMaLMOHHON 6e3onacHocTU. POopMbI NPaBOBOV 3aLMUTHI
MHdpopMaLMK Ha npeanpuaTun. Jpyrue NOKYMEHTbl NPeanpuaTus, B KOTOPbIX OTpaxarTcs
BONpOChI 06ecneyeHns MHPOPMaLIMOHHON 6e30MacHOCTH.

Tema 7. OpraHVISaIJMOHHbIe Mepbl obecneueHns 6eaonacHoOCTU KOMMbIOTEPHbIX
I/IH(pOpMaUMOHHbIX CcCuctTem.

JNIeKLMOHHOe 3aHsiTne (2 4yaca(os)):

Obwwme NonoXxeHns opraHmM3aumoHHom 3awmnTbl. OCOOEHHOCTN OpraHN3aUOHHON 3aWmThl
KOMMbIOTEPHbBIX MHOPMALUMNOHHbBIX CMCTEM U ceTein. Cnyxba 6e3onacHOCTU NPeanpusTUs.

Tema 8. NporpamMmHO-TEXHUYECKME Mepbl obecrneyeHnss UHCPOpPMaLLMOHHOM 6e30NacHOCTH.
NneHtndpmkaumsa, ayteHTucpmkaumsa, ynpasneHme OOCTYNOM

JNleKLLMOHHOe 3aHsiTue (2 Haca(os)):

OCHOBHbIE MPOrpaMMHO-TEXHNYECKNE MePbI. MioeHTndmkaums n ayteHTndmkaums. YnpasneHve
LOCTYIOM.

npakTnyeckoe 3aHsitne (4 4aca(os)):

[MpoBeneHwe BHyTpeHHero ayauta Ub.

Tema 10. NpoTtokonuposaHue N ayauT, WncppoBaHne, KOHTPO/b LLeNIOCTHOCTU
JNIeKLMOHHOe 3aHsiTue (2 4yaca(oB)):

MpoTokonuposaHue n ayauT. lndposaHue. Lingposble cepTudoukarhi.
npakTudeckoe 3aHsitne (4 yaca(os)):

OpraHunaauns pabotbl cnyx6bl 6€30NacHOCTV NPEANPUATUS.

4.3 CTpyKTypa 1 copepXxaHume caMOCTOSITe/IbHOM paboTbl AUCLMMIUHBI (MOLYNSA)

Buabl
N Pasnen CemecTp Hepens camocmsﬁreanoﬁ TpynoeMKoCThb ;?«%%:L:?:;Eggﬂn
AducumnnuHel cemecTpa pabortbl (B yacax) pa6oTb
CTYAOEeHTOB
Tema 1. OcHOBHble
NOHATUSA
NHJPOpMaLIMOHHON
6e3onacHocTn. Yrposbl MOAroToBKa K y
1. NHJPOpMaLIMOHHON 8 1 YCTHOMY onpocy 2 yCTHEI Onpoc
6e3onacHocTn B
NHJPOPMAaLIMOHHbIX
cucTtemax.
Tema 2. OueHouHble
cTaHbapThbl B
NHJOOPMaLIMOHHOM
6e30nacHoCTu. MOAroToBKa K .
2. CrtaHoapTbl ynpasneHus 8 2 YCTHOMY Onpocy 4 ycTHEI Onpoc
NHJOOPMaLINOHHOM
6e30nacHoOCTbIO.
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Paspen
AucumnnnHbl

CemecTp

Hepnens
cemecTpa

Buabi
caMoCTOsITe/IbHOM
paboTbl
CTYAEHTOB

TPYyBOEeMKOCTb|
(B yacax)

dDopMbl KOHTPONSA
CaMOCTOATENIbHOMN
pabortbl

. |[MHdoopMaLIMoOHHOM

Tema 3. CosnaHue
CYWB Ha npennpuatuu.
MeToauka oueHKun
pUCKOB

6e30nacHoOCTM
komnaHuu Digital
Security.

NoAroToska K
YCTHOMY Onpocy

YCTHbI ONpocC

Tema 5. CoBpeMeHHble
MeToAbl 1 CpeacTea
aHanusa n ynpasneHue
puckamm
NHOPOPMaLIMOHHbIX
CUCTEM KOMMaHUN.

NoAroToBKa K
YCTHOMY OMnpocy

YCTHbI ONpocC

Tema 6. [NpaBoBble
Mepbl obecneyeHus
NHJOOPMaLINOHHOM

6e30nacHoOCTN.

NoAroToBka K
YCTHOMY Onpocy

YCTHbI ONpocC

. |be3onacHocTun

Tema 7.
OpraHun3aunoHHble
Mepbl obecneyeHns

KOMMbIOTEPHbIX
NHJPOPMAaLIMOHHbIX
cucrtem.

NOAroToBKa K
YCTHOMY OMpocCy

YCTHbI ONpocC

Tema 8.
[MporpaMMHOo-TeXHNYeECKY
Mepbl obecneyeHus
NHJOOPMaLIMOHHOM
6e3onacHoCTK.
NoeHTndpukaums,
ayTeHTugomnkauus,
ynpasneHvue 4OoCTyrnom

e

NoAroToBka K
YCTHOMY Orpocy

YCTHbI ONpocC

10.

Tema 10.
[MpoTokonupoBaHue u
ayaouT, WwndgpposaHue,
KOHTPO/b LIeNIOCTHOCTH

10

NOAroToBKa K
YCTHOMY OMpOCy

YCTHbI ONpoC

NTtoro

30

5. O6bpa3oBarenbHble TEXHONOMMU, BK/IOYAsA MHTEPaKTUBHbIEe hOpMbl 06yUYeHUs

3aHATUS NPoBOAATCS B (POPME NEKLIMOHHbBIX Y NPAKTUYECKMX 3aHATUIA. [prMeHseTCs TEXHONOrns
yLoaneHHoro focTyna ons opraHm3aumm BebruHaposio

6. OLeHOYHble cpeacTBa ANs TEKYLLLEro KOHTPONS ycneBaeMoCTh, MPOMeXYTOYHOWM
aTTecrauumm rno MToramMm OCBOeHUsi AUCLUMINHDBI U y4eOHO-MeToauYeckoe obecneyeHune
camocTosiTeNIbHOM paboThbl CTYAEHTOB

Tema 1. OCHOBHbI€ MOHATUS UHCGPOPMaLMOHHOWM 6e30NacHOCTU. YTPpo3bl MHGPOPMaLMOHHOW
6e30MacHOCTV B MH(POPMALMOHHBIX CUCTEMAX.

YCTHbIA ONpoC , NPUMEPHbIE BONPOCHI:
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MoHATME NHApopMaUnoHHo 6e3onacHocTM. OCHOBHbIE COCTaBNAWME UHGOPMALIMOHHOWA
6e3onacHocT. OCHOBHbIE Yrpo3bl 4OCTYNHOCTU. OCHOBHbIE Yrpo3bl LLeNnocTHOCTN.OCHOBHbIE Yrpo3bl
KOHCpMAeHUManbHOCTN. BpeanTtenbckue nporpammoi.

Tema 2. OueHOuUHbIe cTaHAapTbl B MHOOpMaLMOHHOW 6e3onacHocTU. CTaHpapTbl yrpaBieHus
MHdopMaLMOHHON 6€30MacHOCTbHO.

YCTHbIA OMPOC , NPMMEPHbIe BOMPOChHI:

OcHoBHble nonoxeHus: CTaHaapTbl ynpasneHns MHopMaunoHHok 6beaonacHocTbio BS 7799 u
ISO/IEC 17799. MexayHapogHbin ctaHgapT ISO/IEC 27001:2005 "Cuctembl ynpaeneHus
MHgPOpMaLMoHHol 6e3onacHocTn. TpebosaHus". Ceptudpmkaumns CYUB Ha cooTtBeTcTBME ISO
27001.

Tema 3. Co3paHune CYUB Ha npeanpusatin. Metoauka oLeHKM pUCKOB MHCPOpMaLMOHHOWN
6e3onacHocT komnaHum Digital Security.

YCTHbIi ONMPOC , MPUMEPHbIE BOMPOCHI:

OcHoBHble aTanbl pa3paboTkn 1 BHeapeHus cuctemol ynpasnexHns MIb. Stanbl npouecca
yrnpaeneHus puckamu. Metoguka pacyerta yrpo3. ANroputm pacyeTta YPOBHS Yrpo3bl MO BCEM
YSI3BUMOCTSM.

Tema 5. CoBpeMeHHble MeToabl U CpencTBa aHanM3a u yrpaBneHue puckamm
MHOOPMaALMOHHbIX CUCTEM KOMMNaHUN.

YCTHbIA ONPOC , NPUMEPHbIE BOMPOCHI:

Metoauka FRAP (cppen).Metoaomka OCTAVE (oktans). Metoguka Risk Watch (puck BaTy).
Tema 6. MNpaBoBbie mepbl o6ecrneyeHnss UHCPOPMaLLMOHHON 6e30NacHOCTH.

YCTHbI ONPOC , NPUMEpPHbIE BOMPOChI:

HopMmatuBHble akTbl NpeanpuaTs No MHPopPMaLnoHHo 6e3onacHocT. DopMbl NPABOBO 3aWMTbI
MHCpopMaLIMKN Ha NPeaNPUATUN.

Tema 7. OpraHMSaLIMOHHbIe Mepbl obecneueHns 6e3onacHoOCTU KOMMbOTEPHbIX
I/IH(*)OpMaLIMOHHbIX Cuctem.

YCTHbIN ornpoc , npuMepHble BOMNPOCHI:

OCHOBHbIEe OpraHn3aunoHHble MeponpusaTns. OpraHnsaums pexmnma n oxpaHbl. OpraHm3aunoHHbIe
MeponpuaTMS Nno 3awmTe nHdgopmaumm B C.

Tema 8. MNporpaMmHO-TEXHUUYECKME Mepbl obecrneyeHnss UHPOpMaLLMOHHOM 6e30NacHOCTH.
NneHTncpmkauusa, ayteHTucpmkauusa, ynpasneHme AOCTYNOM

YCTHbIi ONPOC , NPUMEPHbIE BOMPOCHI:

OcHoBHble Mepbl Unu cepeuckl beaonacHocTu. MNaponbHas ayteHTudukaums. Cepeep
ayTeHTupukaumm Kerberos.

Tema 10. NMpoTokonupoBaHue U ayaut, LundpopoBaHue, KOHTPO/b LLeNIOCTHOCTU
YCTHbI ONPOC , MPUMEpPHbIE BOMPOCHI:

Ayaont. CurHatypa ataku. lWugpposaHue. Xaw-yHkuus. Lingoposble cepTudumkarsl.
Tema . UToroeasi popma KOHTpons

[MprMepHble BOMPOCHI K 3a4eTy:

[MonHbI NepeYeHb BOMPOCOB K 3a4eTy B NpUnoxeHuu 1.
Cnncok BONPOCOB K 3a4eTy:

. MoHsATNE NHGOPMaLIMOHHOW 6e30NacHOCTW.

. OCHOBHbIe cocTaBnsiloWME MHPOPMALMOHHON Be30MacHOCTU.
. YnpaBneHune nHopMaunoHHon 6e30nacHOCTbIO.

. BaxXHOCTb 1 cNoXHOCTb NPobemMbl MHEOPMaLUNOHHOK 6e30nacHOCTU
. OCHOBHbIE onpeneneHns n KpUTepun knaccugumkaumm yrpos.
. OCHOBHbIE Yrpo3bl OCTYMHOCTMW.

. OCHOBHbI€ yrpo3bl LLeNOCTHOCTMW.

. OCHOBHbIE Yrpo3bl KOHOUAEHUNANBHOCTH.

0O NO Ok~ WDND =
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9. Bpeoutenbckue nporpammol
10. Ponb ctanpaptos Ub.
11. "OpaHxeBas kHMra" kak OLEHO4YHbIV CTaHaapT.

12. MexgayHapogHbii ctaHnapt ISO/IEC 15408. Kputepum oueHkm 6e30nacHOCTy
NHPOPMALMOHHBIX CUCTEM.

13. CtanpapTbl ynpaeneHust nHopmaumnoHHon 6e3onacHoctbio BS 7799 n ISO/IEC 17799. Ux
OCHOBHbIE MONIOXEHUS.

14. MexayHapogHbii ctangapTt ISO/IEC 27001:2005 "CucTteMbl ynpasneHns MH(opMaunoHHOM
6esonacHocTn. TpeboBaHums".

15. Ceptudbukaumnsa CYUB Ha cooTBetcTBue ISO 27001.

16. MeToL OLEHKN PUCKOB HA OCHOBE MOLENN Yrpo3 N YyS3BUMOCTEN

17. PacuyeT puckoB no yrpo3e MHOopMaLMOHHOK 6e30nacHOCTH

18. 3anaHne KOHTpMep

19. KayecTBeHHble METOLAMKN yNpaBneHns puckamu.

20. KonnyecTBeHHble MeToanKn ynpaeneHuns puckamu. Metog CRAMM.

21. ObocHoBaHME HEOOXOAMMOCTI MHBECTULNIA B MHCPOPMALMOHHYO 6€30MacHOCTb KOMMaHMN.
22. Metoguka FRAP (dppen).

23. Metogmka OCTAVE (okTaiB)

24. Metoguka Risk Watch (puck BaTy).

25. OcHOoBHble HanpaeneHus obecnevyeHns NHPOPMaLIMOHHOW 6e30NacHOCTH.

26. 3akoHoaaTenbHo-nNpaeoeas 6asa obecrneyveHns NHPOPMaLNOHHOK 6e30nacHOCTU Ha
npeanpuaTuu.

27. HopmaTtmBHble akTbl NPeanpUATAS No UHGOPMALIMOHHOW 6€30NacHOCTY.
28. ®opMbl MPaBoBON 3alWUTbl MHOOPMALLMK Ha MPeanpuaTuin.

29. [Ipyrue OOKyMEHTbI MPeanpusaTusi, B KOTOPbIX OTPaXaroTCs BONpoChl obecrnevyeHms
NHGOPMaLMOHHOK 6e3onacHOCTH.

30. Obwume NoNoXeHns opraHN3aLMOHHON 3aWmnTbI.
31. OcobeHHOCTUN OpraHM3aLMOHHON 3aLMThl KOMMBIOTEPHbLIX MHOPOPMALMOHHBIX CUCTEM U CETEN.
32. Cnyxba 6e30nacHOCTV NPeanpUsTAS.

33. OCHOBHbIE MPOrPaMMHO-TEXHUYECKNE MEPBI.
34. NoeHTudgomkaums n ayteHTndomkaums.

35. YnpasneHve 0ocTyrnom

36. lNpoTokonuposaHne n ayouTt

37. AKTVBHbIN ayauT.

38. lUndgpposaHue.

39. KOHTpONb LENOCTHOCTN.

40. Uungoposble cepTudpukaTsbl

7.1. OcHoBHas nuTeparypa:

3onoTapes, B. B. YnpaeneHne nHpopMaumnoHHoin 6e3onacHocTbio. Y. 1. AHann3 nHopmMaLmnoHHbIX
PUCKOB [ONeKTPOHHbIN pecypc] : y4eb.nocobue/ B. B. SonoTapes, E. A. [laHunosa. - KpacHosipck
:Cunb. roc. aspokocmumy. yH-T, 2010 - http://znanium.com/catalog.php?bookinfo=463037

.besonacHocTb 1 ynpaeneHne OCTYNOM B MHGPOPMALMOHHbBIX cuctemax: YyebHoe nocobue / A.B.
Bacunbkos, N.A. Bacunbkos. - M.: ®opym: HALL UH®PA-M, 2013. - 368 c.: un.; 60x90 1/16. -
(MpodoeccrnoHanbHoe obpasosaHue). (nepennet) ISBN 978-5-91134-360-6 -
http://znanium.com/catalog.php?bookinfo=405313
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Xykosa, M. H. YnpaeneHne nHgpopmaumnoHHoi 6esonacHocTbio. Y. 2. YnpasneHve nHunaeHTamm
NHgPOPMaLMOHHOI 6e3onacHOCTY [SNekTPOoHHbIN pecypc] : y4eb.nocobue / M. H. Xykosa, B. I.
Xykos, B. B. 3onotapes. - KpacHosipck : Cub. roc. aspokocmmy. yH-T, 2012. -
http://znanium.com/catalog.php?bookinfo=463061

7.2. JlononHuTenbHasa nureparypa:

MHdopmaumoHHas 6e30nacHOCTb KOMMbIOTEPHbBIX CUCTEM 1 ceTelt: YyebHoe nocobuve / B.D.
laHbruH. - M.: O POPYM: HALL UH®PA-M, 2014. - 416 c.: nn.; 60x90 1/16. -
(MpodpeccrnoHanbHoe obpasosanue). (nepennet) ISBN 978-5-8199-0331-5 -
http://znanium.com/catalog.php?bookinfo=423927

MonoenupoBaHue cucteMbl 3awmnTbl MHopmaumu: Mpaktrukym: YuebHoe nocobue / E.K.bapaHoea,
A.B.babaw - M.: Ll PNOP: HAL MH®PA-M, 2015 - 120 c.: 60x88 1/16 + ( Lon. mar.
znanium.com). - (Bbicwee obpasosaHue: bakanasp.). (0) ISBN 978-5-369-01379-3 -
http://znanium.com/catalog.php?bookinfo=476047

7.3. UHTEepHeT-pecypcChbl:

WHTepHeT-noptan ansa NT-cneunanncTos - http://www.habrahabr.ru/
VHTepHeT-nopTan pecypcoB no nHdopMaumnoHHon beaonacHoctu - http//wwwe.all-ib.ru
KoHcynbTaHT MNntoc - http://www.consultant.ru/

OdouumanbHbIn nopTan NpaeoBon nHopmaLmu - http://pravo.gov.ru/

OdpmumanbHblin cant PenepanbHoi Cnyx6bl N0 TEXHUYECKOMY 1 9KCMOPTHOMY KOHTPOIO -
http://www.fstec.ru/

8. MarepmanbHo-TexHU4eckoe obecrneyeHne QUCLMNINHbI(MOAYNS)

OcBoeHune oucumnanHbl "YnpasneHne MHopMaLMoHHoM 6e3onacHocTbio" npeanonaraeT
NCMNONb30BaHNe CNeayolero MaTepunanbHO-TEXHNYECKOro obecneyeHms:

MynbTumMeauiiHas ayautopusi, BMECTUMOCTbO 6onee 60 yenosek. MynbTumMeaniiHas ayautopus
COCTOUT N3 UHTErPUPOBAHHBIX UHXEHEPHbIX CUCTEM C €AUHOWN CUCTEMON YyNpaBneHns, OCHaLWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanv3auum noboin Buaeo n ayamno
NHpopMauunu, NoNyYeHNs 1 nepenayn SNeKTPOHHbIX JOKYMEHTOB. TUnoBasi KOMMieKTaums
MyNbTUMEOMAHOM ay AUTOPUN COCTOUT U3: MyNbTUMELMNIHOrO NPoeKTopa, aBTOMaTN3NPOBAHHOIO
NPOEKLIMOHHOr0 3KpaHa, akyCTUYeCKO CUCTEMBI, a TaKXe MHTEPaKTMBHONM TpMbyHbI NpenoaaBsaTtens,
BK/IlOYaloLWen Ta4y-CKpMH MOHUTOP C AuaroHasnblo He MeHee 22 OI0IMOB, NepCcoHasbHbI KOMMbIOTEP
(c TexHnyecknmm xapaktepucTukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHJoepeHL-MUKPOOoH, 6ecnpoBoaHOM MUKPOGIOH, 610K ynpaeneHns obopynoBaHUeM, MHTEPAENCHI
noakntoyerms: USB,audio, HDMI. MiHTepakTMBHas TpmbyHa npenoaaBaTtens sBnsieTcs KNo4eBbiM
3N1EMEHTOM yrpaBneHns, 06 beANHSIOWNM BCE YCTPONCTBA B EONHYIO CUCTEMY, U CIYXUT
NONTHOLIEHHbIM paboymm MecToM npenoaasatens. lNpenoaaeaTtens MMEET BO3MOXHOCTb NIErKo
ynpaBnsiTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSIET MPOBOANTL NEKLMM, MPaKTUYeCKue
3aHATWA, Npe3eHTauun, BebrHapbl, KOHPEPEHUMM U Opyrie BUObl ayAUTOPHON Harpy3Ku
obyyatowmxcs B yA06HON 1 DOCTYMHOW ANSt HAX OOPME C NMPUMEHEHNEM COBPEMEHHbIX
NHTEPaKTMBHbIX CPeACTB 00y4eHMs, B TOM YMC/e C MCNONb30BaHMEM B NpoLiecce 0byyeHuns Bcex
KopnopaTusHbIX pecypcoB. MynbTumMeguinHas ayautopus Takxke oCHaleHa WupPOoKOrnonoCHbIM
LOCTYNOM B CeTb MHTEepHET. KomnbloTepHoe 060pynoBaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3MOHHOE NporpaMmMHoe obecneyeHue.
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YyebHo-MeToan4eckas nutepartypa ans 4aHHOW ONCLUMMINHBI UIMEETCS B HAIMYUN B
3NEeKTPOHHO-6nbnnoTeyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpefoCTaBNeH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT nponsseneHns KpynHENWUX POCCUNCKNX YYEHBIX, PYKOBOAUTENEN
rocyaapCTBEHHbIX OpraHoB, Npenogasartener Beaylmx By30B CTpaHbl, BbICOKOKBANUULMPOBAHHbIX
CreunanncToB B pasnnyHbix cdoepax brusHeca. PoHL 6nbnmoTekn cpopMMpPOBaH C y4ETOM BCEX
N3MEHeHWNn obpa3oBaTenbHbIX CTAHOAPTOB U BKAOYAET y4ebHUKK, y4ebHble nocobus, YMK,
MOHOrpadun, asTopedoeparbl, guccepraLmm, SHUUKNONEANnN, CAOBapU U CPaBOYHNKN,
3aKkoHO4AaTeNbHO-HOPMATMBHbIE OOKYMEHTbI, CNeunanbHbie Nnepnoanyeckme n3gaHms n n3gaHus,
BbiNyckaeMble nagatenncrsamm By30B. B HacToswee spems 95C ZNANIUM.COM cooTteeTcTBYET
BceM TpeboBaHusaM penepanbHbIX rocyaapCTBEHHbIX 06pa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasoeanust (PrOC BI1O) HoBoro nokoneHus.

OcBoeHune oncumnanHbl "YnpasneHne MHopMaLUMoHHOM 6e3onacHoCcTbio" npeanonaraeT
MCNONb30BaHNe MyNbTUMEANAHAS ayanTopus, BMECTUMOCTbIO 6onee 30 YenoBek. KOMMbIOTEPHOrO
knacca.

MNporpamma coctaBneHa B cooTBeTcTBUM € TpebosaHnamm @I OC BIO un yyebHbiM nnaHom no
HanpasneHuno 090900.62 "NHpopmaumnoHHas 6e3onacHOCTb" 1 NPOGUIIO NOATOTOBKU
NHpopmaumnoHHas 6e30nacHOCTb aBTOMATU3MPOBAHHBIX CUCTEM .
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