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MporpamMmy avcumnnuHbl paspaboTan(a)(n) ooueHTt, K.H. MakciotnH C.B. Kadbeapa pannogounamnku
OtoeneHve paguoguankm 1 HPOPMaLMOHHbIX cucTeM , Sergey.Maksyutin@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

LeNblo JaHHOM OUCUUMNNIMHBI SBASETCA NONyYeHne 3HaHWIA U NPaKTUYeCKNX HaBbIKOB B 06nacTu
COBPEMEHHbBIX CETEBbIX TEXHONOMiA, NO3BONSIOWMUX NPOBOANTL 6A30BYIO OMArHOCTUKY U
obcnyxusaxue J1IBC.

2. MecTO AMCUMUNNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbLHOro o6pasoBaHus

JaHHas yyebHas oncumnnnHa BktodeHa B pasgen " M2.10B.4 NpodeccrnoHanbHbIi" 0CHOBHOM
obpaszoBartenbHoit nporpamMmbl 011800.68 Paanodursnka n 0THOCUTCS K AUCUMMIMHAM MO BbIOOpPY.
OcBauBaeTcs Ha 2 kypce, 3 CeMeCTp.

MecTto ancumnnuHbl B cTpykType OOl marmuctpatypsl

OucumnnnHa oTHocuTCs K 6a30BoW YacTh obleHay4Horo uukna obpasoBarefbHOro ctaHaapTa
TpeTtbero nokoneHus no HanpaeneHuo 011800 - pagnodomauka.

3. KomneteHuuu obyyarowerocs, hopMmpyemblie B pe3ynbTate 0CBOEHUS OUCLUM/INHDI
/mopyns

B pes3ynbTarte 0CBOEHUSA OUCLUMINHBI POPMUPYIOTCS crneaylowme KOMNeTeHUNNn:

PacwucpoBka
npuobpeTaeMon KoMNeTeHL MU

CnocobHoCTbIO Ucnonb3oBatb 6a30Bble 3HAHUSA U HaBbIKM

Lncpp komneteHLUN

OK-10 ynpaBsneHus nHgopmaumen onsa peleHns nccnenoBarenbcknx

(0bLweKynbTypHbIE NpogoeccroHanbHbix 3aaad, cobnoaartbs OCHOBHblE TpeboBaHUS

KOMMNEeTEeHUnM) NHGOPMAaLUNOHHOK 6e30MacHOCTU, 3alNTbI FOCYAaPCTBEHHOM
TaWlHbl

CnocobHOCTbIO CaMOCTOATENBHO NPUOBpeTaTh C MOMOLLbLIO
MHCPOPMALIMOHHBIX TEXHONOT WA 1 UCMONb30BAaTh B

(%IéﬁekyanypHue NpPaKkTUY4ECKON AEATENBbHOCTU 3HAHMS U YMEHNS, B TOM YnCe B

KOMNETEHLIN) HOBbIX 06NACTSX, HENOCPEACTBEHHO HE CBSI3aHHbIX CO CAIepOl
L0esiITeNIbHOCTUN, PacWnpPsTh 1 yrnybnaTtb CBOE Hay4yHoe
MUPOBO33pEHME

OK-5

(0bLweKynbTypHbIE CnocobHOCTbIO BblABUraTb HOBbIE UAEN

KoMMeTeHuunn)

B pesynbtate 0CBOEHUS ONCUMMNUHBI CTYAEHT:
1. QONXEeH 3HaThb:

- OCHOBHbIE HanpasneHNs PasBUTUA COBPEMEHHbBIX BbIYUCNUTENbHbIX U1 KOMMYHUKALMOHHbIX CETEN;

- TEOPETNYECKME OCHOBbBI MOCTPOEHMS CETEN U NPUHLMNOB OYHKLMOHNPOBAHMM annaparHblX 1
NPOrpamHbIX COCTABNSIOWMX BbIYUCTUTENbHBIX CETEN.

2. DONTIXEH yMeTb:
OcyuwecTBnsATb 6a30BYyt0 HACTPOWKY M OMArHOCTUKY COCTOSIHMS NOKaNbHbIX BbIYMCNUTENbHBIX CETEN.
3. 0ONMXeH BnageTb:

COBpeMeHHbIMVI nporpaMMmHbiMn cpeacteamMmn ANarHOCTUKMN N MOHUTOPUHIa ceten - aHannaartopamm
CeTeBbIX NMPOTOKOJIOB 1N CETEBBIMU MOHNTOPAMN.

4. NONXEeH JEeMOHCTPMPOBaTb CMNOCOOHOCTb 1 FOTOBHOCTb:
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SkcnnyaTmposaTh COBPEMeHHoe ceTeBoe 060pyaoBaHue, pelwarb 3aaadv no 06CnyXnsaHuio,
ONarHOCTVKe CETe, MNaHnpoBaTh CTPATErMi0 MOAEPHN3ALMMN 1 PACLIMPEHWUS NOKANbHbBIX CETEN.

4. CTpyKTypa u conepxaHve oUCLUNAUHBLI/ MOoayns
Ob6was TpyaoeMKoCTb OAUCLMMANHBI COCTABNSIET 2 3a4eTHbIX(ble) eanHuu(bl) 72 Yaca(oB).
dopma NPOMEXYTOHHOrO KOHTPONS AUCLMMANHBI 3a4€eT B 3 ceMecTpe.

CyMmMapHOo no ancumnanHe MOXHO nony4ntb 100 6annos, n3 HMX Tekywas paboTa oueHnaetcs B 50
6anno., ntorosas oopma KoHTpons - B 50 6annos. MMHMManbHoe KONMYECTBO ANS AOMyCcKa K 3a4eTy
28 6annos.

86 6annos 1 bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopouwo" (Xxop.);

55-70 6annos - "ynoBneTBOpUTENBHO" (YAO0B.);

54 6anna n MeHee - "HeyLOBNETBOPUTENBHO" (Heyn.).

4.1 CTpyKTypa u conepxaHue ayauTopHon paboTbl Mo AucUUNIMHe/ MOLYIO
TeMaTnyeckuii NnaH GUCLUNNHbLI/MOAYNS

Buabl v yachbl
Pasgen ayauTopHOW paboTbl,
Hepens MX TPy A0EMKOCTb Tekywue copmbl
N 'uuﬁﬁ""""HH/ CeMeCTpcemecrpa (B yacax) KOHTpOnsi
oayns
MpakTuyeckuelllabopatopHbie
3aHATUSA paboTbi

Nekuunn

Tema 1. OBontoums
JIBC. Cuctembl
pacnpeneneHHbIX
BbIYMCNEHWUIA, NX
npenMylecTsa un
1.|HepnocTaTkn. Mpobnembl 3 2 2 0
ob6beanHeHus
BbIYUCNNTENbHbIX
CpeLacTB B ceTu,
TUNOBbIE PELLEHNS.
CTpykTypusaumns ceten.

Tema 2.
MHoroypoBHeBas
MOJO€enNb CETEBOro
B3aMMOOENCTBUS.
Monenb OSI. lNoHaTMe
‘lcTeka NpoTOKONOB.
TpeboBaHus,
npenbsasnsemble K
BbIYUCNUTENbHbIM
ceTsm.

Tema 3.
XapakTepucTukn NNHNiR
cBA3K. XapakTepuCTUKu
3.|[kabenbHbIX CUCTEM. 3 2 2 0
Tunbl kKabenbHbIX
CUCTEM.
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Buabl 1 yacbl
ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
cemecTpa (B yacax) KOHTpOns
MpakTnyeckmelllaboparopHbie

3aHATUA paboTbi

Pasnen
N AducunnnuHbl/ CemecTp
Monyns

Nekuunn

Tema 4. dunsunyeckoe
KOOMpOBaHME:
aHanorosoe,
noTeHumnanbHoe,
NUMNYNbCHOE.
TpeboBaHus,
npeabsBAsSEMble K
4.|cnocobam 3 2 2 0
KOOMPOBaHMUSI.
ITornyeckoe
KoOMpoBaHMe.
CkpembnupoBsaHue.
O6wwue nprHUUNbI
nepenayn AaHHbIX Ha
KaHanbHOM YpOBHe.
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Buabl n yachbl
ayauTopHOM paborThbl,

Paspen
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
N ‘D'"Kn"(")':lr;;}r;”b'/ C("w'echcemecrpa (B yacax) KOHTpOnsi
Nekumm MpakTnyeckmelllaboparopHbie
3aHATUA paboTbi

Tema 5. CTpykTypa
ctaHgapTos 802.X. LLC
- NPOTOKON,
nHkancynaumsa LLC
Kagpa B kagpa
KaHanbHOro ypoBHS.
Ctpyktypa LLC kanpos.
MeTtoq noctyna
CSMA/CD. lNpouegnypa
paspeleHns Konnn3unim.
Bpemsa nsonHoro
obopoTa kagpa.
Mpon3BoanTENbHOCTD
Ethernet ceten.
dopmartbl KaapoB
craHpaprta 802.3.
Dun3NYECKUN YPOBEHD
Ethernet (10 Base 5, 10
Base 2,10 Base T, 10
Base F, 10 Base FL).
MapkepHbIi MeToL,
noctyna. Cetn Token
Ring. ®opmaTtbl Kanpos
5.[Token Ring. 3 2 2 0
Dn3NYECKUN YPOBEHD
Token Ring. Cetn FDDI
- 0COBEHHOCTN.
KaHanbHbIn 1
dON3NYECKNIA YPOBHU
ceten FDDI. CtraHpapt
802.3u: cpusnyeckui
yposeHb (100 Base FX,
100 Base TX, 100 Base
T4). NonoypoBHN MoZenu
OSI B pamkax
ctaHpapra 802.3u.
Knaccbl nostoputenei
802.3u. Obwwne
CBEeOEHNS O CeTsX
100VG - AnyLAN.
Cranpapt 802.3z -
obwune cBeneHusl.
Dun3nNYECKUN YPOBEHD
802.3z. Obwwme
CBEeOEHNS O CeTsX
craHpaprta 802.11.
OcobeH

KETPOHHBH
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Buabl 1 yacbl
ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
cemecTpa (B yacax) KOHTpOns
MpakTnyeckmelllaboparopHbie

3aHATUA paboTbi

Pasnen
N AducunnnuHbl/ CemecTp
Monyns

Nekuunn

Tema 6. CeTeBble
apantepbl. PyHKUNN
TpaHCUBEPOB N CETEBbIX
apantepos. AnNropuTm
paboTbl ceTeBOro
apantepa.
KoHueHTpaTopbl.
DyHKUMN
KOHLIEHTPaTOpPOB.
MocTbl. MocToBble
Tabnuubl. ANroputMm
STA. Ctpyktypa BPDU.
HenoctaTkn MOCTOB.
KommyTaropsl. Tunbl
KOMMYTaTOpOB,
0COOEHHOCTMW.
MpuHUMnbl paboTbl
6.[kommyTaTopos. Pexumbl| 3 2 2 0
KOMMyTaumm.
XapakTepucTukn
KoMMmyTaTopos. MoHaTHe
internetworking.
MapLpyTmsartopsbl.
MapwpyTHble Tabnuubi.
Anroputmbl
mapuwpyTtusaumn. RIP
npotokon. OSPF
npotokon. ARP n RARP
npoTtokonbl. Agpecaums
B IP ceTtax.
cnonb3oBaHne Macok.
Ctpyktypa IP naketos.
TCP n UDP npoTtokonsbil.

Tema 7. Aopecauns B
COBpPEMEHHbIX
NOKasbHbIX CETSX.
CTtpykTypusaums
afpecHoro
NpoCTPaHCTBa.
AHannsaTopbl ceTeBblX
‘(MpOoTOKONOB.
MHkancynsumns kanpos.
YA3BUMOCTY CUCTEMDI
paspelleHns aapecos.
CraTtunyeckas n
InHaMmmyeckas
MapLpyTn3aums.

Tema . Toroesas 3ayert
" |dpopma KoHTponsA 3 0 0 0

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

PernctpaumnoHHbii Homep 6131214 5AE
Crtpanvua 7 us 17. il VHITI

S OEMALIGH



Mporpamma aucumnnuubl "BelancnutensHble cetn"; 011800.68 Paguodomamnka; noueHT, K.H. MakctotuH C.B.

Buabl 1 yachbl
ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
cemecTpa (B yacax) KOHTpOns

MpakTnyeckmelllaboparopHbie
3aHATUA paboTbi

NTtoro 14 14 0

Pasnen
N AducunnnuHbl/ CemecTp
Monyns

Nekuunn

4.2 CopepxaHue AUCLUMNIMNHBI

Tema 1. 3Bonouums JIBC. Cuctembl pacnpeneneHHbIX BbIYUCIIEHUI, UX NPEeUMyLLLEeCTBa U
HepocTaTtku. Mpob6nemMbl 06 e AUHEHUS BbIYUCTUTENIbHBLIX CPEACTB B CETU, TUMOBbIE PEeLLUeHUS.
CTpyKTypu3auus cetem.

JNleKuMoHHoe 3aHsiTne (2 4yaca(oB)):

Osontouns JIBC. Cnctembl pacnpeneneHHbIX BbIYUCNEHNA, X NPEUMYLLECTBA N HEQOCTATKM.
MpobnemMbl 06 beANHEHNS BEIYUCIINTENBHBIX CPEACTB B CETU, TUMNOBbIE pelweHns. CTpyKTypraauus
ceTen.

npakTnyeckoe 3aHsitne (2 4aca(os)):
N3yyeHne ctaHpgapTos JIBC

Tema 2. MHOroypoBHeBasi Moaesnb ceTeBoro B3aumonencrens. Mogenb OSI. NMoHsiTMe cTeka
npoTokonoB. TpeboBaHus, NpeabABASEMbIe K BbIYUC/TUTENIbHBIM CETSIM.

NeKLuMoHHoe 3aHsiThe (2 yaca(os)):

MHoroyposHeBas Mofenb ceteBoro s3anmomenctamga. Mooenb OSI. lNoHsATME cTeka NPOTOKONOB.
TpeboBaHus, NnpeabsSBNSEMbIE K BbIMUCIUTENBHBIM CETSM.

npakTu4eckoe 3aHsitne (2 yaca(os)):

N3yyeHune n cpasHeHune mogenen OSI n SNA

Tema 3. XapakTepucTMku NMHUNA cBA3N. XapakTepucTukn KabenbHbix cuctem. Tunbl
KabenbHbIX CUCTEM.

JNIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

XapakTepuCTUKN NUHWNIA CBS3N. XapakTepUCTUKN KabenbHbIX CUCTEM. Tunbl KabenbHbIX CUCTEM.
npakTnyeckoe 3aHsitne (2 4aca(os)):

C6op nHgopMauun o Tnax kabenbHbIX CUCTEM

Tema 4. du3nyeckoe KOAMPOBaHUE: aHANIOroOBOE, NOTEHLManbHoe, UMNyNbcHoe. TpeboBaHus,
npenbsaBAsieMblie K cnocobam KoaupoBaHus. Jlormyeckoe kogupoBaHme. CKkpembnupoBaHue.
O6L e NPUHLUMNbI Nepepayvn AaHHbIX Ha KaHallbHOM YPOBHe.

JNeKuMoHHoe 3aHsiTne (2 4yaca(oB)):

dun3nyeckoe KOANPOBAHME: aHANIOroBoe, NOTEHUMANbHOE, UMNYNbCcHOE. TpeboBaHus,
npeabsaBnsemMble k cnocobam koanposaHus. Jlornyeckoe kogmposaHune. CkpembnnposaHme. Obwme
NPUHUMNbI Nepenayn AaHHbIX Ha KaHanbHOM YPOBHE.

npakrtnyeckoe 3aHsitne (2 4aca(os)):
MpakTuyeckne 3agaHns Ha METOObl KOAUPOBAHUS

Tema 5. CtpykTypa ctaHpaptoB 802.X. LLC - npotokon, uHkancynsauusa LLC kanpa B kagpa
KaHanbHoro yposHs. Ctpyktypa LLC kapgpos. Meton noctyna CSMA/CD. MNMpouenypa
paspeLueHus konnusuin. Bpems pBonHoro o6opota kappa. NMpoussoautensHoctb Ethernet
ceten. PopmaTtbl KappoB cTaHpapTa 802.3. Pusnyeckun yposeHb Ethernet (10 Base 5, 10
Base 2, 10 Base T, 10 Base F, 10 Base FL). MapkepHbin meton, poctyna. Cetn Token Ring.
dopmatbl kKappoB Token Ring. dusnueckum yposeHb Token Ring. Cetn FDDI - oco6eHHOCTM.
KaHanbHbI n dousnyeckum yposHu ceter FDDI. CranpapTt 802.3u: consuueckum yposeHb (100
Base FX, 100 Base TX, 100 Base T4). NoayposHu mopenu OSI B pamkax craHaapta 802.3u.
Knaccbl nosroputenen 802.3u. O6wume ceepeHns o cetsax 100VG - AnyLAN. CranpapTt 802.3z -
obuime cBepeHus. Puanyeckuin yposeHb 802.3z. ObLime cBepeHUS O CeTAX cTaHaapTa
802.11. OcobeHHOCTM AOCTYna cTaHUuMmn K ceTsm 802.11.

neKuMnoHHoe 3aHsiTne (2 yaca(os)):

KTPOHHEBH
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CtpykTypa ctaHgaptos 802.X. LLC - npotokon, unkancynsaumsa LLC kagpa B kagpa kaHanbHOro
ypoBHs. CtpykTtypa LLC kagpos. Meton goctyna CSMA/CD. lNMpouenypa paspeleHms KOnamn3ui.
Bpems nBoliHoro obopoTta kagpa. lNMponssoantensHocTb Ethernet ceteir. @opmatbl kaapos
ctaHpapTta 802.3. dunsunyeckuin yposeHb Ethernet (10 Base 5, 10 Base 2, 10 Base T, 10 Base F, 10
Base FL). MapkepHbin MeToq noctyna. Cetn Token Ring. dopmartbl kagpos Token Ring.
dunsnyeckuin yposeHb Token Ring. Cetn FDDI - ocobeHHOCTU. KaHanbHbIA 1 oU3NYeCcKrii ypoBH
ceten FDDI. Ctanpapt 802.3u: cpuamyeckunii yposeHb (100 Base FX, 100 Base TX, 100 Base T4).
MoayposHn mogenu OSI B pamkax ctaHnapTta 802.3u. Knaccel nostoputeneit 802.3u. Obwume
ceefeHuns o cetsax 100VG - AnyLAN. CtaHnapt 802.3z - obwme cBeneHunsi. Prnsnmyeckuin ypoBeHb
802.3z. Obwme cBeneHns o ceTsix ctaHaapTta 802.11. OcobeHHOCTU AOCTyNa CTaHUUIA K CeTSM
802.11.

npaktnyeckoe 3aHsitne (2 4aca(os)):
HabniogeHve pasnuyHbiX TUMNOB KaOpOB CETEBbIM aHANN3aTOPOM

Tema 6. CeteBble apnantepbl. DYHKLMW TPAHCUBEPOB U CeTeBbIX aganTepoB. ANroputm pabotbl
ceteBoro apantepa. KoHueHTpaTopbl. ®yHKLMU KOHUeHTpaTopoB. MocTtbl. MocTOBbIE
Tabnuubl. Anroputm STA. Ctpyktypa BPDU. Hepoctatku moctoB. KomMmyTatopbl. Tunbl
KOMMYTaTopoB, 0co6eHHOCTU. MpUHLUNbI paboTbl KOMMYTaTOpOB. PeXMMbl KOMMyTaL WM.
Xapaktepuctuku kommytaropos. NoHaTue internetworking. Mapwipytusaropbl. MapLupyTHbie
Tabnuubl. Anroputmbl Mapwpytusauum. RIP npotokon. OSPF npotokon. ARP n RARP
npoTtokosnbl. Agpecaums B IP cetax. Ucnonb3oBaHue Mmacok. Ctpykrtypa IP naketos. TCP u
UDP npoTtokonbil.

JNleKLMoHHoe 3aHsiTne (2 4yaca(oB)):

CerteBble agantepbl. PyHKLMN TPAHCMBEPOB M CETEBLIX aaanTepoB. ANropntM paboTbl CETEBOrO
apantepa. KoHueHTpaTopbl. PyHKumMm KoHUeHTpaTopoB. MocTbl. MocToBble Tabnuubl. ANropuT™
STA. Ctpyktypa BPDU. Henoctatku moctoB. KommyTaTopbl. TUnbl KOMMYTaToOpOB, OCOOEHHOCTH.
MpuHLMNbl paboTbl KOMMYTATOPOB. PeXUMbl KOMMyTaUMK. XapakTepUCTUKN KOMMYTaToOpOoB. MoHsaTre
internetworking. MapwpyTtnsaTopbl. MapwpyTHble Tabnuubl. Anroputmbl Mapwpytudaumm. RIP
npotokon. OSPF npotokon. ARP n RARP npotokonbl. Agpecauus B IP ceTsix. Vicnonb3osaHue
macok. Ctpyktypa IP naketos. TCP 1 UDP npoTokonbi.

npakTnyeckoe 3aHsitne (2 4aca(os)):
MpakTnyeckoe nlyyveHme ocobeHHocTten ARP npotokona

Tema 7. Appecauusi B COBPEMEHHbIX JIOKalNbHbIX ceTaX. CTPyKTypu3auus agpecHoro
npocTpaHcTBa. AHanM3aTopbl CeTeBbIX NPOTOKONMOB. MHKancynsuus Kaapos. YA3BUMOCTH
CcUCTeMbl pa3peLleHus agpecoB. CTaTMueckas U AMHaMmMyeckasi MapLupyTU3aums.

JIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

Appecaumsi B COBPEMEHHbIX NoKanbHbIX ceTsx. CTpyKTypu3aumns agpecHoro NpocTpaHcTea.
AHannsaTopbl ceTeBbIX NPOTOKOM0B. VIHKancynsumns kaapos. YS3BUMOCTM CUCTEMbI Pa3peLLeHNs
agpecoB. Ctatuyeckas 1 gMHaMmnyeckas MapLpyTmsaums.

npakTnyeckoe 3aHsitne (2 4aca(os)):
MpakTnyeckne ynpaxHeHms Ha cnocobbl MapLpyTM3aumm

4.3 CTpyKTypa 1 copepXxaHume caMoCTOsITe/IbHOM paboTbl AUCLMMINHBI (MOLYNSA)

Bupbl
N Pasnen Cemecto| HeRens | camoctosirensHoit TpyaoemkocTh ;%%%:L:‘T’:;Eggﬂn
ducumnnnuHbl pcemeCTpa paboTbl (B yacax) 260TbI
CTyOEHTOB P

Tema 1. OBontoums
JIBC. Cucremsbl
pacrnpeneneHHbIx
BblYUCNEHWUI, UX
npevMyulecTsa u
1.|HepocTtaTku. Npobnemsbl

obbeanHeHus

BbIHNCNTNTENbHbIX
PernctpauoHHbI HoMmep 6131214 DAEKTPOHHEH
Crpanunuga 9|us 17. il Y:H___}:EEEPCHTET
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CpPencTB B CETU, TUMOBbIE peweHuns. CTpyKTypmnsauus ceTei.

noBTOpEHNE

martepuana Onpoc

3aHATUN
PervnctpaunoHHblii Homep 6131214 - PAEKTPOHHBH
Crtpanvua 10 n3 17. Bif VHHBEPGHTET
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)
CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl Cemectp

Tema 2.
MHoroyposHeBas
MOLeNb CeTEBOro
B3aMMOOeNCTBUS.
> Monenb OSI. lNoHaTne 3

‘lcTeka NpoTOKONOB.
TpeboBaHus,
npenbsaBnsaeMble K
BblYUCNNTENBbHbIM
CEeTSM.

Tema 3.

XapakTepuCTUKN NINHWIA
CBSA31. XapakTepuCTMKM NMOBTOPEHUE
3.[kabenbHbIX cucTem. 3 mMaTepuana 6 Onpoc
Tunbl kabenbHbIX 3aHATUI
CUCTEM.

NOBTOPEHUNE
mMaTepuana 6 Onpoc
3aHATUI

Tema 4. dusnyeckoe
KoOupoBaHue:
aHanorosoe,
noTeHumnanbHoe,
NMNYyNbCHOE.
TpeboBaHus,
npenbsBnsemMble K NOBTOPEHNe
4./cnocobam 3 marepuana 6 Onpoc
KoOupoBaHus. 3aHATUI
Norunyeckoe
KogupoBaHue.
CkpembnupoBaHue.
O6wwme NnprHUMNbI
nepenfayv gaHHbIX Ha
KaHanbHOM ypOBHE

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)

CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl Cemectp

Tema 5. CTpykTypa
ctaHpapTos 802.X. LLC
- NPOTOKON,
nHkancynauus LLC
Kagpa B kagpa
KaHanbHOro ypOBHS.
Crpyktypa LLC kanpos.
MeTton noctyna
CSMA/CD. lNpouenypa
paspelleHns KonImn3unia.
Bpemsa gsornHoro
obopoTa kagpa.
[MponssoanTenbHOCTb
Ethernet cetei.
dopmaTbl Kagpos
ctaHpaprta 802.3.
DU3nYeCcKnin ypoBeHb
Ethernet (10 Base 5, 10
Base 2, 10 Base T, 10
Base F, 10 Base FL).
MapkepHblii MeToq,
noctyna. Cetun Token
Ring. ®opmaTtbl kKanpos
Token Ring. NOBTOPEHME
5.|®un3nyecknin yposeHb 3 marepuana 6 Onpoc
Token Ring. Cetn FDDI 3aHATUN
- 0COBEHHOCTMN.
KaHanbHbIn 1
PUINYECKMIA YPOBHM
cetennt FDDI. Ctanpapt
802.3u: pusnyeckui
ypoBeHb (100 Base FX,
100 Base TX, 100 Base
T4). MNonypoBHWM Mmoaenu
OSI B pamkax
ctaHpaprta 802.3u.
Knaccbl nostoputenei
802.3u. Obwwne
CBeOeHNs O CeTsX
100VG - AnyLAN.
CraHpapt 802.3z -
obwure ceeneHus.
DU3nYeCcKnin ypoBeHb
802.3z. Obwume
CBeOeHNs O ceTsX
craHpaprta 802.11.
OcobeHHoCTM pocTyna
CTaHUWM K CeTam
802.11.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)
CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl Cemectp

Tema 6. CeTeBble
apantepbl. PyHKUNN
TPaHCUBEPOB M CETEBbIX
apanTtepos. ANropuTm
paboTbl CETEBOrO
apantepa.
KoHueHTpaTopbl.
DyHKUMN
KOHLIEHTPaTopOB.
MocTbl. MocToBblE
Tabnuubl. Anroputm
STA. Ctpyktypa BPDU.
HenoctaTkn MOCTOB.
KommyTartopsl. Tunbl
KOMMYTaTOpOB,
0COBEHHOCTM.
MpuHLUMNbl paboTbl NOBTOPEHNe
6.[kommyTaTopos. Pexumbl| 3 martepuana 6 Onpoc
KOMMyTauumm. 3aHATUI
XapakTepucTunku
KOMMyTaTOopOB. [MoHsATME
internetworking.
MapLupyTnsartopsl.
MapwpyTHble Tabnuubi.
AnropuTmbl
mapwpyTtusaumm. RIP
npotokon. OSPF
npotokon. ARP n RARP
npoTokonbl. Agpecauus
B IP ceTsx.
Vicnonb3oBaHne Macok.
CrpykTypa IP nakeTtos.
TCP »n UDP npoTtokonbl.

Tema 7. Aopecauns B
COBPEMEHHbIX
NOKanbHbIX CETAX.
CTpykTypusauus
agpecHoro
NpoCTpaHCcTBa.
AHannsartopbl ceTeBbIX
‘InpoToKOonoB.
MHkancynsums kagpos.
YA3BMMOCTW CUCTEMDI
paspelleHns aapecos.
Cratnyeckas n
AnHammnyeckas
MapLpyTuaauus.

Ntoro 44

NMOBTOPEHNE
3 martepuana 8 Onpoc
3aHATUN

5. O6bpa3oBarenbHble TEXHONOIMU, BK/IOYAA MHTEPaKTUBHbIE hopMbl 06yUYeHUs

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

PernctpaumnoHHbii Homep 6131214 5AE
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Kypc nekuwnii yutaetcs Ha OCHOBE MyNbTUMELMNAHbBIX TEXHOMOMNIA, NPaKTUYECKNe 3aHATUS
NPOBOASITCS B BbIMUCNUTENBHOM 3a/e U creunanna3npoBaHHoi nabopatopun.

6. OueHOYHble cpeacTBa AJisi TEKYLLLEro KOHTPOJISl yCreBaeMoCTu, MPOMeXYTOUHOM
aTTecTauum No UToram OCBOEHUS AUCLMMIMHBI U yYeOHO-MeToaMYeckoe obecneyeHune
CaMOCTOsITe/IbHOWU paboThl CTYAEHTOB

Tema 1. 3sontouus JIBC. Cucrembl pacnpeneneHHbIX BbIYMCIIEHUN, UX NpeuMyLLLecTBa 1
HepocTaTku. Mpobnembl 06 e AMHEHUSA BIYUCNTUTENbHBIX CPEACTB B CETU, TUMOBbIE PeLLUEHUS.
CtpykTypnsauus ceTen.

Onpoc , npMMepHbIe BOMPOCHI:

Onpoc no TeMe 3aHaTMA NepeuncnnTb knaccudrkaumo Npobnem 06 beANHEHUS BbIYUCANTENBHbIX
cpencTs B cetu. [epeuncnutb knaccurkaumio CUCTEM pacnpeneneHHbIX BblYNCIEHNIA.

Tema 2. MHoroypoBHeBasi Moaesib ceTeBoro B3aumoaencrensi. Mopenb OSI. NMoHsiITME cTeka
npoTokonoB. TpeboBaHus, NpeabsaBAsieMble K BbIYUC/TUTE/IbHBIM CETSIM.

Onpoc , npuMepHbIe BOMPOCHI:

Onpoc no TeMe 3aHaTnA MNepeuncnntb yposHU Mogenn OSI n nx goyekumoHan. MNepeyncnmTb
OCHOBHbIE CTEKW NPOTOKOJOB.

Tema 3. XapakTepucTuku nMHUN CBA3N. XapakTepucTuku KkabenbHbix cucteM. Tunbl KabenbHbIX
cucrem.

OI'IpOC , MPUMEPHbIE BOMPOCHI:

Onpoc no TeMe 3aHATUSA NepedncnnTb OCHOBHbIE 3apPakTEPUCTUKN NUHUIA CBA3W. [lepedncnntb TuMbl
KabenbHbIX CUCTEM NCMOOT3YEMbIX B COBpeMeHHbIX JIBC.

Tema 4. Pusnyeckoe KoaupoBaHue: aHanoroeoe, noteHuunanbHoe, UMNynbCHOeE. TPGGOBaHVIﬂ,
npenwbsiBNisieMmblie K cnocobam KOApoBaHUA. Nornueckoe KoaupoBaHue. CKpEMﬁHMpOBaHMe.
O6wue ApUHUUNbI Nnepenavyn gaHHbIX Ha KaHa/ibHOM YpPOBHe.

Onpoc , npuMepHbIe BOMPOCHI:

OI'IpOC Nno TeMe 3aHATUA |_|pI/IBeCTI/| Knaccmgomkaumo MeTonoB on3N4eCcKoro KoanposaHus ¢
npunmepamm TUNoB KOL40B. an/IBeCTI/I Knaccumgomkaumo MeTooB IOrM4eckoro KoanposaHums ¢
npunMmepamm TUNoB KOL40B.

Tema 5. CtpykTypa craHgaptos 802.X. LLC - npotokon, uHkancynsuua LLC kaapa B kagpa
KaHanbHoro ypoBHsi. CTpyktypa LLC kagpos. Meton noctyna CSMA/CD. MNMpouenypa
paspeLueHus konnusuin. Bpems pBonHoro o6opota kagpa. MpoussoautensHocTb Ethernet
ceTen. dopmartbl KagpoB ctaHaapra 802.3. dPusnyeckum yposeHb Ethernet (10 Base 5, 10 Base
2,10 Base T, 10 Base F, 10 Base FL). MapkepHbin MeTon poctyna. Cetu Token Ring. ®opmarbl
kappoB Token Ring. Pnanyeckui yposeHb Token Ring. Cetn FDDI - oco6eHHOCTM.
KaHanbHbIY n cpnsuyeckunm yposHu ceten FDDI. Ctanpapt 802.3u: chnanyeckum yposeHb (100
Base FX, 100 Base TX, 100 Base T4). NoayposHu monenu OSI B pamkax ctaHgapTa 802.3u.
Knaccbl nosroputenen 802.3u. O6wume ceepeHus o cetsix 100VG - AnyLAN. CranpapTt 802.3z -
obwume ceBepeHns. Duanyeckum yposeHb 802.3z. O6uime cBeeHUs 0 ceTax ctaHpapTa 802.11.
Oco6eHHOCTM JocTyna cTaHUuuM K ceTsim 802.11.

OI'IpOC , NPUMEpPHbIE BOMPOCHI:

Onpoc no TeMe 3aHATUS Haseatb NpuymHbI OrpaHnyeHns pasmepa kagpos Ethernet. datb
onpeneneHne KoaguumeHTa yTmnmsaumm n ykasatb METObl €ro NOBbIWEHNS.

Tema 6. CeteBble apnantepbl. DYHKLMM TPAHCUBEPOB U CeTeBbIX aganTepoB. ANroputm pabotbl
ceteBoro apantepa. KoHueHTpaTopbl. ®yHKLUU KOHUeHTpaTopoB. MocTtbl. MocTOBbIE
Tabnuubl. Anroputm STA. Ctpyktypa BPDU. Hepoctatku moctoB. KommyTaTtopbl. Tunbl
KOMMYTaTopoB, 0co6eHHOCTU. MpUHLUNbI paboTbl KOMMYTaTOpoB. PeX1Mbl KOMMyTaL WM.
XapakTtepuctuku Kommytaropos. NoHsaTue internetworking. MapLwipytusaropbl. MapLupyTHbie
Tabnuubl. Anroputmbl Mapwpytusauum. RIP npotokon. OSPF npotokon. ARP n RARP
nportokosnbl. Agpecaums B IP cetax. Ucnonb3oBaHue macok. Ctpykrtypa IP naketos. TCP u UDP
NPOTOKO/bI.

Onpoc , npuMepHbIe BOMPOCHI:

KTPOHHEBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Onpoc no TeMe 3aHaTUA MNepeuncnmTb g-Un KOHLEHTPaTOPOoB. MepeyncnnTs go-Mnm KOMMYTaTOPOB.
MepeyncnnTb -1 MapLpyTU3aTOPOB.

Tema 7. Appecauusi B COBpeMeHHbIX TOKasnbHbIX ceTax. CTpyKTypu3aumsa agpecHoro
npocTpaHcTBa. AHanu3aTtopbl ceTeBbIX MPOTOKONOB. MHKancynauua Kkaapos. YA3BUMOCTU
CUCTeMbl pa3pelueHns agpecoB. Ctatuyeckasi u AMHaMM4yeckas mapLupyTusauus.

Onpoc , npuMepHbIe BOMPOCHI:

Onpoc no Teme 3aHatusa Knaccol IPv4 agpecos. Vicnonb3osaHune macku B subnetting u supernetting.
[MpuBecTn kKnaccugukaumnio NPOTOKOOB MapLPyTU3aLNN.

Tema . UToroBasi oopma KOHTpOns

[MprMepHbIe BONPOCHI K 3a4eTy:

BOMNPOCbI K SAYETY

1. 9sontoumsa JIBC. Cuctembl pacnpeneneHHblX BbIHUCIEHWIA, UX NPenMyLecTBa U HefoCcTaTKu.
2. Mogenb OSI.

3. MNoHATue cteka NpoTokonos. TpeboBaHms, NpeabSBNSEMbIE K BbIYUCIUTENBHbBIM CETSM.

4. XapakTepuCTUKN NNHUIA CBA3N.

5. XapakTtepucTtnku kabenbHbix CUCTeM. Tunbl KabenbHbIX CUCTEM.

6. dn3myeckoe KoANPOBaHNE: aHaNoroBoe, NoTeHUManbHoe, UMnynbcHoe. TpeboBaHus,
npenbsBnsieMble K crnocobam KoaupoBaHUsI.

7. NNornyeckoe koonpoBaHue. CkpeMbnnpoBaHue.

8. CtpykTypa ctaHgaptos 802.X.

9. LLC - npotokon, nnkancynaumsa LLC kagnpa B kagpa KaHanbHOro YpOBHS.

10. MeTton noctyna CSMA/CD.

11. MNMpownssoagutenbHocTb Ethernet ceten.

12. ®opmatbl kagpos 802.3/LLC, Raw 802.3, Ethernet I, SNAP.

13. duamnyecknin yposeHb Ethernet (10 Base 5, 10 Base 2, 10 Base T, 10 Base F, 10 Base FL).
14. MapkepHbiin meToq goctyna. Cetn Token Ring.

15. ®opmaTtbl kagpos Token Ring. ®uanyeckuin yposeHb Token Ring.

16. Cetn FDDI - ocobeHHocTW. KaHanbHbIl 1 comnanyeckuii yposHm cetein FDDI.

17. Fast Ethernet: gonaunyeckunin yposeHb (100 Base FX, 100 Base TX, 100 Base T4).
18. NoagyposHu mogenu OSI Fast Ethernet. Knaccel nosToputenen Fast Ethernet.
19. Gigabit Ethernet- obwme ceeneHusi. dunsmdeckuin yposeHb Gigabit Ethernet.

20. Obwwue ceeneHns o ceTax ctaHaapTa 802.11. OcobeHHOCTH BocTyna cTaHumii kK cetam 802.11.
21. CeteBble agantepbl. PyHKLUMM TPAHCMBEPOB M CETEBbIX aAanTepos.

22. KoHueHTpaTtopbl. PYHKUUN KOHLEHTPATOPOB.

23. MocTbl. MocToBble Tabnuubl.

24. Anroputm STA. CrpykTypa BPDU.

25. KommyTatopbl. Trnbl KOMMYTaTopoB, 0COBEHHOCTMW.

26. MpurHUMNbl paboTbl KOMMYTATOPOB. PexXunMbl KOMMyTaLMN.

27. MapuwpyTtumaatopbl. MaplwpyTHble Tabnuubl. ANropuTMbl MapLpyTU3aLmn.

28. RIP npotokon. OSPF npotokon.

29. ARP n RARP npoTtokonbl.

30. Aopecaums B IP cetax. Micnonb3oBaHmne Macok.

31. CtpykTypa IP naketos.

32. TCP n UDP npotokonbil.

33. ISDN ceTn. ISDN obopynosaHue. Aopecaunii B ISDN ceTsx.

34. NpoTokonbl TMNA TO4Ka TOYKA.

PerncrpaumnoHHblii Homep 6131214 DAEKTPOHHEH
Bl YHUBEPCHTET
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7.1. OcHOBHas nuTteparypa:

OcHoBHasi nuTepatypa

1. Onudpep B. I'. OcHOBbI KOMNBIOTEPHBIX CETEN : [y4ebHOe nocobre : OCHOBbLI MOCTPOEHMS CETEN,
TEXHOMOMMKN NOKasNbHbIX 1 rnobanbHbIX ceTelt, 0630p NonynspHbIX ceTeBbIX Cnyx6 n cepsucos] / B.
Onudpep, H. Onudpep .? CankT-lMetepbypr [n ap.] : Mutep , 2014 .? 400 c.

2. lexuH, C. H. CxemotexHunka 9BM / C. H. JlexuH. ? CI16.: BXB-MeTtepbypr, 2010. ? 663 c.
http://znanium.com/bookread.php?book=350620

3. MNonsik-bparuHckunia A. B. lokanbHas cetb nog Linux / Anekcanap MNonsik-BparuHckunia. ? Cl6.:
BEXB-lMetepbypr, 2010. ? 234 c.: un. ? (bubnuoteka MHY/InHykcueHTpa). - ISBN
978-5-9775-0171-2. http://znanium.com/bookread.php?book=350476

4. KomnbtoTepHble cetn: YyebHoe nocobue / A.B. KyauH. - 3-e uag., nepepab. n gon. - M.: dopym:
NH®PA-M, 2011. - 192 c.: nn.; 60x90 1/16. - (MpodgeccmnoHanbHoe obpasoBaHue). (nepennet) ISBN
978-5-91134-476-4, 1500 ak3. http://znanium.com/bookread.php?book=249563

7.2. [lononHutenbHasa nuteparypa:
LononHutenbHas nutepatypa

1. CutHukos, Cepreii KOpbesuy. KoMMnbloTEPbI M KOMMBIOTEPHBIE CUCTEMDI. JlokanbHblie cetu: Yyeb.
nocobue no kypcy "Komnbiotepbl 1 koMmnbioTepHble cuctembl” / C.HO. CutHukos, KO.K. CUTHMKOB;
KasaHckuin rocynapcTBeHHbI yHuBepcuteT. dusundecknii pakynbtet. Kadpegpa pagnoguamnku,
9BM v Hay4HbIx uccnenosaHmin.Kasarb: dua. goak. KI'y, 2002.94c.

2. Cnoptak, Mapk. KomnbtoTepHble cetn u cetesble TexHonoruu: [[Mep. ¢ aHrn.] / M. Cnoprak, ®.
Mannac.?M. n gp.: Toproso-nagat. gom "DiaSoft", 2002.711c.

3. CtuseHc, Y. Pnyapa. MNMpotokonsl TCP/IP: MpakT. pyk. /Y. Puyapn CtuseHc; MNep. ¢ aHrn. un
kommeHT. A.FO. Mebosckoro.Cl16.: Hesckunii guanekt: BXB-MeTtepbypr, 2003.671c.

4. M. I'yk. AnnapaTHble cpencTBa NnokanbHbIx ceTeit: Humk. / Muxann Myk.CIM6. n op.: MNMutep,
2002.572c.: un.Andp. ykaa.: c.544-572.

5. Hoeukos FO.B. JlokanbHble ceTn: apxmuTekTypa, anroputmbl, npoektuposaHue / H0.B.Hoeurkos,
C.B.KoHgpaTteHko.M.: 3KOM, 2002.311c.

6. KeHvH, AnekcaHgp Muxainnosud. Camoy4ntenb CUCTEMHOro agMmHucTparopa / AnekcaHap
KenuH.CaHkT-MeTepbypr: BXB-MeTepbypr, 2006.?7451 c.

7.3. UHTepHeT-pecypcChl:

Cisco Learning Network - https://learningnetwork.cisco.com/index.jspa
IT eBooks Group - http:/it-ebooks.info/

Telecommunication technologies - http://book.itep.ru/
NHopopmaumoHHbIi noptan no 6e3onacHocTtu - http://www.securitylab.ru/
Nabopatopus ceteir Cisco - http://www.ciscolab.ru/

8. MarepmanbHo-TexHU4eckoe obecrneyeHne QUCLMNINHbI(MOAYNS)

OcBoeHne gncumnnuHbl "BelumcnutenbHble ceTn" npennonaraet UCNonb3oBaHMe Cneayouwero
MaTepuanbHO-TEXHNYECKOro obecneyeHus:

Mporpamma cocTtasneHa B cootBeTcTBumM ¢ TpebosaHusmn GroOC BI1O n ¢ yueToM pekomeHaauuii
MpOOIT BINO no HanpaeneHuto 1 Npocunto noarotoskn Pagnodgmsnka Pagmnodunanyeckmne metoabl
no obnacTsiM NPUMEHEHW

Mporpamma coctasneHa B cootBeTcTBumn ¢ TpeboBaHnsmm GrOC BINO 1 y4ebHbiM nnaHoM no
HanpasneHnto 011800.68 "Paanocunamka" n marmctepckon nporpamme Pagmnogmanyeckmne metoabl
no obnacTsmM NPUMEHEHWIA .
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Mporpamma aucumnnuubl "BelancnutensHble cetn"; 011800.68 Paguodomamnka; noueHT, K.H. MakctotuH C.B.

ABTOpP(bI):

MakctoTtnH C.B.

" 201 __r.
PeueH3eHT(bl):

Hacbipos U.A.

" 201 __r.
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