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Mporpammy ouvcumnnuHbl paspaboTan(a)(n) accucteHT, K.H. MisaHos K.B. Kacbenpa
paguoacTtpoHomun OTaeneHne pagnonsnkn n nHpopmaumnoHHbIx cuctem , KVivanov@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

Llenb kypca:

- BBeneHue B npobnemy nocTpoeHms 3aWwmwéHHbIX MHGOPMALIMOHHBIX CUCTEM, U3YYEHNE YrPO3
6e30nacHOCTV MHPOPMaLMK, BO3HMKAIOWMX B TaKUX CUCTEMAX, A TAKXe NX YS3BMMOCTEN 1 atak Ha
HWX;

- PaccmoTpeTb 061enocTynHble BO3MOXHOCTU MO OLEHKE YPOBHS 3aWUWEHHOCTY
MNHCPOPMALIMOHHBIX CUCTEM U YCTPAHEHNIO HEAOCTATKOB;

- NaTb 0630p TEOPETUHECKMX OCHOB 3alWUTbI MHGOOPMALIMM 1 MPUMEPOB peanv3aunm MEXaHM3MoB
3aWuTbl ANS ONepaLNOHHbBIX CUCTEM, CETel nepeaadn JaHHbIX U MPUNOXEHWIA;

2. MecTo AUCLMNNHDLI B CTPYKTYpe OCHOBHOM o6pa3oBaTtesnibHOM NPorpaMmbl BbiCLLEro
npocpeccrmoHanbHoro o6pa3oBaHus

JaHHas yuebHas aucuunnvnHa BkntodeHa B pasnen " b3.6.2 NpodgeccroHanbHbIin" 0CHOBHOM
obpasoBaTtebHol Nnporpammbl 230700.62 MprknanHas nHgopMaTka U OTHOCUTCS K 6a30BOA
(obwenpodpeccroHanbHoi) YacTn. OcBanBaeTcs Ha 4 Kypce, 7 ceMecTp.

HNaHHas gucumnnmHa "MIHpopmaumoHHas 6e3onacHoCTb" BXOAUT B COCTaB NPOMPECCHMOHaNbHbIX
ancumnnuHd b 3.6.2.5, yntaetcs Ha 4 kypce B 7 ceMecTpe. 3HaHWS, MONYyYeHHbIE NPU U3YHEeHUN 3TOM
AVcuMnAvHe, NoTpebytoTcs fanee Npu U3y4yeHnn Takmx AucumnnmH kak "fNpoekTnpoBaHue
NHbopMaUNOHHbIX cuctem”, " OnepaumnmoHHble CUCTEMbI" 1 Op., a TaKXe NPU HannucaHUm BbIMyCKHbIX
KBaNMUKaLMOHHbIX paborT.

3. KomneteHuuu obyyarowierocs, hopMmpyemble B pe3ynbTate 0CBOEHUS OUCLUM/INHDI
/mopyns

B pe3ynbTate 0CBOEHUS AMCLMNNNHBI (DOPMUPYIOTCS CNeaytoWwmne KOMNeTEeHUNN:

Lincpp komnereHuyu npqupeP::::agqnaggszeHum

OK-11 CrnocobeH yBaxXnTENbHO 1 BepexXHO OTHOCUTLCS K

(OBLLEKYNbTYPHBIE MCTOPMYECKOMY HACNEeauIo U KYNbTYPHbIM TPaanumam,

KOMMETEHLINN) TONEPaHTHO BOCNPUHUMATb COLManbHbIEe U KYNbTypHbIE
pasnnyms
crnocobeH NoHMMaTh CYLWHOCTb U 3HaYeHne nHdopMauum B

OK-13 PasBUTMN COBPEMEHHOIO NHAPOPMAaLIMOHHOIO 0bLWecTBa,
CO3HaBaTb OMNAaCHOCTW M Yrpo3bl, BO3HMKAOWME B 9TOM

(0blWeKynbTypHbIe 6 5

KOMMIETEHLM) npolecce, cobnoaatb OCHOBHbIE TPe6oBaHMS
NHGOOPMaLUNOHHOK 6e30MacHOCTU, B TOM YKCHEe 3alUThbI
rocy0apCTBEHHOM TalHbl

OK-14 crnocobeH NPUMEHSTb OCHOBHbIE METObI 3aLUThI

(OBLLEKYNbTYPHbIE NPON3BOACTBEHHOrO NEPCOHaNa 1 HaCeNeHMs OT BO3MOXHbIX

KOMMETEHLINN) nocnencTBUiA aBapuii, KatacTpodd, CTUXMIAHBIX 6enCTBUIA,
TEeXHUKY 6e30MacHOCTN Ha NPON3BOACTBE

(I_||1|:)()1q3eccm0Haanble crnocobeH MCnonb3oBath HOPMATWMBHbIE NPABOBbLIE IOKYMEHTbI B

KOMNeTeHLMN) npogoeccnoHanbHOW OeATEeNbHOCTU

Mk-18 crnocobeH aHannanposaTh 1 BblbpaTb METObl 1 CPeaCcTBa

(MpogpeccmonantHbie obecneyeHuns I/IHC*)C? Ma / 6p o Pes

KOMNETEHLIN) pMaunoHHOM 6e30MacHOCTM
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Pacwmndpposka
npuobpetaemon KOMNeTeHLUn
crnocobeH Ncnonb3oBaTb OCHOBHbIE 3aKOHbI
€CTeCTBEeHHOHAay4HbIX OUCUUNNNH B FlpOC*)eCCVIOHaﬂbHOVI

Lncpp komneteHLUN

MK-3

ATENbHOCTN U 3KCMNIyaTMpOoBaTb COBPEMEHH n
(TPOCDECCHONANGHbIE 0600 0cie 't MHGDOPMALMORHO-KOMMYVKALAOHHES
KOMMeTeHuunm) Py P y

TEXHONOrNN B COOTBETCTBUM C Liensmm obpasoBaTenbHOM
nporpammbl 6akanaepa

B pesynbrate 0CBOEHUS OUCUUMINHBLI CTYOEHT:
1. DONXEH 3HaTb:

JlonxeH 3HaTb:

- yrpo3bl 6€30MacHOCTU MHCPOPMaLUK 1 YSI3BMMOCTI CETEBOro 060pya0BaHUSI, CUCTEMHOIO U
NPUKNagHOro NporpaMMHOro obecneyeHmns;

- TeXHONOrnmn 3anTbl MHGOPMaLUUN, NPUMEHAEMbIE NPU NOCTPOEHUN NHPOPMALIMOHHBIX CUCTEM,
3aunTte nepcoHalibHbIX KOMMbOTEPOB, CEPBEPOB N MOOUNBHBIX yCTpOVICTB,

- OCHOBHOE COAEepXaHne, CPeACcTBa U METOLbl MCMONb3YEMbIX HA MPAKTUKE MM UCMONb3YEeMbIX HA
NpakTVKe Uy pasBrBaeMblx HanpaBneHUA MHPOPMALMOHHON 3alKnThl,

- OCHOBHbIE MEXaHM3MbI 3aWWMTbl MHPOPMaLUN,
- NPVHUMUMbI KOMMNNIEKCUPOBAHMS CPELACTB M METOA0B 3aLMTbl MHCPOPMaLUN.

2. OONIXEH yMeTb:

LlonxeH ymetb:

- PazbupaTbcst B TEPMUHONOTAM MO 3alWMTe MHGOPMaLUNN;

- BbiSiBNSITb yS3BUMOCTY MPUKNALHOIO Y CUCTEMHOIO NPOrpamMMHOro obecneyeHuns;

- MpoBOANTbL HACTPOIKY MEXAHN3MOB 3aLMTbl MHGOPMALIMK, PeannN30BaHHbIX B ONEepPaLMOHHbIX
cucTemax;

- MpoekTnpoBaTb NporpammHoe obecneyeHne ¢ y4ETOM HeOOX0AUMOCTUN peanm3aumnmn MEXaHN3MOB
3aWnTbl NHOpMaLNK.

3. 0ONXeH BnageTb:

Bnapetb:

- HaBblKaMW NPakTN4eCKOro BblABNEHUA y9|3BVIMOCTeI7I “ MUHUMN3ALNKW NOCNEeaCTBUN NX
MCMonb30BaHUA,;

- HaBbIKaMV HACTPOWKM MEXaHN3MOB 3alUMTbl MHPOPMAaLMK, peann3oBaHHbIX B ONepaLnoHHbIX
cuctemax,.

4. nONXeH OEeMOHCTPUPOBaTb CMNOCOHOHOCTb M FTOTOBHOCTb:

- MprMeHsITb NporpaMMHO-TEXHMYECKNE crnocobbl 1 cpeacTBa ans obecrneyeHns UHPOPMALIVIOHHOA
6e3onacHocTu obbekTa.

- MpoekTnpoBaTb NporpaMmHoe obecrneyeHne ¢ y4ToM He06X0AMMOCTUN peann3aumm MexaHu3MoB
3awWmThl MHCopMaLIMN.
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4. CTpyKTypa u cogepxaHve AUCLUMNIUHBI/ MOoayns
Obwas Tpy[0EMKOCTb AUCLMIIIMHBI cOCTaBnseT 3 3a4eTHbix(ble) eanHuL(bl) 108 yaca(os).
dopma NPOMEXYTOYHOrO KOHTPONS AUCLMMANHBI 3a4€T B 7 CEMeCTpe.

CyMmMapHO no gucumnanHe MOXHO nony4ntb 100 6annos, n3 HUX Tekywas paboTta oueHnaetcs B 50
6anno., ntorosas cpopma KoHTpons - B 50 6annos. MMHMManbHoe KONMYeCTBO ANS AOMycKa K 3a4eTy
28 6annos.

86 6annos 1 bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBneTBOpuUTENBHO" (YAO0B.);

54 6anna n MeHee - "HeyLOBNETBOPUTENbBHO" (Heyn.).

4.1 CTpyKTypa 1 copepxaHue ayauTopHon paboTbl N0 gucumnInHe/ Moaynio
TeMmaTnyeckum nnaH oUCUUNAUHbI/MOAYNA

Buabl un yachol
ay,oMTOpHOM paboThbl,

Paspen
Henensa NX TPyAOEeMKOCTb Tekywue copmbl
N 'D'"Kn"g;lr;;}:;”b'/ CeMecTI:’cemecrpa (B yacax) KOHTpOnsi
Nek ImI'Ipal(wwecl(meJ1a60paTopH|:|e
u 3aHATUA pa601b|
Tema 1. OcHOBHblE -
1.|BOMNpOCHI 3aWmnThbl 7 1-2 2 0 0 ycTHbI onpoc
nHpopmauum
Tema 2. Ysa3BMMOCTH, .
2.lyrpo3sbl, ataku n nx 7 2-3 2 0 0 yCTHBIV ONpoc
Knaccudomkauum
Tema 3. TeopeTtuyeckue KOHTpONbHAas
3.|0CHOBbI 3aWMKNThI 7 4-5 2 0 0 paboTta
nHpopmauum
4. Tema 4. BoamoxHocTn. v 6-7 5 6 0 oTyeT
CKaHepoB yAa3BUMOCTEN
Tema 5. MexaHn3mbl
TectTuposaHue
5 |3aWNThl NHpopmauun, v 8-9 5 8 0 oTyer

‘IpeannsoBaHHble B OC
cemenctea Windows

Tema 6. MexaHn3Mbl
otyer

3awmnTbl NHpOpMaLINK, )
6. peanuadoBaHHble B OC 7 10-13 2 8 0 TectmposaHmne

ceMencTBa Linux

Tema 7. MexaHn3Mmbl
3awnTbl HPOpMaLNWK,

oTyeT
eafniM30BaHHbIE B
7.P ]
APUKNaLHOM 7 14-16 2 7 0 TecTupoBaHue
NpPorpaMmmMHOM
obecneyeHnm

KETPOHHBH
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Buabl 1 yachbl
Pasnen ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
N 'D'"Kn""')':lr;;}:;”b'/ CemecTP omectpal (B 4acax) KOHTpONS
Nekumm MpakTnyeckmelllaboparopHbie
3aHATUSA pabortbl

Tema 8. MexaHU3MbI oTyeT

3awmnTbl NHPopMaLnK, KOHTpONbHas
8.|peann3oBaHHbIE B 7 17-18 4 7 0 26072

aKTVUBHOM CETEBOM P

obopynoBaHNK

Tema . Itorosas 3aver
. 7 0 0 0

doopma KOHTpOns

Ntoro 18 36 0

4.2 CopepxaHue OUCLUMNIMUHbI
Tema 1. OCHOBHble BONPOCHI 3aluTbl UHhOpMaLMU
JNleKLMoHHoe 3aHsiTne (2 4aca(oB)):

1.1.BBeaeHune B MHpOpMaLMOHHY0 6e3onacHOCTb. 1.2. YPOBHM NpeacTaBneHns nHpopMauum m
ocobeHHocTM ee 3awuTbl. 1.3. OCHOBHbIE TEPMUHBI U onpenenexns. 1.4. Peanmsauns
NHJOOPMaLINOHHOM 3aLlnThl.

Tema 2. YA3BUMOCTH, Yrpo3bl, aTakm U UX Knaccudpmkaumm
NeKUuMoHHoe 3aHsiTne (2 yaca(os)):

2.1. YassuMocCTn 1 nx knaccudpukaums. 2.2. Yrposbl n nx knaccugpoukaums 2.3. Ataku, nx
pPasHOBMOHOCTM M MeTOAbl 3alMNThI OT HUX

Tema 3. TeopeTuyeckme OCHOBbI 3aLLUTbl UHdpOPMaLLUU
JNIeKLMOHHOe 3aHsiTne (2 4yaca(os)):

3.1 MexaHn3Mbl NoACUCTEMBI YripaBneHus 0ocTynom 3.2. MexaHu3Mmbl KpunTorpagouyeckon
noacvctembl 3.3. MexaHn3Mbl MOACMCTEMbI permcTpauunm n ydéta cobbitmin 3.4. MexaHn3mbl
noacucTeMbl obecneyeHmns LenoCTHOCTM

Tema 4. BO3MOXHOCTU CKaHepoOB YyA3BUMOCTEN
JNleKLLMOHHOe 3aHsiTue (2 4aca(os)):

4.1.0npeneneHune n knaccudgukaumns ckaHepos ya3sumocTtein. 4.2 CTpykTypa ckaHepa
yassumocTein. 4.3 CueHapum NPUMEHEHNS CKaHEPOB YSA3BUMOCTEN

npakTnyeckoe 3aHsitne (6 4aca(os)):

VMicnonb3oBaHne NHCTPYMEHTaNbHbLIX CPEACTB aHann3a 3alunEHHOCTIN. YCTaHoBKa U
ncrnonb3osaHue ckaHepa Nessus.

Tema 5. MexaHn3Mbl 3awuTbl MHdOpMauuu, peanusosaHHble B OC cemenctea Windows
JIeKLMOHHOe 3aHsiTue (2 4aca(oB)):

5.10nepaunoHHble cuctembl cemeictea Windows 1 nx noacuctemol 6e3onacHoct. 5.2KOMMNOHEHTHI
cuctembl be3onacHocTu. 5.3.Cuctema 6esonacHoctn Windows XP Professional n Windows Server
2003 5.4. OcobeHHocTU peanusauun noacuctemol 6esonacHoctn OC Windows VISTA. 5.5

OcobeHHocTn peanmdauun nogcuctemol besonacHoctn OC Windows 7 5.6. OcobeHHOCTH
peannsauun nogcuctemol 6esonacHoct OC Windows 8

npakTudeckoe 3aHsitne (8 yaca(os)):

YnpaxHeHue 1. YnpasneHue y4yeTHbIMN 3anncaMm nonb3osBaTenen 1 cosnaHue rpynn YnpaxHeHue
2. YnpaeneHue paspeleHusmu B cpannoson cucteme NTFS YnpaxHeHue 3. YnpasneHue
nokanbHbIMK NonuTMkamu 6esonacHocTn YnpaxHeHne 4. Co3naHve n nameHeHune wabnoHa
nonuTnkm 6esonacHocTn YnpaxHeHue 5. AHanns wabnoHa nonutmkm 6esonacHocTn YnpaxHeHue 6.
HacTtpoiika noacncremsl pernctpaumm n yuéta cobbiTuii

Tema 6. MexaHn3Mbl 3aLuTbl MHpOpMaL UK, peanusosaHHble B OC cemenctBa Linux
JNleKuMoHHoe 3aHsiTne (2 4yaca(oB)):

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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6.106wwuin B3rnsn Ha apxutekTypy Linux 6.2. Co3naHne HOBbIX MONb30BaTeNei B cucteme
6.3.HacTpoiika noacuctembl ngeHTudukaumm n ayteHTndgukaumm 6.4. Hactporika nogcucremsl
pasrpaHMYyeHnst gocTyna K goanam 6.5. Hactpoiika noacuctTeMbl permctpaumm n y4éta cobbitnii 6.6
Hapctpoiikn 6e3onacHoctn OC cemelictea Linux

npakTnyeckoe 3aHsitne (8 4yaca(os)):

YnpaxHeHue 1. YripaeneHue y4eTHbIMM 3anucamMn nonb3osaTenen n cosnaHve rpynn YnpaxHeHve
2. Hactporika noacucTemsl noeHTUgUKaumMm n aytTeHTugomkaumm nonb3osarenei YnpaxHeHuve 3.
YcTaHoBKa npas pasrpaHuyeHmns 0ocTyna K dpannam YnpaxHeHue 4. Hactporika nogcucremsl
permcTpaummn n y4éta cobbiTuii

Tema 7. MexaHU3Mbl 3aLLUTbl MHCPOpPMaLMK, peanM3oBaHHble B NPUKIaaHOM NPOrpaMMHOM
obecneyeHuun

JNeKuMoHHoe 3aHsiTne (2 4yaca(os)):

7.1 Obwwme nonoxenus 7.1 Tunbl, goopmatbl U pasmep AaHHbIX 7.2 OCOBEHHOCTM peann3aumm
MexaHnamoB 3awmnTbl B CYB.7.3 0cobeHHOCTN peann3aunmn MeEXaHN3MOB 3alWmTbl B cepBepax
NPUNOXeHui

npaktnyeckoe 3aHsitne (7 4aca(os)):

YnpaxHeHue 1. YnpasneHue y4eTHbIMK 3anncamm nonb3osatenent CYBM YnpaxHeHune 2.
HacTtporika nogcmucTembl 3aWwmTbl MHOPMaLUK cepsepa NPUNOXeHUN

Tema 8. MexaHM3MbI 3aLLUTbI UHPOPMaLIMK, peanu3oBaHHble B aKkTUBHOM CETEBOM
obopynosaHuu

JIeKLMOHHOe 3aHsiTue (4 4aca(os)):

8.1.KoMNoHeHTbI KopnopaTnBHON CeTH, onpenenstowme yposeHb be3onacHocTn 8.2.MexceTeBoe
aKpaHuposaHue 8.3.0630p 1 knaccugomkauma MexceTeBblix 9KpaHoB.8.4.I10CcTpoeHne CUCTEMBI

obHapy>xeHus BTopxeHuin 8.5.Mpobnema akcnnyatauumn 3awmiwéHHbix AC, agMMHUCTPUpPOBaHme
6e30nacHOCTV MHbopMaLn

npaktnyeckoe 3aHsitne (7 4aca(os)):

YnpaxHeHue €1. O630p cpeacTB pasrpaHMYeHnst OoCcTyna Ha akTMBHOM 060py10BaHMM
YnpaxHeHne €2 Vicnonb3oBaHne CpeacTB pasrpaHMyYeHns 4OCTyna Ha HECKOMbKMX KOMMYyTaTopax
YnpaxHeHue €3. Co3naHne n yoaneHme BupTyanbHblx ceten Ha kommyTtaTope Catalyst 2950
YnpaxHeHune €4 KoHurypmpoBaHme cpeacTts 3awmnTtbl, BCTPoeHHbIX B Cisco 10S

4.3 CTpyKTypa 1 copepXxaHume caMoCTOsITe/IbHOM paboTbl AUCLMMINHBI (MOLYNSA)

Buabl
N Pasznen Cemect Hepens | camocTosiTensHon [TpyAo0eMKOCTb ;%%%:L:?:;Ezga
AdvcuvnnuHbl pcemeCTpa paboTbl (B yacax) 260TbI
CTYAOEeHTOB P
Tema 1. OcHOBHble
1.|Bonpochbl 3awnThl 7 1-2 ngfgg;OBoKr? '; c 2 YCTHbI ONpocC
nHpopmaunm Y y onpocy
Tema 2. Y93BMMOCTH, OArOTOBKA K
2.lyrpo3bl, ataku u ux 7 2-3 CTHOMY OMDOC 2 YCTHbI ONpocC
Knaccugomkauunm y y onpocy
Tema 3. TeopeTtunyeckme nogroToeka K
3.|ocHOBbI 3aWMThI 7 4-5 |KOHTPONbHOM 8 K(;g;gganaq
NHgOopMaLIMK pabote P
4 |Tema 4. BoamoxHocTI. v 6.7 |MOAroToBKa K 4 oTyeT
CKaHepoB ysa3BMMOCTEN oT4yeTty
Tema 5. MexaHn3Mbl noArotoBska K 8 oT4eT
5 [3awmTbl nHpopmMaLunu, v 8-9 oTyerty
‘IpeanusoBaHHble B OC NoOroToBKa K
cemerictea Windows TECTUPOBaHMIO 2 TecTupoeaHue
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Buabl
N Pasnen Cemect Hepens | camocTtositenbHon [TpyAoeMKoCTb g‘:ﬂ%’::;';?:;gzg;
AvcuvnnuHbl pcemeCTpa paboTbl (B yacax) 260TbI
CTYLEHTOB P

Tema 6. MexaHn3Mbl noAroToBka K 8 oTYET
6.[3aWnTHl nHpopMaLunu, v 10-13 oTyeTy

‘Ipeann3oBaHHble B OC NOAroToBKa K 5

cemeiicTaa Linux TECTUPOBAHNIO TeCTnposaHue

Tema 7. MexaHn3Mbl OAroTOBKA K

3aWwnTbl MHGOPMaLMK, oTuety 5 oTyeT

NIN30BaHHbIE B

7 [PEaN30BaRHbIe 7 | 14-16

fpuknanHom NoaroToBkKa K

nporpamMMHoOM Te(J:le OBAHMIO 5 TecTupoBaHue

obecneyeHnm P

noaroToeka K

Tema 8. MexaHn3Mbl OLrOTOBKa K KOHTPOMbHAS

3aWmnTbl MHGOPMaLUK, KOHTPOJTbHOW 4 pabora
8.|peannsoBaHHble B 7 17-18 |pabote

aKTVBHOM CETEBOM NoAroToBKa K

o6opyaoBaHum oTyety 4 oTHeT

NToro 54

5. O6bpasoBarenbHble TEXHONOIUU, BK/IOYAA MHTEPaKTUBHbIE hOpPMbl 06yUeHus

Oby4yeHne nponucxoamT B oopMe NEKLIMOHHbIX 1 NabopaTopHbIX 3aHATUIA, a TakXKe CaMOCTOATENIbHOW
paboTbl CTYAEHTOB.

TeopeTnyeckuii Matepman nanaraetcs Ha nekumsx. Npryem KOHCNEKT NeKunid, KOTOPbI OCTaeTcs y
CTydeHTa B pe3y/bTate NpoCnyWmBaHNS NEKLMN HE MOXET 3aMeHNTb y4ebHrK. Ero
LieNb-CPOPMYINPOBKA OCHOBHbIX YTBEPXAEHWUIA 1 onpeneneHuid. Mpocnywas nekumio, None3Ho
03HaKOMUTbCS ¢ bonee NOAPO6HbLIM N3NOXEHNEM MaTepuana B y4ebHuke. CnMcok nuteparypbl
pasfeneH Ha Be KaTteropumn: HeobxoAMMbI ONS CAAYMN 3a4eTa MUHMYM U LOMNONTHUTENbHAS
nuTeparypa.

l/I3yL|eH|/|e KypcCa nogpasymeBaeT He TONNbKO OBladeHne TeopeTtn4ecknm Mmatepmanom, HO “
nonydyeHne npakTn4eckKknx HaBblkoB O14 bonee rny60|<oro NMOHMMMaHWMA pa3nenioB Ha OCHOBE pelleHns
3a0a4y n yl'lpa>KHeHI/Il7|, NNNIOCTPUPYKOLWNX O00Ka3blBaeMble TeOpPETUNYECKNEe NON0XeHUs, a Takxe
pa3sntune aGCTpaKTHOI'O MbILLSIEHUS N CNOCOOHOCTM CaMOCTOSITENBbHO A0Ka3biBaTb yTBEPXOEHUA.

CamocTosaTenbHas pabota npeanonaraeT BbiMOMHEHNE AOMaLWHKX paboT. MNpakTuyeckne 3anaHus,
BbIMOMHEHHbIE B ayANTOPUM, MPeAHa3HayYeHbl 418 ykasaHus obwwmnx MeETOL0B pelleHns 3anay
onpeneneHHoro Tuna. 3akpenuTb HaBblKM MOXHO NLWb B Pe3yNbTaTte CaMOCTOSTEIbHON paboThl.
Kpome Toro, camocrositenbHas pabora BKIo4aeT NoAroToBky K 3a4eTy. [Mpu noarotoeke K coaye
3a4eTa BeCb 06beM paboTbl PEKOMEHOYETCS pacnpenensTb PABHOMEPHO MO AHSAM, OTBEAEHHbIM ANS
NOArOTOBKM.

6. OLueHOUHble CPeAcTBa AJ1s TEKYLLLEro KOHTPO/S yCneBaeMOCTH, MPOMEeXYTOUYHOM
aTTecTauum No UToram 0CBOEHUS OUCLUNMMHDBI M yYyeOHo-MeTooMUYeckoe obecneyeHune
CaMOCTOSsITe/IbHOW paboThl CTYAEHTOB

Tema 1. OcHOBHble BONpoCHI 3aLuUTbl UHdOPMaLLUK
YCTHbIV ONpPOC , NPUMEpPHbIE BOMPOCHI:

? Mngpopmaums n eé ceonctea ? ABToMaTnanpoBaHHasi cuctema n eé pecypcol ? BeeneHue B
npobnemy nocTpoeHns 6e3onacHbIX aBTOMaTM3MPOBaHHbIX cuc-TeM (AC) ? LocTyn. YnpasneHve
[OCTYrom

TeMma 2. YA3BMMOCTHU, Yrpo3bl, aTaku U UX Knaccucukauum
YCTHbI ONPOC , NPUMEpPHbIE BOMPOCH!:
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YTo Takoe ysa3BMMOCTK, yrpo3bl 6esonacHocTn nHgopmaumm B AC, ataku. Kakne knaccudpmkauum
LS| HAX MOXHO BblAENNTD

Tema 3. TeopeTnyeckme oCHOBbI 3aLLUTbI UHdOPMaLLUK
KOHTponbHas paboTta , NpUMepPHbIE BONPOCHI:

NaTb CpaBHUTENbHbIE XapakKTEPUCTUKN: NMOHATME OAHOGAKTOpHAsA U MHOrogoakTopHas
ayTeHTugomnkauuns

Tema 4. Bo3MOXHOCTH CKaHepoB YA3BUMOCTEN
OTYeT , NPUMEpPHbIE BOMPOCHI:

? AyaonTt nHgopmMaumMoHHom 6e3onacHoCcTv 1 ero Buapl ? NocnenosarensHOCTb AEWACTBUIA B X04€
ayouTa npu nomouwwm ckaHepa ? O63op metonos ayauta Vb, ncnonbayembix npu ckaHMpoBaHum ?
CTpyKTypa UTorosoro ot4éta

Tema 5. MexaHun3Mmbl 3aLuTbl MHdpOpMaL UK, peanusosaHHble B OC cemenctea Windows
OTYeT , MPUMEPHbIE BOMPOCHI:

WHctannauua OC Windows. HacTporika nogcuctembl pasrpaHnyeHns goctyna. Hactporka
noACUCTEMbI perncTpauunn n yyéta. Hactpoitka nogcmnctemMbl obecrneveHnst LenoctHocT. Hactpoiika
1 NCNoNb30BaHMe KpUnTorpadunyeckor noacmctemMol. VIH-Tepgoeiic agMMHUCTpaTopa 6e30nacHoCTw.
lMepenaya agMUHUCTPATMBHOIO KOHTPONS. Vicnonb3oBaHne ocHacTok. Co3gaHne aHTUBUPYCHOW
nofacucTeMmsl. MocTpoeHne CUCTeMbI yrnipaBneHnst 0OHOBNEHUSIMU

TECTUPOBaHME , MPUMEPHbIE BONPOCHI:

? BoamoxHocTtn KC3 OC cemeiictea Windows ? lNoacuctema pasrpaHuyeHms goctyna ?
Moacuctema pernctpaumm n yuéta ? lNMoacnctema obecneyeHnst LeNOCTHOCTM ?
Kpuntorpaduyeckas nogcuctema ? NHTepdpeiic aoMMHUCTpaTopa 6e3onacHocTun

Tema 6. MexaHn3Mbl 3awuTbl MHOpMaL MK, peanusosaHHble B OC cemenctBa Linux
OTYeT , NPUMEpPHbIE BOMPOCHI:

Wuctannauusa OC Linux. HacTporika noacucTembl pasrpaHnyeHns goctyna. Hactporika noacmctems
permcTpaumm n yqéta. Hactporika nogcmctembl obecneveHms LenocTHocTh. Hactpoiika un
ncnonb3oBaHue kpuntorpadpuyeckon nogcuctembl. Cuctemsl LIDS n RSBAC.

TecTnposaHune , npmMMepHbIe BOMpPOChI:

? BoamoxHocTun komnnekca cpencts 3awmtbl (KC3) OC ? Noacuctema pasrpaHnyeHnsa gocryna ?
Mopcuctema pernctpaumm n ydéta ? lNMoacucrema obecnevyeHnst LeNOCTHOCTLN ?
Kpuntorpaduyeckas nogcuctema ? NHTepdpeiic aoMMHUCTpaTopa 6e3onacHocTu

Tema 7. MexaHU3Mbl 3aLUUTbl MHCPOPMaLMKN, peannm3oBaHHble B NPUKIaaHOM NPOrpaMMHOM
obecneyeHuun

OTYET , NPUMEPHbIE BOMPOCHI:
MpuBecTn pe3ynbTaTbl HACTPOWKM MEXAHN3MOB 3alUMTbl CEpBepa NPUNOXeHNs
TECTUPOBAHWE , MPUMEPHbBIE BOMPOCHI:

? MNopocuctema pervctpauum n yuéta ? NMoacnctema obecneyveHms LenocTHoCTn ?
Kpuntorpadguyeckas nogcuctema ? NHTepdpeiic aoMMHUCTpaTopa 6e3onacHocTu

Tema 8. MexaHu3Mbl 3aLLUTbI MHCDOPMaLUK, peanu3oBaHHble B aKTUBHOM CETEBOM
obopynosaHumn

KOHTponbHas paboTta , NpUMepHbIE BONPOCHI:
00630p MEXaAHN3MOB pa3rpaHNyYeHns JOCTyNa, peann3oBaHHbIX B aKTUBHOM CETEBOM 000pyA0BaHNM
OTYET , MPUMEPHbIE BOMPOCHI:

MocTpoeHne manom cetn cornacHo apxmutektype Cisco SAFE. HacTtpoiika 3awmnTbl ceTeBbiX CpeacTs
N CepBMCOB. YCTAHOBKA N HACTPOMKa MeXCETEBbIX 9KPaHOB. YCTaHOBKa M HACTPOKa CUCTEMBI
obHapyXeHns BTOPXEHWIA. YNpaBneHne CUCTEMON KOAMPOBaHNS HGOOpMaLIMK, NepenaBaemMon no
OTKPbITbIM KaHanam CBs3W.

Tema . UToroBasi hopma KOHTpOns

[MprMepHbIe BONPOCHI K 3a4eTy:
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Mo paHHOW gucuunnnHe nNpenycMoTPeHO NpoBeLeHMEe 3a4eTa U MPOMEXYTOUYHbIX KOHTPOJbHbIX.
[MpunmMepHble Bonpockl ans 3a4deTa - [punoxeHue 1.

Bonpoc €¢1:

1. NMoacuctema ynpaenexus noctynom. OcobeHHocTn peannsaumm B pasnmyHoix OC

2. MNoncuctema permctpaumnm n yqéta cobbitnii. OcobeHHOCTV peanu3aunn B pa3nuyHbix OC
3. KpunTorpadmyeckas nogcucrema. OcobeHHOCTV peanm3aunn B pa3nuyHbix OC

4. MNopcuctema obecneyeHms uenoctHocTn. OcobeHHOCTM peannaaumm B pasnmyHbix OC
5. 6.MexceTeBble akpaHbl. onpeneneHne, HasHadyeHune, Knaccuukaumm.

7. ApxuTekTypa CUCTEM aKTUBHOro ayamta

8. O630p MHCTPYMEHTANbHbIX CPEACTB aHanuaa 3awunwéHHoctn AC

9. CpeLcTBa 3awWwmThl MHGOPMALMN aKTUBHOIO CETEBOr0 060pynoBaHMS

Bonpoc €2

1. [aiite onpeaeneHus: nonutnka 6e3onacHoCTy, NPonb 3alnTbl, YHEPBb.

2. [laiiTe onpeneneHune NoHSATUIA noeHTUMKaUNS, ayTeHTMdUKaums, asTopusaums. Onuwmnte
MexaHn3M. Kakve Buabl ayTeHTudrkaumm Bbl 3HaeTe.

3. [aiite onpeneneHuns: 3agaHune no 6e3onacHoCTy, BUPYC, 06bEKT JocTyna.

4. Nante onpepenenHns: 6noyHbI Wndp, CydbekT 4oCTyna, aBTOMaTU3npoBaHHas cncremMa
5. [ante onpenenenuns: rpynna, 4OCTYr, MEXCETEBOM aKpaH

6. [lante onpeneneHns: ya3sBMMoCTb, yrpo3a, ataka.

7. Haiite onpeneneHmns: 6esonacHoOCTb MHpopmMaumm, nepcoHan, KCA

8. Hante onpegneneHnsd: nonnTnka 6e3OI'IaCHOCTI/I, ay,EI,VIT(BCG BO3MOXHblE TpaKTOBKI/I),
nonb3oBaTenn

9. Haite onpeneneHns Bcex Buaoos obecneyeHms AC
Bonpoc €3(00nonHUTENbHbIN)

1. MNpoBenmnTe cpaBHEHNE PONEBOI 1 AMCKPELMOHHON Moaenei 6e3onacHOCTU, a Tak Xe NpvBeauTe
npuMepbl, B Kakux cdoepax 3T Moaenn MoryT ObiTb MPUMEHEHDI.

2. O630p MeEXaHM3MOB KPUNTOrpachnyeckon 3awwmTbl MHGOPMaLIMK
3. CxeMbl poTaumm HocuTenen nHpopmaumnn.

4. [poBeauTe cpaBHEHVE PONEBOW M MaHOATHON Moaenei 6e3onacHOCTU, a Tak Xe NpuBeauTe
NpuMepbl, B Kakux cdoepax aTm MOLAENN MOryT ObiTb NMPUMEHEHDI.

5. NMpoBennte cpaBHeEHME OMCKPELMOHHOW U MaHOATHOM Moaenei 6e30nacHoOCTu, a Tak Xe
npveeauTe Npumepsbl. B kaknx cgoepax aTn Mogeny MoryT ObiTb MPUMEHEHDI.

6. O630p apXMUTEKTYP CUCTEM PE3EPBHOI0 KONUPOBAHNSA AaHHbIX. Kakme MexaHn3mbl Bbl NiaHupyeTe
Tam MCNonb30BaThb W NOYEMy.

7.1. OcHOBHas nuTeparypa:

1. NwmyxameTos W.T. MaTtematmyeckne oCHOBbI 3aWwmnTbl MHCpopMauun: yiebHoe nocobue, 2012. -
URL.: http://kpfu.ru/docs/F366166681/mzi.pdf

2. bapaHoBa, E. K. OcHOBbI MHGOOPMATUKN 1 3aWmUTbl MHOOPMaLMK [ONeKTPoHHbIN pecypc] : Yueb.
nocobue / E. K. bapaHoga. - M. : POP : UH®PA-M, 2013. - 183 c.

http://znanium.com/catalog.php?bookinfo=415501

3. lHdhopmMaumoHHas 6e30nacHOCTb KOMMbIOTEPHbBIX CUCTEM U ceTeit: YyebHoe nocobue / B.d.
WaHbrmH. - M.: 1. ®OPYM: HAL MHDPA-M, 2014. - 416 c.

http://znanium.com/catalog.php?bookinfo=423927

7.2. JlononHuTenbHasa nuteparypa:
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1. Bawnbl, M. H. MHdopMaLumoHHas 6e30nacHOCTb 1 3almuTa MHgopMaLmm [9neKTpoHHBbIA pecypc] :
YyebHuk / M. H. bawnol, A. B. babauw, E. K. bapaHosa. - M.: PMOP, 2013. - 222 c. - ISBN
978-5-369-01178-2

http://znanium.com/bookread.php?book=405000

2. lHdbopmMaumoHHas 6e3onacHocTb: YuyebHoe nocobue / T.J1. MapTeika, W.W. Monos. - 5-e n3g.,
nepepab. n gon. - M.: ®opym: HALL MHOPA-M, 2014. - 432 c.: nn.; 60x90 1/16. -
(MpodoeccroHanbHoe obpasosaHue). (nepennet) ISBN 978-5-91134-627-0, 1000 aKa3.

http://znanium.com/bookread.php?book=420047

7.3. UHTepHeT-pecypcChbl:
Lan Agent - MoHnTOpuHI KomnbioTepos J1C - hitp://www.lanagent.ru/
WNHTennekT-cepsuc - hitp://www.it-ic.ru/

CrtaHpapTbl MHPOPMAaLMOHHOM 6€30NacHOCTH -
http://www.arinteg.ru/articles/standarty-informatsionnoy-bezopasnosti-27697.html

depepanbHas cnyxba no TEXHUYECKOMY M 3KCMOPTHOMY KOHTPONIO - http://fstec.ru/
Wkona IT-meHepxMeHTa - hitp://www.itmane.ru/mba-cso

8. MarepumanbHo-TexHU4YecKoe obecrneyeHne oUCLUNIUHbI(MOAYNSA)

OcBoeHune oucumnnaunHbl "MIHgpopMaLumoHHas 6e3onacHoCcTb" npeanonaraet UCNob3oBaHne
cnenyloLWero MmaTepuanbHO-TEXHUYECKOro obecrneyeHms:

MynbTumMeguiiHas ayantopus, BMECTUMOCTbIO 6bonee 60 yenosek. MynbTumMeauiiHas ayamtopums
COCTOMT U3 UHTErpUPOBAHHBIX MHXEHEPHbIX CUCTEM C €AUHON CUCTEMON ynpaBs/ieHns, OCHaLWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanu3auum noboin Buaeo n ayamno
NHpopMaLuun, NoNy4eHNs 1 nepenadn dNeKTPOHHbIX JOKYMEHTOB. TNoBas KoMnnekraums
MyNbTUMELVIHON ayanuTOPUM COCTOUT U3: MyNbTUMEONAHOrO NPOEKTOpa, aBTOMaTU3NPOBAHHOIO
NPOEKLIMOHHOIO 9KpaHa, akyCTUYECKON CUCTEMDI, a TAKXEe MHTEPAKTMBHONW TpMbyHbI NpenoaaBsartens,
BK/IOHAIOLWEN Tay-CKPUH MOHUTOP C AnaroHanblo He MeHee 22 OI0MOB, NePCOHaNbHbIA KOMMbIOTEP
(c TexHnyecknmm xapaktepucTukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHpepeHL-MUKPOGOOH, 6ecnpoBofHOM MUKPOMOH, 610K ynpaBneHus 06opynoBaHNeM, UHTEPGECHI
noakntouermns: USB,audio, HDMI. MiHTepakTmBHas TpmbyHa npenoaaBatens SBnseTcs KnoyeBbiM
3NEMEHTOM yNpaBneHns, 06 bEANHSIOWMNM BCE YCTPONCTBA B €OMNHYIO CUCTEMY, U CIYXUT
NONMHOLEHHbIM paboymm MecToM npenoaasatens. lNpenogasartens MMEET BO3MOXHOCTb NIErKO
ynpaBnsTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSET NPOBOANTL NEKUMMW, MPAKTUYECKUE
3aHATWA, Npe3eHTauun, BebrHapbl, KOHPEPEHLM U Opyrve BUObl ayAUTOPHON Harpy3Ku
obyyarowwmxcs B yAO6HON 1 OOCTYNHOW ANS HAX POPME C NMPUMEHEHNEM COBPEMEHHbIX
NHTEPAKTMBHbIX CPEACTB 0Oy4eHMs, B TOM YMCNE C MCNONb30BAHMEM B MpoLecce 0by4yeHns BCex
KoprnopaTtusHbIX pecypcoB. MynbTuMeouinHas ayamtopust Takxxe oCHaleHa WMPOKOMOIOCHbIM
LOCTYMOM B CETb MHTEPHET. KoMnbloTEpHOE 060pyn0BaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3NOHHOE NPOrpaMmMHoe obecneyeHue.

KomnbtoTepHbIl knacc, npeactaensowmii coboin paboyee Mecto npenogasaTens n He MeHee 15
paboyrx MECT CTYAEHTOB, BK/IOHAOLWMX KOMMbIOTEPHbIMA CTOM, CTYN, NePCOHasbHbIA KOMMbIOTEP,
NVLEH3MOHHOE NporpaMMHoe obecneyeHne. Kaxablii KOMAbOTEP MMEET WNPOKOMONOCHBIA JOCTYN B
cetb VIHTepHeT. Bce KoMmnbioTepbl MOAKIIOYEHbBI K KOPNOPaTMBHOW KOMMbIOTEPHON cetTn KDY n
HaxogaTcsa B €AMHOM JOMEHeE.
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YyebHo-MeToan4eckas nutepartypa ans 4aHHOW ONCLUMMINHBI UIMEETCS B HAIMYUN B
3NEeKTPOHHO-6nbnnoTeyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpefoCTaBNeH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT nponsseneHns KpynHENWUX POCCUNCKNX YYEHBIX, PYKOBOAUTENEN
rocyaapCTBEHHbIX OpraHoB, Npenogasartener Beaylmx By30B CTpaHbl, BbICOKOKBANUULMPOBAHHbIX
CreunanncToB B pasnnyHbix cdoepax brusHeca. PoHL 6nbnmoTekn cpopMMpPOBaH C y4ETOM BCEX
N3MEHeHWNn obpa3oBaTenbHbIX CTAHOAPTOB U BKAOYAET y4ebHUKK, y4ebHble nocobus, YMK,
MOHOrpadun, asTopedoeparbl, guccepraLmm, SHUUKNONEANnN, CAOBapU U CPaBOYHNKN,
3aKkoHO4AaTeNbHO-HOPMATMBHbIE OOKYMEHTbI, CNeunanbHbie Nnepnoanyeckme n3gaHms n n3gaHus,
BbiNyckaeMble nagatenncrsamm By30B. B HacToswee spems 95C ZNANIUM.COM cooTteeTcTBYET
BceM TpeboBaHusaM penepanbHbIX rocyaapCTBEHHbIX 06pa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasoeanust (PrOC BI1O) HoBoro nokoneHus.

YyebHo-MeToAMYeCcKasa nutepatypa Ans AaHHON AUCLMINAVHBI UMEETCS B HANMYUn B
3NeKTPOHHO-6ubnnoTeyHol cucteme Mapatenbctea "flaHb" , 4OCTYN K KOTOPOW NpeaocTaBneH
ctyneHtaMm. 96C Mapnatenbctea "/laHb" BkioYaeT B cebs 9nekKTPOHHblE BEPCUM KHUM N34aTenbcTBa
"laHb" 1 Opyrux Beoywmx n3natenbcTB y4ebHOM nnTepatypbl, a TakXXe 3NeKTPOHHbIe BEPCUM
NepuoaNYEeCKNX U3aaHnii No eCTECTBEHHbIM, TEXHUYECKMM M FTyMaHUTapHbIM Haykam. ObC
Na3patenbcTBa "/laHb" obecneymBaeT LOCTYN K HAYYHOM, y4ebHOM nuTepaTtype 1 Hay4HbIM
NeprvoanYeCcKUM N34aHNSIM MO MakCUManbHOMY KOMYECTBY NPOGUNbHBIX HaNpPaBneHWii ¢
cobnoneHneM BCex aBTOPCKMX U CMEXHbIX Npas.

JlekumoHHble 3aHATUS N0 AUCLMUMNIMHE NPOBOAATCS B ayAUTOPUN, OCHALEHHOM MPOEKLNOHHbBIM
obopynoBaHueM. JlabopaTopHble 3aHSATUS MPOBOASITCS B CNELManM3mpoBaHHbIX KOMMbIOTEPHbIX
KabuHeTax MHPOPMATUKM U BBIYUCTINTENbHBIX TEXHONOMMIA C BbIXOAOM B IHTEPHET 1 yCTaHOBNEHHOA
WHTEepPaKTMBHOM OOCKOW.

Mporpamma cocTtasneHa B cootBeTcTBuM ¢ TpeboBaHnsmm ®rOC BINO 1 y4ebHbIM nnaHoM no
HanpasneHuto 230700.62 "lNpuknagHas nHgopmaTmnka" n npodouso NoAroToBKN He NPenyCcMOTPEHO .
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Mporpamma omcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 230700.62 MpuknanHas nHgpopMaTtuka; acCuUCTeHT, K.H. MeaHos K.B.

ABTOpP(bI):

VeaHos K.B.
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AxkuypuH A .
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