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Mporpammy ovcumnnuHbl paspabotan(a)(vn) AoueHT, K.H. (noueHT) Hacoipos N.A. Kacbenpa
pagnoanekTpoHukn OToeneHne paguoguankm 1 HPOPMaLMOHHbIX cucteM , lgor.Nasyrov@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

OucumnnnHa "TeopeTnyeckne 0CHOBbI KOMMbIOTEPHOM 6e30MacHOCTN" MMEeT LeNblo 00y4nTb
CTYOEHTOB NPUHLMMNaM 1 MeTofam 3alnTbl MHOPMALMK, KOMMNIEKCHOrO MPOEeKTUPOBaHNS,
NOCTPOEHMS, 0O6CNYXNBaHNS U aHaNM3a 3alMILEHHbIX aBTOMaTU3MpPoBaHHbIX cnucteM (AC), a Takxe
coneicTBoBaTb oyHAAMeHTanM3aunm obpasoBaHns, OPMMPOBAHUIO HAYYHOrO MUPOBO33PEHUS 1
Pa3BUTUIO CUCTEMHOIO MbllWAEHWS. 3a0a4M AUCUUMNIINHDI - aTb OCHOBbI:

- YCTPOMWCTBA Y MPUHLMNOB (OYHKLMOHUPOBAHNS 3awmeHHbix AC,

- METOLONOrMN NPOEKTUPOBAHNS U NOCTPOEHNS 3awwmniLeHHbIX AC,

- KpUTEPUEB U METOO0B OUEHKN 3awmweHHocTn AC,

- CpeacTB 1 METOLOB HecaHKUMOoHupoBaHHoro goctyna (HCL) k uHdpopmaumm AC.

2. MecTO AMCUMNNNHBI B CTPYKTYpe OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbHoro o6pasoBaHus

HanHHas yuebHas aucuunnnHa BkntoveHa B pasnen " 53.B.4 NpodgeccroHanbHbIn" OCHOBHOM
obpasosaTtenbHol nporpammbl 090900.62 VHdopmaumnoHHas 6e30MacHOCTb U OTHOCUTCS K
BapmaTtmeHom yactn. OceamsaeTtcs Ha 3 kKypce, 5 ceMecTp.

3HaHWS 1 NpakTUYecKme HaBblkK, NOMYYEHHbIE N3 Kypca "TeopeTnyeckme OCHOBbI KOMMbIOTEPHOM
6e3onacHOCTN", NCMONb3YTCS 00y4aeMbIMU NPU N3YHEHUN €CTECTBEHHOHAYYHbIX AUCLMMANH, NPn
pa3paboTke KypcoBbIX U AUMNOMHbIX paborT.

3. KomneteHuuu obyyatroLlerocs, hopMmpyemble B pe3ynbTate 0CBOEHUS AUCLUMIUHDI
/mopyns

B pesynbrate 0CBOEHUS AMCUMMINHBI (OOPMMPYIOTCS Cneayowme KOMNeTeHUUN:

PacwumncbpoBka
LLincpp komnereHumu npuobpeTaemMon KOMMNeTeHL MU
OK-1 CMOCOBHOCTbIO 0CO3HaBaTb HEOOXOANMOCTb COONIOAEHMS
(0BUIEKYbTYPHbIE KoHcTutyuun Poccuiickoh Pepepaumnm, npae n 06s3aHHOCTENR
oMn eT)éHuva) rpax.gaHnHa CBOeW CTpaHbl, rpaxx,4aHCckoro gonra u
NPOSIBNEHNS NaTpnoTU3mMa
OK-2 CMOCOOHOCTBIO OCYLIECTBNSATL CBOK AEATENIbHOCTb B Pa3NINYHbIX
(0bLweKyNnbTypHbIE cdhepax 06WecTBEHHON XN3HM C Y4ETOM MPUHSATLIX B 0OLWecTBe
KOMNEeTEeHL M) MOpasbHbIX 1 NPaBOBbIX HOPM
(OBILIEKyNbTYPHbIE CMocOBHOCTLIO K Koonepauun ¢ Konneramu, pabore B
KOMMNeTeHuunm) KOnnekTnee
OK-6 CMOCOOHOCTbIO HAX0ANTb OPraHN3aLMOHHO-YNpaBieHYeckue
y
006LWeKynbTypHble elWeHns B HECTaHAAPTHbBIX CUTyauUNsaX U TOTOBHOCTbIO HECTU 3a
y
KOMMNeTeHL M) HUX OTBETCTBEHHOCTb
CNOCOBHOCTbIO 0CO3HABAaTh COLMAnbHYO 3HAYMMOCTb CBOEN
OK-7 6ynywen npogpeccun, obnagatb BbICOKON MOTUBALMEN K
(OBLLEKyNbTYPHBIE BbINOIHEHWNIO NPOCECCMOHANBHOM OeATEeNbHOCTN B 0651acTu
KOMNETEHLIN) obecneyeHns UHAPOPMAaLIMOHHO 6€30NacHOCTUN, FTOTOBHOCTbIO
1 CNOCOBHOCTbIO K aKTUBHOMW COCTA3aTENbHOW AeATEeNbHOCTU B
yCNOBMSAX MHCPOPMALMOHHOIO NPOTUBOOOPCTBA
MK-
(npcipeccmon-iaanble CMOCOBHOCTBIO MCMOMb30BaTb HOPMATMBHbIE NPABOBbIE
KOMMETEHLIN) NOKYMEHTbI B CBOEW NpodpeccroHanbHOW 0eaTenbHOCTU
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K.H. (DoueHT) Haceipos N.A.

Lincpp komnereHuyu npwoGpePE:::ag(ﬁgngTeHum
CNOCOBHOCTBLIO HOPMMPOBATL KOMMNEKC MEP NO
MK-4 NHGOPMaLNOHHOK 6€30MacHOCTUN C y4eTOM ero NpaBoOBOA
(npodheccunoHanbHble 000CHOBaHHOCTN, aAMUHUCTPATMBHO-YNPAaBNEHYECKON 1
KOMNeTeHLmm) TEXHMYECKOWN peann3yeMoCcTn 1 9KOHOMUYECKOW
LenecoobpasHoCT
CnocobHOCTbIO onpeaensTb BUAbl 1 (OOPMbl MHCOpMaLUK,
MK-8 NnoABepXeHHOM yrpo3am, Buabl 1 BO3MOXHbIE METOAbl U MyTH
(npodbeccmoHanbHble peanna3aunm yrpo3 Ha OCHOBE aHanu3aa CTPYKTypbl U
KOMreTeHuunn) copepxaHua nHpopmaumoHHbIX MPOLLEeCCoB NpeanpuaTns,
uenen n 3agay neaTenbHOCTU NPeanpuaTus

B pe3ynbtate 0CBOEHWNS ANCUUMNANHBI CTYOEHT:

1. DONXeH 3HaTb:

- METOA0NOrMYECKNE N TEXHONOMMYECKNE OCHOBBI KOMMNNIEKCHOrO obecneveHus 6eaonacHocT AC,
- Yrpo3bl 1 MeToabl HapyweHus 6esonacHoctn AC,

- dbopMmanbHble MOOENM, nexauwme B OCHoBe cuctem 3awmTtbl AC,

- cTaH4apTbl No oueHke 3awmnweHHocTn AC 1 nx TeopeTnyeckme OCHOBBI,

- METOObl N CPeacTBa peannsaumm 3awmueHHbix AC,

- METOAbl N CPeAcTBa Bepndmkaumm n aHanmsa HaaexXHoCcTn 3awmueHHbix AC;

2. OONIXEH yMeTb:

- npoBoanTb aHann3 AC ¢ Toukn 3peHnst obecnedyeHnst KOMMboTEPHOR 6e3onac-HoCTH,

- pa3pa6aTb|BaTb mMooenn n NONNTUKY 6e3OI'IaCHOCTI/I, ncnonb3ys N3BeCTHbIE NOA-X0Obl, METOAbI,
cpenctea n nx teopetTn4eckmne OCHOBDI,

- MPUMEHATb CTaHAaPTbl NO oueHKe 3awmweHHocT AC nNpu aHanmae 1 NpoekTU-pPoBaHUN CUCTEM
3awmTbl nHcpopmaumm B AC,

- peann3oBbiBaTb CUCTEMbI 3aWwmnTbl MHGopMauumn B AC B COOTBETCTBUN CO CTaH-AapTaMm no OLEeHKe
3awmueHHoctn AGC;

3. ONXeH BnageThb:

HaBblKaMu:

- paboTbl ¢ AC pacnpeneneHHbiX BblMUCeHni 1 06paboTkn MHpopMaLnK;
- paboTbl ¢ gokymeHTaumein AC,

- UCMONb30BaHUS KPUTEPUEB OLIEHKN 3awmeHHocTn AC,

- NOCTPOEHUSI chopMasibHbIX MOAENEN CUCTEM 3almnTbl MHpopmauun AC.

4. NONXEeH JEeMOHCTPMPOBaTb CNOCOOHOCTb M FOTOBHOCTb:
- npoBoauTb aHann3 AC ¢ To4KK 3peHns obecrnedyeHunst KOMMbIOTePHON 6e3onacHoCcTy,

- pa3pabarbiBaTtb MOAENMN 1 NOANTUKY 6€30NACHOCTU, NCMONb3YS M3BECTHbIE NOAXOAbI, METOIbI,
cpencTtsa u UX TeopeTnyeckne OCHOBBI,

- MPUMEHATb CTaH4apPThl NO oueHKe 3awmnweHHocTn AC npu aHannae 1 NPOeKTUPOBAHUN CUCTEM
3awmnTbl nHpopmauum B AC,

- peann3oBbiBaTb CUCTEMbI 3aWwmnTbl MHGopMauumn B AC B COOTBETCTBUN CO CTaHOApTaMm Mo oueHke
3awmueHHocTn AGC;
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Mporpamma omcumnnimHel "TeopeTnyeckne 0CHOBbLI KOMMbloTEpPHO 6e3onacHocT"; 090900.62 MHdopMaLMoHHasi 6e30MacHOCTb; AOLEHT,

K.H. (DoueHT) Haceipos N.A.

NMETb HaBbIKW:
- paboTbl ¢ AC pacnpeneneHHbiX BblUCNEHW 1 06paboTKn MHpopMaLunu;
- paboTbl ¢ fokymeHTaumei AC,

- ICNONb30BaHNS KpUTEpUEB oLeHKM 3awwnueHHocTn AC,

- NOCTPOEHNS hopManbHbIX MOOENEN CUCTEM 3awmnTbl Hpopmauun AC.

4. CTpyKTypa 1 cogepXxaHvue OUCLUNIUHBI MOAYNS
Obuwas Tpya0eMKOCTb AUCLIMMNIMHBI cOCTaBNseT 5 3a4eTHbIx(ble) eanHuL(bl) 144 yaca(os).
dopma NPOMEXYTOYHOro KOHTPONS AMCUUNANHBI 3K3aMeH B 5 ceMecTpe.

CyMMapHo no AmcumnanHe MoxHo nony4ntb 100 6annos, N3 HMX Tekylwas paboTta oueHmBaeTcs B 50
6anno., ntorosas popma KoHTpons - B 50 6annos. MuHMManbHoe KONMYeCcTBO ANs OOMnycKa K 3a4eTy
28 6annos.

86 6annos 1 bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBnetBoputenbHO" (yaooB.);

54 6anna n MeHee - "HeynoBNEeTBOPUTENLHO" (Heya.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHon paboTtbl No gucuunamHe/ MOAynto
TemaTtnyeckuwn nnaH gucUUNAUHbI/MOAYNS

Buabl n yacobl
ayauToOpHOM paborThbl,

Paspnen
Hepnens VX TPy A0EMKOCTb Tekywue copmbl
N D.MI(\:,IL:.)V‘I:;,T;HI:I/ Cemectp ceMecTpa (B yacax) KOHTpoOns
Nexumn MpakTnueckumelllaboparopHble
3aHATUSA paborbl

Tema 1. CTpykTypa

Teopun KOMMNbIOTEPHOMN

6e3onacHocTw.

OcCHOBHble NOHATUSA

Teopun KOMMNbIOTEPHOMN

NacHOCTW. 3biK. %

1 6e3onacHoc 3 5 ] 5 0 0 YCTHbIA ONPOC

" |O6BbekTbl. CybBbEKTbI.
Hoctyn. LleHHOCTb
nHpopMaLunn.
ApontnsHas Momenb.
lMopsankosas wkana.
PeweTka LeHHOCTN.

Tema 2. AHanns yrpo3s
NHJOOpMaLMOHHOM
6e3onacHocTh. Yrpo3bl
KOHoMOeHUManbHoOCTH,
LIeNnoCTHOCTN,

2. |DoCTynHOCTH 5 2 2 0 0
nHpopmMaLunu,
packpbITUa NapameTpos
NHJOOpMaLMOHHOM
CUCTEMbI OaHHbIX.

YCTHbI Onpoc
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Paspen
AducunnnuHol/
Moayns

CemecTp

Henens
cemecTtpa

Bugbl n yachbl
ayauTopHOM paboThbl,
MX TPYAO0EMKOCTb
(B wacax)

Tekywime coopmbl
KOHTpOns

Nekuunn

MpakTnyeckue
3aHATUSA

NabopaTopHbie

paborbl

Tema 3. OcHOBHblE
Buabl atak Ha AC.
Knaccugomkaums

" locHOBHBbIX aTak Ha AC 1
BPELOHOCHbIX
nporpamm.

YCTHbIA OnpocC

Tema 4. MeTtononorus
NOCTPOEHUS CUCTEM
3awuueHHbIx AC.
[MocTpoeHune cuctem
3awWuTbl OT Yrposbl
HapylweHus

KOHJoM aeHUnanbHOCTH
nHpopMaLnn.
OpraHn3aumoHHO
peXVMHblEe Mepbl.

" |BawwuTta ot HCO.
[MNocTpoeHne naponbHbIX
CUCTEM.
Kpuntorpadgpuyeckue
MeTOObl 3aWnThlI.
3awuTta ot yrpo3ssl
HapylweHus

KOHJoM aeHUnanbHOCTH
Ha ypOBHe codepXaHus
nHpopMaLunn.

4-6

20

oT4yert

Tema 5. lNocTtpoeHune
CVCTEM 3aWmThbl OT
Yrpo3bl HapyLWeHUs
LeNoCTHOCTH
nHpopmMaLunn.
OpraHn3aunoHHO-TEXHO
Mepbl 3awmnTbl. 3awmra
LeNoCTHOCTH

" [nporpaMMHo-annapartHo
cpenbl. OCHOBHblE
MEeTOLbl 3aLNThI
namatu. Lngoposas
noanucb. 3awmra ot
yrpo3bl LENOCTHOCTN Ha
ypPOBHE cofepXaHus
nHpopmMaLunn.

orm4yec

N

Kne

oT4yert
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Mporpamma omcumnnimHel "TeopeTnyeckne 0CHOBbLI KOMMbloTEpPHO 6e3onacHocT"; 090900.62 MHdopMaLMoHHasi 6e30MacHOCTb; AOLEHT,
K.H. (DoueHT) Haceipos N.A.

Paspen
AducunnnuHol/
Moayns

CemecTp

Henens
cemecTtpa

Bugbl n yachbl
ayauTopHOM paboThbl,
MX TPYAO0EMKOCTb
(B wacax)

Tekywime coopmbl
KOHTpOns

Nekuunn

MpakTnyeckue
3aHATUSA

NabopaTopHbie

paborbl

Tema 6. Metogonorus
obcnenoBaHus n
NPOEKTMPOBaHUSA
3awmntbl AC.
MNpumeHeHne
nepapxmyeckoro
meTona Oons

. [nocTpoeHns
3wmn-uweHHon AC.
ViccnepoBaHnune
KOPPEKTHOCTM
peannsauun n Me-Toabl
Bepucprkaumm AC.
Teopusi 6e3onacHbIx
cuctem (TCB).

YCTHbIA Onpoc

Tema 7. Nonutunka
6e3onacHoCTu.
[NoHaTMEe nonuTukn
6e3onacHocTu
Monutuka (cTparerns)
6e3onacHoCTu.
JunckpeunoHHas
nonuTuka

" |pasrpaHn4yeHns
noctyna. ManpaTtHas
(MonHoMo4YHas)
nonuTuka
pasrpaHu4eHuns
noctyna. PaspaboTka u
peanusauns NoNnNTUKK
6e3onacHoCTu.

10

YCTHbI ONpOC

Tema 8. Mooenu
H6e3onacHoCTH.
OnwucaHune cuctem
3alMTbl C NMOMOLLbIO
mMaTpuubl JOCTyna.
Mounenb
XappucoHa-Py330-YnbM:
(HRU). PaspewmnmocTb
npobnembl

" |6esonacHocTn. Mooenb
pacnpocTpaHeHms npas
noctyna Take-Grant.
PacwunpeHHas mogenb
Take-Grant, aHanus
NHAOOPMALMOHHbIX
kaHanoB. OnucaHne
moaenu

iHa

Benna-Jlanagynsl (BL).

11

YCTHbI Onpoc

PernctpaunoHHbin Homep 694414
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Mporpamma omcumnnimHel "TeopeTnyeckne 0CHOBbLI KOMMbloTEpPHO 6e3onacHocT"; 090900.62 MHdopMaLMoHHasi 6e30MacHOCTb; AOLEHT,
K.H. (DoueHT) Haceipos N.A.

Buabl n yachbl
ayauTopHOM paboThbl,

Paspen
Henens MX TPy A0EMKOCTb Tekywume copmbl
N ‘D'"Kn"(")v;lr;m;”b'/ Cemectp cemecTpal (B yacax) KOHTpOnsi
MpakTnyecknellaboparopHbie
Jlekumn 3aHATUSA pabotbi

Tema 9. KoHuenuus
3awmnTtbl AC n CBT no
PYyKOBOAALWMM
noKymeTam
Moctexkomnccun PO.
Knaccudpumkauma CBT KOHTPONbHas
9. |no ookymeHTam 5 12 2 0 0 TOYKa
["ocTexkomuccuu.
Knaccudpmkaumsa AC no
LOKYMEHTaMm
["ocTexkomuccum,
TpeboBaHWs Knacos
3aWmnThI.

Tema 10. 3awwnTa
nHpopmauum ot
BHYTPEHHUX yrpos.
3awmwaembii
nepumetp
nHpopMaLunn.
[MpenoTBpalleHune
yteyek (Data Loss
Prevention, DLP) -
TEXHONOr N
npenoTepalleHns
yTeuyek
KoHonaeHunanbHom
nHpopmauum n3
NHJOOPMaLNOHHOM
CUCTEMbl BOBHE, a
TakXe TexHnyeckmne
yCTponcTBea
(nporpamMMHbie nnm
nporpaMmmHo-annapaTHble)
Ong Takoro
npenoTepalleHns
yTeyek. PelweHuns
SearchInform.

Tema . Torosas 5 0 0 0 3K3aMeH
doopma KOHTpoOns

NTtoro 24 0 48

nMCbMEeHHas

10. 5 13-17 0 0 20 paboTta

4.2 CopepxaHvue oUCLUMNMUHbI

Tema 1. CTpyKkTypa TeOpumM KOMMNboTEpHON 6e3onacHOCTU. OCHOBHbIE MOHATUSI TEOPUN
KOMMbIOTEPHOMN 6e30nacHOCTU. S3biK. O6bekTbl. CybbekTbl. JocTyn. LleHHoCcTb
nHcopmauun. ApautneHas mogensb. Nopaakosas wkKana. PewweTtka LLeHHOCTH.

NeKuMoHHoe 3aHsiThe (2 yaca(os)):

CTpyKkTypa TE0pMM KOMMbIOTEPHOW 6e30nacHOCTN. OCHOBHbIE NOHATUS TEOPUM KOMMbIOTEPHOIA
6e3onacHocTn. A3bik. O6bekTbl. CybbekTbl. JocTyn. LieHHOCTb nHghopmaumun. AnonTnBHas MoLenb.
lMopsankosas wkana. PeweTka LeHHOCTH.
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Mporpamma omcumnnimHel "TeopeTnyeckne 0CHOBbLI KOMMbloTEpPHO 6e3onacHocT"; 090900.62 MHdopMaLMoHHasi 6e30MacHOCTb; AOLEHT,
K.H. (DoueHT) Haceipos N.A.

Tema 2. AHanu3 yrpo3 nHdoopMaLMOHHOM 6e30MacHOCTU. YTpo3bl KOH(PNAEHLNANbHOCTH,
LLeNIoCTHOCTU, AOCTYNHOCTU MHdpOpPMaL UMK, pacKpbiTUS NnapameTpos MHOPMaLMOHHOW
CUCTEMbI OaHHbIX.

JIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

AHanms yrpo3 nHpopMaumnoHHoin 6esonacHoCT. Yrpo3bl KOH(WAEHUMANBHOCTM, LLENIOCTHOCTH,
LOCTYMHOCTN MHGOOPMALIMK, PacKPbITUS NapaMeTpPoB MHPOPMALMOHHON CUCTEMbI JaHHbIX.

Tema 3. OcHoBHble BuAabl atak Ha AC. Knaccudoukauus ocHOBHbIX atak Ha AC n BpeAOHOCHbIX
nporpamm.

JNeKuMoHHoe 3aHsiTne (2 4yaca(os)):
OcHoeHble Buabl atak Ha AC. Knaccndpukaums ocHoBHbIX atak Ha AC 1 BpelOHOCHbIX MPOrpamm.

Tema 4. MeTopnonorns nocTpoeHns cuctem 3awmuieHHbix AC. lNocTpoeHue cuctem 3aLluTbl
OT Yrpo3bl HapyLleHUs1 KOHcpuaeHunanbHoCcTM MHcpopMaumn. OpraHM3aLUOHHO PeXUMHbIe
mepbl. 3awumta ot HC L. NMNocTpoeHne naponbHbiX cucteM. Kpuntorpacpumyeckme Metoabl
3awmTbl. 3auLmTa oT Yrpos3bl HapyLUeHUs KOHPUAEeHUNaNbHOCTU Ha YPOBHE coaepXaHus
nHdopmaumn.

JNIeKLMOHHOe 3aHsiTne (6 4yaca(os)):

MeTtononorns noctpoeHns cuctem 3awmweHHbix AC. NlocTpoeHmne cuctem 3awmTbl OT Yrpo3bl
HapyweHns KoHgMaeHUnanbHocT nHdopmaummn. OpraHm3aunoHHO PeXnMHbIe Mepbl. 3awmTa oT
HCL. MNMocTtpoeHne naponbHbix cuctem. Kpuntorpadpuyeckne Metoabl 3awmTbl. 3awmra oT yrposbl
HapyLlweHna KoHPUOeHUNanbHOCTU Ha YPOBHE COdepXaHMs NHpopMaLmn.

naboparopHas pabora (20 4aca(oB)):
CucTeMbl C CUMMETPUYHBIMU Kntodamn. OcobeHHOCTH peannaauun.

Tema 5. NMocTpoeHne cucTeM 3aLLUThl OT Yrpo3bl HapYLUEHUs LLeNIOCTHOCTU MHcpopMmauuu.
OpraHu3aLMOHHO-TEXHONOrUYecKne Mepbl 3aLLLUThbl. 3alLuUTa LLeIOCTHOCTU
nporpamMmMHo-anmnaparHou cpeabl. OCHOBHble MeToAbl 3alLuThl NaMaTh. Lindpposas noanucs.
3awuta oT Yrpo3bl LLeNIOCTHOCTU Ha YPOBHE coaepXaHus MHdpopMaLmn.

JNleKLMoHHoe 3aHsiTne (4 4yaca(os)):

[MocTpoeHne cucTem 3awunTbl OT Yrpo3bl HAPYWEHUS LLeNTOCTHOCTU MHGDOPMaLIU.
OpraHn3aunoHHO-TEXHONOMMYECKMe Mepbl 3alunTbl. 3awmTa LeNOCTHOCTM NPOrpamMMHO-annapaTHom
cpenbl. OCHOBHblE MeTOAbI 3awWwunThl NamaTn. Lindbposas nognuce. 3awmuTa ot yrpo3bl LENOCTHOCTH
Ha YpOBHE cofepXaHnsa NHopmalnun.

naboparopHasi pabora (8 yaca(oB)):
CucteMbl ¢ HECMMMETPUYHbIMI KNTIO4YaMI. OcobeHHoCcTH peanndaunn.

Tema 6. MeToponorus o6cnenosaHus U NpoekTUpoBaHus 3awwuTtbl AC. MpumeHeHune
nepapxuyeckoro metoga ons nocrtpoeHus swu-weHHon AC. UccnepoBaHue KOPPEKTHOCTU
peanusauum u me-toabl Bepucpukaumm AC. Teopusi 6esonacHbix cuctem (TCB).

neKuMnoHHoe 3aHsiTne (2 yaca(os)):

MeTononorus obcnenoBaHms 1 npoekTupoBaHns 3awmntbl AC. NpuMeHeHne nepapxmy4eckoro
MeTona ans noctpoeHus 3wu-weHHon AC. ViccnenoBaHne KOppekTHOCTM peann3aumm n Me-toapl
Bepudovkauumn AC. Teopus 6esonacHbix cuctem (TCB).

Tema 7. Monutnka 6e3onacHocTu. MoHsiTMe nonuTMKM 6esonacHocTy Monutnka (cTparerus)
6e3onacHocTu. UCKpeLVOHHasa NoNnMTUKa pasrpaHmyeHns gocryna. MaHpoarHas
(nonHOMOYHas) NONUTUKA pasrpaHnyeHns pocrtyna. Pazpabortka u peanusaums NOUTUKKU
6e3onacHoOCTM.

JNIeKLMOHHOe 3aHsiTne (2 4yaca(oB)):

Monutuka 6e3onacHocTn. MoHsTUE NnonuTukn 6esonacHocTy MonnTrka (cTpaterns) 6e3onacHoOCTy.
LuckpeunoHHas nonutuka pasrpaHndyeHns goctyna. MaHgatHas (NonHOMOoYHas) nonuTtuka
pasrpaHunyeHns goctyna. PaspaboTtka n peannsaumusi NoANTUKN 6e30nacHOCTW.

Tema 8. Monenu 6e3onacHocT. OnucaHue CUCTEM 3aLLMTbl C MOMOLLLLIO MaTpULLbl A0CTYyNa.
Moaenb XappucoHa-Py330-Ynbmana (HRU). Paspewummoctb npobnembl 6e3onacHoCTM.
Mouaenb pacnpoctpaHeHus npas goctyna Take-Grant. PaclumpeHHas mogenb Take-Grant,
aHanu3 nHopopmauUnoHHbIX KaHanoB. OnucaHne moaenu benna-Jflanapgynol (BL).

NleKLuMoHHOoe 3aHsiThe (2 yaca(os)):
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Moaenn 6e3onacHocT. OnucaHve CUCTEM 3alWmTbl C MOMOLLbIO MaTpuubl goctyna. Moaenb
XappucoHa-Py330-YnbmaHa (HRU). Paspewmnmoctb npobnembl 6e3onacHocT. Mogenb
pacnpocTtpaHeHus npas goctyna Take-Grant. PacwupeHHas mogens Take-Grant, aHanns
NHpopMaunoHHbIX kaHanos. OnucaHue mogenu Benna-Jlanagynsl (BL).

Tema 9. KoHuenuusa 3awmtbl AC n CBT no pykosogswum gokymeram "ocrexkommccum PdD.
Knaccudpmkauua CBT no pokymeHtam N'octexkomuccum. Knaccucpukaums AC no
[oKyMeHTaMm FocTexkoMmuccum, TpeboBaHUs KNacoB 3alUUThI.

NeKLuMoHHoe 3aHsiThe (2 yaca(os)):

KoHuenuwus 3awutel AC n CBT no pykosogsawmm gokymetam ["octexkommccum P®D. Knaccudpukaums
CBT no nokymeHTtam [Noctexkomuccun. Knaccndpumkaums AC no nokymeHtam [T0CTexkoMnccum,
TpeboBaHMs KNacoB 3awmTbl.

Tema 10. 3awmrta MHcpopMaLLMM OT BHYTPEHHUX Yrpo3. 3aluuLLaemMblil nepumeTp
nHcopmauun. MNMpepotepawteHne yredek (Data Loss Prevention, DLP) - TexHonoruum
npenoTBpaLLeHus ytedek KOH¢puaeHumanbHon MHpopmMaumm us MHOpMaLMOHHON CUCTEMbI
BOBHe, a TaKXe TeXHU4YecKue yCTPOoUCTBa (NMporpaMmHbie UK NporpammHo-annapartHble) ons
Takoro npenoTepalLeHus yredek. PewneHus Searchinform.

naboparopHas pabora (20 4yaca(oB)):

YcTaHoBKa 1 nepBooYepeHas HacTpovika nporpaMmHoro komnnekca Searchinform. MpuHumnno
MCNONb30BaHNS NPOrpaMMHOro komnnekca Searchinform ons MOHUTOPUHra yTeyek
KOHpmaeHunanbHoM nHpopmaumm. Hactporika nporpaMMHoro komnnekca Searchinform gns
KOHTPONS COOEPXUMOro 3KpaHOB MOMIb30BaTeNe 1 Noncka KoOHUAeHUManbHom nHpopmaumm 6e3
NnpoBeAeHNS CUHTAKCMYeCckoro aHannaa. Hacrtporika nporpamMmHoro komnnekca Searchlnform ons
nomcka KoHmAeHUManbHon NHOOPMaLUmM Ha OCHOBE Noaobmsa TEKCTOBBIX (PparMeHTOB.
dopmMrpoBaHMe perynsapHbIX BbIpaXeHUn N HACTPOViKa CUCTEMbI MepexsaTta rnepenasaemon
nHdpopmauunn.

4.3 CTpyKTypa u copgepxaHme caMOCTOATENIbHOM paboTbl AUCLUNNIUHBI (MOAYNS)

Buabi
CaMOCTOATeNbHOWN
pabortbl
CTYAEHTOB

dDopMbl KOHTPONS
CaMoCTOATeNIbHON
paboTbl

Hepens
cemecTpa

TPy mOeMKOCTb

N Paspnen
(B yacax)

IvcumnnuHbl CemecTp

Tema 1. CTpykTypa
TEopun KOMMNbIOTEPHON
6e30nacHoOCTW.
OCHOBHbIE NOHATUSA
TEopUn KOMMNbIOTEPHON
] 6e3onacHoCTU. S3bik.

" |O6BbekTbl. CybBbeKTbI.
HocTtyn. LileHHOCTb
NHJpopMaLUW.
ApouTueHas Mmogenb.
lMopsankosas wkana.
PeweTtka ueHHoOCTN.

Tema 2. AHann3 yrpos
NHJOOPMaLIMOHHOM
6e3onacHoCTW. Yrpo3sbl
KOHJoMOeHUManbHoOCTH,
LIeNOCTHOCTN,

2. |[BOCTYNHOCTH 5 2
NHJpopMaLnWK,
pacKpbITUA NnapameTpos
NHJOOPMaLIMOHHOM
CUCTEMbI OaHHbIX.

noaroToBka K

YCTHOMY OMpOCy 2 YCTHbIA onpoc

noaroToBka K

YCTHOMy ONPOCY 2 YCTHbI ONpocC

PernctpaunoHHbin Homep 694414
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Buabi
Hepens | camoctositenbHon [TpynoemMKOCTb
ceMecTpa paboTbl (B yacax)

CTYAEHTOB

dDopMbl KOHTPONSA
CaMOCTOATENIbHOMN
pabortbl

N Paspen

OucumnnuHbl CemecTp

Tema 3. OcHOBHble
BuAbl atak Ha AC.
3 Knaccudumkaums 5 3  [noAroToBka K 5
" |ocHOBHbIX atak Ha AC u YCTHOMY Onpocy
BPEOOHOCHbIX
nporpamm.
Tema 4. MeTtogonorus
NMOCTPOEHNS CUCTEM
3awmweHHbix AC.
[MocTtpoeHne cuctem
3aWmnTbl OT Yyrpo3bl
HapylweHuns
KOHQoMOeHLUnanbHOCTH
nHpopmaunn.
OpraHn3aumoHHO
PEXVMHbIE MEPDI. noAroToBkKa K
3awwuta ot HCI. oTyeTy
[MocTpoeHne naponbHbIX
cucTem.
Kpuntorpadguyeckue
MEeTOObl 3aWNTbI.
3awmTa oT yrpo3sbl
HapylweHuns
KOHQoMOeHLUnanbHOCTH
Ha YpOBHe coaepXaHus
nHpopmaunn.
Tema 5. lNocTtpoeHue
CUCTEM 3aWMKnThl OT
Yyrpo3bl HApPYLWeEHNS
LleTOCTHOCTH
NHGpopMaLnK.
OpraHn3aumoHHO-TEXHONOrnyeckme
Mepbl 3awWnThl. 3awmuTa
5. [4€N0CTHOCTK 5
nporpammHo-annaparHo
cpenbl. OCHOBHble
MeTO bl 3aWmThl
namatu. Ludpposas
noanuck. 3awmTta ot
yrpo3sbl LLleNoCTHOCTN Ha
YPOBHE cofepXaHus
NHGpopMaLnK.

YCTHbI ONpocC

20 oTyer

noaroToBka K 16

7-8 oTyety

oT4yeT

—C
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Buabi
Hepens | camoctositenbHon [TpynoemMKOCTb
ceMecTpa paboTbl (B yacax)
CTYAEHTOB

dDopMbl KOHTPONSA
CaMOCTOATENIbHOMN
pabortbl

N Paspen

OucumnnuHbl CemecTp

Tema 6. Metononorus
obcnenoBaHus n
NPOEKTUPOBAHNS
3awmnTtbl AC.
[MpumeHeHune
Nepapxmyeckoro
meTona ons

6. |MOCTpOEHMUS 5
3wu-weHHon AC.
VccnepoaHune
KOPPEKTHOCTM
peannsauumn n Me-Toabl
Bepudpukauumn AC.
Teopusi 6e3onacHbIx
cuctem (TCB).

Tema 7. lNonntnka
6e3onacHocTu.
[MoHATME NnoAnTUKN
6e3onacHoCcTy
Monutuka (cTparterns)
6e3onacHocTu.
OuckpeunoHHas
nonuTuka noaroToBka K
pasrpaHnyeHuns YCTHOMY Onpocy
noctyna. MangatHas
(nonHoMo4Has)
nonuTuka
pasrpaHnyeHuns
noctyna. PaspaboTtka u
peanmsaums NoOANTUKK
6e3onacHocTu.

Tema 8. Mogenu
6e30nacHoCTW.
OnuncaHue cuctem
3alWmnTbl C MOMOLLbBIO
MaTpuLbl 4ocTyna.
Mogenb
XappucoHa-Py330-Ynbmana
(HRU). PaspewmnmocTtb
8 npobnembl 5 14 [nomroToska K 5
" |6e3onacHocTn. Mogenb YCTHOMY Onpocy
pacrnpocTpaHeHus npas
noctyna Take-Grant.
PacwnpeHHas mogenb
Take-Grant, aHanuna
NHJPOPMALIMOHHbIX
kaHanos. OnucaHne
MoLenu
Benna-Jlanagynbl (BL).

noaroToBka K
9 o4roTtoBka >

THbIM ON
YCTHOMY Oonpocy yc onpoc

2 YCTHbI ONpoC

YCTHbI ONpocC
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Buabi
Hepens | camoctositenbHon [TpynoemMKOCTb
ceMecTpa paboTbl (B yacax)
CTYAEHTOB

dDopMbl KOHTPONSA
CaMOCTOATENIbHOMN
pabortbl

N Paspen

OucumnnuHbl CemecTp

Tema 9. KoHuenuuns
3awmntbl AC n CBT no
PYKOBOAALWMM
noKymeTam
MocTexkomuccumn Pd.
Knaccudpumkauns CBT noaroToska K
9. [no nokyMeHTam 5 12 [KOHTPOSIbHOWA 2
["ocTexkomuccun. TOYKe
Knaccudpumkauns AC no
NOKYMEHTam
["ocTexkomuccum,
TpeboBaHNs Knacos
3aWunThI.

Tema 10. 3awunta
nHopopmauum ot
BHYTPEHHUX yrpos.
3awmwaembii
nepumeTp
nHpopmaunn.
lMpepnotepalleHue
yTeyek (Data Loss
Prevention, DLP) -
TEXHONOrnn
npenoTBpalleHns
yTeuyek
KOHJonaeHumnanbHom
nHpopmaunm n3
NHJOOPMaLIMOHHOM
CUCTEMbl BOBHE, a
TakXxe TexHnyeckune
yCTpOncTBa
(nporpamMMmHbie nnu
nporpamMMHo-annaparHbIg)
NS TaKoro
npenoTBpalleHns
yTeuyek. PeweHns
Searchinform.

NTtoro 72

KOHTPO/bHas
TO4YKa

noaroToBka K
5 13-17 |nUCbMeHHON
paboTte

nn
29 CbMeHHas

10. paboTta

5. O6bpa3oBarenbHble TEXHONOIMU, BK/IOYAsA MHTEPaKTUBHbIE hOpMbl 06yUYeHUs

KomnbloTepHbIii knacc ¢ npeaycTaHoOBNEHHbIM NporpaMMHbliM obecnedeHnem Searchinform u
Microsoft VisualStudio.

6. OLeHOYHble cpeacTBa NS TEKYLLLEro KOHTPONS ycneBaeMoCT!, MPOMeXYTOYHOW
aTTecrauum rno MToramMm OCBOeHUsi AUCLUMINHDBI U y4eOHO-MeToauyeckoe obecneyeHune
camocTosiTeNIbHOM paboThbl CTYAEHTOB

Tema 1. CTpyKkTypa TeoOpumn KOMMNboTepHON 6e3onacHOCTU. OCHOBHbIE MOHATUSI TEOPUN
KOMMNbIOTEPHOM 6e30nacHOCTU. A3biK. O6bekTbl. Cy6bekThl. Joctyn. LleHHOCTb nHcpopMaLumn.
ApnutuBHasa mopenb. Nopsaakosas WwkKana. Pelwletka LeHHOCTM.

YCTHbIA ONpOC , NPUMEPHbIE BOMPOCHI:
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CTpyKkTypa Teopnm KOMMboTEPHO 6e3onacHoCcTN. OCHOBHbIE MOHSATUSI TEOPUM KOMMbIOTEPHOA
6e3onacHocTn. A3bik. O6bekTbl. CybbekTbl. JJocTyn. LieHHOCTb nHghopmaummn. AnonTneBHas Mogernb.
Mopsankosas wkana. PeweTtka ueHHOCTW.

Tema 2. AHanu3 yrpo3 nHdopMaLMOHHOM 6e30MacHOCTU. YTpo3bl KOH(PNAEHLNANbHOCTH,
LLeNIOCTHOCTU, AOCTYNMHOCTU UH(pOpMaLIMKU, pacKpbITUSI NapaMmeTpoB MHCPOpMaLMOHHOMN
CUCTEMbl OaHHbIX.

YCTHbIi OMPOC , MPMMEPHbIe BOMPOChHI:

AHanms yrpo3 nHpopmaumnoHHon 6e3onacHoOCT. Yrpo3bl KOH(WAEHUMANBHOCTM, LLENOCTHOCTH,
LOCTYMHOCTN MHGOOPMALIMK, PACKPLITUS NapaMeTPOoB MHPOPMALMOHHON CUCTEMbI JAaHHbIX.

Tema 3. OcHoBHble BUAbl atak Ha AC. Knaccudpukaumusi ocHOBHbIX aTak Ha AC M BpeaOHOCHbIX
nporpamm.

YCTHbI ONPOC , NPYMEpPHbIe BOMPOCHI:
OcHoBHble BuAbl atak Ha AC. Knaccudpmkaums ocHoBHbIx atak Ha AC 1 BpeLOHOCHbIX NPorpamm.

Tema 4. MeToponormsa NOCTpoeHnsa cuctem 3awmileHHbix AC. NocTpoeHne cucteM 3aLLuTtbl OT
yrpo3bl HapyLleHUs1 KoHdouaeHUuanbHoCcTN uHcpopmaumn. OpraHM3aLMOHHO PeXWUMHbIe
mepbl. 3awuta ot HC L. NocTpoeHne naponbHbiX cucteM. Kpuntorpadgpmyeckme Metoabl
3awmTbl. 3auLmMra oT Yrpos3sbl HapyLUeHUs KoOHpuaeHUnanbHOCTU Ha YPOBHE coaepXaHus
nHdopmauun.

OTYET , MPUMEPHbIE BOMPOCHI:

MeTtogonorus nocTpoeHns cuctem 3awmweHHbIx AC. INMocTpoeHne cuctem 3awmTbl OT Yrpo3bl
HapyleHns KOHPUaeHUnanbHoCTU nHgopmaunn. OpraHn3aumoHHO PeXUMHbIE Mepbl. 3awnTa oT
HCL. NocTtpoeHne naponbHbix cucteM. Kpuntorpadguyeckue MeTodbl 3awmThl. 3awmra oT yrposbl
HapylweHWs KOHPUASHUNANbLHOCTW Ha YPOBHE CoAepXaHUs MHGopMaLnn.

Tema 5. MocTpoeHne cUCTeM 3aLLUTbl OT YIrPO3bl HaPYLLUEHUS LLeNTIOCTHOCTU MHCpopMaLLMu.
OpraH1M3auMOHHO-TEXHONIOrMYEeCKUEe Mepbl 3aLLLMTbI. 3aLLuMTa LLefIOCTHOCTU
nporpammMHo-annaparHou cpeabl. OCHOBHblE MeTOAbI 3aLLuTbl NamsaTu. Lindpposas noanuce.
3awuTa oT Yrpo3bl LLeIOCTHOCTU Ha YPOBHE coaepXaHusi MHGbopMaLuu.

OTHET , NPUMEPHbIE BOMPOCHI:

MocTpoeHne CUCTEM 3alUnTbl OT YrPo3bl HAPYLIEHUS LIENOCTHOCTY MHAPOpMaLINN.
OpraHn3aunoHHO-TEXHOMOrM4Yecke Mepbl 3awWmTbl. 3awmTta LenoCcTHOCT NPorpaMMHo-annapaTHOM
cpenbl. OCHOBHbIe MeTOoabl 3alWnTbl namMaTu. Lindpposas noanuck. 3awmTa oT yrpo3bl LLEefIoCTHOCTH
Ha yPOBHE colepXaHusa nHdopmauunu.

Tema 6. MeToponorus o6cnenosaHus U NPoeKTUpoBaHUsA 3awwuTbl AC. MpumeHeHue
nepapxuyeckoro metoga ons nocTtpoeHus swum-weHHon AC. UccnepoBaHue KOPPEKTHOCTU
peanusaumm n me-Toabl Bepudomkaumm AC. Teopus 6e3onacHbix cuctem (TCB).

YCTHbIN ornpoc , npuMepHble BOMNPOCHI:

MeTtononorus obcnenoBaHus u NpoekTupoBaHns 3awnTtel AC. NpuMeHeHre nepapxmyeckoro Metoaa
NS nocTpoeHuns 3wm-weHHon AC. ViccnegoBaHne KOPPEKTHOCTU peanu3aumm u Me-toabl
Bepucpukauumn AC. Teopus be3sonacHbix cuctem (TCB).

Tema 7. NMonutnka 6e3onacHocTu. MoHsTMe nonutnkmn 6esonacHoctn Monutnka (cTparerus)
6e3onacHocTU. UCKpeLMOHHaa NoNnMTUKa pasrpaHmyeHms pgocryna. MaHparHas
(nonHOMOYHas) NoNnUTUKa pasrpaHnyeHus pocrtyna. Paszpabortka u peanusaums NOIMTUKKU
6e3onacHoOCTW.

YCTHbIA ONpoC , NPUMEPHbIE BOMPOCHI:

Monuntuka 6e3onacHocTn. MNMoHsTME NnonnTkn 6esonacHocTtu Monutrka (CTpaTeFI/ISI) 6e3onacHoCcTu.
,D,VICerLI,VIOHHaﬂ nonnTunKa pasrpaHn4eHnsa nocTtyna. MaHngatHas (FIOJ'IHOMO‘-IHaFI) nonnTmka
pasrpaHn4eHunsa nocrtyna. Pa3pa60T|<a n peanndauns nosiInTukKn 6e3onacHoCTu.

Tema 8. Mogenu 6e3onacHocTi. OnucaHue CUCTEM 3aLLUTbl C MOMOLLLbIO MaTpULLbl 40CTyNa.
Moaenb XappucoHa-Py330-YnbmaHa (HRU). Paspewummoctb npo6nembl 6e30nacHOCTM.
Monenb pacnpoctpaHeHus npas goctyna Take-Grant. PaclumpeHHas mogenb Take-Grant,
aHanu3 nHopopmaLMOoHHbIX KaHanoB. OnucaHne mopenu benna-Nflanapynol (BL).

yCTHbIVI ornpoc , npnMepHbie BOMNPOCHI:
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Moaenn 6e3onacHocT. OnucaHve CUCTEM 3alWmTbl C MOMOLLbIO MaTpuubl goctyna. Moaenb
XappucoHa-Py330-YnbmaHa (HRU). Paspewmnmoctb npobnembl 6e3onacHocT. Mogenb
pacnpocTtpaHeHus npas goctyna Take-Grant. PacwupeHHas mogens Take-Grant, aHanns
NHpopMaunoHHbIX kaHanos. OnucaHue mogenu Benna-Jlanagynsl (BL).

Tema 9. KoHuenuusa 3awmtbl AC n CBT no pykosogswum gokymeram "ocrexkommccum PdD.
Knaccudcukauus CBT no pokymeHtam N'octexkommccumn. Knaccucpmkaumsa AC no noKkymeHTam
FocTtexkomuccum, TpeboBaHUS KNacoB 3aLlUTbI.

KOHTPO/NbHAs ToYKa , NPUMEPHbLIE BOMPOCHI:

KoHuenuwus 3awutel AC n CBT no pykosogsawmm gokymetam ["octexkommccum P®D. Knaccudpukaums
CBT no nokymeHTtam [Noctexkomuccun. Knaccndpumkaums AC no nokymeHtam [T0CTexkoMnccum,
TpeboBaHMs KNacoB 3awmTbl.

Tema 10. 3awmta HcpopMaLMKM OT BHYTPEHHUX Yrpo3. 3almiLaemMbii nepumeTp uHdoopmaumm.
MNMpepotBpalteHue yteuek (Data Loss Prevention, DLP) - TexHOnorum npenoTepailLeHns yreyek
KOHdpmnaeHunanbHon nHcpopMmaummm us MHOpPMaLMOHHON CUCTEMbI BOBHE, a TaKXe
TeXHU4YecKme ycTponcTea (MporpamMmHbie UimM nporpamMMmHo-annaparHble) ansi Takoro
npepoTBpalleHns yreyek. PewweHns Searchinform.

nMCbMeHHas paboTa , NpPYMepHble BONPOCHI:

awmTa nHgopMaumm oT BHYTPEHHUX Yrpo3. 3almwaembli nepumeTp nHpopmaLmu.
MpepnotepaleHune ytevek (Data Loss Prevention, DLP) - TexHonornm npenorepalleHms yteyek
KoHdonaeHumanbHom NHgopMaLnm N3 MHEPOPMaLIMOHHOM CUCTEMbI BOBHE, a TakXe TexXHU4Yeckue
yCTpOWcTBa (NPOrpaMMHbIe UM NpPorpamMHo-annaparTHble) Ons Takoro NpeaoTBpaLleHns yTeyek.
Pewenwns Searchinform.

Tema . UToroesasi popma KOHTpons

[MprMepHble BOMPOCHI K 9K3aMeHy:

[MprMepHbIn NepeYeHb 3K3aMeHaLMOHHbIX BONPOCOB

1. OCHOBHblE MOHSATUS MHCPOPMALIMOHHON 6E30MacHOCTH.

2. ABTOMatunanpoBaHHas cuctema obpaboTkm nHdopmaumm. MNpencrasneHne nHgopmaumm B AC.
3. basosble cBoCTBa NHOpPMaLNN

4. Nonyck K nHcpopmauun. bazosble NOHATUSA

5. Onpegnenenue yrpo3bl 6esonacHocTn anst AC. MNpoTmneogeicteme yrpo3am 6e3onacHoCTu

6. Knaccugpmkaumns BO3MOXHbIX yrpo3 nHgopmMaumoHHo 6esonacHoct AC. BaxHble cBocTBa
MHOOPMALLMK 1 CUCTEM ee 06paboTku.

7. YpOBHM JocTyna K MHgopMaummn. AHanu3 yrpos nHopMaumnoHHon 6e30nacHoCTy.

8. bazoBas aTanoHHas MoLenb B3aMOAENCTBMSA OTKPbITbIX CUCTEM

9. Npotokon. CeTb kak Habop NPOTOKONOB

10. Ctek npotokonos TCP/IP. CooteetcTBue yposHen cteka TCP/IP yposHam moaenn OSI.

11. IP appecauuns. Knaccol IP ceten. XapaktepucTtuku knaccos |IP-agpecos. BoigeneHHble
IP-appeca.

12. Wnto3bl n MocTbl. Macka noacetu. MNoacetu - nepeblit 6aCTNOH 3aLWKTbI.

13. NHTepHeT npotokonbl: MNpoTokon nepecbinku arnos FTP; MNMpotokon Telnet; Npotokon SNMP;
Mpotokon SMTP; CeteBas cpaninosas cuctema NFS; lNMpotokon nepenayu runeprekcra (HTTP);
Cepsuc DNS.

14. Cxema nHkancynsuum naHHbix B cteke npotokonos TCP/IP. ARP-Tabnuua.

15. Mpobnembl 6e3onacHocTu IP-ceTelr. Yrpoabl 6esonacHoctu IP-ceTeir. AHanmM3 yrpo3 ceTeBoi
6e30nacHoOCTW.

16. CeTtesble aTtaku: lNMoacnywmsaHue; iameHeHne gaHHbIX; AHanM3 ceteBoro Tpadgvka; lNoaomena
nosepeHHoro cybbekTa; NMocpenHnyectBo; Ataka man-in-the-middle; MNepexsaTt ceaHca;
MaponbHble ataky; YragpiBaHve Kntoya; ATakum Ha ypoBHe npunoxeHuii; OTkas B 06CnyXvBaHnm
(Denial of Service, DoS); CeteBas pa3senka; 3noynotpebneHne noBepuem.

17. Yrpos3bl 1 ys3BUMOCTY NPOBOAHBIX KOPMOPATUBHbBIX MHGOPMALMOHHbBIX CUCTEM.
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18. Yrpo3sbl 1 ysa3BuMocTy 6ecnpoBoaHbIX ceTeir. Touku Aoctyna B 6ecnpoBoHbiX ceTsx. BewaHne
panmomaska.

19. Cnocobbl obecneyeHns HpopMaLUMoHHON 6e3onacHocT. KoMnnekCHbI noaxon.
HeobxoanMMocTb NPUMEHEHUS CTaHAAPTOB

20. Kpuntorpadgous. WndgoposaHue ¢ 3akpbiTbiM KNto4oM. [MoHsaTHE anddysnm n KOHPy3unu.
CTpykTypa anroputMa CUMMETPUYHOro wugoposaHus. KpmuntoaHanms. cnonb3yemble Kputepum npu
pa3paboTtke anroputmoB. Cetb PeiwTtens. MNMoHsTUE cnaboro knoya.

21. AcummeTpuryHoe wudpposaHme. OCHOBHbIE NPUHLMMbBI MOCTPOEHNS KPUNTOCUCTEM C OTKPbITHIM
Knto4oM. OCHOBHblE anropyUTMbl MOCTPOEHNSI CUCTEM C OTKPbITBIM KJTHOHOM.

22. OneKkTpoHHas umndposas noanuck. Llenb ayteHTndrkaumm anekTpoHHbIX 4oKyMeHToB. dopmar
9NEKTPOHHON undoposor nognucu. Xaw-gyHkums. OgHo HanpasneHHble Xaw-gyHKLumMm. OCHOBBI
NMOCTPOEHNSA X3LW-PYHKLNA.

23. TexHonorumn mexceTtesblx akpaHoB. PyHkunn M3. Knaccndpukauns M. dunbtpaumsa Tpaduka.
Kputepun aHanmsa nHgopmMaumoHHoro notoka. BeinonHeHne oyHkumin nocpenHuyectsa. Cnocobel
pasrpaHnYeHns 0oCcTyna K pecypcam BHeWHen/BHyTpeHHen cetu. KawmpoBaHue gaHHbIX.
OcobeHHOCTN GOYHKUMOHMPOBaHUS M3 Ha pa3nunyHbix ypoBHAX mogenn OSI. BapuaHTbl CNonHeHNs
M9. CxeMmbl ceTeBoii 3awmTbl Ha 6aze M3I. dopMmpoBaHue NOANTUKN MEXCETEBOIO
B3ammogerncTeus. OCHOBHbIe CxeMbl nogknoyeHns M. [NepcoHanbHble 1 pacnpeneneHHble
ceTeBble aKpaHbl. [Mpobnembl 6e3onacHocTn M3.

24. BuptyanbHble 3awmieHHble cety (VPN). TyHHenb VPN. VPN-knueHT. VPN-cepsep. Wnio3
6e3onacHocT VPN. BapuaHTbl NOCTPOEHUS BUPTYanbHbIX 3alMLWEHHbIX KaHanoB. [JocTOMHCTBA
npuMeHeHuns texHonorum VPN. [NpoTokonbl hopMMpoBaHMS 3alMLEHHbBIX KAHAN0B HAa KaHaNbHOM
ypoBHe. [MpoTokonbl OPMMPOBAHNS 3aLLMILEHHbBIX KaHaNoB Ha CeaHCOBOM YPOBHE.

25. 3awwTa Ha ceTeBoM ypoBHe. [poTtokon IPSec. Apxutektypa cpeacts 6e3onacHocTn IPSec.
3awmTa nepenaBaembix gaHHbIX ¢ nomoubio npotokonos AH n ESP. NMpotokon AH. NpoTokon
nHKancynupyowen sawntoel ESP. Anroputmbl ayteHTudomkaumm n wmdgposanms B IPSec. Ctpyktypa
anroputmMa HMAC. MNMpoTtokon ynpaeneHus kpuntoknioyamm IKE. YcTaHoBneHne 6e3onacHoii
accoumaumn SA. Basbl gaHHbiXx SAD 1 SPD. OcHoBHble cxeMbl NnpumeHeHus IPSec.

7.1. OcHOBHas nuTteparypa:

NHdopmaumoHHas 6e30nacHOCTb KOMMbIOTEPHbBIX CUCTEM U ceTeit: Y4ebHoe nocobue / B.D.
WaHbruH. - M.: 1O ®OPYM: NHDPA-M, 2012. - 416 c.: un.; 60x90 1/16. - (MpodeccrnoHanbHoe
obpaszoBaHnue). (nepennet) ISBN 978-5-8199-0331-5, Pexum pocrtyna:
http://znanium.com/bookread.php?book=335362

Xyk A. MN.3awmta nHopmaumm[OnekTpoHHbIn pecypc]: YuebHoe nocobue / A.T. Xyk, E.M. Xyk,
O.M. NNenewkuH, A.N. TumowkwuH. - 2-e n3a. - M.: L4 PNOP: HNLU NH®DPA-M, 2015. - 392 c.: 60x90
1/16. - (Bbicwee obpasoeaHne:bakanaspuat; Maructpatypa). (nepennet) ISBN 978-5-369-01378-6,
500 aka. http://znanium.com/bookread.php?book=474838

Maptbika T. J1. iHdopmaumnoHHas 6e3o0nacHOCTb[ONEKTPOHHbIV pecypc]: YyebHoe nocobue / T.J1.
Maprtbika, WN.W. MNonos. - 5-e na3g., nepepab. n gon. - M.: ®opym: HAL UH®PA-M, 2014. - 432 c.:
nn.; 60x90 1/16. - (MpodbeccunoHansHoe obpazosaHme). (nepennet) ISBN 978-5-91134-627-0, 1000
3K3.

NoryHoB, A. B.PernoHanbHast n HaumoHanbHas 6esonacHocTb[TekcT)/A. B.JloryHoB. - M:M3patens:
Bysosckuin y4ebHuk, 2011.- 457 c.

NoryHos, A. B.PernoHanbHas n HaumoHanbHas 6eaonacHocTb[TekcT]/A. B.JloryHos. - M:M3patensb:
BysoBckuit y4ebHuk, 2011.- 457 ¢ http://znanium.com/bookread.php?book=242814

7.2. JlononHuTenbHasa nuteparypa:
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Pactopryes C. N.OcHOBbI MHGPOPMaLIMOHHOW Be3onacHoCcTH : yyebHoe nocobue ans CTyOeHTOB
BbICLIMX y4ebHbIX 3aBeaeHuiA, obydarowmxcs no cneunanbHocTsm "KoMmnbioTepHas 6e3onacHocTb”,
"KomnnekcHoe obecrnevyeHne MHopMaLMoHHO 6e30MacHOCT aBTOMATM3MPOBAHHbIX CUCTEM" 1
"NHdpopMaumoHHast 6e30NacHOCTb TENEKOMMYHMKAUMOHHbIX cucteM" [Tekct]/ C.IM. Pactopryes .?
Mocksa : Akagemus, 2007 .? 186,[1] c. : un. 22 .? (Bbiclee npodheccrnoHanbHoe obpasoBaHme,
NHdpopmaumoHHas 6e3onacHocTb) (YuebHoe nocobue) .? bubnuorp.: c. 180-181 (39 Ha3B.) n B
nogcTtpoud. npumed. ? ISBN 978-5-7695-3098-2, 3000.

KocTtuH B.. N.HaunoHanbHas 6e3onacHocTb coBpemeHHol Poccumn[TekcT]/B.N.KoctuH, A.B.
KocTuHa. - M.:13paHwne: JInbpokom,2013. - 344 c.

7.3. UHTepHeT-pecypcChl:

Xapbakop. Kpuntorpadpums - http://habrahabr.ru/hub/crypto/

BeepneHue B kpuntorpadumio - http://algolist.manual.ru/defence/intro.php

['noccapuin kpuntorpaduyeckmx TepMUHOB - http://www.enlight.ru/crypto/glossary/glossary.htm
WHdopm3awmTa - http://itsecurity.ru/catalog/bt01

Kpuntorpadpuyeckunii nukbes - http://www.ssl.stu.neva.ru/psw/crypto.html

8. MarepuanbHo-TexHU4eckoe obecrneyeHue oUCLUMUNINHbI(MOAYNS)

OcBoeHne oncumnimnHbl "TeopeTnyeckmne 0CHOBbI KOMMNbIOTEPHO BesonacHocTn" npepnonaraeT
NCMONb30BaHNE CNenyoWero MaTepuanbHO-TEXHNYECKOro obecneyeHns:

MynbTumMeauiiHas ayoutopusl, BMECTUMOCTbO 6onee 60 yenosek. MynbTumMeaniiHas ayautopums
COCTOUT N3 UHTErPUPOBAHHBIX UHXEHEPHbIX CUCTEM C €AUHOWN CUCTEMON yNpaBneHns, OCHalWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS 1 BU3yanv3auumn ntoboin Buaeo n ayamno
NHdpopMauunu, NoyYeHNs 1 nepenadn 3NeKTPOHHbIX JOKYMEHTOB. TUnoBas KOMMiekTaums
MyNbTUMEeOMAHOM ay AUTOPUN COCTOUT U3: MyNbTUMEAMIHOrO NPoeKTopa, aBTOMaTN3NPOBAHHOIO
NPOEKLIMOHHOIO 3KpaHa, akyCTUYECKO CUCTEMBI, a TaKXe MHTEPaKTMBHONM TpMbyHbI NpenoaaBsaTtens,
BK/IlOYaloLWen Ta4y-CKpMH MOHUTOP C AMaroHanblo He MeHee 22 O0IMOB, NepCcoHalbHbI KOMMbIOTEP
(Cc TexHnyecknmm xapaktepucTtukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHJoepeHL-MUKPOoH, 6ecnpoBoaHOM MUKPOGOOH, 610K ynpaeneHns obopynoBaHUeM, UHTEPAENCHI
noakntoyermns: USB,audio, HDMI. MiHTepakTmBHas TpmbyHa npenoaaBaTtens BnsieTCcs KAo4eBbIM
3N1EMEHTOM yrpaBNeHns, 06 beANHSIOWMNM BCE YCTPONCTBA B EANHYIO CUCTEMY, U CIYXUT
NONTHOLIEHHbIM paboymM MecToM npenoaasatens. lNpenoaasatens MMEET BO3MOXHOCTb NIErKO
ynpaBnsiTb BCEA CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSIET MPOBOANTL NEKLUMM, MPaKTUYECKUE
3aHATWA, Npe3eHTauunn, BebrHapbl, KOHPEPEHLNM U Opyrie BUObl ayAUTOPHOR Harpy3Ku
obyyatowmxcs B yA0OHON 1 OOCTYMHOW ANSt HAX CPOPME C NMPUMEHEHNEM COBPEMEHHbIX
NHTEPAKTMBHbIX CPeACTB 00y4eHMs, B TOM YMC/E C MCNONb30BaHMEM B NpoLiecce 0by4yeHuns Bcex
KoprnopaTusHbIX pecypcoB. MynbTumMeguinHaa ayautopus Takxke oCHalleHa WupPOoKOrnonOCHbIM
LOCTYNOM B CETb MHTEPHET. KomMnbloTepHOe 060pynoBaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3MOHHOE NporpaMmMHoe obecneyeHue.

KomnbtoTepHbIl knacc, npeacraensowmii coboi paboyee Mecto npenogasaTtens n He meHee 15
paboyrx MECT CTYAEHTOB, BK/IHOYAIOLWMX KOMMbIOTEPHbINA CTON, CTYN, NEPCOHANbHbLIA KOMMbLIOTEP,
NVLEH3NOHHOE NPorpaMMHoe obecneyeHre. Kaxabiii KOMAbIOTEP MMEET WNPOKOMONOCHbBIA AOCTYN B
ceTb NHTepHeT. Bce koMnbioTepbl NOAKNIOYEHbI K KOPNOpaTuBHOM KOMMbioTepHON cetn KDY n
HaxoOsiTCs B €MHOM JOMEHe.
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YyebHo-MeToan4eckas nutepartypa ans 4aHHOW ONCLUMMINHBI UIMEETCS B HAIMYUN B
3NEeKTPOHHO-6MbNMoTeYHol cucteme " brubnuoPoccurka", 4OCTYN K KOTOPOW NpenocTaBneH
ctyneHTam. B 9bC " bubnunoPoccuka " npeacTaBneHbl KONNEKLUMN akTyanbHON Hay4HOM 1 y4ebHOo
nuTepaTtypbl N0 ryMaHMTapHbIM HayKaMm, BKtovatowme B cebst nybnmkaumm BenyLmx POCCURCKNX
N30aTenbCTB ryMaHUTapHOW nuTepaTypbl, U3AaHUS Ha aHTIMACKOM S3blKe BeOyLWmX aMepuKaHCKnx u
€BPONeNCcKMX N30atenbCTs, a TakxXe peakme U ManoTMpaxHble N3naHnsa pOCCUACKUX PerMoHanbHbIX
By30B. 9bC "BbubnnoPoccurka" obecneynBaeT WMPOKMiA 3aKOHHbI AOCTYN K HEO6X0AMMbIM ANst
obpazoBaTe/ibHOro npoLecca N3naHnsM ¢ UCMONb30BAHNEM MHHOBALMOHHBIX TEXHONOMNIA 1
COOTBETCTBYET BCEM TpeboBaHNSAM henepanbHbIX FoCynapCTBEHHbIX 06pasoBaTebHbIX CTaHAapPTOB
Bbiclero npodpeccuoHanbHoro obpasosarus (PrOC BIMO) HoBOro nokoneHus.

YyebHo-MeToanYeckas nutepartypa ans 4aHHOW ONCLMMNAUHBI UIMEETCS B HAMYUN B
3NeKTPOHHO-6ubnnoteyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpefoCTaBNEH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT nponsseneHnst KpynHEeNWmnxX POCCUNCKNX Y4EHbIX, PyKOBOOUTENEN
rocynapCTBeHHbIX OpraHoB, nNpenogasartenei Beayumx By30B CTpaHbl, BbICOKOKBANMMULMPOBAHHbIX
CMeunanncToB B pasnunyHbix cdoepax brnsHeca. PoHL 6nbnmMoTekn chopMMpPOBaH C y4ETOM BCEX
N3MEHEHMNI 06pa3oBaTENbHbIX CTAHAAPTOB M BKKOYAET y4ebHMKM, yyebHble nocobus, YMK,
MOHOrpadoun, asTopedoeparbl, guccepraumm, SHUMKNONEONN, CAOBapu U CNPaBOYHNKN,
3aKkoHo4aTeNnbHO-HOPMAaTMBHbIE OOKYMEHTbI, CNeunanbHbie Nnepnognyeckme n3gaHms n n3naHus,
BbiNyckaeMble nsgatenbcrsamm By30B. B HacToswee Bpems 965C ZNANIUM.COM cooTteetcTByeT
BCceM TpeboBaHMAM hefepanbHbIX roCyAapCTBEHHbIX 0Opa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasosanust (PrOC BI1O) HoBoro nokoneHus.

YyebHo-MeToan4eckas nutepartypa ans 4aHHOW ANCLUMMNINHBI UIMEETCS B HAMYUN B
3NEKTPOHHO-6MbNMoTEYHON cucTeMe MapatenbcTtea "MlaHb" , AOCTYMN K KOTOPOW NpenocTaB/eH
ctyneHTam. 9bC MNapatenbcta "/laHb" BKOYaeT B cebs aNeKTPOHHbIE BEPCUMUN KHUI U3AaTeNbCTBa
"IlaHb" 1 Opyrux Beaywmux n3natenbcTB y4ebHom nuTepaTtypbl, a TakXXe 9NeKTPOHHbIE BepCUmn
Nepruoanyecknx N3aaHnim no eCTeCTBEHHbIM, TEXHUYECKNM U r'yMaHUTapHbiM Haykam. OBC
NapatenbcTBa "/laHb" obecneynBaeT LOCTYN K HAy4HOI, y4ebHON nnTepaType 1 Hay4HbIM
nepuoanyecknm n3oaHmsam no MakCManbHOMY KONMMYECTBY NPOoUbHbLIX HanpasneHui ¢
cobntoeHneM BCex aBTOPCKUX M CMEXHbIX Npas.

KomnbloTepHbIii knacc ¢ npeaycTaHoBNEHHbIM NporpaMMHbliM obecnedeHnem Searchinform u
Microsoft VisualStudio.

MNporpamma coctaBneHa B cooTBeTcTBUM C TpebosaHnamm ®IFOC BIO un yyebHbiM nnaHom no
HanpaeneHnto 090900.62 "MHdopmaumnoHHas 6e3onacHoOCTb" 1 NPOOW0 NOArOTOBKMN
NHpopmaumnoHHas 6e30nacHOCTb aBTOMATU3MPOBAHHBIX CUCTEM .
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