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CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pe3ynbTaToB 0byyeHust No aucumnInHe (Moaymo), COOTHECEHHBIX C MaHNPyeMbIMU
pesynbTatamy 0CBoeHMsi 06pasoBaTebHOM NPorpamMmel

2. MecTo oMcuUMNnHbI B CTPYKTYpEe OCHOBHOM NpodpeccuoHanbHoi 06pas3oBaTtenbHOM NporpamMmbl Beicluero obpasoBaHus

3. Ob6bem ancumnnnHbl (MOJJ,yJ'IF!) B 3a4eTHbIX eanHnuax Cc ykadaHnem Konmyecrtea 4acoB, BblAeNIeHHbIX HA KOHTakKTHYO
paboTy obyyatowmxcsi ¢ npenoaasatenem (Mo Bugam y4ebHblx 3aHATW) 1 HA CaMOCTOSITENbHYO paboTy 0byHatoWwmnxcs

4. ConepxaHvie OMcUMNvHbl (MOgyns), CTPYKTYPUPOBaHHOE Mo TeMaM (pasgaenam) ¢ ykasaHueM 0TBEAEHHOro Ha HuX
KONMYeCTBa aka4eMNYeckmx YacoB 1 BULOB y4eOHbIX 3aHATUIA

4.1. CTpyKTypa 1 TEMATMYECKUIA NNaH KOHTAKTHOW 1 CAMOCTOSATENbHOM paboTbl MO LUCUUMNAVHE (MOLYIIO)

4.2. CopepxaHvne oUCLUNINHbI

5. MepeyeHb y4ebHO-MeTOANYECKOr0 0BecrneyeHnst 4is CaMOCTOSTENbHOM paboThl 0ByJaOWUXCSA N0 ANCLUMINHE
(Momynio)

6. POHLA OLLEHOYHbIX CPeacTB No ANCUUNANHE (MOLYN0)

6.1. MNepeyeHb KOMNETEHLWIA C yKa3aHNeM 3TarnoB UX (hOpMMPOBaHMS B MPOLIECCEe OCBOEHUSI 06pa3oBaTefbHOM
NPorpammbl 1 POPM KOHTPONS UX OCBOEHUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHUA KOMMEeTEHUMI Ha pas3nuyHbIX aTanax ux goopmMnpoBaHus,
onncaHue wkan oueHnBaHu4

6.3. Tunosble KOHTPONbHbIE 3a4aHNA NN NHble MaTepuanbl, HGOﬁXO,D,I/IMbIe Ans OueHkKu 3HaHI/II7I, YMeHI/II7I, HaBbIKOB U
(unun) onbiTa 0EATENbHOCTU, XapakTepUayoLMX 3Tanbl (POPMNPOBAHNS KOMMETEHUNIA B NPOLECCe OCBOEHNS
06pasoBaTtenbHON NporpamMmbl

6.4. MeTtoounyeckne martepuansbl, onpegendtowmne npouenypbl oLleHnBaHnA 3HaHWN, yMeHVIVI, HaBbIKOB U (I/IJ'II/I) onbiTa
0eaTeNnbHOCTN, XapakTepusyrwmx atansbl PopM1MpoBaHns KOMMeTeHUunmn

7. MNepeyeHb OCHOBHOM 1 JOMONHUTENLHOW y4ebHOW nMTepaTypbl, HEO6X0AMMON AN OCBOEHMS AMCUMUMINHBI (MOLYNS)
7.1. OcHoBHas nutepatypa

7.2. ononHutensHasa nutepatypa

8. MepeyeHb pecypcoB NHOPMALMOHHO-TENEKOMMYHMKALMOHHON ceTn "MIHTEpPHET", HEOBX0ANMBIX LSt OCBOEHUS
AVCUMNNUHBI (MOOyNS)

9. MeToamyeckure ykazaHus ons oby4alowmxcs No OCBOEHNIO ANCLMNANHBI (MOOYNS)

10. MNepeyeHb MHPOPMALMOHHBIX TEXHONOTUIA, UCMONb3YEMbIX NPW OCYLLECTBIEHNN 06pa3oBaTeNbHOr0 NpoLecca no
OUCUMMNAVHE (MOLYNI0), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns U MHGOPMAaLIMOHHbBIX CMPABOYHBIX CUCTEM (MpU
HeobXxo4MMOoCTK)

11. OnncaHne matepuanbHO-TEXHUYECKOR 6a3bl, HEOOXOAUMON AN OCYyIEeCTBNEHUS 06pa3oBaTeNbHOro npouecca no
aucumnianHe (Moaynio)

12. CpencTBa agantauuv npenogaBaHns AUCLUMNUHBI K NOTPEBHOCTAM 06yyatoWwmxcs MHBANULOB 1 UL, C
OrpaHnyYeHHbIMN BO3MOXHOCTSAMU 340POBbS

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Mporpammy oucumnnuHbl paspaboTan(a)(m) ooueHT, K.H. Xasues 3.J1. (Kadenpa nHopmMaLmoHHbIx cuctem HIA,
OTneneHne MHAPOPMALMOHHBIX TEXHONOMMIA U aHepreTnyeckmx cuctem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHUPYEMbIX pe3ynbTaToB 06y4eHUsi MO AUCLMMIINHE (MOLY/I0), COOTHECEHHbBIX C MaHUpPyeMbIMM
pesynbTataMm oCBoeHusi o6pa3oBaTtenbHON NPorpaMmbi

BbII'IyCKHI/IK, OCBOUBLINIA AOuncunninyy, OonxXeH obnapatb cnenyrowmMm KOMNeTeHUNAMIn:

LWndop PaclumndppoBka
KOMMeTeHLUumn npuobpeTaeMorn KOMNeTEHLUN
MNK-3 CnocobeH ynpasnsTb passuTMemM NHOKOMMYHUKALMOHHOW CUCTEMbI OpraHmM3aLmm

BbINyCKHWK, OCBOMBLIMIA AUCUUNANHY:

JlonxeH 3Hathb:

©- MeToabl 1 cpenctea obecrnevyeHnst HPOPMaLMOHHOV 6e30MacHOCTM KOMMbIOTEPHbBIX CUCTEM
JonxeH ymeTb:

- 03b|6|/1pan:, KOMMNeKcnpoBaTb 1 aKCnyatupoBatb NporpaMMHo-annapaTHble CpencTea B CO34aBaeMblX
BblYNCNNTENBbHbBIX N MHJOPMALMOHHbBIX CUCTEMAX U CETEBbLIX CTPYKTYpaXx;

©- CTaBuTb 3a4avy 1 paspabaToiBaTb airopyuTM €€ PelleHusl, NCNOoNb30BaTb NPUKNaaHbIE CUCTEMbI
nporpaMMrpoBaHus, paspabaTbiBaTb OCHOBHbIE MPOrPaMMHbIE LOKYMEHTbI

JonxeH Bnanetb:

9- A3blKamMu NPOLLeayPHOro U 06 bEKTHO-OPMEHTUPOBAHHOIO NPOrPaMMUPOBaHNS, HaBblKaMy paspaboTku 1 oTNaaKu
MPOrpamM He MEHEE YEM HA OLHOM U3 aNrOPUTMNYECKMX NMPOLIEAYPHBIX A3bIKOB NMPOrPaMMNPOBaHUS BbICOKOTO YPOBHS

2. MecTo auCUUNNUHBI B CTPYKTYpPe OCHOBHOW NpodbeccnoHanbHOU o6pa3oBaTe/ibHOMN NporpaMmbl BbICLLETO
obpa3oBaHus

DaHHas yyebHas ancumnnmHa BkoyeHa B pasgen "61.B.01 OucumnnuHbl (Mogynn)" OCHOBHOM NPOGIECCUOHANBHOM
obpaszoBarenbHoi nporpammel 09.04.01 "MiHcpopmMaTtuka 1 BblMMCIMTENbHASA TEXHMKA (TexHOnorns paspaboTku
nporpamMmHoro obecrneyeHuns)" 1 OTHOCUTCS K BapuUaTUBHO YacTu.

OcBaunBaetcs Ha 1 Kypce B 2 ceMecTpe.

3. O6beM AUCUMMJIUHDI (MO,IJ,ynSl) B 3a4eTHbIX eauHULLaxX ¢ yKka3aHMeM KoJinyecTBa 4YacoB, BblAeJIeHHbIX Ha
KOHTaKTHyI0 paboTy obyualoLmxcs ¢ npenogasarenem (Mo BUAaM yd4ebHbIX 3aHATUN) U Ha CaMOCTOSITENbHYIO
paboty obyuaromxcs

O6was Tpyn0eMKOCTb AUCLIMIMINHBI COCTaBASET 4 3a4eTHbIX(ble) eauHuL(bl) Ha 144 yaca(oB).

KoHTakTHas paboTa - 30 4aca(oB), B TOM YnC/e Nekumun - 6 Yaca(oB), MpakTU4eckme 3aHaTus - 6 Yaca(os), nabopatopHble
paboTbl - 18 Yaca(oB), KOHTPONb CaMOCTOSITENbHOW paboThl - 0 Yaca(os).

CamocTtositenbHas pabota - 114 yaca(os).
KoHTponb (3a4ét / ak3ameH) - 0 yaca(os).
®dopMa NPOMEXYTOYHOro KOHTPONS ANCLMMANHBI: 3a4eT BO 2 CEMECTpe.

4. CopepXaHue OUCLMMINHDBI (MOAYNs), CTPYKTYPUPOBaHHOE MO TeMaM (pa3genam) C yKkasaHMeM OTBEA,EeHHOro Ha
HUX KONMYECTBa aKaZleMMYeCKMX YacoB U BUAOB YYEOHbIX 3aHATUN

4.1 CTpyKTypa 1 TeMaTM4yeckuii nNiaH KOHTaKTHOM U CaMOCTOSITe/IbHOM PaboThbl N0 AUCLUNAUHE (MOJYNIO)

Buabl 1 yachbl
KOHTaKTHOM paboThbl,
N Pa3penbl aMcuunivHbl / Cemect X TPYDOEMKOCTb CamocTtosiTenbHas
monyns P (B yacax) pa6ota
MpakTnyeckumellabopaTtopHbie)
flekumu 3aHATUA paboTbl
Tema 1. [NpaBoBoe obecrnevyeHune
1. = 2 0 0 0 12
MHGOPMaLMOHHOK 6e30MacHOCTy
Tema 2. OCHOBbI MHPOPMALMOHHOM
2. 2
6e3onacHoCTH 0 0 0 6
Tema 3. besonacHocTb
3. ema 3. besonacHoc 5 0 0 5 6
onepaLmoHHbIX CUCTEM
PerncrtpaumoHHbin Homep 10290322319 SAEKTPOHHBIH
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Buabl 1 yachbl
KOHTaKTHOM paboThbl,

Paspgenbl gucuUnnHbl / X TPYA0EMKOCTb CamocTosiTeNlbHas
N Moayns Cemectp (B yacax) paborta
MpakTuyeckuellabopaTtopHble
flekumu 3aHATUSA paboTbl
Tema 4. be3onacHocTb
4. BbIYUCIUTENBHbIX CETEW 2 1 0 2 12
Tema 5. besonacHOCTb CUCTEM
5 ynpasneHus 6a3amu OaHHbIX 2 1 0 2 B
Tema 6. OpraHn3aumoHHoe
6./obecneyeHre NHOPMALIMOHHOA 2 0 0 2 8
6e3onacHocTn
v Tema 7. [NporpamMmHo-annaparHble 5 5 5 5 16

‘lcpencTsa 3awnTbl MHOPMaLMK
8 Tema 8. Kpuntorpaduyeckue 5 1 5
‘(MeToObl 3aWUTLI NHOPMaLIUK

Tema 9. KomnnekcHoe obecrieyeHune
9.[mHdpopmaumnoHHolh 6esonacHoCTH 2 1 2 4 27
ABTOMATM3MPOBAHHbBIX CUCTEM

NToro 6 6 18 114

4.2 CopepxaHve OUCLUMIUHDI
Tema 1. MpaBoBoe ob6ecneyeHne nHcpopmaLMoHHon 6esonacHOCTU

KOHCTUTYLIMOHHbIE FrapaHTUK Npas rpaxaaH Ha MHAPOPMaLMIo 1 MeEXaHN3Mbl X peanusaumu. NoHaTue 1 Buabl
3awmwaemor nHcpopmauum no 3akoHoaatenscTey P®. Cuctembl 3awmnTbl roCyfapCTBEHHON TalHbl U
KOHbUAEHUMaNbHON MHdopMauun. JTnueHsnpoBaHme n ceptudoukaums B 0bnacTtv 3awmutbl Frocy1apCTBEHHON TaliHbl U
KOHbUAEHUMaNbHOM MHgopMauun. 3almTa nHTennekTyanbHon cobecteeHHocTh. MNpectynneHus B cgoepe
KOMMbIOTEPHOM MHAPOPMALINN.

OpraHn3aunoHHo-NPaBoBoe obecrneyeHre 3alnTbl KOMMbOTEPHOW MHADopMaUMH.

N3yueHue cuctembl 3awmTbl KOHPUAEHUMANBHOM MHApopMaumu. Moaenu nHgopMaLoHHo 6e30MacHOCTY;
MEXAyHapoHble N 0TeYECTBEHHbIE CTaHAAPTbI MHPOPMALMOHHOW Be3onacHOCTM, nonuTuka 6e3onacHoCTy;
nokasatenu 3awWmiLeHHOCTU CPEACTB BbIYNCIUTENBHOM TEXHWKIM 1 KNacChl 3aWULLEHHOCTI aBTOMATU3MPOBaHHbIX CUCTEM
0T HECAHKLMOHMPOBAHHOMO AOCTYNA.

Tema 2. OcHOBbI MHC(pOpPMaLIMOHHOW 6e3onacHOCTU

MoHsTMe HaumoHanbHol 6e3onacHocTu Poccuiickon depepaunm. MiHgpopmaunoHHas 6esonacHocTtb (MB) B cucteme
HauwnoHanbHol 6esonacHocTn PP, npobnembl MHGOPMALIMOHHON BOMHbI. OCHOBHbIE NMOHSATMS, 0BLEeMeTo0NornYeckme
npuHuMnel Teopun UB. Moaenu nHgopMaLmMoHHo 6e30MacHOCTU; MEXAYHAPOAHbIE 1 OTEYECTBEHHbIE CTaHAAPThI
WHCpOPMaLMOHHOM 6e3onacHoOCTW, NonuTKa 6e30MacHOCTM; NokasaTeny 3aWwuileHHOCT CPEACTB BblYUCNTENbHO
TEXHUKM 1 KNacchl 3alMILEHHOCTI aBTOMaTU3NPOBAHHBIX CUCTEM OT HECAHKLMOHUPOBaHHOro foctyna. Yrpoael Vb.
OueHka 1 ynpaeneHue puckamu. ObecrnevyeHne KOHPUAEHLNANbHOCTY, LENOCTHOCTM U JOCTYMHOCTW MHCDOPMaUMH.

Ob6ecneveHne 6e30MacHOCTY 9NEKTPOHHOM NOYThI Npu paboTe B ceTn MIHTepHeT.
OtpaboTka 6e3onacHblx MexaHn3MoB paboThl C MOYTON B ceTn IHTepHeT.

Tema 3. Be3onacHOCTb onepaLUOHHbIX CUCTEM

Obwas xapakTepucTuka onepaunoHHbIX CUcTeM. HasHadyeHre, BO3MOXHOCTM, MOAeNM 6e30MacHOCTY OnepaLyoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHnsauus ynpasneHns goctynom u 3awmtbl pecypcos OC.
OcHoBHbIE MEXaHM3Mbl He30MacHOCTW: CPeacTBa U MeToabl ayTeHTudpmkauum B OC, Mogeny pasrpaHmyeHns JocTyna,
opraHm3aums n Ucnonb3oBaHvne cpencTs ayauta. AoMuHmuctpuposaHne OC: 3agaym v NPUHLMUMALI CONPOBOXAEHMNS
CMCTEMHOrO MPOrpaMMHoOro obecneyeHust, reHepaums, HaCTPONKa, M3MEPEHNE NPON3BOLNTENBHOCTM 1 MOAMMKaLMS
cucTeM, ynpaeneHue 6esonacHoctbio OC.

BesonacHOCTb onepaLmnoHHbIX CUCTEM.
N3yyeHune ocHoBHbIX MexaHn3MoB HeasonacHocT OC: cpencTea 1 Metoapl ayteHTUudukaumm B OC, mogenu
pasrpaHuyeHust 0ocTyna, opraHn3auus n Ncrnonb3oBaHne CpeacTs ayamTa.

Tema 4. Be3onacHOCTb BbIYMCAUTENbHbIX CeTer
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BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum
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MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsaok opraHM3aumn 1 ocyLecTBleHNs 0bpasoBaTenbHON AeaTenbHOCTY No 06pasoBaTesibHbIM NPOrpaMMam BbICLIEro
obpaszoBaHus - nporpammam bakanaepuata, nporpamMmam crieyuanuteta, NporpaMmmam MarmcTpatypbl (YyTBepXaeH
npvkaszom MuHuctepcTea obpasoBaHusi U Hayku Poccuiickoin @enepauum ot 5 anpens 2017 roga Ne301).

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENBHON PaboThbl CTYAEHTOB BbICLIMX Y4EOHbIX 3aBeAeHWIA".

MonoxeHwue ot 29 nekabps 2018 r. Ne 0.1.1.67-08/328 "O nopsiake NpoBeneHNs TEKYLWEro KOHTPOMS yCNeBaeMocTu 1
NMPOMEXYTOYHOI aTTecTaunm obyyarowwmxcs dpefepanbHoro rocyjapcTBeEHHOr0 aBTOHOMHOro 06pasoBaTenbHOr0
yupexaeHus Bolcero obpasosaHus "KasaHckuii (MprBonxXckuiA) doenepanbHblil yHuBepcutet".

MonoxeHwne Ne 0.1.1.67-06/241/15 o1 14 nekabps 2015 r. "O ¢opmMmpoBaHnm poHAa OLEHOYHbIX CPEACTB ANs
NpPoBeEHNS TeKyLLEel, MPOMEXYTOYHOM 1 MTOTOBOI aTTecTaummn obydarowmxcs (enepanbHOro rocyaapCcTBEHHONO
ABTOHOMHOro 06pa30BaTENbHOrO YUpeXaeHus Boicwero obpasoBaHus "KasaHckuii (MprBonxXckuin) doenepansHblii

yHuBepcuteT"".

MonoxeHne Ne 0.1.1.56-06/54/11 ot 26 okT6pst 2011 r. "O6 aneKTPOHHbIX 06pa3oBaTeNbHbIX Ppecypcax heaepanbHoro
rocynapCTBEHHOro aBTOHOMHOIO 06Pa30BaTENBHOIO YYPEXLEHUS BbICIIErO NPOECCMOHANBHOr0 06pasoBaHus

"KasaHckuin (MprBonxckuin) doeaepanbHbIn yHusepeutet™.

PernameHT Ne 0.1.1.67-06/66/16 ot 30 mapta 2016 r. "PaspaboTtku, pernctpaumm, NOAroTOBKM K MCMNONb30BAHMIO B
y4ebHOM NpoLuecce 1 yaaneHns anekTPoHHbIX 06pa30BaTeNbHbIX PECYPCOB B CUCTEME INEKTPOHHOMO 00y4eHNs
henepanbHOro rocyapCTBEHHOro aBTOHOMHOro 06pa3oBaTenbHOroO yYpexaeHns Boicwero obpasosaHus "KasaHckui
(MpuBonxckuin) penepanbHblil yHUBEPCUTET™".

PernamenT Ne 0.1.1.67-06/11/16 o1 25 saHBaps 2016 r. "O 6annbHO-PERTUHIOBON CUCTEME OLIEHKM 3HaHMWIA 06yYatoWwmxcs
B (peilepanbHOM roCyAapCTBEHHOM aBTOHOMHOM 06pa30BaTENBLHOM yUpeXAeHNM Bbicllero obpazosaHus "KasaHckuii

(MpwvBONXCKMIA) dhenepanbHblin yHusepcutet™.
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PernameHT Ne 0.1.1.67-06/91/13 o1 21 nioHs 2013 r. "O nopsiake pa3paboTku 1 Beinycka y4ebHbIx 3aaHuii B
oefiepanbHOM rocynapCTBEHHOM aBTOHOMHOM 06pa3oBaTelbHOM YUPEXAEHUN BbICLIErO NPOGECCUOHANBHOIO

obpaszoBaHus "KazaHckuii (Mpusonxckuii) doeaepanbHblli yHUBEpcuTeT™.

6. POHAO, OLLEHOYHbIX CPEeACcTB NO AUCLUMUINIMHE (MOAYNIO)

6.1 NMepeyeHb KOMMNETEHLMI C YKa3aHWeM 3TanoB ux oopMMpoBaHUs B NpoL.ecce 0CBOeHUsi 06pa3oBaTefibHON
nporpaMmMbl U HOPM KOHTPONS X OCBOEHUS

dopmMa KoHTpons OueHunBaeMblie
KOMMeTeHuun

dran TeMmbl (pa3pernbl) AUCLUMNUHDI

CemecTp 2
TeKyLL N KOHTPO/Ib

1. MNpaBoBoe obecneyeHne NHPOPMALMOHHOK 6e30MacHOCTH
2. OCHOBbI MHCOOPMALIMOHHO 6e30MacHOCTH

3. BesonacHoCTb onepaunoHHbIX CUCTEM

4. Be3onacHOCTb BbIYUCAUTENBHBIX CETEN

5. BesonacHocTb cMCTEM ynpaBneHns 6asamm OaHHbIX

6. OpraHusaumnoHHoe obecrieqeHne MHPOPMaLMOHHOM
6e3onacHocTm

7. MNporpammHo-annaparHble cpeacTsa 3aluTbl MHGOPMaLIMK
8. Kpuntorpadumyeckne metoapl 3awmTbl MHGOpMaLnm

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHO 6e30nacHoCTU
aBTOMaTU3MPOBAHHbBIX CUCTEM

3. besonacHOCTb onepaunoHHbIX CUCTEM

4. Be3onacHOCTb BbIYUCUTENBHBIX CETEN

5. Be3onacHOCTb CUCTEM ynpaBneHns 6azamu LaHHbIX

6. OpraHu3aumnoHHoe obecnevyeHne MHPOPMALMOHHOM
6e3onacHocTy

7. MNporpammHo-annaparHble CpeacTsa 3aluTbl MHGOPMaLIMK

8. KpunTorpaduyeckne Mmetoapl 3awmntbl MHOpMaLumm

9. KomnnekcHoe obecneyeHne nHpopMaumnoHHoli 6esonacHocTr
aBTOMaTN3MPOBAHHbBIX CUCTEM

9. KomnnekcHoe obecneyeHune MHpopMaLMoHHOR HesonacHoCTy
aBTOMATU3VPOBAHHBIX CUCTEM

1 [TectmposaHue MK-3

NabopatopHble

paboTbl MKk-3

MNK-3
MNK-3

Pedpepar

3auer

6.2 OnucaHue nokasateneun n Kputepues OLeHUBaHUS KOMMNETEeHU MW Ha pa3nnyHbIX aTanax nx oopmMupoBaHus,
onucaHue wkKan oueHnsaHuns

npasunbHO. MNMpossneHa
npesocxogHas
TeopeTumyeckas
NnoaroToBka.
Heobxoanmble HaBbIKK
N YMEHMNS NONHOCTbIO
OCBOEHbI. Pesynbrar
nabopatopHoii paboTbi
MONHOCTbIO
COOTBETCTBYET €€
Lensm.

B OCHOBHOM MpPaBuIIbHO.
MposiBneHa xopowas
TeopeTnyeckas
MOAroToBKa.
HeobxonuMble HaBbiku
1 YMEHUS B OCHOBHOM
OCBO€EHbI. Pe3ynbTat
nabopatopHoit paboTh
B OCHOBHOM
COOTBETCTBYeET €€
Lensam.

NCMNONb30BaHbI
npasunbHO. NMpossneHa
yOoOBNeTBOpUTENbHAN
TeopeTuyeckas
noaroToBeka.
Heobxoanmble HaBbIKK
N YMEHMNS 4aCTUYHO
OCBO€HbI. PesynbTar
nabopaTopHoii paboTbl
4acTM4YHO
COOTBETCTBYET eé
uensam.

HenpaBUNbHO.
MposBneHa
HeYyLOBNEeTBOPUTENbHASA
TeopeTnyeckas
NOAroTOBKA.
Heobxoanmble HaBbIKK
1 YMEHNS HE OCBOEHDI.
PesynbTar
nabopatopHoii paboThl
He COOTBETCTBYeT eé
Lensim.

Kputepum
®opma OLLeHMBaHUs 37an
KOHTpoOns

OTnn4HO XopoLuo Y nosn. Heyn.
CemecTp 2
TekyLLUA KOHTPONb
TecTnpoBaHue [(86% npaBunbHbIX Ot 71% b0 85 % Ot 56% 00 70% 55% npaBunbHbIX

oTBEeTOB 1 Honee. NpaBWbHbLIX OTBETOB.  [MPaBUNbHbLIX OTBETOB.  |OTBETOB U MEHEE. 1
NabopatopHble [ObopynosaHue u O6opynosaHue 1 O6opynoBaHue 1 ObopynosaHue u
pabothl MEeToAbl MICNONb30BaHbl (METOAbl NCMONb30BaHbI [METOAbI YHACTUYHO MEeTObl UCMONb30BaHbI 2
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dopma Kputepum dran
KOHTpOnsi OLeHMBaHUS
OTnN4YHO Xopoluo Y nosn. Heyn.

Pedepar Tema packpbita Tema B OCHOBHOM Tema packpebiTa cnabo. [Tema He packpbiTa.
NOMHOCTbIO. packpbita. MponoemMoHcTprpoBaHo [[MpoaeMoHCTPUPOBaHO 3
MpoaeMoHcTprpoBaHo ([poaeMOHCTPMPOBAHO |yOOBNETBOPUTENBHOE  (HEYLOBNETBOPMTENbHOE
npeBoCcxogHoe xopoulee BnageHve BnafeHne MatepuanoMm. [BnageHme Mmatepuasnom.
BnafeHme MatepumanoMm. [MaTepuanom. Vcnonb3oBaHHbIe Vcnonb3oBaHHbIE
Vcnonb3oBaHbl Vcnonb3oBaHbl WCTOYHUKN 1 CTPYKTYpa |MCTOYHMKM
Hagnexawme Hagnexaiue paboTbl YacTUYHO HEeLOCTaTOYHbI.
WUCTOYHUKN B HYXXHOM  |UCTOYHMKM. CTPyKTypa |COOTBETCTBYIOT CTpykTypa pabotbl He
konnyectee. CTpykTypa |paboTbl B OCHOBHOM NoCTaB/EHHBIM COOTBETCTBYET
paboTbl COOTBETCTBYET [COOTBETCTBYET 3apayam. CteneHb nocTaBNeHHbIM
NOCTaBNIEHHbIM NnocTaBNEHHbIM CaMOCTOSTENbHOCTU 3apayam. Pabota
3apayam. CteneHb 3agadvam. CTteneHb paboTbl HU3Kas. HecamoCTOoATENbHA.
CaMOCTOATENBHOCTH CaMOCTOSATENBHOCTU
paboTbl BbicOKas. paboTbl cpenHss.
3auteHo He 3auteHo

3auer O6yuatowwmitics 0bHapyXun 3HaHne ocHoBHoro  |Obyyatowmiicst oBHapyXunn aHaunTeNbHble
yuyebHO-nporpaMMHoro Matepuana B o6beme, npobenbl B 3HAHMSIX OCHOBHOO
HeobXo4MMOM ONsi fanbHewen yuebsbl 1 y4yebHO-nporpaMMHOro MaTepuana, fonycTun
npeacTosiwen paboTbl Mo creumnanbHOCTH, NPVHUMNanbHble OWMOKM B BbIMONHEHWN
Crpaswics C BbIMOSHEHNEM 3a0aHu, npenycMOTPEHHbIX NPOrpaMmon 3afaHnin u He
npeaycMOTPEHHbIX MPOrpaMMol AUCLMMAUHBL.  |CNOCOBEH NPOLONXUTE 0ByHeHue nnm

NPUCTYNUTb NO OKOHYaHWM yHMBEpPCUTETA K
npodpeccroHanbHoi nesitensHocTy 6e3
DOMONHUTENbHbIX 3aHATWIA MO COOTBETCTBYIOWEN
LMCLMNNNHE.

6.3 TunoBble KOHTPONbHbIE 3a8aHUS UK UHble MaTepualbl, He0O6XooMMbie OJ1S1 OLLEHKWN 3HaHUW, YMEHWUH,

HaBbIKOB U (UW1M) onbiTa AeATeNIbHOCTU, XapakTepu3yloLuX atanbl joopMUpoBaHUA KOMMNETEHLUN B npoLiecce

0CBOeHuUsi o6pa3oBaTeNnbHON NPOrpamMmmbl

CemecTtp 2

TekyLUA KOHTPONb

1. TecTupoBaHue

Tembl 1,2, 3,4,5,6,7,8,9
Tema 1. MNpaBoBoe obecrneyeHne MHPOPMaLMOHHO BesonacHoCTy.
1) Kakoi dpeiepanbHblil 3aKOH perynupyeT OTHOWEHMS B cdpepe 3almTbl KOMMbIOTEPHOW MHpopMaumnn?
®depnepanbHblil 3aKoH 0T 7.07.2004r. €122-a4 ?0 3awute nHgopmaummn?.
depeparnbHblii 3akoH 0T 27.07.2006r. €149-¢p3 206 uHopMaLmm, MHGPOPMALIMOHHBIX TEXHONOMMSAX 1 O 3almTe

nHgopmaumm?.

®depnepanbHblil 3akoH 0T 21.05.2002r. €35-r13 ?VIHopMaLMOHHbIE TEXHONOMUN 1 O 3almTa MHpopmMauun B
aBTOMaTU3MPOBAHHbBIX NHCPOPMALMOHHbBIX cucTemax?.
2) HazoBuTte npaBoBOE OCHOBaHME NpoLiecca NMLEH3NPOBAHUS U cepTUdMKaLMM B 06nacTu 3awmTbl rocyLapCTBEHHOM
TaviHbl U KOHPUAEHUMaNbHOW nHGopMaLmn.
MoctaHoBneHme MNpaBuTtensctBa Poccuiickoin Pepepauun 013.03.2002r. 70 NuLEH3NPOBAHUN [EATENBHOCTU MO
paspaboTke U NPOV3BOLCTBY CPEACTB 3alMTbl B 06/1aCTW 3aLUMTbI FOCYLAaPCTBEHHOW TaHbI?.

MNoctaHoeneHue MNpaeuTtensctea Poccuiickoin Pepepauun ot 3.03.2012r. ?0 AMUeH3MPOBaHMN OEATENBHOCTY MO
pa3paboTke U NPOV3BOLCTBY CPELCTB 3alMTbl KOH(PUOEHUMANBHON MHbopMaLmn?.
MNMoctaHoBneHue MNpaeuTtensctea Poccuiickoin Pepepauun ot 13.02.2010r. ?0 nuUEH3MPOBaHUN OEATENBHOCTY NO
pa3paboTke CPencTB 3aluThl KOHPUAEHLMANBHON NHCpopMaLMn?.
Tema 2. OcHOBbI MHOPOPMALIMOHHOM 6e30MacHOCTU.
1) Kakoe Konn4ecTBo YPOBHEN COOEPXKUTCS B CUCTEME 3aWMTbl OT Yrpo3 HapylWeHUs KOHOMAEHUMANbHOCTH

nHgopmaunm?

56,7

2) NoeHTndomkaumsa ? ato ?

NpUcBOeHNe cybbekTam AOCTYNa YHUKANbHbIX MAEHTUINKATOPOB;

NpUCBOEHNE CybbekTaM OOCTyNa ONpeneneHHbIX Npae LOCTYNa;

npoBepka NPUHaLNEeXHOCTM CyObekTy [OCTyna NPeabsABNEHHOIr0 UM UAeHTUdrKaTopa.
Tema 3. Be3onacHOCTb ONepauUmoHHbIX CUCTEM.

1) Yto npencraenset n3 cebs cepTmdmkart onepauoHHOR CUCTEMBI?

wecTHaaLaTepun4Hyo NoOANUCh, CBS3bIBAIOLYIO 3HA4YEHUe 0BLero Kntoya ¢ uaeHTudgMKaLmen Yyenoseka, ycTponcTea unm
cepBuca, KOTOPbI COAEPXMUT COOTBETCTBYIOLMIA INYHbIA KOY;
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BOCbMEPVYHYIO MOAMMCh, CBS3bIBAIOLLYIO 3HaYeHMe 0BWEro Kioya ¢ MaeHTMdMKauveli YenoBeka, yCTponcTaa nim
cepBsuca, KOTOPbIA COAEPXKUT COOTBETCTBYIOWMIA NNYHBIA KNHOY;

[IBOMYHYIO NOANUCH, CBSA3bIBAIOLLYIO 3HAYeHMe 06LWero Kya ¢ naeHTUgUKaumnein YenoBeka, yCTpocTea Mnm cepauca,
KOTOpPbIV COAEPXMUT COOTBETCTBYIOLWNIA NINYHBIA KNHOY.

2) Ha yeM ocHOBaH MexaHM3M ayTEHTUMKALUN C CUHXPOHM3AUNENn No BpeMeHN?

Ha 3Ha4YeHUV onpeaeneHHoro NPOMeXyTka BPEMEHU; Ha anropuTMe, KOTOpbIV Yepes onpeaeneHHbIn MHTepBan BpeMeHM
reHepupyeT cny4anHoe Y1CNOo; Ha CXeMe C MCNONb30BaAHMEM CI0BA-BbI30BA.

Tema 4. Be30nacHOCTb BbIYUCUTENbHBIX CETENA.

1) HazosuTe Kpyntorpaduyeckuin nakeT, UCNonb3yeMblii Ans WwnposaHms.

OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceTeBas cnyxba, npefHa3HaYeHHas 4Nns LeHTPaNM30BaHHOrO peleHunst 3aady ayTeHTudmkauum n asTopusauum B
KPYMHbIX CETAX; anropuTM WNPOBAHNS HA OCHOBE OTKPbITbIX KNIOYENA; CUMMETPUYHDBIV anropuT™ WNAIPOBAHNS.

Tema 5. BesonacHocTb cucTeM ynpaeneHns 6asamm LaHHbIX.

1) Kakor Tvn TexHonorum wmudgposaHus He nogaepxusaet SQL Server 20087

paclwupeHHoe ynpaeneHue kndamm - Extensible Key Management (EKM);

npospayHoe wrgposaHne naHHbIx ? Transparent Data Encryption (TDE);

3aKkpbiToe WngpoBaHue gaHHbix - Closed Data Encryption (CDE).

2) Ucnonb3ays kakoli NpoToKon MOXHO obecrneunts GesonacHytio nepenady AaHHbIX C KNMeHTa Ha cepeep?

SSL/SSH; SSR/SSH; SSK/SSH

Tema 6. OpraHn3auroHHoe obecneveHne MHHOPMaLMOHHOK 6e30MacHOCTH.

1) YTo Henb3si OTHECTU K OpraHM3aLMOHHBIM MepaM 1 Mepam obecnedeHunst ouandeckoi 6esonacHocT?

cnyx6a oxpaHbl 1 hr3nyeckoin 6e3onacHoCTy;

pernameHTauus nopsigka pabotbl C HOCUTENSIMU, COAEPXALUMMU KOHIPMAEHLIMANBHYIO MHAOPMALIMIO;

naponbHas cuctema ayTeHTudrkauum.

2) B uncno knaccos TpeboBaHuii noeepus 6eaonacHocTn "OBlWmx KpuTepunes" BXOAST: (2 BapuaHTa oTeeTa)
paspaboTka; oueHKa NPonns 3alnTbl; CEPTUCUKALNS

Tema 7. [NporpamMmHo-annaparHble CpeacTsa 3awWwmThbl MHhopMaLmu.

1) HasoBuTe poccuiickyto pa3paboTky Mo reHepauum oTKPbITbIX KIOYel.

Nan-wndop, Bektop, Kpuntollpo

2) HasoBsuTte cuctemy npenoTepalleHns BTOPXEHNIA

IDS; IPS; IRS

Tema 8. Kpuntorpadpuyeckme MeETObI 3aWNTbI MHGOPMALLMN.

1) Kakoi anropnTtm SBNSIeTCS yCTapEBLIMM U HE UCMOMNb3yEMbIM B HACTOSLLee BpemMa?

DES, AES, DSA

2) Kakolt anroput™ ncnonb3yeTcs Ans WnPpoBaHns LaHHbIX B CUCTEME MOBWIBbHON LIMOPOBOI CBSA3MU?

A3; A4; AS5.

Tema 9. KomnnekcHoe obecneyeHne nHopMaLmMoHHoh 6e30MacHOCTM aBTOMATU3UPOBAHHbBIX CUCTEM.

1) Ha3oBnTe aneMeHT CUCTEeMbI 3aWuTbl BHEWHEro NeprMeTpa aBToMaTn3npoBaHHOW CUCTEMDI.

DIS, IPS, EFS

2) MonuTtka 6€30NacHOCTM CTPOUTCS Ha OCHOBE:

0bwwux npenctasneHnii 06 MIC opraHnsaumm; M3y4eHns NoAMTUK POLACTBEHHbBIX OPraHUu3aunii; aHanm3a prckos.

2. JlabopatopHble paboTbi

Tembl 3,4,5,6,7,8,9

OpraHn3aunoHHo-NPaBoBoe obecrneyeHre 3alnTbl KOMMbIOTEPHOW MHCDOPMALIMN.

N3yyeHne cnctembl 3awmuTbl KOHCPUAEHLMANBHOW UHGopMaumn. Mooenm nHgopMaumoHHon 6e30nacHoCcTy;
MEXIyHapOLHble U OTEYECTBEHHbIE CTaHAAPThl MHAPOPMALIMOHHO 6e30nacHOCTM, nonnTnka 6€30NacHOCTU; nokasaTenu
3aWMWEHHOCTN CPEACTB BbIMMCANTENBHOM TEXHWNKM U KNacChl 3aWULWEHHOCTA aBTOMaTU3MPOBaHHbIX CUCTEM OT
HEeCaHKUMOHNPOBAHHOIO AOCTyNa.

ObecneyeHne 6e30MacHOCTM ANEKTPOHHOW NoYThl Npu paboTte B ceT VIHTepHeT.

OT1paboTtka 6e30nacHbIX MexaHn3MoB paboThl C NOYTON B CceTH VIHTepHeT.

BesonacHOCTb onepaLnoHHbIX CUCTEM.

N3yyeHne ocHoBHbIX MexaHn3MoB He3onacHocT OC: cpencTea 1 MeToabl ayteHTUdukaumm 8 OC, mogenu
pasrpaHnyeHus JocTyna, opraHM3auns u NCnonb3oBaHne CpeacTs ayamTa.

cnonb3oBaHne MexceTeBbIX 9KPaHOB Npu paboTe B N0KaNbHON BbIYMCIMTENBHOW CETU NPeanpuaTust u cetn MiHTepHer.
N3yyeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX CpeacTB obecrneveHunsi ceteBoi 6e30nacHOCTU.
BesonacHoCTb crucTeM ynpasneHus 6asamm LaHHbIX.

N3yyeHne B3anmmopneicTemna CYBL, n 6azosoit OC, XypHanu3aumsi, MeTobl U CpeacTBa Co34aHNs pe3epPBHbIX KOMUIA 1
BOCCTaHOBNEHMst 6a3 faHHbIX. 3awuta 6a3 fJaHHbIX OT annaparHbIX 1 NporpaMmHbix cboes. ObecneveHne 6e3onacHOCTH

nocTyna k 6a3am JaHHbIX B TEXHONMOMMMN KNeHT/cepBep. 3adayn U nporpaMMHo-annapaTHble cpeacTsa agMMHUCTpaTopa
6e3onacHOCTV 6a3 OaHHbIX.
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[MporpamMmMHo-annapaTtHble CpeacTBa 3alnTbl KOMMbOTEPHONW MHdopmauun ot HC L.

N3yyeHne Ha3Ha4YeHNs 1 MPUHLMMNOB CO34aHUs NPOorpaMMHoO-annapaTtHbix cpeacts obecnedyeHns MHAOPMaLVOHHO
6e3onacHocTu. Tunoeas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl MHgpopmaumm ot HC L.

NudppacTtpykTypa otkpbiToro kntoda B Windows 2003 n ee NpMEHEHUE B PasnnYHbIX MPUNOXEHUSIX.
AnmuHucTpuposaHne OC: 3aaaqv U NPUHLMINBI CONPOBOXAEHUS CUCTEMHOIO NPOrpaMMHoro obecnedeHus, reHepaums,
HacTpoWika, U3MepeHne NPon3BoANTENbHOCTY U MoAUdMKaLUNS cucTeM, ynpaeneHne 6eaonacHocTtbto OC.
ACUMMETPUYHOE WNGPOBaAHNE. DNEKTPOHHO-LMGPOBAs NOAMUCD.

NayueHue kpunTorpadpryeckux METOLOB 3alMTbl MHCpopMaLummn. MoeHTudprkaums n ayTeHTMdpmKaumns nonb3osarensi.
BsanmHasi npoBepka NoAnvMHHOCTY nonb3oBateneii. Npobnema ayTeHTUMKaLUM AaHHbIX U 9NEKTPOHHAs LMdpoBas
noanuce.

MeTonp! BbisBneHus kananos HC 1.

3. Pedcpepar

Tema 9

. Hactpoiika 6e3onacHoctn OC Windows npw paboTe B cetn

. OpraHuzauusi mep no sawute

. PaspaboTtka METOAMKM NPOTUBOAEACTBUS COLMANBHOMY UHXWUHUPUHTY

. OpraHusauus aHTVBMPYCHOW 3almThl YACTHOMO NPEaNpPUATAS

. OtTnpaska coobueHns B byayuwee

. Kpuntorpadpumyeckne cuctembl 3awmtbl AaHHbIX

. MpecTtynnenus B cchepe KOMNbIOTEPHON NHGPOPMALIMK

. KomnbloTepHas npecTynHoCcTb U KOMMbloTEPHas 6e30nacHoOCTb

. OTBETCTBEHHOCTb 3a HAPYLWeEHUs B chepe MHGOPMALMOHHOrO Npasa

10. KoMnneke TeXHNYECKNX PELIEHN No 3awmTe MHGOPMaUmK, 3anmncaHHoM Ha OTHY>X 4aeMblX 3EKTPOHHbLIX HOCUTENSIX
11. 3awwuTa No4YTOBbLIX COOBIWEHNI

12. 3awwmTa 623 faHHbIX

13. 3awuTa untpoBo MHopMaLUK MeToaamm cTeraHorpacum

14. Kpyntonorns: noACTaHOBOYHO-NEPECTAHOBOYHbIV WNMPP 1 €ro NpUMEHeHne
15. Hgpoopmaums 1 nuyHasi 6e30nacHoOCTb

16. 3awmra nHpopmauun B NIBM. Wndop Mnencbepa

17. 3awmTa nHgopmMaumm oT HeCaHKLMOHMPOBAHHOMO AOCTyNa METOLOM KpuntonpeobpasoBaHns ObecneyeHne
MHPOpMaLMOHHO 6e3onacHocTu B ceTu Internet

18. VICTOYHWKM BO3HWKHOBEHWS W MOCNEACTBUS peanv3auun yrpo3 MHEOpPMaLoHHo 6e3onacHocT

19. Poccuiickuii pbiHOK MHEPOPMaLMOHHOK Be3onacHOCTM

20. Cuctembl pacnpenenenus npas (Rights Management Systems)

21. PeweHue coBpeMeHHbIx NpobneM MHopMaLMoHHOR 6€30MacHOCTM KOPNOPaTUBHbIX BbIYUCIIMTENbHbBIX CeTel
22. Cnam n HOpMbI NONb30BaHUS CETbIO

23. 3awwmTa nHpopmaumm B rnobansHol cetu

24. CucTteMbl 0bHapyxeHns atak. (AHanM3aTopbl CeTEBbIX MPOTOKO/OB U CeTEBbIE MOHMTOPLI) KprnTonorus: Touku
COMPWKOCHOBEHUSI MaTeMaTtki 1 S3bIkO3HaHUS

25. KaHanbl yTeyku nHphopmauum

26. NpecTtynneHns B cchepe KOMNbIOTEPHON MHopMaumnm

27. KoMnbloTepHas NpecTynHOCTb 1 KOMMNbloTepHas 6e30nacHoOCTb

3auet

Bonpochl k 3a4eTy:

1. MiHgopMaumnoHHas 6e3onacHocTb. basoBble cBOMCTBA 3almaemMoin nHgopmaumm.

2. MeToabl obecrneyeHns MHpOPMALIMOHHON 6e30MacHOCTH.

3. Yrposbl MHghopmaLmoHHol 6e3onacHoctu. Knaccudgukaums yrpos. Metonbl nepeymcneHuns yrpos.
4. CTpyKTypa CUCTEMBI 3aWMTbl OT Yrpo3 HapPYLIEHNS KOHOMAEHUNANBHOCTU NHopMaLnK.

5. OpraHusaunoHHble Mepbl 1 Mepbl obecrneyeHmns domandeckoi 6e3onacHoCTu.
6
7
8
9

O©oo~NOoOOTh~hWN =

. MpeHtndpmkaums n ayteHTmcounkaums. basosas cxema naeHtndmkaumm n ayTeHTmgoukaumm.
. MeToapl ayTeHTMdOMKaLMK.
. OcobeHHOCTU NaponbHbIX cucTeM ayTeHTudmkaumm. OCHOBHbIE yrpo3bl 6€30MacHOCTU NapONbHBIX CUCTEM.
. OCHOBHblE pekoMeHZaUMM NPV NPaKTUYECKOW peanu3auny NaposibHbIX CUCTEM.
10. MeTtonbl xpaHeHuns naponeii. lNepenada naponen no cetu.
11. PasrpaHunyeHne goctyna. JMCKPEeUnOHHbIA 1 MaHOATHbIA MeToabl pa3rpaHmyenHns goctyna. Martpuua gocryna.
12. PasrpaHuyeHne goctyna. Ponesoe ynpasneHue OOCTYroM.
13. Kpuntorpaduyeckne MeTodbl 06ecneyeHns KOHUOEHLNANBHOCTU MHGDOPMaLUK.
14. 3awmTa BHewHero nepumeTtpa. Mexceresoe sKkpaHMpoBaHue.
15. 3awwuTa BHewHero nepmmeTtpa. Cuctemol 0bHapyxeHnst BTOpXeHUin(IDS).
16. 3awmra BHewHero nepumeTtpa. Cuctembl NpenoTBpaLeHns BTOPXeHUA(IPS).
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17. NpoTokonupoBaHne n ayauT.

18. KaHarbl yTeuky uHgopMaLmm TEXHUYECKMX CpeacTB 06paboTku, XpaHeHNs 1 nepeayn MHopMaumu.

19. KaHanbl yTe4ku peyeBor MHgpopMaumn.

20. Kananbl yTeukn nHpopmauum npu eé nepenade no kaHanam ceasu.

21. TexHn4eckme KaHanbl yTe4KM BUAOBOW MHpOpMaLUW.

22. KaHanbl yTeuku nHcpopmMaLmm, co3aaBaemMble atakamu M3BHE 1 BHYTpY kopnopaTtusHbix cucteM VKT (obbekTa
WHpopmaTtmsauunm).

23. MpuHUMnbI obecrneyeHns LeNoCTHOCTY MHGbopMaLnK.

24. KpunTtorpachuieckme Metoapl obecrneyeHmns LenocTHOCTM nHchopmaumn. Lindopossie nognucu.

25. KpunTorpadguyeckme metoapl obecneveHmst LenoCcTHOCTM nHgpopMaummn. Kpmuntorpagmueckmne xaw-opyHKLUMK.
26. KpunTorpaduyeckme metoapl obecneyeHmnst LenocTHOCTU UHgpopMaummn. Kombl NpoBepku NOAANHHOCTY.

27. Kpuntorpachunueckme Metoapl obecrneyeHmns LenocTHOCTU MHgoopmauun. TexHonorus Blockchain.

28. [NocTpoeHMe CUCTEM 3aLUMTbI OT YrPO3 HAPYLWEHUs [OCTYyNHOCTU. MonyyeHne nHgopmaumn. [ybnuposaHue kaHanos
CBA3W, OybnMpoBaHue W30B 1 MEXCETEBLIX 9KPaHOB.

29. MNocTpoeHne CUCTEM 3aWmThl OT Yrpo3 HapylweHns aoctynHoctn. ObpaboTtka nHdpopmauun. dybnmposaHue
cepBepoB. Vicnonb3oBaHme KnacTepos.

30. NocTpoeHune cucteM 3awWwmTbl OT Yrpo3 HapYLWEHUS OCTYNHOCTU. XpaHeHne nHhopMauun. PesepBHoe KonuposaHue
nHgoopmaumm. Cospnarne RAID-maccuBoB. 3epkanMpoBaHme CEPBEPOB.

31. Metoab! wngposaHms. CummeTpuyHoe widposaHme. brnoyHoe wndpposarue. MNoToyHoe wrgposaHme.
32. bnoyHble wudpsl. Wndpsl nepectaHosok. Wndpbl 3ameHbl.

33. Wngppbl 3amMeHbl. MoHoandgasuTHble windpsl. lWndgp ¢ noactaHoekon Liesaps.

34. Wndopbl 3ameHbl. MNonnandasutHble wndopsl. Wndp ¢ nogctaHoskamn BuxeHepa.
35. KoompoBsaHue B aBTOK/O4EBOW crcteme BuxeHepa.

36. Cnctema onHOpa3oBoro wugpposaHus. Wngp BepHama.

37. MoTouHble wudppsbl. Pernctpol casura ¢ 06paTHol CBA3bIO.

38. MoToyHbIn wndp AS5.

39. Metoabl NpoayKuMOHHOrO WwigposaHus. Cetb PeicTtens.

40. CraHgapTbl wndpposaHmsa gaHHbix DES n AES.

41. OpHocTopoHHWE dpyHKUMKM. KntoueBoii obMeH Oudpcpm-XennmaHa.

42. AnropuTtm RSA.

6.4 Metoaouyeckue matepuansl, onpenensoLwme npouenypbl OLLeHNBAaHUA 3HAHUNA, YMEHUIA, HAaBbIKOB U (MNK)
ornbiTa AesATeNnbHOCTU, XapaKTepu3yoLL X aTtanbl OpMMPOBaHUSA KOMMETEHLMA

B K®Y pelicteyeT 6annbHo-perdTUHroBas cucteMa oLeHKW 3HaHuii obydatowmxcs. CyMMapHo no agucumninHe (Moaynio)
MOXHO Nony4ntb Makcumym 100 6annoB 3a ceMecTp, U3 HUX Tekylas paboTta oueHusaetcs B 50 6annos, ntorosas
goopma KoHTpons - B 50 6annos.

Lna 3avéra:

56 6annos 1 6onee - "3a4TeHO".

55 6annoB 1 MeHee - "He 3a4TeHo".

Ilng ak3ameHa:

86 H6annos u 6onee - "OTANYHO".

71-85 6annos - "xopoLwo".

56-70 6annoe - "yOooBNETBOPUTENBLHO".

55 6annos 1 MeHee - "HeyLOBNETBOPUTENbHO".

dopma Mpouenypa oueHUBAHNUA 3HAHUIA, YMEHUIA, HaBbIKOB U (UN) onbiTa Ortan | KonnyectBo
KOHTpoOns OesiTeflbHOCTU, XapaKTepu3yoLLLMX aTanbl hOpMUPOBaHUSA KOMMETEHLUI 6annos
CemecTp 2
TekyLLUA KOHTPONb
TecTuposaHue |TecTMpoBaHMe NPOXOAUT B NMMCbMEHHOR hopme nnm ¢ NCNONb30BaHNEM
KOMMbIOTEPHbIX cpencTs. Obyyatowmincs nonyyaeT onpenenéHHoe KONMYecTBo 1 8
TECTOBbIX 3a4aHuiA. Ha BbiNoNHEeHVe BblaenseTcs (OUKCMPOBaHHOE BPEMS B
3aBMCMMOCTM OT Konm4yecTea 3agaHuin. OLeHka BbICTaBnsaeTcs B 3aBUCUMOCTM OT
npoueHTa NPaBwibHO BbINOMHEHHbIX 3a4aHWA.
NabopatopHble (B ayantopun, ocHaWwEHHON cooTBETCTBYOWMM 060pyaoBaHMeEM, obyyatowmecs
paboTbl NPOBOAAT y4ebHble 3KCNEPUMEHTbI U TPEHUPYIOTCS B NPUMEHEHNM 2 32
NPaKTUKO-OPUEHTUPOBAHHBIX TexHONornii. OLEeHMBAIOTCS 3HaHUE MaTepuana u
YMEHME NPUMEHSITb ero Ha NPakTWKe, YMEHWUs 1 HaBblki Mo paboTe ¢
obopyLoBaHMEM B COOTBETCTBYIOLLEN NpeaMeTHO obnacTu.
PerncTpaumoHHbiit Homep 10290322319 OBAEKTPOHHEH
CTpaHmEa11m317. P [ 11 V_H_I{E_EPCHTET
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dopma Mpouenypa oueHUBAHMA 3HAHUIA, YMEHUI, HAaBbIKOB U (UNK) OnbiTa Ortan | KonnyectBo
KOHTpOns [esATeNbHOCTU, XapaKTepn3yoLLUX 3Tanbl hOPMUPOBAHNA KOMMETEHLIMIA 6annos
Pedbepat O6yyalolmecs caMoCToATENBHO NUWYT paboTy Ha 3a4aHHYlo TEMY U CAAIOT
npenoaaBaTtento B NMCbMEHHOM Buae. B pabote npoussoamtcst 063op Matepuana| 3 10

B OnpeLenéHHoln TemaTuydeckoin obnacti nnbo npeanaraetcs cobCTBEHHOE
pelweHne onpenenéHHon TeopeTUYECKON UK NPaKTUHECKOon Npobnemsi.
OueHuBatoTcs NpopaboTka NCTOYHMKOB, U3NOXEHNE MaTepuana, hopMynmpoBka
BbIBOLOB, cobntoeHne TpeboBaHmnii K CTPYKTYpe U ohopMieHmnio paboTsl,
CBOEBPEMEHHOCTb BbINONHEHUS. B cnyyae nybnuyHol 3awmuTel pechepara
OLIEHMBAIOTCS TakXe opatopckune cnocobHOCTH.

3auert 3a4éT HaueneH Ha KOMMIEKCHYIO NPOBEPKY OCBOEHUS ONCLMUMIINHGI. 50
Ob6y4atowmiics nony4aeT Bonpoc (Bonpochkl) nnubo 3anaHue (3afaHus) n Bpems Ha
noaroToBky. 3a4éT NPOBOAUTCS B YCTHOM, MMCbMEHHOM NN KOMMNbIOTEPHO
gopme. OueHrBaeTcs BNageHMe MateprasnoMm, ero CUCTEMHOE OCBOEHME,
CMOCOBHOCTb MPUMEHSITb HYXXHble 3HaHMSI, HAaBbIKN U YMEHWS Mpu aHanuae
NPOBNEMHBIX CUTYaLMA N PeLleHN NPAKTUYECKNX 3aaaHWiA.

7. MNepeyeHb OCHOBHOW U [ONONHUTENLHON Y4eOHOW NuTepaTypbl, HEO6XOAUMOW ANt OCBOEHUS OUCLUMNINHBI
(monyns)

7.1 OcHoBHas nuTeparypa:

1. Bawnbi M. H. UHgopmaLumvoHHas 6e30nacHOCTb 1 3awwmTa MHgopMauum [OneKTpoHHbIR pecypc] : yuebHuk / M. H.

Bawnbl, A. B. babaw, E. K. BapaHosa. - Mockea: /Ll PUOP, 2013. - 222 ¢. - ISBN 978-5-369-01178-2. - Pexum goctyna:
http://znanium.com/go.php?id=405000.

2. bapaHosa E.K. MIHgopMaumoHHasi 6eaonacHocTb U 3awwmTta nHpopmaumm : y4eb. nocobue / bapaHosa E.K., babaw
A.B. - 4-e nag., nepepab. n gon. - M. : PUOP : MH®DPA-M, 2019. - 322 c. - (Bbiclwee obpa3oBaHue). -
ww.dx.doi.org/10.12737/11380. - ISBN : 978-5-369-01761-6.- Pexxum goctyna:
http://znanium.com/catalog/product/1009606

3. Xyk A.MN. 3awnTa nHcpopmaumu : yueb. nocobue / A.M. Xyk, E.M. Xyk, O.M. NenewkunH, A.N. TUMOWKKH. - 3-e n3g. -
M.: PUOP: MIHDPA-M, 2019. - 400 c. - (Bbiclee obpasosaHue). - DOI: https://doi.org/10.12737/1759-3 - Pexum
poctyna: http://znanium.com/catalog/product/1018901

7.2. OononHutenbHaa nuteparypa:

1. Xopes N. b. MeToabl 1 cpeacTea 3awwmTbl MHPOPMAaLMKM B KOMMbIOTEPHbBIX cucTemax [TekcT] : yuebHoe nocobue ons
By30B / . . Xopes .- 3-e n3g., ctep .- Mockea : Akagemusi, 2007 .? 256 c. : un., Tabn.- (Bbicwee npodeccuoHanbHoe
obpazosaHue) .- Pek. YMO .- B nep .- Bubnuorp.: c. 251-252 .- ISBN 978-5-7695-4157-5 (12 aka3.)

2.KynpusiHoB A. V. OcHoBbI 3awmThl MHdpopMauun [TekcT] : yduebHoe nocobue / A. U. KynpusiHos, A. B. Caxapos, B. A.
LeBuos .- 2-e uag., ctep .- Mockea : Akagemusi, 2007 .- 256 c. : un., Tabn. - (Beicwee npodyeccrnoHanbHoe
obpaszosaHue) (PagnoanektpoHuka) .- Mpudg YMO .- B nep .- Bubnuorp.: ¢. 251-252 .- ISBN 978-5-7695-4416-3 :
276-38 : 196-68 : 197-37 : 189-30 : 216-60 (37 ak3.)

3. MenbHukoB B. T. iHchopmaumoHHas 6e3onacHocTb [TekcT] : yuebHoe nocobue / B. M. MenbHukos, C. A. KneliMeHOB,
A. M. MNMetpakos ; nog pen. C. A. KneiimeHosa .- 8-e uag., ncnp .- Mocksa : Akagemuns, 2013 .- 336 ¢ : un .- (CpeaHee
npogoeccroHanbHoe obpasosaHue) .- Mpudp MO .- B nep .- Bubnuorp.: c. 327-328. (10 3k3.)

4. Mantok A. A. VIHbopMaumoHHas 6e30nacHOCTb: KOHLeNTyalnbHble Y METOA0MIOMMYECKME OCHOBbI 3aWUThI
nHgopmauumm [TekcT] : yduebHoe nocobue anst By3os / A. A. Mantok .- Mockea : Mopsiyast nuHusi-Tenekom, 2004 .-280c¢ :
un., Tabn .-Mpwn.: c. 233-275 .-M'pudp MO .- Brubnuorp.: ¢.276-278 .- ISBN 5-93517-197-X : 98-34. (29 ak3.)

5. WaHbruH B.®. KomnnekcHasa s3awmta nHopMaLuy B KOPropaTuBHbIX cuctemax : y4eb. nocobue / B.®d. LWaHbruH. - M.
: 0 'POPYM' : UHDOPA-M, 2019. - 592 c.-

ISBN: 978-5-8199-0730-6 - (Bbicwee obpasoBaHue: bakanaepuar). - Pexum goctyna:
http://znanium.com/catalog/product/996789

8. MNepeueHb pecypcoB MHPOPMALLMOHHO-TE/IEKOMMYHUKaLMOHHOMN ceTn "UHTepHeT", He06X0AUMbIX ANs
OCBOEHUS1 AUCLUMNMIUHBI (MOaYIIs)

Computers & Applied Sciences Complete - http://search.ebscohost.com/

ObC "3HaHue" - http://znanium.com/

OBC "NaHb" - http://e.lanbook.com/

9bC "Hay4yHas anekTpoHHasi 6ubnunoteka" - http://eLIBRARY.RU

dnekTpoHHas 6ubnmoteka "Academic Complete" - http://site.ebrary.com/lib/kazanst/
SHumknoneams "Buknnegus"” - http:/ru.wikipedia.org

9. MeToaunuyeckue yKa3aHunsa pnsa o6yqa|ou.l.ux09| no OCBOEHUIO OUCLUUIJIUHDI (MO,D.yﬂSl)
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Bup pabot MeTtoaunyeckue pekomeHaauum

nexuuu B xo04e neKUMOHHbIX 3aHSTUI BECTU KOHCNEKTMPOoBaHue y4ebHoro matepuana. ObpalaTb BHUMaHue
Ha kateropuun, QOOPMYIMPOBKY, pacKpbiBaOWME COAepXaHNe TexX UM UHbIX SBIEHWNA U NMPOLLECCOB,
Hay4Hble BblBOObI N NPaKTMYeCKne pekoMeHaauunm, nonoXuTesbHblA OnbIT B OPAaTOPCKOM UCKYCCTBE.
XenaTenbHo ocTaBuTb B paboymx KOHCMEKTax Mons, Ha KOTopbIX AenaTtb NoMeTKn 13
pPEeKOMeH00BaHHOM NuTepaTypbl, AOMNOMHAKWME MaTepuan NPoCcylWaHHOM NekKunn, a Takxe
nofyepkueatoLme ocobyto BaXXHOCTb TEX UM MHbIX TEOPETUYECKUX NONOXeHWA. 3anaBatb
npenogasaresnto yTOYHSIOWME BONPOCHI C LEeNblo YACHEHUS TEOPETUYECKUX MONOXEHUI, paspelleHns
CMOPHbIX CUTYaUUA.

B xone noarotoBky K ceMmHapam Udyymtb OCHOBHYIO NUTEPATYpPy, O3HAKOMUTLCH C AOMNOMHUTENBHON
nnTepaTypoit, HOBbIMMK MyBNMKALMAMU B NePUOONYECKMX N3OAHUSIX: XYypHanax, razeTtax u 1.4. MNpu
9TOM Y4YeCcTb pekoMeHaauum npenogaeatens u tpebosaHms yuebHoi nporpammel. JdopabaTbiBatbh
CBOW KOHCMNEKT fiekuuun, genas B HeM COOTBETCTBYIOWME 3annUcu U3 nureparypbl, peKOMeHO40BaHHOMN
npenonasaTenem u NpeaycMoTPeHHON y4ebHoi nporpaMmMoii. [oaroToBMTb TE3UCHI AN BbICTYNNEHNI
no BceM y4ebHblM BoNpocaM, BbIHOCUMbIM Ha ceMuHap. FoToBsICb K goknany unu pedepatnBHOMyY
coobuieHunto, obpallaTbCs 3a METOANYECKO NOMOLLBIO K Npenoaasatento. CocTaBMTb NaH-KOHCNEKT
CBOero BbICTynneHus. MNpoaymatb NpuMepbl C Lenbto o6ecneyeHns TECHON CBSI3M U3y4aeMoi Teopumn
C peanbHOM XU3HbIO.

CBoeBpeMEHHOE 1 Ka4eCTBEHHOE BbIMOIHEHNE caMOCTOsITENbHON paboTbl 6asnpyeTcs Ha
cob6nI0AEHNN HACTOSIMX PEKOMEHOALNA 1 N3YHEHUN PEeKOMEHLOBAHHOW nnTepaTypbl. CTyaeHT
MOXeT OOMONHUTb CMUCOK UCMONb30BaHHOW NUTEPaTypbl COBPEMEHHbIMU NUCTOYHUKAMU, HE
npeLncTaBNeHHbIMA B CNUCKE PEKOMEHO0BaHHOW NUTepaTtypbl, U B Aa/ibHENWEM UCNONb30BaTb
CcOoBCTBEHHbIE NOArOTOBNEHHbIE Y4ebHble MaTepuanbl NP HaNUCaHUKM KypcoBbIX 1 OUMIOMHbIX paboT.

npakTuyeckume | B npouecce NpakTU4ecKoro 3aHATUS Kak Buaa y4eOHbIX 3aHSTUIA CTYOEeHThI BbINONHSAOT OOHY UK
3aHsTUA HECKO/NbKO NpakTn4eckmx paboT (3aaaHnil) noa pykoBOACTBOM NpenofasaTtens B COOTBETCTBUN C

N3y4aeMbIM codepXaHuneM yuebHoro Matepuana. BoinonHeHne cTygeHTaMm NpakTMYeckux 3aHsTui

HanpaBfeHo Ha:

- 0606LieHe, cucTemMaTmaaumto, yrnybneHume, 3akpenneHme nofy4YeHHbIX Te0PeTUHECKMX 3HaHUIA No

KOHKPETHbIM TeMaM AUCUMMINHBI;

- pOPMUpPOBaHME YMEHMIA MPUMEHSITb NMONyYeHHble 3HAHUS Ha NPaKTUKe, peanu3auunio egMHCTea

WHTENNeKTyanbHOM 1 NpakTUYeckol AesTeNbHOCTY;

- pasBUTUE NHTENNEKTyaNbHbIX YMEHUIA y Oy OylWmX CNeunanmcToB: aHanmTM4eckunx, NPoeKTUPOBOYHbIX,

KOHCTPYKTMBHbBIX 1 Op.;

- BbIpaboTKy Npu pelleHnr NocTaBneHHbIX 3aa4 Takux NPOgIECCMOHaNbHO 3HAYMMbIX Ka4ecTBs, Kak

CaMOCTOSATENIbHOCTb, OTBETCTBEHHOCTb, TOYHOCTL, TBOPYECKas MHMLMAaTUBA.

nabopatopHbie| Pabota Ha nabopaTopHbIX 3aHATUSIX NpearnonaraeT akTUBHYO NPopaboTKy NOCTaBNEHHbIX BOMPOCOB U
paboTbl 3ajad C 1Cronb30BaHMEM U3BECTHLIX METOAMK HACTPOMKM NOACUCTEM, CMOCOBOB NPOrpamMMmMpoBaHns

1 NMOOK/IOYEHNS COOTBETCTBYIOWMX BUBNNOTEK.

Lns NoAroTOBKU K 3aHSATUSIM pekoMeHayeTcs obpalate BHMMaHue Ha NpobnemMHble BONpoch!,

3aTparueaembie npenonasaTenem B NeKuum, 1 rpynnupoBaTth MHpOpMaLMio BOKPYr HUX. XKenaTtenbHo

BbIOENSITb B UCMONb3YEMON NnTepaType NOCTaHOBKM BOMPOCOB, HA KOTOPbIE Pa3HbiMX aBTOPaM MoryT

6bITb AaHbl pa3nuyHble 0TBEThl. Ha OCHOBaHMM MOCTAHOBKM Takmx BOMPOCOB cneayeT cobupatb

apryMeHTbl B NMOMb3Y Pa3nyHbIX BapUaHTOB PELIEHUS MOCTABNEHHbIX NpobneM.

B TekcTax aBTopoB, TakuM 06pa3oMm, crieflyeT BblAeNsaTb Cleaylowme KOMMNOHEHTHI:

- NocTaHoBKa Npobnemsl;

- BAPUAHTbI PeLIeHUS;

- @pryMEHTbI B MOMb3Y TEX MU UHBIX BAPWUAHTOB PELIEHNS.

Ha ocHoBe BbloeneHust aTMX 3/1eMEHTOB MPOLLE COCTaBNSITb COBCTBEHHYIO apryMeHTUPOBaHHYHO

No3nuMIo MO paccMaTprYBaeMOMy BOMPOCY.

B TecToBbIX 3a4aHNSX B KaX4OM BOMPOCE M3 NPEeACcTaBNEHHbIX BAPMAHTOB OTBETA NPaBU/IbHbINA

TONbKO 0avH. Ecnn Bam kaxeTcsl, 4To NpaBunbHbIX OTBETOB Bonblue, BolbuparTe TOT, KOTOpbIA, Ha

Baw B3rnan, Hanbonee npaBubHbINA.

Mpv NoAroToBke K ak3aMeHy Heo6X0AMMO ONMpPaTbCs MPEXAe BCEro Ha Nekumu, a Takxe Ha

NCTOYHVKU, KOTOpble pasbrpanvch Ha CeMUHapax y NPakTU4YeCcKrx 3aHATUSX B Te4eHne cemecTpa. B

Kax oM bunete Ha aK3aMeH colepXartcs 5 BonpocoB 1 TemaTnyeckas 3agava.

3AEKTPOHHELBH
Bl YHHBEPCHTET

ARl i AN OHHE AHATHTAHES AR CHCTEMA Ky
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camocTosi- | MeToamuyeckne ykaszaHus HanpaeneHbl HA OKasaHWe METOANYECKOW NoMoLm obyyarowmmes npu
TenbHasi BbIMO/IHEHWM BHEAYIMTOPHbLIX CAMOCTOSITENbHBIX PaboT. BbiNoNHEHEe BHeay AUTOPHBIX
paboTa camMoCTOosITENbHbIX PaboT 0byHaoWUMNCS B MPOLIECCE N3YYEHNS Kypca SIBNSETCS BaXKHENWMM STanoMm
06y4yeHust, KOTOPbIA CNOCOBCTBYET CUCTEMATU3ALMNM U 3aKPEMNEHNIO NOJTyYEHHbIX TEOPETUYECKUX
3HaHWM N NPaKTUYECKUX YMEHWIA; hOPMMPOBAHUIO HABLIKOB paboTbl C pas3nnyHbIMM BULAMY
MHChOPMaLIMK, PA3BUTUIO MO3HABATENbHBIX CNIOCOBHOCTEN 1 aKTUBHOCTY 0ByHaKoWMXCs,
(POPMUPOBAHMIO TaKMX KAYECTB IMYHOCTU, Kak OTBETCTBEHHOCTb 1 OPraHN30BaHHOCTb,
CaMOCTOSITENIbHOCTb MbILWIEHNS, CNOCOBHOCTb K CAMOPa3BUTUIO, CAMOCOBEPLIEHCTBOBAHMIO 1
camopeannsauum, BOCNUTLIBATb CAMOCTOSATENBHOCTb Kak JIMYHOCTHOE KavyecTBo Byayiero paboyero.
B HacTosiee BpeMs akTyabHbIM CTAHOBATCS TPEBOBAHUS K IMYHBIM Ka4eCTBaM COBPEMEHHOrO
obyyarowerocs ? yMeHMO CaMOCTOATENbHO NOMONHATL Y 0OHOBNATL 3HAHUS, BECTU CaMOCTOSITENbHbIN
nouck Heobxoammoro matepuana, 6biTb TBOPHECKON NMYHOCTHIO.
BHeayautopHas camocTosiTenbHas paboTta obyyarowmnxcs, aBnsaeTcs 06s3aTenpHon ons Kaxaoro
obyyatouierocs, onpenensietcs y4ebHbiM nnaHoMm. E€ HeobxoaAMMO OpraHn30BbLIBaTh Tak, YTOObI
obyyarowmiics NOCTOSAHHO NPeoLoNeBan NOCUbHbIE TPYAHOCTH, HO Y4TOOLI ypOBEHb TpeboBaHMi,
npeLbsBnsieMbix K 06ydatolleMycsi, He Bbil HAXE YPOBHS Pa3BUTUSI €r0 YMCTBEHHbIX CNIOCOBHOCTEN.
Llenb MeToamyecknx ykasaHuii cocTout B obecneyeHmmn aogekTMBHOCTM CaMOCTOATENBbHOM paboThl,
onpeneneHnn ee CoaepXaHus, yCTaHOBNEHNS TPebOoBaHM K 0OCOOPMNEHNIO U pe3ynbTaTam
CaMOoCTOSITENbHOW PaboThl.
OCHOBHbIMU LIENSIMI BHEAyANTOPHOV CAMOCTOSITENbHOM paboTbl 0By4yatowmxcst SBASOTCS:
- OBNafeHve 3HaHNsIMK, NPOCPECCUOHANBHBIMM YMEHUSIMU U HABbIKAMW AESITENbHOCTY MO NPOcunIIio
crneumansHOCTY;
npuobpeTeHne cnocoBHOCTN K CaMOCTOATENBHOMY MOUCKY paboThbl U TPYAOYCTPONCTBA;
- (POPMMPOBAHME FOTOBHOCTY K caMoobpa3oBaHUio, CaMOCTOATENBHOCTA U OTBETCTBEHHOCTH;
- pa3BuTME TBOPYECKOro NoAXoaa K peLeHuno npodbnem y4ebHOro 1 npoddeCcUOHaNbHOMO YPOBHS.
BbinonHeHne obyyalowmmMmncs BHeayIMTOPHbIX CAMOCTOSATENbHBLIX paboT cnocobeTeyeT
POPMUPOBaHMIO NPOXECCHUOHAMBHbBIX U 06X KOMNETEHLUIA, COOTBETCTBYIOWMX BULY
NPOgECCHOHANBHOM AeSTeNbHOCTM MO AUCLMMNIMHAM 1 NPOMECCUOHANBbHBIM MOLYNSIM.
CamocTosiTenbHble paboThl BbINONHATCS MHAMBUAYANbHO B CBOBOAHOE OT 3aHATUI BPEMSI.
Ob6yuvatowmiica obsizaH:
- Nepea BbINONHEHVNEM CaMOCTOSITENIbHOM paboThl, MOBTOPUTL TEOPETMHECKUI MaTepuan,
MPOMAEHHbIA Ha ayaNTOPHbBIX 3AHSATUSIX;
- BbINOMHUTbL PaboTy COrNacHo 3anaHuio;
- MO Kax Aol caMoCcTosTeNnbHoM paboTe NpeAcTaBnTb NPenoaaBaTento 0T4eT B MMCbMEHHOM BULE.
- OTBETWTb Ha NOCTaBNEHHbIE BOMPOCHI.

TecTmpoBaHue | MNpn caMocTosATENbHON NOAFOTOBKE K TECTUPOBAHWIO CTYAEHTY HEOHXO0AMMO:

a) roTOBSICb K TECTUPOBAHUIO, NpopaboTariTe NHOPMALMOHHbIN MaTepuan no

AncumnauHe.

MpokoHCYNbTUPYTECH C NPernoaaBatenem no Bonpocy Bolbopa y4ebHoi nutepatypb;

6) YeTKO BbISICHUTE BCE YCNOBUS TECTUPOBAHMUS 3apaHee. Bbl [OMXHbI 3HATh, CKONbKO
TecToB Bam 6yneTt npennoxeHo, CKONbKO BPEMEHN OTBOLMTCS HA TECTUPOBAHMWE, KakoBa cucTeMa
OLEHKWN pe3ynbTaTos U T.4.

B) NpucTtynas Kk pabote ¢ TecTamu, BHUMATENbHO 1 40 KOHLA NPOYTUTE BOMPOC U
npennaraemble BapuaHTbl 0TBETOB. BribepunTe npaBuibHble (MX MOXET BbiTb HECKONbKO). Ha
OTOENbHOM IMCTKE OTBETOB BbINUWMNTE LUdIPY Bonpoca 1 6yksbl, COOTBETCTBYIOLME
npasufibHbIM OTBETAM;

r) B NpoLecce pelweHns XenaTenbHO NPUMEHSTb HECKOMbKO NOAX0A0B B PeLeHNM

3a4aHus. 9To NO3BOMSIET MAKCMMABHO rMOKO ONepUpoBaTb METOLAMY PELEHNS, HAXOAS
Kaxabl pas onTUMasbHbIiA BAPUAHT.

n) ecnun Bbl BCTpeTunmn 4pessblyaiHo TPYAHbIA Ans Bac Bonpoc, He TpatbTe MHOMO

BPEMEHU Ha

Hero. [NepexoauTe K ApyruMm TectaM. BepHuTechb K TpyoHOMY BOMPOCY B KOHLLE.

e) 066;|3aTeano 0CTaBbTe BPEMS AJi5 MPOBEPKM OTBETOB, H4TOObI M36EXaTh MEXAHNYECKUX
ownbok.

PerucTtpaumnoHHbiii Homep 10290322319 AEKTPOHHBIH
CtpaHuua 14 ns 17. IBl YHHBEPCHTET
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pedepar TpeboBaHus K odhopMNeHnto pedoepaTa

O61beM pedpepata ? 20 ? 25 cTp. nevatHoro TekcTa. Wpndt ? He 6onee 14 pt, TimesNewRoman,
nHtepean ? 1,5, nons: BepxHee, HUXHee, nesoe ? 2 cM, npasoe 1,5 cm.

Ha TuTynbHOM nnucTe ykasbiBaeTcsl HasBaHue pabotbl, DO ctyaeHTa u rpynna, ®NO
npenonasaTens (Hay4HoOro pykoBoAMTENS), MPOBEPSIOLWErO 1 OLEHMBAIOWEro pedoepar,
HamMeHoBaHWe kadbeapbl 1 y4ebHoro 3aBeaeHusl. Tema pedgoepata MoXeT bbiTb CHOPMyNMpPoBaHa
CaMOCTOSITENBHO, MO COrNacoBaHnIo C NpenoaaBaTtesnem.

HaszeaHue paboTbl ochopMnsieTcs cnenyrowmm 06pasom:

Pethepat no ancumnnmHe ?0nepaumnoHHble CMCTEMbI? Ha Temy: 7?77

TekcT pedoeparta neyataeTcsi Ha O4HON CTOPOHE CTPaHMLbl; CHOCKM 1 MPUMEYaHUS NneYa-TatTcs Ha
TOW Xe CcTpaHuue, K KOTOPOI OHM OTHOCSTCS (Yepe3 1 nHTepsan, 6onee MENKMUM WPUEPTOM, YEM
TekcT). OCHOBHOI TEKCT OOMKEH CONPOBOXAATLCS IIOCTPATUBHBIM Matepunanom (PUCYHKN,
dooTorpacoum, anarpammel, Cxembl, Tabnuubl, Nporpammel). Ecnv B 0CHOBHOW YacTu coaepxarcs
LMTaTbl UK CCbINKW Ha BblCcKa3blBaHMS, HEOBX0AMMO yKasaTb HOMEP CTOYHMKA MO CrUCKY,
npvBeaeHHOMY B KOHLE pedpepara, 1 CTpaHuULy B KBaApaTHbIX CKoBKax B KOHLE LUTaTbl MW CChINKMU.
Pedbepar ? 310 KpaTkoe N3noXeHne B MMCbMEHHON OOpPME COAEPXaHNS NPOYUTAHHBIX KHUT 1
IOKYMEHTOB; coobleHne 06 nTorax n3y4eHns Hay4Horo BONpoca; Aokan Ha onpeaeneHHyo Temy,
OCBeLLaoIWNIA ee BONPOCHI HA OCHOBE NUTEpPaTypPHbIX 1 APYrUX NCTOYHMKOB. Lienbto HanmncaHms
pedoepata sBnsietcs yrnybneHne s3HaHUin No KOHKPETHO Npobneme, nony4yeHne HaBblkoB PaboTbl ¢
Hay4HOIh U Hay4HO-MoNyNsipHO nuTepatypoii. Pabota Hag pedoepaToM TpebyeT, Kak NpaBuio, He
MeHee Mecsua.

B npouecce pabotbl Han npobnemoit HeobxoaMMo:

? Bbl4NEHUTb Npobnemy;

? caMocTosITeNbHO U3y4nNTb NPO6NeMy Ha OCHOBE NepPBONCTOYHUKOB;

? naTb 0630p MCMNONb30BaAHHON NUTEPAaTYpPbI;

? nocnepoBaTtenbHO 1 [0Ka3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWNbHO 0GOOPMUTL CChINIKA Ha UCTOYHUKN.

2. Obsi3aTenbHble CTPYKTYPHbIE aneMeHThbl pedpeparTa:

1. BBeneHue, B KOTOPOM ONMCbIBAETCS akTyalbHOCTb Npobnembl, onpenensioTcs uenv 1 3agaqa
pedepata; 06beM BBeaeHust ? 1 - 2 ctpaHuubl.

2. ConepxaHuwe.

3. TekcT pechepaTa OOMXKEH coaepxarb:

? obocHoBaHWe BblOpaHHON TEMb;

? CpaBHUTENbHbIA aHanNM3 nuTepatypbl Mo Npobneme;

? N3n0XeHne COBCTBEHHON TOYKM 3peHUst Ha Npobnemy;

? BbIBOAbI 1 NPEANIOXEHNS;

? 3aKno4yeHne.

4. Cnncok Mcnonb30BaHHbIX MCTOYHMKOB [OMXEH odhopMnaTbes B cooTBeTcTBMM ¢ TOCToOM 1 MoxeT
coflepxaTb He TONbKO HAa3BaHMUsS! KHUT, XXYpHAarnoB, raset, HO 1 Ntobble NCTOYHMKM MHGopMaLIMK
(HanpumMep, cBeneHns 13 cetn VIHTepHeT, nHdopMaumio U3 Tene- N paano-nepenad, a Takxe
yacTHble coobLeHns Kakmx-nnbo cneumnanucTos, BoickasaHHble B MNYHbIX 6ecenax nx ¢ aBTOPOM
pedhepara).

Pedbepar nsnaraetcst 4OCTYMNHbIM HAYYHbIM (HAy4HO-NOMYNSPHBIM) A3bIKOM B OTHOCU-TENBHO CXAaTOoM
dhopMe C NCNOoNb30BaHNEM 0ONErYeHHbIX CUHTaKCUYECKMX KOHCTPYKLMA. Takme KOHCTPYKLMN MOryT
cTaTb cBoeobpasHbIM NnaHoM peddepaTuBHOI cTatbl: ? B paccMaTpmBaeMoli ctatbe CTaBUTCS pag
BonpocoB ?ABTOp noayepkmeaeTt, 4To ? bonee noapobHo paccMoTpeHa npobnema? AHanmampytotcs
pasHble TOYKW 3peHns ? B 3aknioyeHne HeobxoamMmMo OT-MeTUTb YTO ?7? 1 T.[4.

Mpwn BbICTAaBNEHNN OLIEHKN 3a pedoepar y4mTbiBalOTCS Cleaytowme KOMMNOHEHThI:

? cofepxartenbHas 4acTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06 beM
NpoaHanM3npPoBaHHbIX UCTOYHMKOB U T.1.);

? odbopmneHne (COOTBETCTBUE CTAHAAPTY, SCTETUKA 0COOPMIEHNS, HANNYNE UNNIOCTPATUBHOIO
martepuana v T.n.);

? 3awuTa pedpepara (opMeHTauns B TEKCTe pedpepara, OTBETbl Ha BONPOCHI 1 T.M.).

Pedbepar cpoaetcs B oTne4yaTaHHOM BMIE M HA 91EKTPOHHOM HOCUTENE.
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Bup pabot MeTtoaunyeckue pekomeHaauum

3ayer oTOBUTBLCS K 3a4eTy HeobX0AMMO NocnenoBaTesibHO, C Y4ETOM KOHTPOSbHbIX BONPOCOB,
paspaboTaHHbIX BeoywmM npenoaaeaTtenem kacgenpbl. CHavana cnenyet onpeaenntb MecTo
KaXX[0oro KOHTPOJSIbHOrO BOMPOCAa B COOTBETCTBYIOWEM pasfene TeMbl y4ebHol nporpamMmel, a 3aTem
BHMMATENbHO NPOYUTATb M OCMbBICNINTL PEKOMEHAOBAHHbIE HAay4Hble PaboThbl, COOTBETCTBYOLWME
pasnernbl peKoMeHa0BaHHbIX y4ebHMKOoB. MNpu 3TOM NonesHo nenatb XoTs Obl caMble KpaTkme BbIMUCKU
1 3ameTkn. PaboTy Han TEMOI MOXHO CHMTATb 3aBEPLIEHHON, ECNIN Bbl CMOXETE OTBETUTL Ha BCE
KOHTPOMbHbIE BOMPOCH! U Aatb ornpeneneHne noHATNin No n3y4aemoim Teme.

Lnsi obecneyeHnsi NONHOTLI OTBETA HA KOHTPOJbHbIE BOMPOCHI 1 NyYLIero 3anoMUHaHNS
TEOPETNYECKOro MaTepmana PeKOMEHOYETCS COCTaBNATb NNaH OTBETA HA KOHTPOMbHbIA BONPOC. OTO
MO3BONNT C3KOHOMMWTb BPEMS 4151 MOArOTOBKM HEMOCPEACTBEHHO Neper 3a4eToM 3a cyeT obpalleHms
He K nuTepartype, a K CBoMM 3anucsm. [MNpu noarotoBke HE0OX0AUMO BbISIBASITL Hambonee CnoxHole,
IMCKYCCUOHHbIE BOMPOCHI, C TEM, 4ToBbl 06CyanTb UX C NpenoaasatenemM Ha 0630pHbIX NEKLMSX U
KOHCYyNbTaLUUSX.

Henb3s orpaHnynBaTb NOArOTOBKY K 3a4€Ty NPOCTbIM NOBTOPEHNEM U3YYEHHOrO MaTtepuana.
Heobxoommo yrnybutb 1 paclumpnTb paHee npuobpeTeHHbIe 3HAHUSI 32 CYET HOBbIX MOEeN 1
MONOXEHWUNA.

Pesynbtat no caaye 3adeta 06baABNSETCA CTyAeHTaM, BHOCUTCS B 9K3aMEHALMOHHY0 BEAOMOCTb.
HesayeT npocTaBnsieTcst ToNbKo B BeaoMocTu. Nocne Yero ctyaeHT ocBoboxaaeTtcs oT fAanbHelwero
NPUCYTCTBUSA Ha 3a4eTe.

Mpw nony4yeHUn HezadveTa NOBTOPHAS caadva OCylWeCTBSETCS B ApYyrne OHWU, YCTaHOBEHHbIE
JekaHaToM.

MonoxunTenbHas oueHKa '3a4TeHO' BbICTaBNSIETCSl, €CNW CTYOEHT YCBOMN y4ebHbIin MaTepuarn,
ncyepnbiBaoLe, NOrM4eckun, rpamoTHO U3NIOXMB ero, Nokasasn 3HaHus cneunanbHOW NuTepaTypbl, He
Jonyckan CylWeCTBEHHbIX HETOYHOCTEN, a TakXe NpaBuiibHO NMPUMEHSIN MOHATUIHBIA annapar.

10. MepeuyeHb MHGPOPMALLMOHHBIX TEXHOJOIMM, UCMOJNb3YeMbIX NMPU OCYLLECTBNIEHUN 06pa3oBaTe/ibHOro
npouecca no gucuuniavHe (Moayno), BKalouYas nepedyeHb NporpaMMHoOro obecneyeHns U MHGOOPMaLLMOHHDBIX
CnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

OcBoeHure gucumnnnmnHbl "TexHoNorns 3awmTbl MHpopmMaumu" npegnonaraeT UCNoNb30BaAHUE CNELYIOWErO NPOrPaMMHOro
obecneyeHns 1 MHPOPMALIMOHHO-CNPABOYHBIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows Professional 7 Russian

MakeT odoucHoro nporpammHoro obecnedveHusi Microsoft Office 2010 Professional Plus Russian
Bpaysep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI

YyebHo-MeToan4eckas nutepatypa st JaHHOW AUCUMMANHBI UIMEETCS B HANIMYMK B 3NIEKTPOHHO-BUBNIMOTEYHO cucTeme
"ZNANIUM.COM", nocTyn K KoTopoi npenoctaeneH obyyatowmmest. I6C "ZNANIUM.COM" coaepXuT npomaseneHns
KPYMHENLWMX POCCUNCKUX YHEHBIX, PYKOBOAUTENEN rOCYyAapCTBEHHbIX OPraHoB, nNpenogasarenei segyLmx By30B CTPaHbl,
BbICOKOKBaNMULMPOBaHHbLIX CNELMANNCTOB B pas3nnyHblx cdoepax busHeca. PoHn 6ubnmotekn cpopMmnpoBaH ¢ y4eToM
BCEX M3MEHeHU obpa3oBaTe/bHbIX CTaHAAPTOB U BKNOYAET y4ebHMKN, y4ebHble nocobus, yuebHo-MeToanyeckme
KOMMMeKChbl, MOHOrpadum, asTopeeparhl, Auccepraumm, SHUMKNoNeaun, CRoBapu U CNPaBoYHNKN,
3akoHo4aTeNbHO-HOPMAaTUBHbIE LOKYMEHTbI, CrieumanbHble Nepuognyeckme n3gaHns n u3naHus, Boinyckaemble
nspartenbctesamu By3oB. B HacTosiwee Bpemst 35C ZNANIUM.COM cooTBeTCcTBYET BCEM TpeboBaHMsIM doeieparnbHbiX
rocynapcTBeHHbIX 06pa3oBaTenbHbIX CTaHAapToB Bbicwero obpasoBaHus (PFOC BO) HOBOro NokoneHus.

YyebHo-MeToamYeckas nurepatypa onsi LaHHOW OUCLMNANHBI IMEETCS B HANNYMU B 3NIEKTPOHHO-BMBNNOTEYHON crncTeme
NapaTenbcTBa "MaHb" , BOCTyN K KOTOPOM NpenocTtasneH obyyatrowmmes. 96C NapaTtenbcTea "MaHb" BkoyaeT B cebs
3MIEKTPOHHbIE BEPCUM KHUT n3patenbcTea "flaHb" 1 opyrux BeLylwmx n3natenbeTs y4ebHoM nutepaTypsbl, a Takxe
SNEKTPOHHbIE BEPCUU NEPUOLNYECKUX U3OaHWNI NO €CTECTBEHHbIM, TEXHNYECKMM 1 r'yMaHUTapHbIM Haykam. O96C
NapaTenbcTBa "MaHb" obecneynBaeT fOCTYN K HAYYHOW, y4ebHO nuTepaType 1 HayYHbIM NEPUOLNYECKM U3LAHUSIM MO
MaKCMMarnbHOMY KONMYECTBY NPOUNIbHBIX HAMPaBNEHUA C COBNOAEHNEM BCEX aBTOPCKUX U CMEXHBIX MPas.

11. OnucaHue MatepuanbHO-TeXHMYecKon 6a3bl, He06X0AMMOW AN OCyLUeCcTBNeHusi o6pa3oBaTefibHOro
npouecca no aucuunnuHe (Moayno)

OcBoeHve gucumnnanHbl "TexHonorns 3awntbl MHCopMauun" Nnpeanonaraet UCNoNb30BaHME CneayowWwero
MaTepranbHO-TEXHUYECKOro 06ecneyeHus:

KomnbloTepHbIii knace, npeacTaBnsowmin coboit paboyee Mecto npenoaaeatenst U He MeHee 15 paboynx MecT
CTYLEHTOB, BK/IOYAIOWMX KOMNbIOTEPHbBIA CTON, CTYN, MEPCOHalbHbIA KOMMbIOTEP, IMLEH3UOHHOE MPOorpamMmMHoe
obecneyeHune. Kaxaplii KOMNbIOTEP MMEET WMPOKOMONOCHBIM [OCTYN B ceTb MIHTepHeT. Bce KoMNbioTEpbI MOAKMKOYEHbI K
KoprnopaTnBHOW KoMMbioTepHon cetu KPY 1 Haxopatcs B €AMHOM JOMEHe.
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CneumnannsmpoBaHHas naboparopus ocHalleHa 06opynoBaHMeM, He0OX0AMMbIM N5 NPOBEeAEHUS nabopaTtopHbix paborT,
NPaKTUYECKMX 3aHSATUIA 1 CAMOCTOSTENbHOM PaboThbl N0 OTAENbHBIM AUCLUMIMHAM, @ TakXe NPakTUK 1
Hay4Ho-nccneposatenbckol pabotel obyyatowwmxcs. Jlabopatopus paccyMTaHa Ha 0AHOBPEMEHHYIO paboTy
obyyalowmxcs akaaemMmyeckoin rpynnel 1Mbo noarpynnbl. 3aHATUS NPOBOASTCS NOL, PYKOBOLCTBOM COTPYAHMKA
YHUBEpPCUTETA, KOHTPONMPYIOLLETO BbINOSHEHME BMAOB y4ebHOM paboThl 1 cobnofeHme npasun TexHUKKM 6e3onacHoCTy.
KayecTBeHHbI 1 KONMYECTBEHHbIN COCcTaB 060PYL0BAHNS 1 PACXOAHBIX MATEPUAIOB ONPeLENseTcs CneLnguKon
o0bpa3zoBaTtenbHbIX MPOrpPamMm.

12. CpencrtBa apanTtaumm npenogaBaHUsl GUCLUM/IMHBI K NOTPe6HOCTAM 00y4YaloLLuXcsi MHBaNMA0B U NNL, C
OorpaHUyYeHHbIMU BO3MOXHOCTSIMA 34,0POBbS

I'Ip|/| HeobXooMMOCTU B o6paaoBaTean0M npouecce NpuMeHsaTCa cnegyowme Metonbl U TEXHONOrnn, obneryatouime
BOCNpUATUE UHPOopMaLnUmM o6yqa+ou1|/|M|/|csa nHBanngamMn n nmuamm ¢ orpaHN4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- CO3[aHne TEKCTOBOW BEPCUM NMIOBOro HETEKCTOBOMO KOHTEHTA LIS €0 BO3MOXHOro npeobpasoBaHus B
anbTepHaTVBHbIE POPMbI, YO0OHbIe AN pa3NnYHbIX NONb30BaTene;

- CO30aHNEe KOHTEHTAa, KOTOprI\/'I MOXHO NpencTtaBuUTb B pa3/IndHbIX BUOAX 6e3 noTtepun OoaHHbIX UK CTPYKTYpPbI,
npenycMoTpeTb BOSMOXHOCTb MaCLIJTaél/IpOBaHI/Iﬂ TeKCTa un |/|306pa>KeH|/||7| 6e3 noTtepun Ka4ectea, NpenycMoTpeTb
OOCTYMNMHOCTb ynpaBneHnsa KOHTEHTOM C KnaBuaTypbl;

- CO3[4aHVe BO3MOXHOCTEW AJis 06y4atoWmxcsl BOCMIPUHUMATL OLHY W Ty XX€ MHPOPMaLMIO U3 PasHbIX NCTOYHIKOB -
HarmpuMmep, Tak, 4Tobbl NMLA C HAPYLWEHWUAMI Clyxa NOMyYani MHGOPMALLMIO BU3YalibHO, C HAPYILEHWSIMU 3PEHUS -
aynanbHo;

- MPUMEHEeHNe NPorpaMMHbIX CpencTs, obecrneynBatowmx BO3MOXHOCTb OCBOEHNS HAaBbIKOB 1 YMEHWIA, CDOPMUNPYEMBIX
OVNCLUMNMINHOM, 3a CYET anbTepHaTUBHbLIX CNOCOO0B, B TOM YUCNE BUPTYanbHbIX NabopaTopuin u CUMYNSILUOHHBIX
TEXHONOINIA;

- MPUMEHEHNE ONCTAHUMOHHBIX 0Bpa3oBaTenbHbIX TEXHONOIMIA AN1s Nepeaayn MHGopMaLum, opraHn3aunm pasnmyHbIX
(POPM MHTEPAKTNBHOW KOHTAKTHOW paboThl 0Byyarolwerocs ¢ npenogasaTeneM, B TOM Yucne BebrHapoB, KOTOPbIE MOTYT
6bITb MCNONb30BaHbI A5 MPOBEAEHNS BUPTYabHbIX NEKLUA C BO3MOXHOCTbIO B3aVMOLENCTBUS| BCEX YHACTHUKOB
OUCTAHUMOHHOIO 06y4eHUs!, NPOBELEHUS CEMUHAPOB, BBICTYMIEHUS C LOKNALAMU U 3aALMTbI BEINOSHEHHBIX paboT,
NpPoBeAeHNs TPEHUHIOB, OPraHU3aLMy KONNEKTUBHON paboThl;

- NPYMEeHeHNe AUCTaHUMOHHbBIX 06pa3oBaTenbHbIX TEXHONOIMIA NS OpraHM3aummn oopM TEKYILEro 1 NPOMeXyTOYHOro
KOHTPONS;

- YBENNYEHME NPOLOIXNTENIbHOCTYU caaqm oby4atolwyMcst UHBANUOOM UK NINLOM C OFPaHnYeHHbIMU BO3MOXHOCTSMI
3[0p0Bbs DOPM NMPOMEXYTOYHON aTTECTALMMN MO OTHOLWEHWIO K YCTaHOBIEHHOW NMPOAONXUTENBHOCTY UX COAYN:

- NPOAONIXXUTENNIbHOCTN COoavn 3a4yéTa nnm aK3ameHa, nposoaonMoro B NMUCbMEHHOMN doopme, - He 6onee 4em Ha 90 MUHYT;

- NPOOONXNUTENbHOCTM NOAroTOBKM 06y4atollerocs K 0TBeTy Ha 3a4éTe Unn aK3ameHe, NPOBOAVMOM B YCTHOM doopMe, - He
6onee 4yeM Ha 20 MUHYT;

- NPOLONXMNTENBbHOCTUN BbICTYMNEHNS o0byyatolerocs npu 3awmTe KypcoBoi paboTbl - He Bonee Y4em Ha 15 MUHYT.
Mporpamma cocTaBneHa B cooTseTcTBUmM ¢ TpeboBaHnamMm GrOC BO n y4ebHbiM nnaHom no HanpasneHuto 09.04.01

"iHchopmaTrka u BblYUCIUTENbHASA TEXHMKA" 1 MAarucTepckoi nporpamme TexHonorns pa3paboTky NporpaMmMHoro
obecneyeHns .
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