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Mporpamma omcumnnmHel "MIHpopMaLmoHHas 6esonacHocTb"; 09.03.01 HdopmMaTyka 1 BblYUCIUTENBHAS TEXHMKA; OOLEHT, K.H. Xa3nes

CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pe3ynbTaToB 0byyeHust No aucumnInHe (Moaymo), COOTHECEHHBIX C MaHNPyeMbIMU
pesynbTatamy 0CBoeHMsi 06pasoBaTebHOM NPorpamMmel

2. MecTo oMcuUMNnHbI B CTPYKTYpEe OCHOBHOM NpodpeccuoHanbHoi 06pas3oBaTtenbHOM NporpamMmbl Beicluero obpasoBaHus

3. Ob6bem ancumnnnHbl (MOJJ,yJ'IF!) B 3a4eTHbIX eanHnuax Cc ykadaHnem Konmyecrtea 4acoB, BblAeNIeHHbIX HA KOHTakKTHYO
paboTy obyyatowmxcsi ¢ npenoaasatenem (Mo Bugam y4ebHblx 3aHATW) 1 HA CaMOCTOSITENbHYO paboTy 0byHatoWwmnxcs

4. ConepxaHvie OMcUMNvHbl (MOgyns), CTPYKTYPUPOBaHHOE Mo TeMaM (pasgaenam) ¢ ykasaHueM 0TBEAEHHOro Ha HuX
KONMYeCTBa aka4eMNYeckmx YacoB 1 BULOB y4eOHbIX 3aHATUIA

4.1. CTpyKTypa 1 TEMATMYECKUIA NNaH KOHTAKTHOW 1 CAMOCTOSATENbHOM paboTbl MO LUCUUMNAVHE (MOLYIIO)

4.2. CopepxaHvne oUCLUNINHbI

5. MepeyeHb y4ebHO-MeTOANYECKOr0 0BecrneyeHnst 4is CaMOCTOSTENbHOM paboThl 0ByJaOWUXCSA N0 ANCLUMINHE
(Momynio)

6. POHLA OLLEHOYHbIX CPeacTB No ANCUUNANHE (MOLYN0)

6.1. MNepeyeHb KOMNETEHLWIA C yKa3aHNeM 3TarnoB UX (hOpMMPOBaHMS B MPOLIECCEe OCBOEHUSI 06pa3oBaTefbHOM
NPorpammbl 1 POPM KOHTPONS UX OCBOEHUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHUA KOMMEeTEHUMI Ha pas3nuyHbIX aTanax ux goopmMnpoBaHus,
onncaHue wkan oueHnBaHu4

6.3. Tunosble KOHTPONbHbIE 3a4aHNA NN NHble MaTepuanbl, HGOﬁXO,D,I/IMbIe Ans OueHkKu 3HaHI/II7I, YMeHI/II7I, HaBbIKOB U
(unun) onbiTa 0EATENbHOCTU, XapakTepUayoLMX 3Tanbl (POPMNPOBAHNS KOMMETEHUNIA B NPOLECCe OCBOEHNS
06pasoBaTtenbHON NporpamMmbl

6.4. MeTtoounyeckne martepuansbl, onpegendtowmne npouenypbl oLleHnBaHnA 3HaHWN, yMeHVIVI, HaBbIKOB U (I/IJ'II/I) onbiTa
0eaTeNnbHOCTN, XapakTepusyrwmx atansbl PopM1MpoBaHns KOMMeTeHUunmn

7. MNepeyeHb OCHOBHOM 1 JOMONHUTENLHOW y4ebHOW nMTepaTypbl, HEO6X0AMMON AN OCBOEHMS AMCUMUMINHBI (MOLYNS)
7.1. OcHoBHas nutepatypa

7.2. ononHutensHasa nutepatypa

8. MepeyeHb pecypcoB NHOPMALMOHHO-TENEKOMMYHMKALMOHHON ceTn "MIHTEpPHET", HEOBX0ANMBIX LSt OCBOEHUS
AVCUMNNUHBI (MOOyNS)

9. MeToamyeckure ykazaHus ons oby4alowmxcs No OCBOEHNIO ANCLMNANHBI (MOOYNS)

10. MNepeyeHb MHPOPMALMOHHBIX TEXHONOTUIA, UCMONb3YEMbIX NPW OCYLLECTBIEHNN 06pa3oBaTeNbHOr0 NpoLecca no
OUCUMMNAVHE (MOLYNI0), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns U MHGOPMAaLIMOHHbBIX CMPABOYHBIX CUCTEM (MpU
HeobXxo4MMOoCTK)

11. OnncaHne matepuanbHO-TEXHUYECKOR 6a3bl, HEOOXOAUMON AN OCYyIEeCTBNEHUS 06pa3oBaTeNbHOro npouecca no
aucumnianHe (Moaynio)

12. CpencTBa agantauuv npenogaBaHns AUCLUMNUHBI K NOTPEBHOCTAM 06yyatoWwmxcs MHBANULOB 1 UL, C
OrpaHnyYeHHbIMN BO3MOXHOCTSAMU 340POBbS
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Mporpammy oucumnnuHbl paspaboTan(a)(m) ooueHT, K.H. Xasues 3.J1. (Kadenpa nHopmMaLmoHHbIx cuctem HIA,
OTneneHne MHAPOPMALMOHHBIX TEXHONOMMIA U aHepreTnyeckmx cuctem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHUPYEMbIX pe3ynbTaToB 06y4eHUsi MO AUCLMMIINHE (MOLY/I0), COOTHECEHHbBIX C MaHUpPyeMbIMM
pesynbTataMm oCBoeHusi o6pa3oBaTtenbHON NPorpaMmbi

BbII'IyCKHI/IK, OCBOUBLINIA AOuncunninyy, OonxXeH obnapatb cnenyrowmMm KOMNeTeHUNAMIn:

LWndop PaclumndppoBka
KOMMNeTeHLuun npuobpeTaeMorn KOMNeTEHLUN
Orik-3 CnocobeH pelwaTb cTaHLapTHbIE 3a4a4y NPOECCOHANbHON AeATENbHOCTU Ha

OCHOBE MHGOPMALMOHHON 1 61bAMorpadoMyeckoit KynbTypbl C MPUMEHEHUEM
MHEPOPMALVOHHO-KOMMYHUKALMOHHbBIX TEXHONOTWIA U C Y4ETOM OCHOBHbIX
TpeboBaHNin MHOPMALMOHHOM 6e30MacHOCTY;

BbINyCKHWK, OCBOMBLIWIA AUCUUNANHY:

JlonxeH 3HaThb:

©- MeTonbl 1 cpenctea obecrnevyeHns HPOPMaLMOHHOV 6e30MacHOCTM KOMMbIOTEPHbBIX CUCTEM
JonxeH ymeTb:

- 03b|6|/1pan:, KOMMNeKcnpoBaTb 1 aKCnyatTupoBaTtb NporpaMMHo-annapaTHble CpeancTea B CO34aBaeMblX
BblYNCNNTENBbHbBIX N MHAPOPMALMOHHbBIX CUCTEMAX U CETEBbLIX CTPYKTYpaXx;

©- CTaBuTb 3a4avy 1 paspabaTbiBaTb airopyuTM €€ PelleHust, NCNOoNb30BaTb NPUKNaaHbIE CUCTEMBbI
nporpamMrpoBaHusi, paspabaTbiBaTb OCHOBHbIE MPOrPaMMHbIE LOKYMEHTbI

JonxeH Bnanetb:

©- A3blKamMu NPOLLeayPHOro U 06 bEKTHO-OPMEHTUPOBAHHOIO NPOrPaMMUPOBaHNS, HaBblkaMy paspaboTku 1 oTNaaKu
MPOrpamM He MEHEE YEM Ha OLHOM U3 aNrOPUTMNYECKMX NMPOLIEAYPHBIX A3bIKOB NMPOrPaMM1POBaHUS BbICOKOTO YPOBHS

2. MecTo AuCUUNNUHBI B CTPYKTYpPEe OCHOBHOW NpodbeccnoHanbHOU o6pa3oBaTe/ibHOMN NporpaMmbl BbICLLErO
obpa3oBaHus

DaHHas yuebHas aucumnnmHa BkoyeHa B pasgen "61.0.14 OucuunnmHbl (Mooynm)" OCHOBHOI NpodheccMoHansHom
obpasoBatenbHoii nporpammel 09.03.01 "MHopmaTrka 1 BeldUCINTENbHAs TeXHUKa (ABTOMATU3NPOBaHHbIE CUCTEMBI
06paboTkn MHGopMaLUK 1 ynpaBneHns)" 1 0OTHOCUTCS K 0083aTeNbHbIM ANCLMNANHAM.

OcBauBaeTcs Ha 4 kypce B 7, 8 cemecTpax.

3. O6beM AUCUMNMJIUHDI (MO,IJ,ynSl) B 3a4eTHbIX eAuHULLaX C yKa3aHMeM KoJinyecTBa 4YacoB, BblaeJIeHHbIX Ha
KOHTaKTHyI0 paboTy obyualoLmxcs ¢ npenogasarenem (Mo BUOaMm yd4ebHbIX 3aHATUN) U Ha CaMOCTOSITENbHYIO
paboty obyuaromxcs

O6was Tpyn0eMKOCTb AUCLIMININHBI COCTaBASET 5 3a4eTHbIX(ble) eauHmML(bl) Ha 180 yaca(os).

KoHTakTHasi paboTa - 26 4aca(oB), B TOM Yucie nekuun - 10 yaca(os), npakTnyeckne 3aHsaTus - 0 yaca(os),
nabopatopHble paboTbl - 16 yaca(oB), KOHTPONb CAMOCTOSITENbHOM paboThl - 0 Yaca(os).

CamocTtositenbHas pabota - 145 yaca(os).
KoHTponb (3a4€T / ak3ameH) - 9 yaca(os).
dopma NPOMEXYTOYHOrO KOHTPONS ANCLUMINHBI: OTCYTCTBYET B 7 CEMECTPE; 9K3aMeH B 8 ceMecTpe.

4. CopepXaHue OUCLMIMINHDBI (MOAYNS), CTPYKTYPUPOBaHHOE MO TeMaM (pa3genam) C yKkasaHMeM OTBEA,EeHHOro Ha
HUX KONMYECTBa aKaZleMMYeCKMX YacoB U BUAOB YYEOHbIX 3aHATUN

4.1 CTpyKTypa 1 TeMaTM4yeckuii niaH KOHTaKTHOM U CaMOCTOSITe/IbHOM PaboThbl N0 AUCLUNAUHE (MOJYNIO)

Buabl u yachbl
KOHTaKTHOM paboThbl,
N Pa3penbl aMcuunivHbl / Cemect X TPYDOEMKOCTb CamocTtosiTenbHas
monyns P (B yacax) pa6ota
MpakTuyeckuelllabopatopHble
Jlekuum 3aHATUSA paboTbl
1 Tema 1. [NpaBoBoe obecrnevyeHune v 0 0 0 5
‘|nHdbopmaLumoHHo Be3onacHocTU
PerncTpaumorHbiit Homep 10290275219 OBAEKTPOHHEH
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Buabl n yachbl
KOHTaKTHOW paboThbl,
Paspenbl pucumMnavHebl / WX TPyAOEMKOCTb CamocTosiTenbHasi
N Moayns Cemectp (B yacax) paborta
MpakTnyeckumellabopaTtopHbie)
Jlekumn 3aHATUSA pabortbl
Tema 2. OCHOBbI MHCPOPMALMOHHOM
2. 6e3onacHoCTu / 0 0 0 6
Tema 3. BesonacHocTb
8. onepaunoHHbIX CUCTEM / 1 0 0 8
Tema 4. besonacHOCTb
4. BbIYNCNTENbHbIX CETEeNn 7 2 0 0 8
Tewma 5. BesonacHocTb cucTem
5 ynpasneHus 6asamu LaHHbIX / 1 0 0 8
Tema 6. OpraHmsaunoHHoe
6./obecneyeHne NHOPMALIMOHHOA 8 0 0 4 16
6e3onacHoCTu
Tema 7. lNporpamMmHo-annapaTHble
7. cpencTsa 3awnTbl MHGopMaLmm 8 2 0 4 16
Tema 8. Kpuntorpadmyeckne
8. METObl 3aWmnTbl MHOOPMaLIMK 8 2 0 4 49
Tema 9. KomnnekcHoe obecnedyeHune
9.[uHPopMaumoHHo 6esonacHOCTK 8 2 0 4 32
aBTOMaTN3MPOBAHHbBIX CUCTEM
NToro 10 0 16 145

4.2 CopepxaHue OUCLUMIUHDI
Tema 1. NpaBoBoe ob6ecneyeHne MHcopmaLMoHHOM 6e3onacHOCTU

KOHCTUTYLIMOHHbIE FrapaHTUK Npas rpaxaaH Ha MHAPOPMaLMIo 1 MeEXaHN3Mbl X peanusaumu. NoHaTve n Buabl
3awmwaemor nHcpopmaumm no 3akoHoaatenscTey P®. Cuctembl 3awmnTbl roCyfapCTBEHHON TalHbl U
KOHbUAEHUMaNbHON MHdopMaLuun. JTnueHsnposaHme 1 ceptudukaums B obnactv 3awmutel FocyapCTBEHHON TaliHbI 1
KOHbUAEHUMaNbHOM MHgopMauun. 3awmTa nHTennekTyanbHon cobecteeHHocTh. MNpectynneHus B cdoepe
KOMMbIOTEPHON MHJPOPMAaLINN.

OpraHn3aunoHHo-NPaBoBoe obecrneyeHre 3alnTbl KOMMbIOTEPHO MHApopMaUMH.

N3yueHue cuctembl 3awmTbl KOHPUOEHUMANBHOW MHApopMaumu. Mogenu nHgopmaLmoHHol 6e30MacHOCTY;
MEXAyHapoHble N OTEYECTBEHHbIE CTAHAAPTbI MHPOPMALMOHHOW Be3onacHOCTM, nonuTuka 6e3onacHoCTy;
nokasaTtenu 3alWneHHOCT CPEACTB BbIMUCIMTENBHOW TEXHVKU U KNACChl 3aWMEHHOCT aBTOMATU3MPOBAHHbBIX CUCTEM
0T HECAHKLIMOHVPOBAHHOMO [OCTYNA.

Tema 2. OcHOBbI MHC(pOpPMaALIMOHHOW 6e3onacHOCTU

MoHsTMe HaunoHanbHol 6esonacHocT Poccuitickoin Pepepaunn. MiHgopmaunoHHas 6esonacHocTb (UB) B cucteme
HaumoHanbHoi 6e3zonacHocT PP, npobnembl MHGOPMALUMOHHOR BOHbI. OCHOBHbIE MOHSTUS, 0bWeMeToaonornyeckme
npuvHUunbl Teopun NB. Moaenu nHopMaUnoHHo 6e30MacHOCTU; MEXOYHAPOAHbIE N OTEYECTBEHHbIE CTaHaaPThI
VHgOpMaLMoHHo 6e3onacHOCTW, MoNUTUKa 6e30NacHOCTMW; NoKasaTeny 3aluLLeHHOCTM CPELACTB BblUCIUTENBbHOW
TEXHWKWN U KNacchbl 3aWNLLEHHOCTN aBTOMaTU3MPOBAHHBLIX CUCTEM OT HECAHKUNOHMPOBAHHOMO Aoctyna. Yrpo3asl Ub.
OueHka u ynpaeneHue puckamu. ObecrnedveHne KOHMOEHUMANbHOCTN, LENOCTHOCTM U AOCTYNHOCTU MHCPOPMaLIM.

O6ecneveHne 6e30MacHOCTU 9NEKTPOHHON NOYThI Npu paboTe B cetn MIHTepHerT.
OtpaboTka 6esonacHblx MexaHn3MoB paboThl C MOYTON B ceTn IHTepHeT.

Tema 3. Be3onacHOCTb onepaLUOHHbIX CUCTEM

Obwas xapakTepucTuka onepaunoHHbIX cucteM. HasHadeHre, BO3MOXHOCTM, MOAeNu 6e30nacHOCTY OnepaLyoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHusauus ynpasneHns goctynom u 3awmtbl pecypcos OC.
OcHoBHblE MexaHM3Mbl He30MacHOCTW: CPeacTBa U MeToabl ayTeHTudprkauum B OC, Mogeny pasrpaHnmyeHns JocTyna,
opraHm3aums n Ucnonb3oBaHvne cpencTs ayauta. AoMuHmuctpuposaHne OC: 3agaym v NPUHLMUMABLI CONPOBOXAEHMNS
CMCTEMHOr0 NMPOorpaMmMHoro obecneveHusi, reHepaums, HaCTPONKa, M3MePEHNE NPON3BOLNTENbHOCTM 1 MOAMcMKaLMS
cucTeM, ynpaeneHue 6esonacHoctbio OC.

BesonacHOCTb onepaLmnoHHbIX CUCTEM.
N3yyeHne ocHOBHbIX MexaHn3mMoB HesonacHocTn OC: cpenctea U MeTonbl ayTeHTudpmkaumm B OC, mogenu
pasrpaHuyeHuns 0ocTyna, opraHn3auuns n ncrnonb3oBaHue CpeacTs ayamra.

Tema 4. be3onacHOCTb BbIYUCINTENbHbLIX CeTen
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BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum
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MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsaok opraHM3aumn 1 ocyLecTBleHNs 0bpasoBaTenbHON AeaTenbHOCTY No 06pasoBaTesibHbIM NPOrpaMMam BbICLIEro
obpaszoBaHus - nporpammam bakanaepuata, nporpamMmam crieyuanuteta, NporpaMmmam MarmcTpatypbl (YyTBepXaeH
npvkaszom MuHuctepcTea obpasoBaHusi U Hayku Poccuiickoin @enepauum ot 5 anpens 2017 roga Ne301).

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENBHON PaboThbl CTYAEHTOB BbICLIMX Y4EOHbIX 3aBeAeHWIA".

MonoxeHwue ot 29 nekabps 2018 r. Ne 0.1.1.67-08/328 "O nopsiake NpoBeneHNs TEKYLWEro KOHTPOMS yCNeBaeMocTu 1
NMPOMEXYTOYHOI aTTecTaunm obyyarowwmxcs dpefepanbHoro rocyjapcTBeEHHOr0 aBTOHOMHOro 06pasoBaTenbHOr0
yupexaeHus Bolcero obpasosaHus "KasaHckuii (MprBonxXckuiA) doenepanbHblil yHuBepcutet".

MonoxeHwne Ne 0.1.1.67-06/241/15 o1 14 nekabps 2015 r. "O ¢opmMmpoBaHnm poHAa OLEHOYHbIX CPEACTB ANs
NpPoBeEHNS TeKyLLEel, MPOMEXYTOYHOM 1 MTOTOBOI aTTecTaummn obydarowmxcs (enepanbHOro rocyaapCcTBEHHONO
ABTOHOMHOro 06pa30BaTENbHOrO YUpeXaeHus Boicwero obpasoBaHus "KasaHckuii (MprBonxXckuin) doenepansHblii

yHuBepcuteT"".

MonoxeHne Ne 0.1.1.56-06/54/11 ot 26 okT6pst 2011 r. "O6 aneKTPOHHbIX 06pa3oBaTeNbHbIX Ppecypcax heaepanbHoro
rocynapCTBEHHOro aBTOHOMHOIO 06Pa30BaTENBHOIO YYPEXLEHUS BbICIIErO NPOECCMOHANBHOr0 06pasoBaHus

"KasaHckuin (MprBonxckuin) doeaepanbHbIn yHusepeutet™.

PernameHT Ne 0.1.1.67-06/66/16 ot 30 mapta 2016 r. "PaspaboTtku, pernctpaumm, NOAroTOBKM K MCMNONb30BAHMIO B
y4ebHOM NpoLuecce 1 yaaneHns anekTPoHHbIX 06pa30BaTeNbHbIX PECYPCOB B CUCTEME INEKTPOHHOMO 00y4eHNs
henepanbHOro rocyapCTBEHHOro aBTOHOMHOro 06pa3oBaTenbHOroO yYpexaeHns Boicwero obpasosaHus "KasaHckui
(MpuBonxckuin) penepanbHblil yHUBEPCUTET™".

PernamenT Ne 0.1.1.67-06/11/16 o1 25 saHBaps 2016 r. "O 6annbHO-PERTUHIOBON CUCTEME OLIEHKM 3HaHMWIA 06yYatoWwmxcs
B (peilepanbHOM roCyAapCTBEHHOM aBTOHOMHOM 06pa30BaTENBLHOM yUpeXAeHNM Bbicllero obpazosaHus "KasaHckuii

(MpwvBONXCKMIA) dhenepanbHblin yHusepcutet™.
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PernameHT Ne 0.1.1.67-06/91/13 o1 21 nioHs 2013 r. "O nopsiake pa3paboTku 1 Beinycka y4ebHbIx 3aaHuii B
oefiepanbHOM rocynapCTBEHHOM aBTOHOMHOM 06pa3oBaTelbHOM YUPEXAEHUN BbICLIErO NPOGECCUOHANBHOIO

obpaszoBaHus "KazaHckuii (Mpusonxckuii) doeaepanbHblli yHUBEpcuTeT™.

6. POHAO, OLLEHOYHbIX CPEeACcTB NO AUCLUMUINIMHE (MOAYNIO)

6.1 NMepeyeHb KOMMNETEHLMI C YKa3aHWeM 3TanoB ux oopMMpoBaHUs B NpoL.ecce 0CBOeHUsi 06pa3oBaTefibHON
nporpaMmMbl U HOPM KOHTPONS X OCBOEHUS

dopmMa KoHTpons OueHunBaeMblie
Tan
Ora KOMNETEHLIMM TeMmbl (pa3pernbl) AUCLUMNUHDI
Cemectp 7
TeKyLL M KOHTPOIIb
1. MNpaBoBoe obecneyeHne NHPOPMALMOHHOK 6e30MacHOCTH
2. OCHOBbI MHCOOPMALIMOHHO 6e30MacHOCTH
1 [TectmposaHue OrkK-3 3. BesonacHocTb OnepauUmroHHbIX CUCTEM
4. Be3onacHOCTb BbIYMCNUTENbHbBIX CETEN
5. besonacHOCTb CUCTEM yrpaBneHns 6azamMmn LaHHbIX
1. MpaBoBoe obecnevyeHne NHPOPMaLIMOHHOW 6e3onacHoCTU
2. OCHOBbI MHZOOPMALIMOHHOK 6e30MacHOCTH
Jla
2 aggijopHue Ork-3 3. besonacHOCTb onepaunoHHbIX CUCTEM
P 4. Be3onacHOCTb BbIYUCUTENBHBIX CETEN
5. Be3onacHOCTb CUCTEM ynpaBneHns 6azamMu LaHHbIX
CemecTp 8
TeKyLLNI KOHTPO/Tb
6. OpraHu3aunoHHoe obecneyeHne NHPOPMALIMOHHON
6e3onacHocTm
1 |Tectnposatme OrK-3 7. MNporpammHo-annapartHble cpeacTsa 3aluTbl MHGOPMaLIMK
8. Kpunrorpaguyeckne Metoapl 3awmntbl HQOpMaLmm
9. KomnnekcHoe obecneyeHne nHpopMaLMoHHO 6e30nacHoCTU
aBTOMaTU3MPOBAHHbBIX CUCTEM
6. OpraHu3aumnoHHoe obecrneyeHne MHPOPMALMOHHON
6e3onacHocTn
5 NabopaTtopHble OMK-3 7. MNporpammHo-annaparHble CpeacTsa 3aluTbl MHGOPMaLIMM
paboTbl 8. KpunTorpaduyeckne Metoapl 3awmntbl MHOpMaLumm
9. KomnnekcHoe obecneyeHne NHpopMaLIMoOHHON 6e30nacHoCTU
aBTOMaTU3MPOBAHHbBIX CUCTEM
3 |Pecpepar OnK-3 9. KomnnekcHoe obecneyeHne nHpopMaLMoHHon 6e30nacHocTu
aBTOMaTU3MPOBAHHbBIX CUCTEM
Ok3zameH OrlK-3

6.2 OnucaHue nokasateneun n Kputepues OLeHUBaHUS KOMMNETEHLU MW Ha pa3nnyHbIX aTanax nx oopmMupoBaHus,
onucaHue wkKan oueHnsaHuns

Kputepum
®opma OLLeHMBaHUs 37an
KOHTpoOns
OTNNYHO Xopoliuo Y nosn. Heyn.
Cemectp 7
TeKyL i KOHTPONb
TecTtupoBaHue |86% npasBuibHbIX Ot 71% b0 85 % Ot 56% 0o 70% 55% npaBunbHbIX
oTBeToB 1 Honee. NpPaBuNibHbIX OTBETOB.  |MPaBWbHbIX OTBETOB. |[OTBETOB U MEHEE. 1
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dopma Kputepum dran
KOHTpoOns OLLeHMBaHMS
OTnN4YHO Xopoluo Y nosn. Heyn.

Na6opatopHble |Ob6opynoBaHmne n O6opynosaHue 1 O6opynosaHue u O6opynosaHue n

paboTbl MEeTObl MCMOMb30BaHbl (MeToAbl NCNOMb30BaHbl [METOAbI HACTUYHO MeTobl MCMONb30BaHbl | 2
npasunbHo. MNposiBneHa [B 0CHOBHOM MPaBuibHO. [MCMNONb30BaHbI HernpaBwbHO.
npesocxoaHas MposiBneHa xopowas  |[npasunbHo. MNposineHa |MposisneHa
TeopeTmyeckast TeopeTnyeckas yLOOBNETBOPUTENbHAA  |HEeYyLOBNeTBOPUTENbHAsN
NMoaroToBKa. MoOAroToBKa. TeopeTuyeckas TeopeTmyeckast
Heobxoaumble HaBbikn |HeobxoauMble HaBbiki  [MOArOTOBKA. NoAroToBKa.

N YMEHWS NOMHOCTBIO (M yMeHus B ocHOBHOM  [HeobxonomMble HaBbiki |HeobxoavMble HaBbIKM
ocBOeHbl. PesynbTaT  |0oCcBOEHbI. Pesynbtat | yMEHUsl HacTUYHO 1 YMEHWS HE OCBOEHbI.
nabopaTtopHoii paboTbl |[nabopatopHoit paboTbl [ocBOeHbl. PesynbTart Peaynbtar
MONHOCTbIO B OCHOBHOM nabopatopHoii paboTbl |[nabopatopHoit paboTbl
COOTBETCTBYET €€ COOTBETCTBYET €€ 4acTM4YHO He COOTBETCTBYeT eé
uensm. Lensm. COOTBETCTBYET €6 Lensim.

uensm.

CemecTp 8

TekyLLUA KOHTPONb

TectupoBaHue |86% npasBunibHbIX O171% b0 85 % OT1 56% 00 70% 55% npasunbHbIX
0TBETOB 1 Honee. MpPaBWbHbIX OTBETOB.  [MPaBWbHbIX OTBETOB.  [OTBETOB 1 MEHEE. 1

NabopatopHble [ObopynosaHue u O6opynoBaHue 1 O6opynoBaHve 1 ObopynosaHue u

pabothl METO[bl NCMONb30BaHbl (METOAbI UCMONb30BaHbl (METOLbI YACTUYHO MeTOAbl UCMONb30BaHbl | 2
npaeunbHo. MNposBneHa (B OCHOBHOM MpaBUbHO. MCMONb30BaHbI HenpaBUNbHO.
npesocxonHas MposiBneHa xopowas  |npasunbHoO. lNposiBneHa |lposBneHa
TeopeTunyeckas TeopeTnyeckas YOOBNETBOPUTENbHAS  |HEYLOOBNETBOPUTENbHASA
MoaroToBKa. MOLroTOBKA. TeopeTunyeckas TeopeTnyeckas
Heobxoaumble HaBblkn [HeobxoauMble HaBblky  [MOAFOTOBKA. NOAroTOBKA.

W YMEHWS NOMHOCTBIO (U yMeHWs B OCHOBHOM  [HeobxonmMmble HaBblku  |HeobxoamMble HaBbIKK
OCBOEHbI. Peaynbtar  |ocBOeHbl. Pesynbtat |V YMEHUS YacTUYHO 1 YMEHNS HE OCBOEHDI.
nabopatopHoii paboTbl |[nabopatopHoit paboTbl |ocBOeHbl. Pesynbtat  [PeaynbTat
MONTHOCTbLIO B OCHOBHOM nabopaTopHoii paboTbl |[nabopatopHoii paboTbl
COOTBETCTBYeET €€ COOTBETCTBYeET €€ 4aCTUYHO He COOTBEeTCTBYeT eé
Lensm. Lensim. COOTBETCTBYET €€ Lensim.

Lensim.

Pedbepar Tema packpbiTa Tema B OCHOBHOM Tema packpbita cnabo. |Tema He packpbiTa.
NOSTHOCTbIO. packpsbiTa. MpooemoHcTprpoBaHo ([MpoaeMOHCTPUPOBaHO 3
MponeMoHCcTprpoBaHo |MPOAEMOHCTPUPOBAHO [yOOBNETBOPUTENBHOE  |HEYLOBNETBOPUTENBHOE
NpPeBOCX0HOE xopollee BnaaeHme BNafeHne MatepuanoMm. [BnageHue Matepranom.
BNafeHne MatepuanoMm. (MaTepranom. Wcnonb3oBaHHble Wcnonb3oBaHHble
Wcnonb3oBaHbl Wcnonb3oBaHbi WCTOYHVKU 1 CTPYKTYpPa [MCTOYHMKM
Hagnexatwue Hagnexawme paboTbl YacTUYHO HEe[0CTaTOYHbI.

WCTOYHVKU B HYXHOM  [MCTOYHMKU. CTPYKTypa [COOTBETCTBYIOT CrpykTypa pabotbl He

konunyectee. CTpykTypa |paboTbl B OCHOBHOM NMOCTaBEHHbIM COOTBETCTBYET

paboTbl COOTBETCTBYET [COOTBETCTBYET 3apayvam. CteneHb NOCTaBMEHHbIM

MOCTaBNEHHbIM MOCTaBNEHHbIM CaMOCTOSITENIbHOCTU 3apayam. Pabota

3anayam. CteneHb 3anavam. CTteneHb paboTbl HU3Kas. HecaMoCTOSTENbHA.

CaMOCTOSITENLHOCTU CaMOCTOSITENLHOCTM

paboTbl BbiCOKAS. paboTbl cpenHss.

i DAEKTPOHHBIH
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cucTeMaTtmyeckoe n
rnybokoe 3HaHue
y4ebHO-NPOrpamMMHOro
martepuwana, ymeHue
€B0O6OOHO BbLIMOMHATb
3apaHung,
npenycMOTPEHHbIE
nporpamMmmon, yceoun
OCHOBHYIO nuteparypy 1
3HaKoOM C
OOMNOSTHNTENbHOW
nuTepaTypomn,
peKkoMeHO0BaHHOM
nporpammon
ONCLMNANHBI, yCBOWUN
B3aMUMOCBS3b OCHOBHbIX
NOHATWIA ONCLMNANHBI B
MX 3HA4YEeHUM ans
npuobpeTtaemoit
npogoeccumn, NPosBMN
TBOpYECKMe
crnocobHocTn B
NOHUMaHWK, N3NOXEHNN
M MCNOoNb30BaHUN
y4ebHO-NPOrpamMMHOro
marepuana.

y4eBHO-MPOorpaMMHOro
mMaTepuana, ycrnewHo
BbINOMHUN
npenyCMOTPEHHbIE
nporpammon 3agaHus,
YCBOWST OCHOBHYIO
nnteparypy,
PEKOMEHO0BaHHYO
nporpammorn
ONCUUNAUHBI, Nokasarn
cuctemMatmyeckun
XxapakTtep 3HaHui no
ANCUUNInHE 1
CrnocobeH K nx
CaMoCTOSATENBHOMY
MOMONTHEHNIO U
0OHOBNEHNIO B X04€
nanbHenwer y4ebHol
paboTbl 1
npodgoeccnoHanbHom
LeaTenbHOCT.

y4ebHO-NporpaMmMHoro
matepvana B o6beme,
HeobXo4MMOM Ansi
LanbHeiwen y4ebbl n
npencrosiwein pabortol
no npodpeccun,
crnpasuncs ¢
BbIMOMHEHNEM 3a4aHUIA,
npenycMOTPEHHbIX
nporpammon, 3HakoM c
OCHOBHOW nuTEPaTypoOn,
pPeKoMeH00BaHHOM
nporpammor
ONCLMMANHBI, AOMYCTUN
MOrpewHoCTM B OTBETE
Ha 9K3ameHe 1 npu
BbINONHEHNN
9K3aMeHaLMOHHbIX
3a4aHuii, Ho obnanaert
Heob6x0aUMbIMM
3HaHMAMN oNg nx
yCTpaHeHus nog
PyKOBOACTBOM
npenogasaTens.

B 3HaHMAX OCHOBHOIO
y4ebHO-NPOorpamMMHOro
martepuana, oonycTun
NPUHUUNnanbHble
owunbKM B BbINONHEHUN
npeaycMoTPEHHbIX
nporpamMMor 3afaHnin n
He cnocobeH
npPoaooONXnTb 0by4yeHne
WU NPUCTYNNUTb NO
OKOHYaHMn
yHUBEpcUTETa K
npodoeccnoHanbHom
nesitenbHocTy 6e3
OOMONHUTENBHbIX
3aHATUA NO
COOTBETCTBYHOWEN
aucumninHe.

dopma Kputepum dran
KOHTpoOns OLLeHMBaHMS
OTnN4YHO Xopoluo Y nosn. Heyn.
Ok3ameH O6yyatowwuniics Obyyatowmiicst O6yuatolwwuniics Obyuyatowmiicst
obHapyxmn obHapyxun nonHoe obHapyXun aHaHue obHapyxmn
BCECTOPOHHE®, 3HaHue OCHOBHOrO 3HauYuUTenbHble Npobenbl

6.3 TunoBble KOHTPONbHbIE 3a8aHUs UK UHble MaTepualbl, He00XoaMMbie OIS OLLEHKWN 3HaHUW, YMEHUNA,

HaBbIKOB U (MW1M) onbiTa AeATeNbHOCTU, XapakTepu3yloL X atanbl joopMUpoBaHUA KOMNETEHLUN B npoLiecce

0CBOeHUs 06pa3oBaTeNbHON NPOrpamMmbl

Cemectp 7

TeKkyLuin KOHTPOIb
1. TecTupoBaHue
Tembl 1,2, 3,4, 5
Tema 1. MNpaBoBoe obecrneyeHne MHPOPMaLMOHHO BesonacHoCTy.
1) KakoW chefiepanbHblii 3aKOH perynnpyeT OTHOLWEHWS B cdoepe 3almTbl KOMMbIOTEPHOW MHGopMaumnm?
®depnepanbHblil 3akoH 0T 7.07.2004r. €122-a4 ?0 3awute nHgopmaummn?.
depeparnbHblii 3akoH 0T 27.07.2006r. €149-¢p3 206 uHopMaLmm, MHPOPMALIMOHHBIX TEXHONOMMSX 1 O 3almTe

nHgopmaumum?.

®depepanbHblil 3akoH 0T 21.05.2002r. €35-r13 ?VIHdopMaLOHHbIE TEXHONOTUN 1 O 3almTa MHpopmMauun B
aBTOMaTU3MPOBAHHbBIX NHCPOPMALMOHHbBIX cucTemax?.
2) HazoBuTte npaBoBOE OCHOBaHME NpoLecca NMLEH3NPOBAHUS U CepTUIMKaLMM B 0BNacTu 3awmTbl rocyLapCTBEHHOM
TavHbl U KOHPUAEHUNaNbHOW nHGopMaLmnn.
MoctaHoBneHme MNpaBuTtensctBa Poccuiickoin Pepepauun 013.03.2002r. 7?0 NuLEH3NPOBAHUN [ESTENBHOCTA MO
pa3paboTke U NPOV3BOLCTBY CPEACTB 3alMTbl B 06/1aCTM 3aLUMTbI FOCYLAaPCTBEHHOW TaHbI?.

MNoctaHoeneHune MNpasuTtenbctea Poccuiickoin Pepepauun ot 3.03.2012r. ?0 AMLEH3MPOBaHMN OEATENBHOCTA MO
paspaboTke 1 NPON3BOACTBY CPELCTB 3aAlNTLI KOHPUAEHLMANBHON MHGopMALLUN?.
MNMoctaHoeneHue MNpaeuTtensctea Poccuiickoin Pepepauun ot 13.02.2010r. ?0 nuuUeH3MPOBaHUN OeATENBHOCTM NO
paspaboTke CPencTB 3aluThl KOHPUAEHLUANBHON NHCpopMaLMn?.
Tema 2. OcHOBbI MHZPOPMALMOHHOM 6e3onacHoCTy.
1) Kakoe Konn4ecTBo YpOBHEN COOEPXKUTCS B CUCTEME 3aWMTbl OT Yrpo3 HapyleHUs KOHPMAEHUMANbHOCTH

nHdopmaunm?

56,7

2) NoeHnTndoukaumsa ? ato ?

npuUcBoeHNe cybbekTam AOCTYNa YHUKaNbHbIX MAEHTUINKATOPOB;

NpUCBOEHME cybbekTam AOCTyna onpeneneHHbIX Npas LOCTyna;
npoBepka NPVHaANEeXHOCTU Cy6bekTy AOCTyNa NPeabABNEHHOro UM UOeHTUdmKaTopa.
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Tema 3. Be3onacHOCTb OnepaumOHHbIX CUCTEM.

1) Yto npencraenset n3 cebsi cepTndomkat onepaLmoHHOR CUCTEMbI?

wecTHaguaTtepuyHyo noanmncb, CBA3biBaloLlyo 3Ha4eHne 06w,ero Kn4a Cc I/IJJ,eHTI/I(*)I/IKaLI,I/IeVI yenoseka, yCTpOIZCTBa nnu
cepBuca, KoTopbit COOEPXUT COOTBETCTBYHOWNN NNYHBIN KNHOY;

BOCbMEPWYHYIO NMOAMMCh, CBS3bIBAIOLLYIO 3HaYeHMe 0BLWEro KMoya ¢ naeHTMMKauvel YenoBeka, yCTponcTaa nim
cepsuca, KOTOpbIA COAEPXUT COOTBETCTBYIOWMIA NNYHBIA KMHOY;

[IBOMYHYIO NOANUCH, CBA3bIBAOLLYIO 3HAYEHME 06LWero Knya ¢ MaeHTUgUKaUnein YenoBeka, yCTpocTea Unm cepauca,
KOTOpPbIV COAEPXMUT COOTBETCTBYIOLWMNIA NINYHBIA KHOY.

2) Ha yeM ocHOBaH MexaHM3M ayTeHTUMKALUN C CUHXPOHM3auMen No BpeMeHn?

Ha 3Ha4YeHUV onpeaeneHHoro NPOMEXyTka BPEMEHU; Ha anropuTMe, KOTOpbI Yepes onpeaeneHHbIn MHTepsasn BpeMeHm
reHepupyet cny4anHoe Y1CNOo; Ha CXeMe C UCNONb30BaAHMEM CI0BA-BbI30BA.

Tema 4. be3onacHOCTb BbIYUCUTENbHbBIX CETEN.

1) HazosuTe kpuntorpagomyeckuii nakeT, NCNOMb3yeMbli ANS WNPoBaHKMS.

OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceTeBas cnyxba, npefHa3HaYeHHas ON1s LeHTPaNM30BaHHOrO peleHns 3aady ayTeHTudomkauum n asTopusaumnm B
KPYMHbIX CETSAX; anropuTM WNPOBAHNS Ha OCHOBE OTKPbITbIX K/HOYENA; CUMMETPUYHDBIA anropuT™ WNPOBAHNS.

Tema 5. BesonacHocTb cucTeM ynpasneHnst 6asamm LaHHbIX.

1) Kakor Tvn TexHonorum wmdgoposaHus He nogaepxusaet SQL Server 20087

paclwupeHHoe ynpaeneHue knodamm - Extensible Key Management (EKM);

npo3payHoe wudpposaHne gaHHbix ? Transparent Data Encryption (TDE);

3akpbIToe WngposaHue gaHHbIX - Closed Data Encryption (CDE).

2) Ucnonb3ys kakoi NpoToKON MOXHO 0becneunts 6e3onacHyto nepenady AaHHbIX C KNMeHTa Ha cepBep?

SSL/SSH; SSR/SSH; SSK/SSH

2. lTabopatopHble paboTbi

Tembl 1,2, 3,4, 5

OpraHn3aunoHHo-NPaBoBoe obecrneyeHre 3alnTbl KOMMbIOTEPHOW MHCDOPMALIMN.

N3yyeHne cnctembl 3awmTbl KOHCPUAEHLMANBLHOW UHGopMauun. Mooenn nHgopmaumoHHon 6e30nacHocTy;
MEXIyHapOHble U OTEYECTBEHHbIE CTaHAaPThl MHAPOPMALIMOHHONM 6e30nacHOCTM, nonnTnka 6e30NacHOCTU; nokasaTenu
3aWMWEHHOCTN CPEeACTB BbIYMCANTENBHOM TEXHWNKM U KNacChl 3aWULWEHHOCTA aBTOMaTU3MPOBaHHbBIX CUCTEM OT
HEeCaHKUMOHNPOBAHHOIO AOCTyNa.

ObecneyeHre 6e30MacHOCTY 9NEKTPOHHOM NoYThl Npu paboTe B ceTn MHTepHeT.

OT1paboTtka 6e30nacHbIX MexaHn3MoB paboThl C NOYTON B ceTH MIHTepHeT.

BesonacHOCTb onepaLnoHHbIX CUCTEM.

N3yyeHune ocHoBHbIX MexaHn3MoB He3onacHocT OC: cpencTea 1 MeToabl ayteHTUdukaumm 8 OC, mogenu
pasrpaHuyeHus SocTyna, opraHM3auns u NCnonb3oBaHne CpeacTs ayamTa.

cnonb3oBaHne MexceTeBbIX 9KPaHOB Npu paboTe B N0KaNbHOM BbIYMCIMTENBHOW CETU NPeanpuaTust u cetn MiHTepHer.
N3yyeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX CpeacTB obecrneveHunsi ceteBoi 6e30nacHOCTU.
BesonacHocTb crucTem ynpasneHus 6asamu LaHHbIX.

N3yyeHne B3anumopneicTena CYBL, n 6azosoit OC, XypHanusaumsi, MeTobl U CPeacTBa CO34aHNS Pe3ePBHbIX KOMUIA 1
BOCCTaHOBNEHMs 6a3 AaHHbIX. 3awuta 6a3 fJaHHbIX OT annaparHbIX 1 NporpaMmHbix cboes. ObecneveHne 6e3onacHOCTH
nocTyna k 6a3am [aHHbIX B TEXHONOMMM KNneHT/cepBep. 3a4ayn u nporpaMMHo-annapaTHele CpefcTBa aaMMHUCTpaTopa
6e3onacHocTy 6a3 AaHHbIX.

CemecTp 8

TekyLLUA KOHTPONb

1. TectnposaHue

Tembl 6,7, 8,9

Tema 6. OpraHu3saumnoHHoe obecneveHne MHGHOPMaLMOHHOK 6e30MacHOCTH.

1) YTo Henb3si OTHECTU K OpraHM3aUMoHHBIM MepaM 1 Mepam obecneyeHunst ouandeckoi 6esonacHocT?

cnyx6a oxpaHbl 1 h3nyeckoin 6e3o0nacHoCTY;

pernameHTaums nopsiaka paboTtsl C HOCUTENSMM, COAEPXALLMMU KOHPUAEHLMANBHYIO MHOPMALMIO;

naponbHas cuctema ayTeHTudrkaumnm.

2) B uncno knaccoe TpeboBaHuii noeepusi 6eaonacHocTn "OBWmMxX KpUTepreB" BXOAAT: (2 BapuaHTa o0TBeTa)
paspaboTka; oLeHKa NPonns 3alnTbl; CepTUCUKaLNS

Tema 7. [NporpamMmHo-annapartHble CpeacTsa 3awWwmThbl MHhopMaLmu.

1) HazosuTe poccuiickyto pa3paboTky no reHepaunm OTKPbITbIX KOYe.

Nan-wndop, BekTop, Kpuntollpo

2) HasoBuTte cuctemy NnpenoTBpalleHNs BTOPXEHWIA

IDS; IPS; IRS

Tema 8. Kpuntorpadpouyeckue Metoapl 3almTsl MHGOPMaLuu.

1) Kakoi anropnTtm SBNSIeTCS yCTApEBLIMM U HE UCMOMNb3yEMbIM B HACTOSLee Bpema?
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DES, AES, DSA

2) Kakoit anroputm ncnonb3dyeTcs ANs WMpoBaHUS faHHbIX B CUCTEME MOBUIIbHOM LMGOPOBOIA CBSA3U?

A3; A4; AS.

Tema 9. KoMnnekcHoe obecrneveHne nHpopMaumnoHHol 6e30nacHOCTY aBTOMaTU3NPOBaHHbBIX CUCTEM.

1) Ha3oBWTE 9NEMEHT CUCTEMbI 3aLWUTLI BHEIWHErO NeprMeTpa aBTOMaTn3npPOBaHHOW CUCTEMBI.

DIS, IPS, EFS

2) Monutuka 6e30MacHOCTY CTPOUTCS HA OCHOBE:

0bwmx npencraeneHnii 06 NC opraHmsaumm; naydeHns noAnTUK POACTBEHHbIX OPraHn3aUmnii; aHanm3a prckos.

2. NabopartopHbie paboTbl

Tembl 6,7, 8,9

MNporpamMmHo-annapartHble CPeACcTBa 3alNThl KOMMbIOTEPHON MHApopmauun ot HC L.

N3yyeHne Ha3HaYeHUs 1 NPUHLMNOB CO3AaHUS NMPOrpPaMMHO-anmnapaTHbiX CpeacTs obecneyeHmst MHOOPMaLMOHHO
6e3onacHocTV. TUNoBas CTPYKTypa KOMNNEKCHOW CUCTEMbI 3almTbl MHdopMauun ot HC L.

NudopacTtpykTypa otkpbiToro kntoda B Windows 2003 n ee npyMeEHEHNE B PasnnYHbIX MPUNOXEHUSIX.
AnmuHucTtpuposaHne OC: 3aaaym 1 NPUHLKMNBI CONPOBOXAEHUS CUCTEMHOIrO NPOrpaMMHOro obecneyeHus, reHepaums,
HacTpoiika, n3MepeHne NPoON3BOANTENBHOCTM U MOaUdMKaLMs cucTeM, ynpaeneHne 6eaonacHoctbio OC.
AcrMMeTpUYHOEe WidopoBaHue. SNeKTPOHHO-LUMGpoBas NOANUCH.

N3yyeHne kpmnTorpadpryeckmx METOA0B 3almThl MHGopMaumun. NoeHtudrkaums n ayTeHTMgukaums nonb3osarens.
BsaumHas nposepka NoAnMHHOCTY nonb3oBateneit. Mpobnema ayTeHTUgIMKALMM AAHHBIX U 9NEKTPOHHAs LUMdpoBas
noanuchb.

MeToabl BbigBNeHms kaHanos HC .

3. Pedbepar

Tema 9

. Hactpoiika 6esonacHoct OC Windows npw paboTe B ceTu

. OpraHunsaums aHTMBMPYCHOW 3almnTbl HACTHOrO NpeanpuaTms

. KpunTtorpaduyeckne cuctembl 3awwmTbl gaHHbIX

. KoMnbloTepHas npecTynHOCTb U KOMMbtoTepHast 6e30MacHOCTb

. OTBETCTBEHHOCTb 3a HapyweHns B cdpepe MHPOPMaLMOHHOIO Npasa

. Komnnekc TexHuyecknx peleHunii no 3awmre nHpopmauum, 3anncaHHom Ha 0T4yXXAaeMbIX 9NEKTPOHHbIX HOCUTENSX

. 3alpmTa no4ToBbIX COOBLEHNA

. 3awuTa 6a3 faHHbIX

. 3awmTta uncposo MHpopmMauun MmetTogamm cteraHorpacoum

10. Kpuntonorns: noactaHOBOYHO-NEPECTAHOBOYHDBIV WNOP 1 €ro NPpUMEHEHNe

11. MiHcbopmaums n nuyHas 6e30nacHoCTb

12. 3awmTa nugpopmauum B NMIBM. Wundcpp Mneridbepa

13. 3awuTa nHgopmMaumm oT HECaHKLIMOHMPOBAHHOrO [OCTyNa METOLOM KpuntonpeobpasoBaHmsa ObecneyeHne
MHPOPMaLMOHHOM 6e3onacHoCTuM B ceTu Internet

14. ICTOYHWKUN BO3HMKHOBEHMSI U MOCNEACTBMS peannaauun yrpo3 MHGopMaLMoHHo 6e30nacHOCTM

15. Poccuiickmnin pbiHOK MHCPOpPMaLIMOHHO 6e30nacHOCTM

16. Cnctembl pacnpeneneHms npas (Rights Management Systems)

17. PelueHne coBpeMeHHbIX NpobnemM MHOPMaLMOHHOK 6€30MacHOCT KOPNOPaTMBHBIX BbIYUCIUTENBHBIX CETEN

18. Cnam 1 HOpPMbI NONIb30BAHNS CETbIO

19. 3awwuta uHpopmaumm B rnobanbHoO cetn

20. CucTtembl 06HapyxeHns atak. (AHanM3aTopbl CETEBbIX MPOTOKO/OB U CETEBLIE MOHUTOPBI) KprnTonorus: Touku
COMPUKOCHOBEHUS MaTEMATUKN N S3bIKO3HAHMS

21. KaHanbl yTeuku nHgopmaumm

22. [pectynneHuns B ccoepe KOMMbIOTEPHON MHGopMaLImMm

23. KoMnbloTepHas NPecTynHOCTb 1 KOMMboTepHasi 6e30nacHoCTb

Ok3ameH

Bonpochbl K ak3ameny:

1. MHpopmaumoHHas 6esonacHocTb. basoBbie cBOMCTBA 3aWMILAEMO UHCHOPMALIMN.

2. MeToapbl obecnevyeHns MHGOPMaLIMOHHON 6e30NacHOCTH.

3. Yrpo3bl nHdbopMaLmoHHoii 6esonacHocTv. Knaccudprkaums yrpos. Metoabl nepeuncneHns yrpos.

4. CTpyKTypa CMCTEMbI 3alUMThI OT YrPO3 HAPYLWEHNUS1 KOHPUAEHUNANbHOCTU NHZDOPMALIMK,

5. OpraHusaunoHHble Mepbl 1 Mepbl obecrneveHmns domanyeckor 6e3onacHoCTu.
6
7
8
9
1

O©oo~NOOOThWN =

. MoeHTndbmkauus n ayteHTndpoukaums. basosas cxema naeHTUgukaLmm n ayTeHTudomnkaumn.

. MeTtoapbl ayTeHTUdOMKALMN.

. OcobeHHOCTM NaposbHbIX CUCTEM ayTeHTudpuKaumm. OCHOBHbIE Yrpo3bl 6€30MacHOCTY NAPO/bHBIX CUCTEM.
. OCHOBHbIE pekoMeHaaL MmN Npy MPakTUYECKO peannsaumm NaposbHbIX CUCTEM.

0. MeTonpbl xpaHeHus naponeii. lNepenaya naponewn No ceTu.
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11. PasrpaHnyeHme goctyna. [JnCKpeunoHHbIA U MaHOATHLIA METOAbI pa3rpaHnyeHns goctyna. Marpuua gocrtyna.
12. PasrpaHunyeHune gocTtyna. Ponesoe ynpasneHue OOCTYroM.

13. Kpuntorpaduyeckune metonbl obecnedeHns KOHOMAeHUMaNbHOCTU MHADOPMAaLINN.

14. 3awmTa BHewHero nepmmeTpa. MexceTeBoe akpaHupoBaHue.

15. 3awwuTa BHewHero nepmumeTtpa. Cuctemol 0bHapyxeHnst BTOpXeHWiA(IDS).

16. 3awmTa BHewHero nepmumeTpa. CucteMbl NpesoTBpalleHns BTOPXeHUA(IPS).

17. NpoTokonuposaHne n ayauT.

18. KaHarbl yTe4ku MHGOpMaLny TEXHUHECKMX CpeacTB 06paboTkn, XpaHeHns 1 nepeayv MHopmMauun.

19. KaHanbl yTeyku peyeBor nHdpopmaumu.

20. KaHanbl yTeukn nHcbopMauum npu eé nepepaye no kaHanam CBS3u.

21. TexHn4yeckme KaHanbl yTe4YKM BUOOBOW MHpopMaLnK.

22. KaHanbl yTeuku nHcpopMaumm, co3gaBaemble atakamu U3BHe 1 BHYTpW KopriopatueHbix cucteM VKT (obbekTa
MHpopmaTmaauunm).

23. MpuHuMnbl obecneyveHnst LenoCTHOCTU MHApopMaLnN.

24. Kpuntorpaduyeckme metoapl obecneveHunst LenocTHOCTV nHgpopmaumm. Lindposbie noanucu.

25. Kpuntorpaduyeckme metoabl obecneveHmnst LenocTHOCTM nHgpopMaummn. Kpruntorpadouyeckne Xaw-cpyHKUNN.
26. Kpuntorpaduyeckme Metoabl obecrneyeHmns LenocTHOCTU nHepopmaumn. Koobl NpoBepkn NOAANHHOCTK.

27. Kpuntorpaduyeckme Metofbl obecrneyeHns LenocTHOCTU nHgpopmaumm. TexHonorus Blockchain.

28. [ocTpoeHMe CUCTEM 3alUMTbI OT YrPO3 HapyLWeHUs AocTynHocTU. MonyyeHne nHdopmaumn. JybnnposaHue kaHanos
CBA3M, OybnmMpoBaHue WN308B 1 MEXCETEBLIX 9KPaHOB.

29. MNMocTpoeHre CUCTEM 3aWUTbl OT Yrpo3 HapylweHus aoctynHoctn. ObpaboTtka nHdpopmauun. ybnvposaHue
cepBepoB. Vicnonb3oBaHne KnacTepos.

30. NocTpoeHune cuctem 3awWwmTbl OT Yrpo3 HapyLWeHUs OOCTYNHOCTU. XpaHeHne nHdpopmauun. PesepBHoe KonuposaHue
nHopopmaumn. CozparHne RAID-maccrBoB. 3epkanmpoBaHne CEPBEPOB.

31. Metonb! wngposaHms. CummeTpuyHoe windoposaHme. bnoyHoe wudpposarue. MNoToyHoe WwngpoBaHme.
32. brnoyHble wudpsl. Wndpel nepectaHosok. Wndpbl 3ameHb!.

33. Wndopbl 3ameHbl. MoHoandasuTHbIe windpsl. Wndgp ¢ noactaHoskoin Liesaps.

34. Wngopbl 3ameHbl. MNonnandgasutHble wndopsl. Wndp ¢ nogctaHoskamun BuxeHepa.

35. KoompoBsaHue B aBTOK/OYEBOW cucTeme BuxxeHepa.

36. Cnctema ogHopasosoro wudpposaHus. Wngp BepHama.

37. MNoTouHble wudppsbl. Pernctpsl casura ¢ 0bpaTHO CBA3bIO.

38. MNoTo4HbIN wndp A5.

39. MeToabl NpoayKUMOHHOro wingposaHms. Cetb delictens.

40. CtaHgapTbl wndposaHmsa gaHHbix DES n AES.

41. OgHocTopoHHMe doyHKUMK. KntoueBoi obmeH dndodom-XennmaHa.

42. AnropuTm RSA.

6.4 Metoaouyeckue marepuansl, onpegensoLwime npouenypbl oL,eHMBaHUA 3HaHUNA, YMEeHUIN, HaBbIKOB U (MNK)
onbiTa nesATeNbHOCTU, XapaKTepn3yroLLLuX 3Tanbl oopMMpOBaHUS KOMMNETEeHLUIA

B K®Y pelictByeT 6annbHo-perdTUHroBas cucteMa oLeHKN 3HaHuiA obyyatowmxcs. CyMMapHo no aucumninHe (Moaynio)
MOXHO nony4ntb Makcumym 100 6annoB 3a cEMeCTp, U3 HUX Tekyllas paboTta oueHunsaetcs B 50 6annos, ntorosas
goopma koHTpons - B 50 6annos.

[ng 3ayéra:

56 6annos 1 bonee - "3a4TeHO".

55 6annos 1 MeHee - "He 3a4TeHo".

Ina sk3ameHa:

86 6annos 1 bonee - "OTNMYHO".

71-85 6annos. - "xopolo".

56-70 6annos - "yooBNETBOPUTENBHO".

55 6annoB 1 MeHee - "HeyLOBNETBOPUTENBHO".

dopma Mpouenypa oueHUBaHUS 3HaHUN, YMEHUN, HaBbIKOB U (W) onbiTa Artan | Konnyectso
KOHTpONSs LesATeNbHOCTU, XapaKTepu3yoLLLMx atanbl opMUpOBaHNSA KOMMNETEHLUN 6annos
Cemectp 7

TeKyLLUiA KOHTPONb
TectpoBaHve |TecTpoBaHVe NPOXOAWNT B MUCbMEHHOV CDOPME UK C UCMONb30BAHNEM

KOMMNbIOTEPHbIX CPencTsB. OéyanOLIJMVICH nonyyaet onpe,uenéHHoe KOnn4yecTBoO 1 6
TECTOBbIX 3a4aHW. Ha BbinoNHEHMEe BblaenseTcs CpI/IKCI/IpOBaHHoe Bpem4d B
3aBMCMMOCTM OT KonnyecTBa 3anaHunii. OueHka BbiICTaBNAEeTCS B 3aBUCUMOCTU OT
npoueHTa npasuibHO BbINONTHEHHbIX 3a0aHun.
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dopma Mpouenypa oueHUBAHMA 3HAHUIA, YMEHUI, HAaBbIKOB U (UNK) OnbiTa Ortan | KonnyectBo
KOHTpOns [esATeNbHOCTU, XapaKTepu3yoLLLMX aTtanbl opMUpPOBaHNA KOMMNETeHL U 6annos
NabopaTopHble |B ayantopum, OCHALLEHHON COOTBETCTBYIOWMM 060pyLoBaHneEM, 0byyatowmecs
paboThi NPOBOASAT y4ebHble SKCNEPUMEHTbI U TPEHVPYIOTCS B MPUMEHEHUN 2 12

NPakTUKO-OPUEHTUPOBAHHbBIX TexHonorni. OLeHMBalOTCS 3HaHWe maTepuana u
YMEHWE NPVMEHSATb Ero Ha NpakTWKe, YMEHUS 1 HaBbIKK Mo paboTe ¢
0bopynoBaHNeM B COOTBETCTBYIOLLEN NpedMeTHON obnacTu.

CemecTp 8
TeKyL i KOHTPONb

TecTupoBaHue |TecTpoBaHUe NPOXOAUT B MMCbMEHHON DOPME UK C UCMONb30BAHNEM
KOMMbOTEePHbIX cpencTs. Obyyatowmincs nonyyaet onpenenéHHoe KoM4ecTBo 1 6
TECTOBbIX 3aaHuii. Ha BbINONHEeHVEe BbloenseTcs (oUKCMPOBAHHOE BPEMS B
3aBMCMMOCTHM OT KonnyecTea 3amaHuii. OLeHKa BbICTABNSETCS B 3aBUCMMOCTY OT
NPOLEHTa NPaBUbHO BbINONHEHHbIX 3aAaHNA.

NabopatopHbie (B ayantopun, ocHaWwéHHON CooTBETCTBYOWMM 060pyaoBaHmeM, obyyatowmecs
pabothi NPOBOLSAT y4ebHbIe SKCNEPUMEHTbI U TPEHVPYIOTCS B MPUMEHEHUN 2 18
NPakTUKO-OPNEHTUPOBAHHbBIX TexHonoruni. OLeHMBaKOTCS 3HaHNe maTepuana u
YMEHWE MPVMEHSATb Ero Ha NPakTVKe, YMEHUS 1 HaBbIKK Mo paboTe ¢
o6opynoBaHMEM B COOTBETCTBYIOLLEN NpeaMeTHO obnacTu.

Pedbepar OG6yuatolwpmecs caMocToATeNbHO NUWYT paboTy Ha 3aAaHHylo TeMy 1 caatoT
npenofasaTento B MMCbMeHHOM Buae. B pabote npoussoamtcs o63op matepuana| 3 8
B OnpeaenéHHon TemaTuyeckol obnactu nubo npeanaraeTcs Co6CTBEHHOE
pelleHne onpeaenéHHON TeopeTUYEcKon U NPakTUYEcKon Npobnems.
OueHuBatoTcsi npopaboTka NCTOYHVKOB, M3NI0XEHNE MaTepmana, (oopMyIMpoBKa
BbIBOAOB, cobnoaeHne TpeboBaHnit K CTPYKTYpe 1 odpopMieHuio paboThl,
CBOEBPEMEHHOCTb BbINONHEeHUs. B cnyyae nybnmyHom 3awmuTtel pedpepara
OLIEHVBAIOTCS TakXe opaTopckie cnocobHOCTH.

Ok3ameH OK3aMeH HaueneH Ha KOMMIEKCHYI0 MPOBEPKY OCBOEHUS AMNCLMMNAUHBI. OK3aMeH 50
MPOBOLWTCS B YCTHOM MU NUCbMEHHOM chopme no BuneTtam, B KOTOPbIX
cogepxxatcsl Bonpochkl (3anaHusl) no Bcem Temam kypca. Oby4atowemycs naértcs
BpeMsi Ha noarotoBky. OLeHnBaeTCs BNaaeHue MateprasnoM, ero CUCTEMHOE
OoCBO€EHUe, CcrnocobHOCTb NPUMEHATb HYXHble 3HAHUA, HABbIKN U YMEHUA NMpKn
aHanuase NpobneMHbIX CUTyaunin U PEeWeHNN NPaKTUYECKNX 3aAaHNiA.

7. MNepeyeHb OCHOBHOW U [ONONMHUTENBHON Y4eOHOW nuTepaTypbl, HEO6XOAUMOW Asi OCBOEHUS OUCLUMNIUHDI
(mopyns)

7.1 OcHoBHast nuTeparypa:

1. Bawnbl M. H. MHdopMaumoHHas 6e30nacHOCTb U 3awmTa nHopMaLmmn [SneKTPoHHbI pecypc] : y4ebHuk / M. H.
Bawnbl, A. B. babauw, E. K. bapaHoga. - Mockea: VL, PUOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - Pexum gocTyna:
http://znanium.com/go.php?id=405000.

2. baparosa E.K. NHgopmaunoHHas 6e3onacHOCTb 1 3awmTa nHpopmaumu : y4eb. nocobue / bapaHoea E.K., Babaw
A.B. - 4-e nag., nepepab. u pon. - M. : PUOP : UHDPA-M, 2019. - 322 c. - (Bbicwee obpasosaHue). -
ww.dx.doi.org/10.12737/11380. - ISBN : 978-5-369-01761-6.- Pexxum goctyna:
http://znanium.com/catalog/product/1009606

3. WaHbruH B.®. KomnnekcHas 3awmTa nHpopmaumm B KOpnopaTuBHbIX cuctemax : yueb. nocobue / B.®. WaHbruH. - M.
10 'POPYM' : MUHPPA-M, 2019. - 592 c.-

ISBN: 978-5-8199-0730-6 - (Bbicwee obpasoBaHue: bakanaspuar). - Pexum goctyna:
http://znanium.com/catalog/product/996789

7.2. OononHutenbHaa nuteparypa:

1. Xopes IN. b. MeToabl 1 cpefcTBa 3aWMThl MHCPOPMALIMU B KOMMBLIOTEPHBIX cucTeMax [TekcT] : yuebHoe nocobue aons
By30B / 1. B. Xopes .- 3-e n3n., crep .- Mockea : Akanemusi, 2007 .? 256 c. : un., Tabn.- (Boicwee npodheccrmoHanbHoe
obpasoBaHue) .- Pek. YMO .- B nep .- bubnuorp.: ¢. 251-252 .- ISBN 978-5-7695-4157-5 (10 ak3.)

2.KynpusiHoB A. . OcHoBbl 3awnThl MHgopMauumn [TekcT] : yduebHoe nocobue / A. U. KynpusHos, A. B. Caxapos, B. A.
LleBuosB .- 2-e nsa., ctep .- Mockea : Akagemusi, 2007 .- 256 c. : un., Tabn. - (Boicwee npogeccnoHanbHoe
obpasosaHue) (PaguoanektpoHuka) .- Mpud YMO .- B nep .- Bubnuorp.: c. 251-252 .- ISBN 978-5-7695-4416-3 :
276-38 : 196-68 : 197-37 : 189-30 : 216-60 (29 9k3.)

3. MenbHukoB B. I. HchopmaumoHHas 6e3onacHocTb [TekcT] : yuebHoe nocobue / B. M. MenbHukos, C. A. KneliMeHOB,
A. M. MNetpakos ; nog pen. C. A. KneiimeHosa .- 8-e uag., ncnp .- Mocksa : Akagemuns, 2013 .- 336 ¢ : un .- (CpeaHee
npogoeccroHanbHoe obpasosaHme) .- Mpudp MO .- B nep .- Bubnuorp.: c. 327-328. (10 3k3.)
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4. Maniok A. A. lHchopMaumoHHas 6e30nacHOCTb: KOHLENTyarnbHbIE M METOL0MIOMMYECKNE OCHOBBI 3aWUTHI
uHgpopmauumm [TekcT] : yuebHoe nocobue ans By3os / A. A. Maniok .- Mockea : Mopsiyas nuHus-Tenekom, 2004 .-280c :
un., Tabn .-Mpwun.: c. 233-275 .-I'pucgp MO .- Brnbnuorp.: ¢.276-278 .- ISBN 5-93517-197-X : 98-34. (26 2k3.)

5. TumowkwmH A. N. 3awwnTa nHdpopmaumu : yueb. nocobue / A.M. Xyk, E.M. Xyk, O.M. NenewkuH, A.N. TUMOWKHH. - 3-&
n3g. - M.: PUOP: MH®PA-M, 2019. - 400 c¢.ISBN: 978-5-369-01759-3 - (Bbicluee obpasosaHue). - DOI:
https://doi.org/10.12737/1759-3 - Pexxum goctyna: http://znanium.com/catalog/product/1018901

8. MNepeueHb pecypcoB MHPOPMALMOHHO-TEIEKOMMYHUKaLMOHHOMN ceTh "UHTepHeT"', He06X0AUMbIX NS
OCBOEHUSI AUCLUMNIINHBI (MOAYIS)

Computers & Applied Sciences Complete - http://search.ebscohost.com/

ObC "3HaHue" - http://znanium.com/

OBC "MMaHb" - http://e.lanbook.com/

9bC "Hay4yHas anekTpoHHasi 6ubnunoteka" - http://eLIBRARY.RU

OnekTpoHHas 6ubnmoteka "Academic Complete" - http://site.ebrary.com/lib/kazanst/
SHumknoneams "Buknnegus"” - http:/ru.wikipedia.org

9. MeTopounyeckme ykasaHus ons 06yyaroLLLMXCA MO OCBOEHUIO AUCLUMN/IMHBI (MOAYNS)
Bug pabor MeTtoaunyeckue peKoMeHaoauuv

nekumnm B xo4e NekUMoHHbIX 3aHATUIA BECTU KOHCMEKTUpoBaHmue y4ebHoro Matepuana. Obpawarb
BHMMaHWe Ha Kateropuu, oopMyIMPOBKM, pacKpbiBalowwMe CoAepXaHne Tex NN NHbIX SBNEHWIA 1
NPOLIECCOB, Hay4YHble BbIBOAbI M NPaKTUYECKMe peKoMeHaauum, MonoXMTeNnsbHbIA onbiT B
OpaTopCkOM UCKYCCTBE.

XenatenbHo ocTaBUTb B paboynx KOHCNEeKTax nossi, Ha KOTOpbIX Aenatb NoOMeTKM U3
pekoMeHO0BaHHOM NnTepaTypbl, AONONHSOWWe MaTepran NPoCyLaHHON NekUmMn, a Takxe
noayepkrBatolme ocobyto BaXHOCTb TEX MU MHbIX TEOPETUYECKMX NONoXeHWi. 3anasaTb
npenogaeatento yTOYHSIoWMe BONPOCH! C LieNblo YSCHEHUS TEOPETUYECKIX MONOXEHWIA,
paspeLieHns CNOPHbIX CUTYaLWIA.

B xo4e noaroToBKM K CEMUHApaM M3y4ynTb OCHOBHYHO NMTepaTtypy, 03HaKOMUTLCS C
LOMONHUTENBHON NUTepaTypoii, HOBEIMU NyBNMKaUUsaMy B MEPUOANYECKNX U3OAHUSX: XypHanax,
rasetax u 1.4. [pun aTOM y4ecTb pekoMeHaauuy npenogasatenst u TpeboBaHus y4ebHo
nporpammsbl. [lopabaTbiBaTb CBOM KOHCMEKT NeKUWM, fenas B HeM COOTBETCTBYOWME 3an1cu U3
nuTeparypbl, pEKOMEH0BaHHOV Npenogaeatenem 1 NpeaycMoTPeHHoR y4ebHOl NporpamMMoii.
MoaroToBUTL TE3WCHI ANS BBICTYNIEHWI MO BCEM y4eOHbIM BONPOCaM, BbIHOCMMBIM Ha CEMUHaP.
FoTOBSICb K foknany unu pedpepaTmBHoMy cooblieHnto, obpawartbest 3a MeToANYECKON MOMOLLbIO
K npenoaasatento. CocTaBnTb NNaH-KOHCMEKT CBOEro BbicTynneHus. MNpoaymatb NnpuMeps! ¢
uenbto obecrneyeHns TECHON CBSA3U M3y4aeMol TEOPUN C peanbHO XN3HbIO.

CBOEBpPEMEHHOE M KAYECTBEHHOE BbINONHEHNE CaMOCTOATENbHOM paboTbl 6asmpyeTcs Ha
cobnoAeHNN HACTOSWMX PEKOMEeHAALMIA U N3Yy4YeHUN peKoMeHA0BaHHoM nutepatypbl. CTyneHT
MOXeT JOMOMHUTL CMMCOK UCMONb30BaHHON NUTepaTypbl COBPEMEHHBIMU UCTOYHUKAMU, He
npencTaBNeHHbIMW B CMIUCKE PEKOMEH0BAHHON NUTepaTypbl, U B AanbHenweM UCMonb30BaTh
co6CTBEHHbIe MOAroTOBNEHHbIe y4ebHble MaTepuanbl NPy HanMcaHnM KYPCOBbIX U AMMIOMHbIX
pabor.
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Bup pabot MeTtoaunyeckue peKkomeHaauum

nabopatopHble | PaboTa Ha nabopatopHbIX 3aHATUSAX NpeanonaraeT akTMBHyO NPopaboTKy NOCTaBNEHHbIX

paboTbl BOMPOCOB U 33434 C UCMONIb30BAHUEM U3BECTHbLIX METOAMK HACTPOWKM NOACUCTEM, CNOCOO0B
NpPOrpamMMMPOBaHNS 1 NOAKMOYEHNSI COOTBETCTBYHOWMX 61BNMoTeK.
Lns noAroToBKM K 3aHATMSIM pekoMeHayeTcs obpallaTb BHUMAHWE Ha NpobneMHble BOMNPOCHI,
3aTparvBaeMble nNpenofasaTenem B NEKLUN, U FpynnmpoBaTb UHGOPMAaLMIO BOKPYT HUX.
XenatenbHo BblAENATb B MCMONb3YEMOI NUTEPATYpPe NOCTAHOBKM BOMPOCOB, HA KOTOPLIE
pasHbIMU aBTOPaM MOryT ObiTb AaHbl Pa3nuyHble 0TBEThHl. Ha OCHOBaHUM NOCTAHOBKYM TaKmMx
BOMPOCOB cneayeT cobvparb apryMeHTbl B MOJb3Y PasnnyHbIX BAPUAHTOB PELEHUS NMOCTaBNEHHbIX
npobnem.
B TekcTax aBTOpOB, TakuM 06pa3oM, crenyeT BblAENsTh Cneayowme KOMMOHEHTbI:
- nocTaHoBKa nNpobnemsl;
- BapWaHTbl pelleHns;
- aPryMeHTbl B MOMb3Y TEX UM UHbIX BAPUAHTOB PELLEHNS.
Ha ocHoBe BbleneHust aTux 3NEMEHTOB MPOLLE COCTaBNSATb COBCTBEHHYIO apryMeHTUPOBAHHYHO
no3nuuio Mo paccMaTpuBaeMoMy BOMpocy.
B TecToBbIX 3a4aHMSX B KaX.40M BOMPOCE U3 NPeACTaBNEHHbIX BAPUAHTOB OTBETA MPABUbHbINA
TONbKO OAMH. Ecnu Bam kaxeTcs, 4To NpaBuibHbIX OTBETOB 60nblue, BolbMpaiiTe TOT, KOTOPLIA, Ha
Baw B3rnsia, Hanbonee NpaBUbHbINA.
Mpw NOLAroTOBKE K 9K3aMeHy HeOOX0AMMO ONMpaTbCs NPeXae BCEero Ha Nekumu, a Takxe Ha
WCTOYHMKN, KOTOPbIE pa3bupanncb Ha ceMmHapax U NPakTUHECKUX 3aHATUSIX B TEYEHNE CeMecTpa.
B kaxpom bunete Ha ak3ameH colepXxarcs 5 BOnpocoB 1 Tematnyeckas 3amnayva.

camocTosiTenbHas | Metonmyeckune ykasaHust HanpaBneHbl HA OKa3aHWe METOLMYECKON noMowm obyyatowmmes npu
pabota BbIMNOMHEHUW BHEAYONTOPHBIX CAMOCTOSTENbHBIX PaboT. BhiNONHEHE BHeay AUTOPHBIX
CaMoCTOsITENbHbIX PaboT obyyarowmmMmcs B NPOLIECCE N3YHEHMS Kypca SBNSIETCS BaXHENWNM
aT1anoM obyyeHus, KOTOpbI CNOCOBCTBYET CUCTEMATM3ALMMN 1 3AKPEMIEHMIO NMOMYYEHHbIX
TEOPETUYECKMX 3HAHWI 1 NPaKTUHECKUX YMEHWIA; OPMMPOBAHMIO HABLIKOB PaboThl C pa3fnyHbIMM
BUOAMU MHCDOPMALMKW, Pa3BUTUIO NMO3HABATENbHBIX CNOCOOHOCTEN U aKTUBHOCTY 0ByYatoWmMXCs,
hOPMMPOBAHMIO TAKMX KAYECTB IMYHOCTW, KaK OTBETCTBEHHOCTb U OPraHW30BaAHHOCTD,
CaMOCTOSITENBHOCTb MbIWEHNS, CNOCOBHOCTb K CaMOpa3BUTMIO, CAMOCOBEPLIEHCTBOBAHWIO 1
camopeanu3auuy, BOCNUTbIBATb CAMOCTOSTENbHOCTb Kak IMYHOCTHOE KayecTBO Byoywero
pabouero.
B HacTosiwee BpeMs akTyanbHbIM CTAHOBSATCS TPEBOBAHUS K IMYHBIM KA4ECTBaM COBPEMEHHOMO
obyyvatolerocs ? yMEHNIO CaMOCTOSATENBHO MOMONHATL Y OBHOBNSATL 3HAHWSA, BECTU
CaMOCTOSITENbHbIV MOWNCK HEOBX0AMMOro Matepuana, 6biTb TBOPYECKON NYHOCTBIO.
BHeayanTopHas camocTosiTenbHas paboTta obydarowmnxcs, senseTcst 06si3aTenbHom Ans Kaxaoro
obyyatowerocs, onpenensieTcs y4ebHbIM nnaHoM. E€ HeobxoOMMO OpraH130BbLIBATL Tak, YTOObI
06yyvatoLwmniicsl NOCTOSHHO NPEOAONEBAN NOCUbHBIE TPYAHOCTU, HO YTOBbI YpOBEHb TPeboBaHW,
npeabsBnsieMbix K 06y4atoweMycsi, He 6bl1 HUXe YPOBHS Pa3BUTUSI €r0 YMCTBEHHBbIX
cnocobHocTel.
Llenb MeToomMyeckux ykasaHuwin coctonT B obecrnedeHn aodeKTUBHOCTA CaMOCTOSITENBHOM
paboThbl, ONpeneneHn ee COLEPXKaHWs, YCTAHOBNEHUS TPeBOBaHN K OCPOPMAEHNIO 1
pesynbTatamM caMoCTOSTENbHOM paboTbl.
OCHOBHbIMM LLEENSIMU BHEAYOUTOPHOW CAMOCTOSATENBHOM paboThl 0ByYaoWUXCs ABNSIOTCS:
- OBNlafieHne 3HaHMsSIMK, MPODECCUOHANBHBIMY YMEHWUSIMU 1 HaBblKaMy OeSATeIbHOCTU Mo
npounio crneunanbHOCTU;
npuobpeTeHne cnocobHOCTM K CAMOCTOSITENBHOMY NMOMCKY paboThl 1 TPYLOYCTPONCTBA;
- (hOPMUPOBAHME FOTOBHOCTM K CAMOOBPa30BaAHUID, CAMOCTOSTENBHOCTA U OTBETCTBEHHOCTMW;
- pasBUTUE TBOPHECKOrO NOAX0LA K peleHnio Npobnem y4ebHOro 1 npogecCOHanbHOro YPOoBHSI.
BbinonHeHne obyyarowmnmMmncs BHeayAUTOPHbIX CaMOCTOATENbHbBIX paboT crnocobeTeyeT
hOPMMPOBAHMIO NMPOGIECCHOHANBHBIX U 0BLWMX KOMMETEHLNIA, COOTBETCTBYIOWMX BULY
NpogoeCCroHanbHOM AeSTENbHOCTW MO AUCLMMNAMHAM Y MPOMECCUOHANBHBIM MOLYNSM.
CamocTosiTenbHble paboThbl BbINONHATCS MHAMBUAYANBHO B CBOBOAHOE OT 3aHATU BPEMSI.
O6yyatowmitics 06a3aH:
- Nepeg, BbiNONHEHNEM CaMOCTOSATENBHON PaboThl, MOBTOPUTL TEOPETUHECKUIA MATEPHAN,
NPOWOEHHbIN HA aydUTOPHbIX 3aHATUSX;
- BbIMOMHUTb PaboTy COrnacHo 3anaHuio;
- M0 Kax oW caMoCTOSTeNbHOM paboTe NpeAcTaBUTb NPEenofaBaTesnto OTYET B NMMCbMEHHOM BUIE.
- OTBETUTb Ha NOCTABMEHHbIE BOMPOCHI.

KETPOHHBH
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Bup pabot MeTtoaunyeckue peKkomeHaauum

TecTmpoBaHue | Mpu camocTosiTeNbHON NOArOTOBKE K TECTUPOBAHMIO CTYAEHTY HE0OX0ANMO:

a) roToBsiCb K TECTUPOBaHWMIO, NpopaboTaiTe NHGOPMALIMOHHbIA MaTepuan no

IancuununHe.

MpokKoHCyNbTUPYTECH C NPenonaBaTenieM Nno Bonpocy Bblbopa y4ebHol nuTepatypsbl;

6) 4eTKO BbISICHUTE BCE YC/IOBMS TECTMPOBAHUSI 3apaHee. Bbl 4ONXHbI 3HATb, CKOJIbKO
TectoB Bam 6yneT npennoxXeHo, CKOMbKO BPeMeHM OTBOAMTCS HA TECTMPOBaHME, KakoBa cuctema
OLIEHKW pe3ynbTaToB U T.4.

B) NpucTynas k pabote ¢ TecTaMu, BHUMATENbHO 1 00 KOHLA NPoYTUTE BOMPOC U
npennaraemMble BapnaHTbl 0TBETOB. BbibepnTe npaBuibHbIE (MX MOXET BblTb HECKONbKO). Ha
OTHOENbHOM NMCTKE OTBETOB BbINMWMTE LMAOPY Bonpoca 1 BykBbl, COOTBETCTBYOLWME
npaBuibHbIM OTBETAM;

I) B NPOLIECCE peELIEHNs XenaTenbHO NPUMEHSITb HECKONBbKO NOAX0L0B B PELIEHN

3agaHns. 9To NO3BONSIET MAaKCUManbHO rMbKo onepupoBaTh METOAAMU PELEHMs, Haxoas
Kaxbllii pa3 onTMManbHbIli BApUaHT.

1) ecnu Bbl BCTPETUNM YpesBbl4aiiHO TpyOHbIA ans Bac Bonpoc, He TpaTbTe MHOMO

BpPEMEHM Ha

Hero. MNepexoonTe K Apyrum Tectam. BepHuTtech K TpyaHOMY BOMPOCY B KOHLLE.

e) 06s3aTenbHO ocTaBbTE BPEMS ANS NMPOBEPKUN OTBETOB, YTOObI M3beXxaTb MexaHN4eCcKux
oLnbOoK.

3AEKTPOHHELBH
Bl YHHBEPCHTET

SRR, /5 OFMALMOHHO AHATVTHHECHAS CHCTEMA Kty
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Bup pabot MeTtoaunyeckue peKkomeHaauum

pedepar TpeboBaHUs K odhopMNeHnto pedoepata

0O61beM pecpepata ? 20 ? 25 cTp. nevatHoro Tekcta. Wpndot ? He 6onee 14 pt, TimesNewRoman,
nHTepBan ? 1,5, nons: BepxHee, HUXHee, neeoe ? 2 cM, npasoe 1,5 cm.

Ha tntynbHOM nucTte ykasbiBaetcs HassaHue pabotsl, PUNO ctyaeHTa u rpynna, N0
npenonasaTens (Hay4yHoOro pykoBoaMTeNs), NPOBEPSIOLWEro 1 OLEHMBAOWEro pedepar,
HauMeHoBaHVe Kadeapbl 1 y4ebHOro 3aBefieHMs. Tema pegoepara MOXeT bbiTb COPMYNMpoBaHa
CaMOCTOSTENbHO, MO COrfacoBaHMIo C Npenoaasarenem.

HaseaHune paboTbl odhopMmnsieTcs cnenyowmm obpasom:

Pedbepat no ancumnnmHe ?0OnepaumnoHHbIe CUCTEMbI? Ha TeMmy: 7?77

TekcT pedoepara neyaraeTcs Ha O4HOV CTOPOHE CTPaHMLbl; CHOCKM 1 NMPMMEYaHnsa neva-TalnTcs
Ha TOW Xe CTpaHuLe, K KOTOPOM OHM OTHOCATCS (Yepe3 1 uHTepBain, bonee MENKNM WPUKTOM, HYEM
TekcT). OCHOBHOWM TEKCT OOIXEH CONPOBOXAATbCS WTOCTPATUBHBIM MaTepranom (PUCYHKM,
gooTorpadomu, ouarpaMmbl, cxembol, Tabnuubl, Nporpammel). Ecnn B ocHOBHOI YyacTu cogepxaTtcst
UMTaThl MW CChINKWU Ha BblcKasblBaHMs, HE06X0AMMO yKasaTb HOMEpP UCTOYHMKA MO CMMUCKY,
npvBeLeHHOMY B KOHUE pedpepara, 1 CTpaHuuy B KBaapaTHbIX ckobkax B KOHUE LmTaTbl Uan
CCbINKW.

Pedoepat ? aT0 Kpatkoe N3noxeHne B MMCbMEHHON hopMe CoaepXaHUs NPoYMTaHHbIX KHUT U
JLOKYMEHTOB; co0bLeHne 06 NTorax n3y4eHnst Hay4HOro BONpPOCa; LOKNAL Ha ONpPeLeNeHHYI0 TEMY,
ocBeLawwnii ee BONPOCHI HA OCHOBE NUTEPATYPHbIX 1 APYrMX UCTOYHMKOB. Llenbio HanucaHums
pechepara saBnseTcs yrnybneHne 3HaHuiA No KOHKPETHOM Npobneme, nNonyYyeHne HaBblKoB paboThl
C Hay4HO 1 Hay4HO-MONYNSIPHO NuTepatypoiri. PaboTa Han pedhepaTtom TpebyeT, Kak npaBuno,
He MeHee Mecsua.

B npouecce paboTbl Haa npobnemoit HeobxoanUmo:

? Bbl4NEHUTb Npobnemy;

? CaMOCTOSITENIbHO M3Y4nTb NPO6IEMY HA OCHOBE NEPBOUCTOYHUKOB;

? natb 0630p UCMONb30BAHHON NNTEPATYpPbI;

? nocnenoBaTtenbHO U [OKA3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWIbHO 0GPOPMUTL CCbINIKM HA UCTOYHUKN.

2. ObsizaTenbHble CTPYKTYPHbIE 3NEMEHThI pedpepara:

1. BBegeHue, B KOTOPOM OMUCHIBAETCS akTyanbHOCTb NPobneMbl, ONpeaensoTcs Luenm n 3afada
pedepata; 06beM BBeaeHms ? 1 - 2 cTpaHmubl.

2. ConepxaHuwe.

3. TekcT pedheparta OonxeH coaepxarb:

? ob6ocHoBaHMe BblIBpaHHOW TEMBI;

? CpaBHUTENbHbIA aHanNU3 nuTepatypbl No Npobneme;

? n3noxeHne cobCTBEHHOM TOUKM 3pEHNS Ha Npobnemy;

? BbIBOAbI M NPEASIOXEHNS;

? 3aKnoYeHne.

4. Cnncok Mcnonb3oBaHHbIX MCTOYHUKOB [OMXEH 0dhopMnsATbes B cooTBeTcTBMM ¢ TOCToM 1
MOXET COLepXaTb He TONbKO HA3BaHWUS KHUT, XYPHAN0B, raseT, HO 1 Ntobble NCTOYHUKN
nHdopmaumm (Hanpmmep, ceeaeHus na cetu VIHTepHeT, nHdpopmaLmio 13 Tene- u
panmo-nepenad, a TakXe YacTHble CO0BIEeHNS Kakux-Nnbo CneLmanncToB, BbiIcKa3aHHbIE B
NW4HbIX Becenax nx ¢ aBTOPoM pedpeparta).

Pedbepat nanaraetcs OOCTYMHbIM HAYYHbIM (Hay4YHO-MOMYNSPHBIM) S3bIKOM B OTHOCU-TENBHO
cxarol popMe ¢ MCNonb30BaHMEM 0BEer4eHHbIX CUHTAKCMYECKMX KOHCTPYKUMA. Takne
KOHCTPYKLMMW MOTYT cTaTb cBOeobpa3HbIM NiaHOM pedoepaTtmBHOi cTatbm: ? B paccmatpusaemol
cTaTbe CTaBUTCS pPsif BONPOCOB ?ABTOP noayepkusaet, 4to ? bonee noapobHO paccmMoTpeHa
npobnema? AHaNU3NPyTCS pasHble TOUKU 3peHust ? B 3akoyeHne HeobX04MMO OT-METUTb YTO
??7nT1.0.

Mpwn BbICTaBNEHMM OLEHKM 3a pedoepart y4UTbiBaOTCS Cneaytowme KOMNOHEHTI:

? cofepxaTtenbHas YacTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06beM
NpoaHanM3npoBaHHbLIX NCTOYHMKOB 1 T.M.);

? ochopmneHue (COOTBETCTBUE CTAHOAPTY, SCTETMKA OCDOPMNEHMS, HANNYNE UNTIOCTPATUBHOIO
martepuana v T.n.);

? 3awmTa pedbepara (opmeHTaums B TeKkCTe pedoepara, OTBETbl HA BOMPOCHI U T.M.).

Pedbepat coaetcs B oTneyataHHOM BUAE U HA 3NEKTPOHHOM HOCUTENE.

3AEKTPOHHELBH
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aK3ameH OTOBUTBCS K 3K3aMeHy HeobX0AMMO NOCNenoBaTeNbHO, C Y4ETOM KOHTPOMbHBLIX BOMPOCOB,
paspaboTaHHbIX BedywWwmM npenoaaeatenem kagenpbl. CHavyana cnegyeT onpenenmTb MECTO
Kax[10ro KOHTPONbHOIO BONPOCa B COOTBETCTBYIOWEM pasaene TeMbl y4ebHOM nporpammel, a
3aTeM BHUMATENIbHO NPOYUTaTb Y OCMbICIUTb PEKOMEHA0BAHHbIE Hay4YHble paboThl,
COOTBETCTBYIOWME Pa3fesbl PEKOMEHA0BaHHbIX y4ebHUKOB. [pn 3TOM NoneaHo genatb XoTs bbl
caMmble KpaTkue BbiNnUckin 1 3ameTkn. PaboTy Haa TEMOI MOXHO CYMTaTb 3aBEPLUEHHO, eCN Bbl
CMOXETe OTBETUTb Ha BCE KOHTPOJIbHbIE BOMPOCK! 1 AaTb OnpeneneHne NoHATUA No nayvaemom
Teme.

Lns obecneyeHnst NONHOTLI OTBETA HA KOHTPOMNbHbIE BONPOCH! 1 yYllero 3anoMmuHaHns
TEOPETNYECKOro MaTepuana pekoOMeHayeTcs COCTaBNATb NaH OTBETA HA KOHTPONbHbIV BOMPOC.
OTO NO3BONUT COKOHOMMUTb BPEMS A1 NOArOTOBKM HEMOCPEACTBEHHO NEpes 3a4eToM 3a cYeT
obpalieHns He K nuTepatype, a kK cBouM 3anucsm. Mpu noarotoBke HE0O6X0AUMO BbISIBNSTb
Hanbonee CcnoxHble, ONCKYCCUOHHbIE BOMPOCHI, C TeM, 4ToObl 06CcyanTb MX C NpernonaBaTenemM Ha
0030pHbIX NEKLIMSIX U KOHCYNbTaLMSsIX.

Henb3s orpaHuymBaTbh NOArOTOBKY K 3a4€Ty MPOCTLIM MOBTOPEHMEM M3Y4YEHHOrO Matepuana.
Heobxoammo yrnybutb 1 paclumpuTb paHee NpuobpeTeHHble 3HaHUS 3a CYET HOBbIX MAEW 1
MONOXEHWUIA.

PeaynbTtat no coave sk3aMeHa 06 bSBNSIETCS CTyAeHTaM, BHOCUTCS B 3K3aMEeHaLNOHHYO
BEIOMOCTb.

[MonoXutenbHble OLEHKU ?3a4TEH0?, ?0TANYHO?, ?XOPOWO? BLICTABNSAIOTCS, €CNN CTYAEHT YCBOW
y4yebHbIli MaTepuan, ncyeprbliBatoLle, Nornm4eckn, rpPaMoTHO M3NOXMB ero, Nokasan 3HaHus
crneumanbHon nMTepatypbl, He 4onyckan CywecTBEHHbIX HETOYHOCTER, a TakXe NnpaBu/ibHO
NPVMEHAN NOHATUAHBIA annapar.

10. NMepeuyeHb MHCGOPMALLMOHHBIX TEXHOJOIMM, UCMOJNb3YeMbIX NMPU OCYLLECTBIIEHUN 06pa3oBaTe/IbHOro
npouecca no gucuuniavHe (Mooyno), BKaouYas nepeyeHb NporpaMMHOro obecneyeHnst U MHGOOPMaLMOHHDIX
CnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

OcBoeHue gucumnnauHbl "MiHgopmaunoHHas 6e3onacHoCTb" npeanonaraeT NCMnonb30BaHNe Cneytowero NporpamMmMHoro
obecrneyeHunst n MHPOPMALIMOHHO-CMPAaBOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows Professional 7 Russian

MakeT odoucHoro nporpammHoro obecnedveHusi Microsoft Office 2010 Professional Plus Russian
Bpaysep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI

YyebHo-MeToan4eckas nutepatypa st aHHOW AUCUMMANHBI UIMEETCS B HANIMYMK B 3NIEKTPOHHO-BUBNIMOTEYHOI cucTeme
"ZNANIUM.COM", nocTyn K KoTopoi npenoctaeneH obyyatowmmest. I6C "ZNANIUM.COM" coaepXuT npomaseneHns
KPYMHENWMX POCCUNCKUX YHEHBIX, PYKOBOAUTENEN rOCYyAapCTBEHHbIX OPraHoB, Npenogasarenei segywmx By30B CTPaHbl,
BbICOKOKBaNMULMPOBaHHbLIX CNELMANNCTOB B pas3nnyHblx cdoepax busHeca. doHn 6ubnmotekn cpopMmnpoBaH ¢ y4eToMm
BCEX M3MeHeHU obpa3oBaTe/bHbIX CTaHAAPTOB U BKNOYAET y4ebHMKN, y4ebHble nocobus, yuebHo-MeToanyeckme
KOMMeKchbl, MOHOrpadum, asTopeeparbl, Auccepraumm, SHUMKNoNeaun, CRoBapu U CNPaBoYHNKN,
3akoHo4aTeNbHO-HOPMAaTUBHbIE LOKYMEHTbI, CrieumanbHble Nepuognyeckme n3gaHns n n3naHus, Bbinyckaemble
nspartenbctesamu By3oB. B HacTosiwee Bpemst 35C ZNANIUM.COM cooTBeTCcTBYET BCEM TpeboBaHMsIM doeieparbHbiX
rocynapcTBeHHbIX 06pa3oBaTenbHbIX CTaHAapToB Bbicwero obpasoBaHus (PFOC BO) HOBOro NokoneHus.

YyebHo-meToamyeckas nutepatypa ons LaHHOW OUCLMNANHBI IMEETCS B HANUYMU B 3NEKTPOHHO-BMBNNOTEYHON crncTeme
WNapatenbcTBa "MaHb" , BOCTyN K KOTOPOM NpenocTtasneH obyyatrowmmes. 96C NapaTtenbcTea "MaHb" BkoyaeT B cebs
3MIEKTPOHHbIE BEPCUM KHUT n3patenbcTBa "flaHb" 1 opyrux BeLylwmx n3naTenbeTs y4ebHoM nutepaTypsbl, a Takxe
SNEKTPOHHbIE BEPCUU NEPUOLNYECKUX U3OaHWNI NO €CTECTBEHHbIM, TEXHNYECKNM 1 r'yMaHUTapHbIM Haykam. 96C
NapaTtenbcTea "MaHb" obecneynBaeT fOCTYN K HAYYHOW, y4ebHO nuTepaType 1 HayYHbIM NEPUOLNYECKM U3LAHUSIM MO
MaKCMMarnbHOMY KONIMYECTBY NPOUNIbHBIX HAMPaBNEHUIA C COBNOAEHNEM BCEX aBTOPCKUX U CMEXHBIX MPas.

11. OnucaHue MatepuanbHO-TeXHMYecKon 6a3bl, He06X0AMMOW ONs OcyLUeCcTBNeHusi o6pa3oBaTefibHOro
npouecca no aucuunnuHe (Moayno)

OcBoeHue gucumnnubl "MHgopmaumnoHHas 6e3onacHOCTL" NpeanonaraeT NCNoNb30BaHNE CNEOyOWEro
MaTtepunanbHO-TEXHUYECKOro obecneyeHuns:

KomnbloTepHbIii knace, npeacTaBnsowmin coboit paboyee Mecto npenoaaeatenst U He MeHee 15 paboynx MecT
CTYLEHTOB, BK/TIOYAIOWMX KOMNbIOTEPHbBIA CTON, CTYN, MEPCOHalbHbIA KOMMbIOTEP, IMLEH3UOHHOE MPOorpamMmMHoe
obecneyeHune. Kaxaplii KOMNbIOTEP MMEET WNPOKOMONOCHBIM [OCTYN B ceTb MIHTepHeT. Bce KoMNbioTepbl NOAKMKOYEHbI K
KopropaTnBHOW KoMmbioTepHon cet KPY n Haxopatcs B €AMHOM JOMEHe.
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CneumnannsmpoBaHHas naboparopus ocHalleHa 06opynoBaHMeM, He0OX0AMMbIM N5 NPOBEeAEHUS nabopaTtopHbix paborT,
NPaKTUYECKMX 3aHSATUIA 1 CAMOCTOSTENbHOM PaboThbl N0 OTAENbHBIM AUCLUMIMHAM, @ TakXe NPakTUK 1
Hay4Ho-nccneposatenbckol pabotel obyyatowwmxcs. Jlabopatopus paccyMTaHa Ha 0AHOBPEMEHHYIO paboTy
obyyalowmxcs akaaemMmyeckoin rpynnel 1Mbo noarpynnbl. 3aHATUS NPOBOASTCS NOL, PYKOBOLCTBOM COTPYAHMKA
YHUBEpPCUTETA, KOHTPONMPYIOLLETO BbINOSHEHME BMAOB y4ebHOM paboThl 1 cobnofeHme npasun TexHUKKM 6e3onacHoCTy.
KayecTBeHHbI 1 KONMYECTBEHHbIN COCcTaB 060PYL0BAHNS 1 PACXOAHBIX MATEPUAIOB ONPeLENseTcs CneLnguKon
o0bpa3zoBaTtenbHbIX MPOrpPamMm.

12. CpencrtBa apanTtaumm npenogaBaHUsl GUCLUM/IMHBI K NOTPe6HOCTAM 00y4YaloLLuXcsi MHBaNMA0B U NNL, C
OorpaHUyYeHHbIMU BO3MOXHOCTSIMA 34,0POBbS

I'Ip|/| HeobXooMMOCTU B o6paaoBaTean0M npouecce NpuMeHsaTCa cnegyowme Metonbl U TEXHONOrnn, obneryatouime
BOCNpUATUE UHPOopMaLnUmM o6yqa+ou1|/|M|/|csa nHBanngamMn n nmuamm ¢ orpaHN4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- CO3[aHne TEKCTOBOW BEPCUM NMIOBOro HETEKCTOBOMO KOHTEHTA LIS €0 BO3MOXHOro npeobpasoBaHus B
anbTepHaTVBHbIE POPMbI, YO0OHbIe AN pa3NnYHbIX NONb30BaTene;

- CO30aHNEe KOHTEHTAa, KOTOprI\/'I MOXHO NpencTtaBuUTb B pa3/IndHbIX BUOAX 6e3 noTtepun OoaHHbIX UK CTPYKTYpPbI,
npenycMoTpeTb BOSMOXHOCTb MaCLIJTaél/IpOBaHI/Iﬂ TeKCTa un |/|306pa>KeH|/||7| 6e3 noTtepun Ka4ectea, NpenycMoTpeTb
OOCTYMNMHOCTb ynpaBneHnsa KOHTEHTOM C KnaBuaTypbl;

- CO3[4aHVe BO3MOXHOCTEW AJis 06y4atoWmxcsl BOCMIPUHUMATL OLHY W Ty XX€ MHPOPMaLMIO U3 PasHbIX NCTOYHIKOB -
HarmpuMmep, Tak, 4Tobbl NMLA C HAPYLWEHWUAMI Clyxa NOMyYani MHGOPMALLMIO BU3YalibHO, C HAPYILEHWSIMU 3PEHUS -
aynanbHo;

- MPUMEHEeHNe NPorpaMMHbIX CpencTs, obecrneynBatowmx BO3MOXHOCTb OCBOEHNS HAaBbIKOB 1 YMEHWIA, CDOPMUNPYEMBIX
OVNCLUMNMINHOM, 3a CYET anbTepHaTUBHbLIX CNOCOO0B, B TOM YUCNE BUPTYanbHbIX NabopaTopuin u CUMYNSILUOHHBIX
TEXHONOINIA;

- MPUMEHEHNE ONCTAHUMOHHBIX 0Bpa3oBaTenbHbIX TEXHONOIMIA AN1s Nepeaayn MHGopMaLum, opraHn3aunm pasnmyHbIX
(POPM MHTEPAKTNBHOW KOHTAKTHOW paboThl 0Byyarolwerocs ¢ npenogasaTeneM, B TOM Yucne BebrHapoB, KOTOPbIE MOTYT
6bITb MCNONb30BaHbI A5 MPOBEAEHNS BUPTYabHbIX NEKLUA C BO3MOXHOCTbIO B3aVMOLENCTBUS| BCEX YHACTHUKOB
OUCTAHUMOHHOIO 06y4eHUs!, NPOBELEHUS CEMUHAPOB, BBICTYMIEHUS C LOKNALAMU U 3aALMTbI BEINOSHEHHBIX paboT,
NpPoBeAeHNs TPEHUHIOB, OPraHU3aLMy KONNEKTUBHON paboThl;

- NPYMEeHeHNe AUCTaHUMOHHbBIX 06pa3oBaTenbHbIX TEXHONOIMIA NS OpraHM3aummn oopM TEKYILEro 1 NPOMeXyTOYHOro
KOHTPONS;

- YBENNYEHME NPOLOIXNTENIbHOCTYU caaqm oby4atolwyMcst UHBANUOOM UK NINLOM C OFPaHnYeHHbIMU BO3MOXHOCTSMI
3[0p0Bbs DOPM NMPOMEXYTOYHON aTTECTALMMN MO OTHOLWEHWIO K YCTaHOBIEHHOW NMPOAONXUTENBHOCTY UX COAYN:

- NPOAONIXXUTENNIbHOCTN COoavn 3a4yéTa nnm aK3ameHa, nposoaonMoro B NMUCbMEHHOMN doopme, - He 6onee 4em Ha 90 MUHYT;

- NPOOONXNUTENbHOCTM NOAroTOBKM 06y4atollerocs K 0TBeTy Ha 3a4éTe Unn aK3ameHe, NPOBOAVMOM B YCTHOM doopMe, - He
6onee 4yeM Ha 20 MUHYT;

- NPOLONXMNTENBbHOCTUN BbICTYMNEHNS o0byyatolerocs npu 3awmTe KypcoBoi paboTbl - He Bonee Y4em Ha 15 MUHYT.
Mporpamma cocTtaBneHa B cooTseTcTBuUM ¢ TpeboBaHnsamMu GIrOC BO 1 y4ebHbiM nnaHom no HanpasneHuio 09.03.01

"iHchopmaTrka 1 BblUCUTENbHAS TEXHUKA" 1 NPOgOUI0 NOAFOTOBKM ABTOMATN3MPOBAHHBIE CUCTEMBI 06paboTKM
VHCPOPMaLMK 1 yNpaBneHns .
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