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Mporpamma omcumnnmHel "MIHpopMaLmoHHas 6esonacHocTb"; 09.03.01 HdopmMaTyka 1 BblYUCIUTENBHAS TEXHMKA; OOLEHT, K.H. Xa3nes

CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pe3ynbTaToB 0byyeHust No aucumnInHe (Moaymo), COOTHECEHHBIX C MaHNPyeMbIMU
pesynbTatamy 0CBoeHMsi 06pasoBaTebHOM NPorpamMmel

2. MecTo oMcuUMNnHbI B CTPYKTYpEe OCHOBHOM NpodpeccuoHanbHoi 06pas3oBaTtenbHOM NporpamMmbl Beicluero obpasoBaHus

3. Ob6bem ancumnnnHbl (MOJJ,yJ'IF!) B 3a4eTHbIX eanHnuax Cc ykadaHnem Konmyecrtea 4acoB, BblAeNIeHHbIX HA KOHTakKTHYO
paboTy obyyatowmxcsi ¢ npenoaasatenem (Mo Bugam y4ebHblx 3aHATW) 1 HA CaMOCTOSITENbHYO paboTy 0byHatoWwmnxcs

4. ConepxaHvie OMcUMNvHbl (MOgyns), CTPYKTYPUPOBaHHOE Mo TeMaM (pasgaenam) ¢ ykasaHueM 0TBEAEHHOro Ha HuX
KONMYeCTBa aka4eMNYeckmx YacoB 1 BULOB y4eOHbIX 3aHATUIA

4.1. CTpyKTypa 1 TEMATMYECKUIA NNaH KOHTAKTHOW 1 CAMOCTOSATENbHOM paboTbl MO LUCUUMNAVHE (MOLYIIO)

4.2. CopepxaHvne oUCLUNINHbI

5. MepeyeHb y4ebHO-MeTOANYECKOr0 0BecrneyeHnst 4is CaMOCTOSTENbHOM paboThl 0ByJaOWUXCSA N0 ANCLUMINHE
(Momynio)

6. POHLA OLLEHOYHbIX CPeacTB No ANCUUNANHE (MOLYN0)

6.1. MNepeyeHb KOMNETEHLWIA C yKa3aHNeM 3TarnoB UX (hOpMMPOBaHMS B MPOLIECCEe OCBOEHUSI 06pa3oBaTefbHOM
NPorpammbl 1 POPM KOHTPONS UX OCBOEHUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHUA KOMMEeTEHUMI Ha pas3nuyHbIX aTanax ux goopmMnpoBaHus,
onncaHue wkan oueHnBaHu4

6.3. Tunosble KOHTPONbHbIE 3a4aHNA NN NHble MaTepuanbl, HGOﬁXO,D,I/IMbIe Ans OueHkKu 3HaHI/II7I, YMeHI/II7I, HaBbIKOB U
(unun) onbiTa 0EATENbHOCTU, XapakTepUayoLMX 3Tanbl (POPMNPOBAHNS KOMMETEHUNIA B NPOLECCe OCBOEHNS
06pasoBaTtenbHON NporpamMmbl

6.4. MeTtoounyeckne martepuansbl, onpegendtowmne npouenypbl oLleHnBaHnA 3HaHWN, yMeHVIVI, HaBbIKOB U (I/IJ'II/I) onbiTa
0eaTeNnbHOCTN, XapakTepusyrwmx atansbl PopM1MpoBaHns KOMMeTeHUunmn

7. MNepeyeHb OCHOBHOM 1 JOMONHUTENLHOW y4ebHOW nMTepaTypbl, HEO6X0AMMON AN OCBOEHMS AMCUMUMINHBI (MOLYNS)
7.1. OcHoBHas nutepatypa

7.2. ononHutensHasa nutepatypa

8. MepeyeHb pecypcoB NHOPMALMOHHO-TENEKOMMYHMKALMOHHON ceTn "MIHTEpPHET", HEOBX0ANMBIX LSt OCBOEHUS
AVCUMNNUHBI (MOOyNS)

9. MeToamyeckure ykazaHus ons oby4alowmxcs No OCBOEHNIO ANCLMNANHBI (MOOYNS)

10. MNepeyeHb MHPOPMALMOHHBIX TEXHONOTUIA, UCMONb3YEMbIX NPW OCYLLECTBIEHNN 06pa3oBaTeNbHOr0 NpoLecca no
OUCUMMNAVHE (MOLYNI0), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns U MHGOPMAaLIMOHHbBIX CMPABOYHBIX CUCTEM (MpU
HeobXxo4MMOoCTK)

11. OnncaHne matepuanbHO-TEXHUYECKOR 6a3bl, HEOOXOAUMON AN OCYyIEeCTBNEHUS 06pa3oBaTeNbHOro npouecca no
aucumnianHe (Moaynio)

12. CpencTBa agantauuv npenogaBaHns AUCLUMNUHBI K NOTPEBHOCTAM 06yyatoWwmxcs MHBANULOB 1 UL, C
OrpaHnyYeHHbIMN BO3MOXHOCTSAMU 340POBbS
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Mporpamma omcumnnmHel "MIHpopMaLmoHHas 6esonacHocTb"; 09.03.01 HdopmMaTyka 1 BblYUCIUTENBHAS TEXHMKA; OOLEHT, K.H. Xa3nes

Mporpammy oucumnnuHbl paspaboTan(a)(m) ooueHT, K.H. Xasues 3.J1. (Kadenpa nHopmMaLmoHHbIx cuctem HIA,
OTneneHne MHAPOPMALMOHHBIX TEXHONOMMIA U aHepreTnyeckmx cuctem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHUPYEMbIX pe3ynbTaToB 06y4eHUsi MO AUCLMMIINHE (MOLY/I0), COOTHECEHHbBIX C MaHUpPyeMbIMM
pesynbTataMm oCBoeHusi o6pa3oBaTtenbHON NPorpaMmbi

BbII'IyCKHI/IK, OCBOUBLINIA AOuncunninyy, OonxXeH obnapatb cnenyrowmMm KOMNeTeHUNAMIn:

LWndop PaclumndppoBka
KOMMNeTeHLuun npuobpeTaeMorn KOMNeTEHLUN
Orik-3 CnocobeH pelwaTb cTaHLapTHbIE 3a4a4y NPOECCOHANbHON AeATENbHOCTU Ha

OCHOBE MHGOPMALMOHHON 1 61bAMorpadoMyeckoit KynbTypbl C MPUMEHEHUEM
MHEPOPMALVOHHO-KOMMYHUKALMOHHbBIX TEXHONOTWIA U C Y4ETOM OCHOBHbIX
TpeboBaHNin MHOPMALMOHHOM 6e30MacHOCTY;

BbINyCKHWK, OCBOMBLIWIA AUCUUNANHY:

JlonxeH 3HaThb:

©- MeTonbl 1 cpenctea obecrnevyeHns HPOPMaLMOHHOV 6e30MacHOCTM KOMMbIOTEPHbBIX CUCTEM
JonxeH ymeTb:

- 03b|6|/1pan:, KOMMNeKcnpoBaTb 1 aKCnyatTupoBaTtb NporpaMMHo-annapaTHble CpeancTea B CO34aBaeMblX
BblYNCNNTENBbHbBIX N MHAPOPMALMOHHbBIX CUCTEMAX U CETEBbLIX CTPYKTYpaXx;

©- CTaBuTb 3a4avy 1 paspabaTbiBaTb airopyuTM €€ PelleHust, NCNOoNb30BaTb NPUKNaaHbIE CUCTEMBbI
nporpamMrpoBaHusi, paspabaTbiBaTb OCHOBHbIE MPOrPaMMHbIE LOKYMEHTbI

JonxeH Bnanetb:

©- A3blKamMu NPOLLeayPHOro U 06 bEKTHO-OPMEHTUPOBAHHOIO NPOrPaMMUPOBaHNS, HaBblkaMy paspaboTku 1 oTNaaKu
MPOrpamM He MEHEE YEM Ha OLHOM U3 aNrOPUTMNYECKMX NMPOLIEAYPHBIX A3bIKOB NMPOrPaMM1POBaHUS BbICOKOTO YPOBHS

2. MecTo AuCUUNNUHBI B CTPYKTYpPEe OCHOBHOW NpodbeccnoHanbHOU o6pa3oBaTe/ibHOMN NporpaMmbl BbICLLErO
obpa3oBaHus

DaHHas yuebHas aucumnnmHa BkoyeHa B pasgen "61.0.14 OucuunnmHbl (Mooynm)" OCHOBHOI NpodheccMoHansHom
obpasoBatenbHoii nporpammel 09.03.01 "MHopmaTrka 1 BeldUCINTENbHAs TeXHUKa (ABTOMATU3NPOBaHHbIE CUCTEMBI
06paboTkn MHGopMaLUK 1 ynpaBneHns)" 1 0OTHOCUTCS K 0083aTeNbHbIM ANCLMNANHAM.

OcBauBaeTcs Ha 4 Kypce B 8 ceMecTpe.

3. O6beM AUCUMNMJIUHDI (MO,IJ,ynSl) B 3a4eTHbIX eAuHULLaX C yKa3aHMeM KoJinyecTBa 4YacoB, BblaeJIeHHbIX Ha
KOHTaKTHyI0 paboTy obyualoLmxcs ¢ npenogasarenem (Mo BUOaMm yd4ebHbIX 3aHATUN) U Ha CaMOCTOSITENbHYIO
paboty obyuaromxcs

O6was Tpyn0eMKOCTb AUCLIMININHBI COCTaBASET 5 3a4eTHbIX(ble) eauHmML(bl) Ha 180 yaca(os).

KoHTakTHas paboTa - 50 4aca(oB), B TOM Yucie nekuun - 20 yaca(oB), npakTnyeckne 3aHsaTus - 0 yaca(os),
nabopatopHble paboTbl - 30 yaca(oB), KOHTPO/b CAMOCTOSITENbHOM paboThl - 0 Yaca(os).

CamocTtositenbHas pabota - 103 yaca(oB).
KoHTponb (3a4€T / ak3ameH) - 27 yaca(os).
®dopma NPOMEXYTOYHOrO KOHTPONS ANCLMUMINHDI: 3K3aMeH B 8 ceMecTpe.

4. CopepXaHue OUCLMIMINHDBI (MOAYNS), CTPYKTYPUPOBaHHOE MO TeMaM (pa3genam) C yKkasaHMeM OTBEA,EeHHOro Ha
HUX KONMYECTBa aKaZleMMYeCKMX YacoB U BUAOB YYEOHbIX 3aHATUN

4.1 CTpyKTypa 1 TeMaTM4yeckuii niaH KOHTaKTHOM U CaMOCTOSITe/IbHOM PaboThbl N0 AUCLUNAUHE (MOJYNIO)

Buabl u yachbl
KOHTaKTHOM paboThbl,
N Pa3penbl aMcuunivHbl / Cemect X TPYDOEMKOCTb CamocTtosiTenbHas
monyns P (B yacax) pa6ota
MpakTuyeckuelllabopatopHble
Jlekuum 3aHATUSA paboTbl
1 Tema 1. [NpaBoBoe obecrnevyeHune 8 1 0 5 12
‘|nHdbopmaLumoHHo Be3onacHocTU
PerncTpaumoHHbiit Homep 10290275119 OBAEKTPOHHEH
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Buabl n yachbl
KOHTaKTHOM paboThbl,
Paspenbl pucumMnavHebl / WX TPyAOEMKOCTb CamocTtosiTenbHasi
N Moayns Cemectp (B yacax) paborta
MpakTuyeckuellabopaTtopHble
Jekunm 3aHATUSA paboTbl
Tema 2. OCHOBbI MHCPOPMALMOHHOM
2. 6e3onacHocT 8 1 0 2 6
Tema 3. BesonacHocTb
8. onepaunoHHbIX CUCTEM 8 2 0 2 6
Tema 4. besonacHOCTb
4. BbIYUCNTUTENbHbIX CEeTEN 8 2 0 4 6
Tema 5. besonacHOCTb cUCTEM
5. ynpaeneHus 6azamy faHHbIX 8 2 0 4 6
Tema 6. OpraHmsaunoHHoe
6./obecneyeHne NHOPMALIMOHHOA 8 2 0 4 8
6e3onacHoCTu
Tema 7. lNporpamMmHo-annapaTHble
7. cpencTsa 3awnTbl MHGopMaLmm 8 2 0 4 16
Tema 8. Kpuntorpadmyeckne
8. METObl 3aWmnTbl MHOOPMaLIMK 8 4 0 4 16
Tema 9. KomnnekcHoe obecrieyeHune
9.[mHdpopmaumnoHHolh 6esonacHoCTH 8 4 0 4 27
ABTOMATM3MPOBAHHBIX CUCTEM
toro 20 0 30 103

4.2 CopepxaHue OUCLUMIUHDI
Tema 1. NpaBoBoe ob6ecneyeHne MHcopmaLMoHHOM 6e3onacHOCTU

KOHCTUTYLIMOHHbIE FrapaHTUK Npas rpaxaaH Ha MHAPOPMaLMIo 1 MeEXaHN3Mbl X peanusaumu. NoHaTve n Buabl
3awmwaemor nHcpopmaumm no 3akoHoaatenscTey P®. Cuctembl 3awmnTbl roCyfapCTBEHHON TalHbl U
KOHbUAEHUMaNbHON MHdopMaLuun. JTnueHsnposaHme 1 ceptudukaums B obnactv 3awmutel FocyapCTBEHHON TaliHbI 1
KOHbUAEHUMaNbHOM MHgopMauun. 3awmTa nHTennekTyanbHon cobecteeHHocTh. MNpectynneHus B cdoepe
KOMMbIOTEPHON MHJPOPMAaLINN.

OpraHn3aunoHHo-NPaBoBoe obecrneyeHre 3alnTbl KOMMbIOTEPHO MHApopMaUMH.

N3yueHue cuctembl 3awmTbl KOHPUOEHUMANBHOW MHApopMaumu. Mogenu nHgopmaLmoHHol 6e30MacHOCTY;
MEXAyHapoHble N OTEYECTBEHHbIE CTAHAAPTbI MHPOPMALMOHHOW Be3onacHOCTM, nonuTuka 6e3onacHoCTy;
nokasaTtenu 3alWneHHOCT CPEACTB BbIMUCIMTENBHOW TEXHVKU U KNACChl 3aWMEHHOCT aBTOMATU3MPOBAHHbBIX CUCTEM
0T HECAHKLIMOHVPOBAHHOMO [OCTYNA.

Tema 2. OcHOBbI MHC(pOpPMaALIMOHHOW 6e3onacHOCTU

MoHsTMe HaunoHanbHol 6esonacHocT Poccuitickoin Pepepaunn. MiHgopmaunoHHas 6esonacHocTb (UB) B cucteme
HaumoHanbHoi 6e3zonacHocT PP, npobnembl MHGOPMALUMOHHOR BOHbI. OCHOBHbIE MOHSTUS, 0bWeMeToaonornyeckme
npuvHUunbl Teopun NB. Moaenu nHopMaUnoHHo 6e30MacHOCTU; MEXOYHAPOAHbIE N OTEYECTBEHHbIE CTaHaaPThI
VHgOpMaLMoHHo 6e3onacHOCTW, MoNUTUKa 6e30NacHOCTMW; NoKasaTeny 3aluLLeHHOCTM CPELACTB BblUCIUTENBbHOW
TEXHWKWN U KNacchbl 3aWNLLEHHOCTN aBTOMaTU3MPOBAHHBLIX CUCTEM OT HECAHKUNOHMPOBAHHOMO Aoctyna. Yrpo3asl Ub.
OueHka u ynpaeneHue puckamu. ObecrnedveHne KOHMOEHUMANbHOCTN, LENOCTHOCTM U AOCTYNHOCTU MHCPOPMaLIM.

O6ecneveHne 6e30MacHOCTU 9NEKTPOHHON NOYThI Npu paboTe B cetn MIHTepHerT.
OtpaboTka 6esonacHblx MexaHn3MoB paboThl C MOYTON B ceTn IHTepHeT.

Tema 3. Be3onacHOCTb onepaLUOHHbIX CUCTEM

Obwas xapakTepucTuka onepaunoHHbIX cucteM. HasHadeHre, BO3MOXHOCTM, MOAeNu 6e30nacHOCTY OnepaLyoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHusauus ynpasneHns goctynom u 3awmtbl pecypcos OC.
OcHoBHblE MexaHM3Mbl He30MacHOCTW: CPeacTBa U MeToabl ayTeHTudprkauum B OC, Mogeny pasrpaHnmyeHns JocTyna,
opraHm3aums n Ucnonb3oBaHvne cpencTs ayauta. AoMuHmuctpuposaHne OC: 3agaym v NPUHLMUMABLI CONPOBOXAEHMNS
CMCTEMHOr0 NMPOorpaMmMHoro obecneveHusi, reHepaums, HaCTPONKa, M3MePEHNE NPON3BOLNTENbHOCTM 1 MOAMcMKaLMS
cucTeM, ynpaeneHue 6esonacHoctbio OC.

BesonacHOCTb onepaLmnoHHbIX CUCTEM.
N3yyeHne ocHOBHbIX MexaHn3mMoB HesonacHocTn OC: cpenctea U MeTonbl ayTeHTudpmkaumm B OC, mogenu
pasrpaHuyeHuns 0ocTyna, opraHn3auuns n ncrnonb3oBaHue CpeacTs ayamra.

Tema 4. be3onacHOCTb BbIYUCINTENbHbLIX CeTen
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BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum
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MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsaok opraHM3aumn 1 ocyLecTBleHNs 0bpasoBaTenbHON AeaTenbHOCTY No 06pasoBaTesibHbIM NPOrpaMMam BbICLIEro
obpaszoBaHus - nporpammam bakanaepuata, nporpamMmam crieyuanuteta, NporpaMmmam MarmcTpatypbl (YyTBepXaeH
npvkaszom MuHuctepcTea obpasoBaHusi U Hayku Poccuiickoin @enepauum ot 5 anpens 2017 roga Ne301).

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENBHON PaboThbl CTYAEHTOB BbICLIMX Y4EOHbIX 3aBeAeHWIA".

MonoxeHwue ot 29 nekabps 2018 r. Ne 0.1.1.67-08/328 "O nopsiake NpoBeneHNs TEKYLWEro KOHTPOMS yCNeBaeMocTu 1
NMPOMEXYTOYHOI aTTecTaunm obyyarowwmxcs dpefepanbHoro rocyjapcTBeEHHOr0 aBTOHOMHOro 06pasoBaTenbHOr0
yupexaeHus Bolcero obpasosaHus "KasaHckuii (MprBonxXckuiA) doenepanbHblil yHuBepcutet".

MonoxeHwne Ne 0.1.1.67-06/241/15 o1 14 nekabps 2015 r. "O ¢opmMmpoBaHnm poHAa OLEHOYHbIX CPEACTB ANs
NpPoBeEHNS TeKyLLEel, MPOMEXYTOYHOM 1 MTOTOBOI aTTecTaummn obydarowmxcs (enepanbHOro rocyaapCcTBEHHONO
ABTOHOMHOro 06pa30BaTENbHOrO YUpeXaeHus Boicwero obpasoBaHus "KasaHckuii (MprBonxXckuin) doenepansHblii

yHuBepcuteT"".

MonoxeHne Ne 0.1.1.56-06/54/11 ot 26 okT6pst 2011 r. "O6 aneKTPOHHbIX 06pa3oBaTeNbHbIX Ppecypcax heaepanbHoro
rocynapCTBEHHOro aBTOHOMHOIO 06Pa30BaTENBHOIO YYPEXLEHUS BbICIIErO NPOECCMOHANBHOr0 06pasoBaHus

"KasaHckuin (MprBonxckuin) doeaepanbHbIn yHusepeutet™.

PernameHT Ne 0.1.1.67-06/66/16 ot 30 mapta 2016 r. "PaspaboTtku, pernctpaumm, NOAroTOBKM K MCMNONb30BAHMIO B
y4ebHOM NpoLuecce 1 yaaneHns anekTPoHHbIX 06pa30BaTeNbHbIX PECYPCOB B CUCTEME INEKTPOHHOMO 00y4eHNs
henepanbHOro rocyapCTBEHHOro aBTOHOMHOro 06pa3oBaTenbHOroO yYpexaeHns Boicwero obpasosaHus "KasaHckui
(MpuBonxckuin) penepanbHblil yHUBEPCUTET™".

PernamenT Ne 0.1.1.67-06/11/16 o1 25 saHBaps 2016 r. "O 6annbHO-PERTUHIOBON CUCTEME OLIEHKM 3HaHMWIA 06yYatoWwmxcs
B (peilepanbHOM roCyAapCTBEHHOM aBTOHOMHOM 06pa30BaTENBLHOM yUpeXAeHNM Bbicllero obpazosaHus "KasaHckuii

(MpwvBONXCKMIA) dhenepanbHblin yHusepcutet™.
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PernameHT Ne 0.1.1.67-06/91/13 o1 21 nioHs 2013 r. "O nopsiake pa3paboTku 1 Beinycka y4ebHbIx 3aaHuii B
oefiepanbHOM rocynapCTBEHHOM aBTOHOMHOM 06pa3oBaTelbHOM YUPEXAEHUN BbICLIErO NPOGECCUOHANBHOIO

obpaszoBaHus "KazaHckuii (Mpusonxckuii) doeaepanbHblli yHUBEpcuTeT™.

6. POHAO, OLLEHOYHbIX CPEeACcTB NO AUCLUMUINIMHE (MOAYNIO)

6.1 NMepeyeHb KOMMNETEHLMI C YKa3aHWeM 3TanoB ux oopMMpoBaHUs B NpoL.ecce 0CBOeHUsi 06pa3oBaTefibHON
nporpaMmMbl U HOPM KOHTPONS X OCBOEHUS

dopma KOHTpons

OueHunBaembie

dtan KOMneTeHuun

TeMmbl (pa3pernbl) AUCLUMNUHDI

CemecTp 8
TeKyLL M KOHTPOIIb

1. MNpaBoBoe obecneyeHne NHPOPMALMOHHOK 6e30MacHOCTH
2. OCHOBbI MHCOOPMALIMOHHO 6e30MacHOCTH

3. BesonacHoCTb onepaunoHHbIX CUCTEM

4. Be3onacHOCTb BbIYUCAUTENBHBIX CETEN

5. BesonacHocTb cMCTEM ynpaBneHns 6asamm OaHHbIX

6. OpraHusaumnoHHoe obecrieqeHne MHPOPMaLMOHHOM
6e3onacHocTm

7. MNporpammHo-annaparHble cpeacTsa 3aluTbl MHGOPMaLIMK
8. Kpuntorpadumyeckne metoapl 3awmTbl MHGOpMaLnm

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHO 6e30nacHoCTU
aBTOMaTU3MPOBAHHbBIX CUCTEM

1. MpaBoBoe obecneyeHne NHGPOPMaLMOHHOM 6e3onacHoCcTu
2. OCHOBbI MHZOOPMALIMOHHOM 6e30MacHOCTH

3. besonacHOCTb onepaunoHHbIX CUCTEM

4. Bbe3onacHOCTb BbIYMCNUTENbHbBIX CETEN

5. Be3onacHOCTb CUCTEM ynpaBneHns 6azamMu LaHHbIX

6. OpraHu3aumnoHHoe obecnevyeHne MHEPOPMALMOHHOM
6e3onacHocTy

7. lNporpamMmHo-annapaTHble CpeacTsa 3alnTbl MHOPMaLMK
8. KpunTorpadumyeckne metoapbl 3aWwmTbl UHGopMauum

9. KomnnekcHoe obecneyeHne nHpopMaumnoHHoli 6eaonacHocTy
aBTOMaTM3MPOBAHHbBIX CUCTEM

2. OCHOBbI MHPOPMaLMOHHON 6e30MacHOCTH

1 [TectmposaHue Orik-3

NabopatopHble

paboTbl OrK-3

Or1K-3
OlK-3

Pedbepat
9K3aMeH

6.2 OnucaHne nokasateneun n Kputepues OLeHUBaHUS KOMMNETEeHU MW Ha pa3nnyHbIX aTanax nx oopmMupoBaHus,
onucaHue wkKan oueHnsaHuns

npasunbHO. MNMpossneHa
npesocxogHas
TeopeTumyeckas
NnoaroToBka.
Heobxoanmble HaBbIKK
N YMEHMNS NONHOCTbIO
OCBOEHbI. Pesynbrar
nabopatopHoii paboTbi
MONHOCTbIO
COOTBETCTBYeET €€
Lensm.

B OCHOBHOM MpPaBuIIbHO.
MposiBneHa xopowas
TeopeTnyeckas
NOAroToBKa.
HeobxonuMble HaBbiku
1 YMEHUS B OCHOBHOM
OCBO€EHbI. Pe3ynbTat
nabopatopHoit paboThl
B OCHOBHOM
COOTBETCTBYeET €€
Lensam.

NCMNONb30BaHbI
npasunbHO. NMpossneHa
yAoOBNeTBOpUTENbHAN
TeopeTumyeckas
noaroToBeka.
Heobxoanmble HaBbIKK
N YMEHMNS 4aCTUYHO
OCBOEHbI. PesynbTar
nabopaTopHoii paboTbl
4acTM4YHO
COOTBETCTBYET eé
uensam.

HenpaBUNbHO.
MposBneHa
HeYyLOBNEeTBOPUTENbHASA
TeopeTnyeckas
NOAroTOBKA.
Heobxoanmble HaBbIKK
1 YMEHNS HE OCBOEHDI.
PesynbTar
nabopatopHoii paboThl
He COOTBEeTCTBYeT eé
Lensim.

Kputepum
®opma OLLeHMBaHUs 37an
KOHTpoOns

OTnn4HO XopoLuo Y nosn. Heyn.
CemecTp 8
TekyLLUA KOHTPONb
TecTnpoBaHue [(86% npaBunbHbIX Ot171% b0 85 % Ot 56% 00 70% 55% npaBunbHbIX

0TBETOB 1 Honee. NpaBW/bHbLIX OTBETOB.  [MPaBUNbHbLIX OTBETOB.  |OTBETOB U MEHEE. 1
NabopatopHble [ObopynosaHue u O6opynoBaHue 1 O6opynoBaHve 1 ObopynosaHue u
pabotbl MEeToAbl MICNONb30BaHbl (METOAb! NCMONb30BaHbI [METOAbI YHACTUYHO MEeTObl UCMONb30BaHbI 2
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cMcTEMaTYECKOE 1
rnybokoe 3HaHue
y4ebHO-NPOrpamMMHOro

y4ebHO-NPOrpaMMHOro
MaTtepuana, ycnewHo
BbINONHWN

y4ebHO-NPOorpamMMHoOro
matepvana B obbeme,
HeobxoauMoM ans

B 3HAHWSIX OCHOBHOrO
y4ebHO-NPorpaMMHOro
martepuana, oonyctun

martepuana, yMeHue NpeLyCMOTPEHHbIE nanbHelwen yyebbl U [MpuHUMNuanbHble
cBOOGOHO BBIMOMHSATL  |MPOrpaMMol 3afaHns, |npeacTosiwei paboTtel  |OWKWOKW B BbINMONHEHWN
3anaHus, YCBOW OCHOBHYHO no npocdpeccun, npeLyCMOTPEHHbIX

npenycMoTPeHHbIe
nporpammo, ycsoun
OCHOBHY!O NiuTeparypy u

nuteparypy,
peKoMeHO0BaHHyo
nporpammorn

cnpasusncs ¢
BbINONMHEHWEM 3adaHWA,
npenycMOTPEHHbIX

nporpamMmor 3agaHnin n
He cnocobeH
NPOLONXuUTb 00yyeHne

3HaKoM C ONCUMMNUHBI, NOKa3an |NporpamMMoii, 3HakoMm C  |Uau NPUCTYMNUTb Mo
JOMONHUTENBbHOM cuctemMatmnyeckun OCHOBHOW NuTeparypou, |oKoH4aHUn
nuTepaTypomu, XxapakTtep 3HaHui rno peKkoMeH00BaHHOM YHUBepcuTeTa K
pekomeHO0oBaHHOM oucuunnuHe n nporpammot npodpeccrnoHanbHom
nporpammon CMocobeH K ux LMCUMMNIWHBI, [OMYCTWN |AesTensHoCTM 6e3
OUCLMMNNNHBI, YCBOWN  |CaMOCTOSATENIbHOMY MorpeLwHoCT B OTBETE  [OOMONHUTENbHbIX
B3aMMOCBSA3b OCHOBHbIX [MOMOMIHEHMIO U Ha aKk3ameHe v npwu 3aHATUR No
NOHSATWIA OUCLMMNAVHBI B [0BHOBNEHWIO B X04€ BbIMONHEHUN COOTBETCTBYOLIEN
VX 3Ha4YeHun ons HanbHenwel y4ebHoM  |aK3aMeHaLMOHHbIX aucuunnuHe.

npuobpeTtaemo paboTbl 1 3aaaHuid, Ho obnanaet
npodpeccuu, nposisun  |NPogoeccnoHanbHom HeobXx0ANUMbIMM
TBOPYECKME LesTeNbHOCTY. 3HaHVSIMW ONS UX
cnocobHoCTM B yCTpaHeHns nog
MOHUMAHWM, N3NOXEHNU PYKOBOLCTBOM

1 NCNOMNb30BaHWU npenopaeartens.

y4ebHO-NPOrpamMMHOro
Martepvana.

dopma Kputepum dran
KOHTpoOns OLLeHUBaHUS
OTnN4YHO Xopoluo Y nosn. Heyn.

Pedepar Tema packpbita Tema B OCHOBHOM Tema packpebiTa cnabo. [Tema He packpbiTa.
MONTHOCTbIO. packpbiTa. MponeMoHcTpmpoBaHo |MpoaeMOHCTpUPOBaHO 3
MponeMoHcTprpoBaHo |MpoAeMOHCTPUPOBAHO [yAOBNETBOPUTENBHOE  |HEYLOBNETBOPUTENBHOE
NpeBOCX0AHOE Xopollee BnaneHne BNafeHne matepunanoMm. [BnageHme matepranom.
BNafeHne matepuanom. (MaTepuanom. WNcnonb3oBaHHble Wcnonb3oBaHHble
Wcnonb3oBaHbl Wcnonb3oBaHbl WCTOYHMKN M CTPYKTYpa [MCTOYHMKM
Haonexauwue Hanonexawue paboTbl YacTUYHO HeA0CTaTOYHbI.

WCTOYHMKW B HYXXHOM  [McTOYHMKM. CTpyKTypa |COOTBETCTBYIOT CTpykTypa pabotbl He
konnyectee. CTpykTypa |paboTbl B OCHOBHOM MoCTaB/IEHHbIM cooTBETCTBYET
paboTbl COOTBETCTBYET [COOTBETCTBYET 3agayvam. CteneHb MOCTaB/IEHHbIM
NMocTaB/eHHbIM MOCTaBNEeHHbIM CaMOCTOSITENIbHOCTU 3apayam. Pabota
3apayvam. CteneHb 3apayvam. CteneHb paboTbl HU3Kas. HecaMoCTosTeNbHa.
CaMOCTOSTENbHOCTU CaMOCTOSITENIbHOCTM

paboTbl BbicOKas. paboTbl cpenHss.

Ok3ameH Ob6yuatowwniics Obyvatowmiics Ob6yuatowwuniics Obyuatowmiics
obHapyxun obHapyXwun nonHoe 0bHapyxun 3HaHue obHapyxun
BCECTOPOHHEE, 3HaHue OCHOBHOrO 3HaumTenbHble Npobenel

6.3 Tunosble KOHTPOJIbHbIE 3a4aHNA U UHbIE MaTepuanbl, HeobxoAuMble NS OLLEHKU 3HaHWUN, yMeHMVI,

HaBbIKOB U (UNK) OnbiTa AEATENIbHOCTH, XapaKkTepu3yoLux atanbl ooOpMUpoBaHuUA KOMMeTeHUuun B npowuecce

0CBOEHUsi 06pa3oBaTeNlbHOW NPOrpamMMbi

CemecTp 8

TekyLLU KOHTPONb

1. TectuposaHue

Tembl 1,2,3,4,5,6,7,8,9
Tema 1. MNpaBoBoe obecneyeHne MHGOPMaLMOHHO BesonacHoCTy.
1) Kakon dpegepanbHbiil 3aKOH perynnpyeT OTHOWEHMNS B cdoepe 3almnTbl KOMMbIOTEPHOW nHGOpMaLmMmn?
®depnepanbHblil 3aKoH 0T 7.07.2004r. €122-a4 7?0 3awwute nHgpopmaumn?.
defepalnbHblil 3aKoH 0T 27.07.2006r. €149-¢p3 706 nHpopmaLmmn, MHEOPMALMOHHBIX TEXHONOTUSX 1 O 3alnTe

nHgoopmaumum?.

depnepanbHblil 3akoH oT 21.05.2002r. €35-r13 ?VIHhopMaLIMOHHbIE TEXHONOMUK 1 O 3almTa UHopMaLmm B
aBTOMATU3MPOBaHHBIX MHOPOPMALIMOHHBIX CUCTEMaXx?.
2) HazoBnTe NnpaBoBOe OCHOBaHWE NpoLiecca NMLEH3NPOBaHNS U cepTudoukaumnm B 06nacTu 3awmTbl rocy4apCTBEHHOM
TavHbl U KOHUAEHUMaNbHOM nHdoopMaLmu.
MoctaHoBneHue MNpasuTtensctea Poccuiickoin Pepepauun 013.03.2002r. 70 nuUeH3NPOBaAHWUM OEATENBHOCTA MO
paspaboTke 1 NPON3BOACTBY CPELCTB 3allMTbl B 061aCTW 3aWmThl FOCY0apCTBEHHON TaHbI?.
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MNoctaHoeneHue MNpaeuTtensctea Poccuiickoin Pepepauun ot 3.03.2012r. ?0 nMueH3MpOBaHMN OEATENBHOCTA MO
pa3paboTke U NPOV3BOLACTBY CPELACTB 3alMTbl KOH(PUOEHUMANBHON MHopMaLmun?.

MoctaHoBneHue MNpaeuTtensctea Poccuiickoin Pepepauun o1 13.02.2010r. ?0 nuuUEH3MPOBaHUN OEATENBHOCTY NO
pa3paboTke CPencTB 3alnThl KOHUAEHLMANBHON NHCpopMaLMn?.

Tema 2. OcHOBbI MHCPOPMALIMOHHOM 6E30MacHOCTU.

1) Kakoe Konn4yecTBo YpOBHEN COQEPXKUTCS B CUCTEME 3aWMTbl OT Yrpo3 HapyLlWeHUs KOHOMAESHUMANbHOCTH
nHdgoopmaunm?

56,7

2) NoeHTndomkaumsa ? ato ?

MPUCBOEHME cybbeKTaM AOCTYNa YHUKANbHBIX MAEHTUINKATOPOB;

NpUCBOEHNEe CybbekTam [OCTyNa ONpeaeneHHbIX Npae LOCTYNa;

npoBepka NpUHaLNeXHOCTM CybbekTy [0CTyrna NPeabsBNEHHOro UM UaeHTUdrkatopa.

Tema 3. Be3onacHOCTb ONepauUmoHHbIX CUCTEM.

1) Yto npencraenset n3 cebs cepTmdmkart onepaumoHHOR CUCTEMbI?

WwecTHaauaTepuyHyo NoANUCh, CBSI3bIBAIOLLYIO 3HAYEeHNe 0BLWero kya ¢ naeHTUgUKaumen yenoseka, ycTpoicTea mnm
CepBuca, KOTOPbIA COAEPXUT COOTBETCTBYIOWMIA NUYHBIA KNHOY;

BOCbMEPVYHYIO NMOAMMCh, CBS3bIBAIOLLYIO 3HaYeHMe 0BLWEro KMoya ¢ naeHTMdMKauvel YenoBeka, yCTponcTaa nim
cepsuca, KOTOpbIA COAEPXUT COOTBETCTBYIOWMIA NNYHBIA KMHOY;

[IBOMYHYIO NOANUCH, CBSA3bIBAOLLYIO 3HAYEHME 06LWero Knya ¢ MaeHTUgUKaUmnein YenoBeka, yCTpocTea Unm cepauca,
KOTOpPbIV COAEPXMUT COOTBETCTBYIOLWNIA NINYHbBIA KIHOY.

2) Ha 4yeM ocHOBaH MexaHM3M ayTeHTUPMKALUN C CUHXPOHM3AUMen No BpeMeHn?

Ha 3Ha4YeHUV onpeaeneHHoro NPOMEXyTka BPEMEHU; Ha anropuTMe, KOTOpbI Yepes onpeaeneHHbIn MHTepBasn BpeMeHu
reHepupyet cny4anHoe Y1CNOo; Ha CXeMe C UCNONb30BaHMEM CI0BA-BbI30BA.

Tema 4. Be30nacHOCTb BbIYUCUTENbHbLIX CETEN.

1) HazosuTe Kpuntorpagomyeckuii nakeT, NCNOMb3yeMbl ANS WNPOBaHKS.

OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceTeBas cnyxba, npefHa3HaYeHHas ON1s LeHTPaNM30BaHHOrO pPeLeHns 3aaady ayTeHTudomkauum n asTopusauum B
KPYMHbIX CETSAX; anropuTM WUPOBAHNS Ha OCHOBE OTKPbITbIX K/HOYENA; CUMMETPUYHDBIA anropuT™ WNAPOBAHNS.
Tema 5. BezonacHocTb cucTeM ynpasneHns 6asamm LaHHbIX.

1) Kakor Tvn TexHonoruv wmdgoposaHus He nogaepxusaet SQL Server 20087

paclmnpeHHoe yrnpasneHue knodamu - Extensible Key Management (EKM);

npo3payHoe wudpposaHne gaHHbix ? Transparent Data Encryption (TDE);

3akpbIToe WngposaHue gaHHbIX - Closed Data Encryption (CDE).

2) Ucnonb3ys kakoi NpoToKON MOXHO obecrneunts 6e3onacHyto nepenady AaHHbIX C KNMeHTa Ha cepBep?
SSL/SSH; SSR/SSH; SSK/SSH

Tema 6. OpraHusaunoHHoe obecneyeHne NHOPMaLIMOHHO 6e30MacHOCTH.

1) YTo Henb3si OTHECTM K OpraHM3aLMOHHBIM MepaM 1 Mepam obecneyeHnst gouandeckoit 6eaonacHocT?

cnyx6a oxpaHbl U omanyeckoi 6e30nacHOCTY;

pernameHTaums nopsigka paboTbl C HOCUTENSIMU, COAEPXALUMMU KOHIPUAEHLMANBHYIO MHAOPMALIMIO;

naponbHas cuctema ayTeHTudrkaumnm.

2) B uncno knaccos TpeboBaHuii nosepus 6esonacHocTn "OBWMX KpUTEpreB" BXOAST: (2 BapnaHTa oTBeTa)
paspaboTka; oLeHKa Npoguns 3aluThl; cepTudrkaums

Tema 7. [NporpamMmHo-annaparHble cpeacTsa 3awWwmThl MHhopMaLmu.

1) HasosuTe poccuiickyto pa3paboTky Mo reHepauum OTKPbITbIX KIHOYel.

Nan-wndop, BekTop, Kpuntollpo

2) Hazosute cnctemy npenoTBpalleHns BTOPXKEHNIA

IDS; IPS; IRS

Tema 8. Kpuntorpadpuyeckme MeTObI 3aWUTbl MHOPMALLMN.

1) Kakor anropnTtm SBNsSIeTCS yCTapEeBLMM U HE UCMOMNb3yeMbIM B HacTosLee BpemMa?

DES, AES, DSA

2) Kakolt anroput™ ncnonb3yeTcs Ans WnPPoBaHnNs LaHHbIX B CUCTEME MOBUMBHON LIMKPPOBOI CBA3M?

A3; A4; A5.

Tema 9. KomnnekcHoe obecrnedeHne nHopMaLMoHHoM 6€30nacHOCTM aBTOMaTU3UPOBAHHBIX CUCTEM.

1) Ha3oBuTe sneMeHT CUCTeMbI 3aWuThbl BHEWHEro NeprMeTpa asToMaTn3npoBaHHOW CUCTEMDI.

DIS, IPS, EFS

2) MonnTtuka 6€30NacHOCTM CTPOUTCS HA OCHOBE:

0bwwux npenctasneHnii 06 MIC opraHnaaumm; U3y4eHns NoAMTUK POLACTBEHHbBIX OPraHU3auuii; aHanm3a prckos.

2. lTabopatopHble paboTbi

Tembl 1,2,3,4,5,6,7,8,9
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OpraHn3aunoHHO-NPaBoBOe 0becrneyeHre 3alnTbl KOMMbIOTEPHOW MHEDOPMaLIMN.

N3yyeHne cnctembl 3awmuTbl KOHPUAEHLMANBHOW MHGopMaumn. Mooenn nHgopmaumoHHon 6e3onacHocTy;
MEXyHapOHble U OTEYECTBEHHbIE CTaHAaPThl MHAPOPMALIMOHHON 6e30nacHOCTKM, nonnTnka 6e30nNacHOCTU; nokasaTtenu
3alWMILEHHOCTN CPELCTB BbIYNCNNTENBHOM TEXHWKU 1 KNacChl 3aWUIWEHHOCT aBTOMATU3MPOBAHHbLIX CUCTEM OT
HeCaHKUMOHUPOBAHHOIO AOCTyNa.

ObecneyeHre 6e30MacHOCTY 3NEKTPOHHOM NoYThl Npu paboTe B ceTn MHTepHeT.

OTtpaboTka be3onacHbix MexaHU3MOB paboThbl C NO4YTON B ceTh VIHTepHerT.

BesonacHOCTb onepaLnoHHbIX CUCTEM.

N3yueHne ocHoBHbIX MexaH3MoB He3zonacHocT OC: cpencTea 1 MeToabl ayteHTUdukaummu 8 OC, mogenu
pasrpaHuyeHns gocTyna, opraHn3aums 1 UCNonb30BaHNe CPENCTB ayauTa.

Mcnonb3oBaHne MexceTeBblX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU Npeanpuatust u cetn MiHTepHer.
N3yyeHune npnHLMNoB paboTbl 1 BO3MOXHOCTEN NPOrpaMMHbIX CPeACTB 0BecneyeHns ceTeBoi 6esonacHoCTy.
BesonacHocTb cructeM ynpasneHust 6asamu LaHHbIX.

N3yyeHne B3ammopneictemns CYBL, n 6azosoit OC, XypHanusaumsi, MeTolbl U CpeacTBa co3aaHnsi pe3epBHbIX KOMUIA 1
BOCCTaHOBNEHUS 6a3 AaHHbIX. 3awuta 6a3 fJaHHbIX OT annapaTtHbIX U NporpaMmHbix cboes. ObecneueHne 6e3onacHoOCTH
nocTyna k 6a3am JaHHbIX B TEXHONOMMM KNneHT/cepBep. 3aaayv U nporpaMMHo-annapaTHble CpeicTBa agMMHUCTpaTopa
6e3onacHocTy 6a3 AaHHbIX.

MNporpamMmHo-annapartHble CPeAcTBa 3alnThl KOMMbIOTEPHON MHAopmauun ot HC L.

N3yyeHne HazHaYeHUs 1 NPUHLMNOB CO3AaHUS MPOrpaMMHO-annapaTHbiX CPeacTB obecneyeHns MHPOPMALMOHHO
6e3onacHocT. TUNoBas CTPYKTypa KOMNIEKCHOW CMCTEMbI 3almTbl MHGopMauun ot HC L.

NudppacTtpykTypa otkpbiToro kntoda B Windows 2003 n ee npyMeEHEHNE B PasnnyHbIX NPUNOXEHUSIX.
AnmuHucTtpuposaHne OC: 3aaaym 1 NPUHLKNGI CONPOBOXAEHUS CUCTEMHOTO MPOrpPaMMHOro obecneyeHmnst, reHepaums,
HacTpoiika, N3MepeHne NPON3BOANTENBHOCTM U MOaUdMKaLMs cucTeM, ynpaeneHne 6eaonacHocTtbio OC.
AcnMMETpUYHOE WNdpoBaHmne. SNeKTPOHHO-LUGPOBas NOANNCH.

N3yyeHne kpunTorpacpmyecknx METOLOB 3almMTbl UHGOPMaunn. ioeHTudmnkaumsa n ayTeHTudpmkaums nonb3osarensi.
BsanmHasi npoBepka NoanvMHHOCTY nonb3oBateneii. Npobnema ayTeHTUMKaLUM AaHHBIX U 9NEKTPOHHAS LMdpoBas
noanuchb.

MeTtonbl BbisiBNneHns kaHanos HC .

3. Pecbepar

Tema 2

. Hactpoiika 6esonacHoct OC Windows npw paboTe B ceTu

. OpraHusaums mep no sawuTte

. PazpaboTtka MeToaunky NPOTUBOOENCTBUS COUMNANBHOMY UHXUHUPUHTY

. OpraHnsaums aHTMBMPYCHON 3aWwmMTbl HACTHOrO NPeanpuATUS

. OTnpaeka coobieHns B byoyuiee

. Kpuntorpadomyeckne cncrtemel 3awmTbl GaHHbIX

. MpecTtynnexus B cdoepe KOMNbIOTEPHON MHGOPMALIMM

. KoMnbloTepHas npecTynHOCTb U KOMMbloTepHas 6e30MacHOCTb

. OTBETCTBEHHOCTb 3a HapywWweHns B cdpepe MHAPOPMaLMOHHOIO Npasa

10. KoMnnekc TEXHMYECKMX pelweHnii No 3alwmnTe MHGopMaLnn, 3anmcaHHOM Ha OTYYXX4aeMbIX SNEeKTPOHHbBIX HOCUTENSIX
11. 3awwmTa no4ToBbIX COOBLWEHNI

12. 3awwnTa 6a3 gaHHbIX

13. 3awmTa uMdpoBo NHopMaumMm MeTogamMm cteraHorpagoum

14. Kpyntonorns: noacTaHOBOYHO-NEPEeCTaHOBOYHbIN WNKP 1 ero NpuMeHeHne

15. Hgoopmaums n nuyHasi 6e30nacHoCTb

16. 3awmTa nHpopmauun s NIBM. Wndop Mnendbepa

17. 3awmTa nHcpopMauum 0T HecaHKLIMOHMPOBAHHOIO AOCTYNa MeTooM KpuntonpeobpasosaHus ObecnedyeHmne
nHdopMaLmoHHoi 6esonacHocTh B ceTu Internet

18. VICTOYHMKIN BO3HMKHOBEHMSI U MOCNEACTBMSI peannaauum yrpo3 MHGopMaLMoHHo 6e3onacHoCTM

19. PoccuiAickmii pbiHOK MHCPOPMaLIMOHHOM 6e30nacHOCTM

20. Cuctembl pacnpenenenus npas (Rights Management Systems)

21. PeweHune coBpeMeHHbIx NpobneM MHopMaLMOoHHOM 6€30MacHOCTM KOPNOPaTUBHbIX BbIYMCIMTENbHBIX CeTel
22. Cnam n HOpMbI NONb30BaHUS CETbIO

23. 3awmTa nHgopmaumuy B rnobanbHon cetu

24. Cuctembl 06Hapy>KeH|/|s| artak. (AHaﬂVI3aTOpr CeTeBbIX NMPOTOKO/IOB N CEeTeBbIE MOHI/ITOpr) KpI/II'ITOﬂOFVIHZ TOYKN
COMNPUKOCHOBEHUA MAaTeMaTukKn N A3blIKO3HAHUA

25. KaHanbl yTeyku nHphopmauun

26. MpecTtynneHus B cdoepe KOMMNbIOTEPHON NHGopMaLIMm

27. KoMnbioTepHas NpecTynHOCTb 1 KOMMbIOTEpHas 6e30MacHOCTb
Ok3ameH

Bonpochbl k ak3ameny:

O©oo~NOOOThWN =
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. MHdpopmaumoHHas 6e3onacHocTb. bazosble cBOMCTBA 3alMLAEMOl MHDOPMALIMN.

. MeTonbl obecneveHns MHpOPMALIMOHHON 6e30MacHOCTH.

. Yrpo3bl HdbopMaLumoHHoii 6esonacHocTv. Knaccucprkaums yrpos. MeToabl nepeuncneHns yrpos.

. CTpykTypa cucTembl 3almThbl OT Yrpo3 HapyweHns KOHPUAEHUNaNbHOCTN MHAhopMaLnn.

. OpraHu3aumnoHHbie Mepbl 1 Mepbl 0becneveHns PN3M4ecKon 6e30NacHoOCTU.

. WpeHtndpnkaums n ayteHtmcpukaums. basosas cxema noeHTndmkaumm n ayTeHTugoukaumm.

. MeToapl ayTeHTUdOMKaLMN.

. OcobeHHOCTU NaponbHbIX CUCTEM ayTeHTUdpmKaLmn. OCHOBHbIE yYrpo3bl 6630MACHOCTU NAPONbHBIX CUCTEM.

. OCHOBHblE pekoMeHZauuMy NPy NPakTUYECKO peanaauny NaposibHbIX CUCTEM.

10. MeToabl xpaHeHusa naponeii. lNepenadya naponen no ceTu.

11. PasrpaHuyeHne goctyna. JMCKPeLnOoHHbIA 1 MaHOAaTHbIA MeToabl pasrpaHmyeHnsa aoctyna. Martpuua gocryna.
12. PasrpaHunyeHne goctyna. Ponesoe ynpaeneHne OOCTYMNOM.

13. Kpuntorpadpmnyeckune Metobl obecneveHns KOHpUMAEHLNANBHOCTM NHEpOpMaLIMA.

14. 3awmTa BHewHero nepumeTpa. MexceTeBoe aKpaHNpPOBaHME.

15. 3awwuta BHewHero nepumeTpa. Cuctembl obHapyxeHUs BTopxeHuiA(IDS).

16. 3awmTa BHewHero nepumeTtpa. Cuctembl NpenoTepaweHns BTOpXeHuin(IPS).

17. MNpoTokonmMpoBaHme 1 ayauT.

18. KaHanbl yTeuku MHGopMaLmum TEXHUYECKMX CPencTB 06paboTku, XpaHeHUs 1 Nepeaayn MHopMaLun.

19. KaHanbl yTeukm pe4esoin nHgpopmaLuuu.

20. KaHanbl yTeuku nHgoopmauumn npu eé nepenaye no kaHanam cBasu.

21. TexHnyeckme KaHanbl yTeykn BULOOBOW MHCpOpMaLUK.

22. KaHanbl yTeuku nHepopmaLmm, co3aaBaemMble atakamu M3BHe 1 BHYTpW kKopropatueHbix cucteM UKT (obbekTa
nHdopmaTmsauum).

23. MpuHumnbl obecrnevyeHunst LenoCTHOCTU MHGPOPMaLUK.

24. Kpuntorpadguyeckme metoabl obecneyeHmst LenocTHOCTM nHgpopMaumm. Lingpossie nognucu.

25. Kpuntorpaduyeckme metoapl obecnedeHunst LenocTHOCTM nHgpopMaummn. Kpuntorpadgpuyeckne Xaw-opyHKUMK.
26. KpunTtorpachunueckme Metoapl obecneyeHms LenocTHOCTM nHghopmaumn. Konbl npoBepku NOANMHHOCTY.

27. Kpuntorpadguyeckme metoapl obecneyeHms LeNOCTHOCTM uHgopmaumm. TexHonorus Blockchain.

28. MocTpoeHVe CUCTEM 3alUTLI OT Yrpo3 HapyLeHUs AocTynHocTu. MonydyeHne nHdgpopmaumu. dydbnnposaHune kaHanos
cBA3K, oybnMpoBaHne LW30B Y MEXCETEBbIX 9KPaHOB.

29. MocTpoeHne CMCTEM 3aWUTbl OT Yrpo3 HapylweHns fjocTtynHocT. ObpaboTtka nHgopmaumu. dybnuposaHue
cepBepoB. Vcnonb3oBaHWe KNacTepos.

30. MNocTpoeHme cuctem 3awmTbl OT Yrpo3 HAPYLEHWS OOCTYNHOCTU. XpaHeHne nHchopmauun. PesepBHoe konuposaHne
nHpopmaumn. CosparHne RAID-maccrBoB. 3epkanmpoBaHne CEpBEPOB.

31. Metonb! wngposaHms. CummeTpudHoe windoposaHme. bnoyHoe wudpposaHue. MNotoyHoe wngpoBaHme.
32. bnoyHble wudpsl. Wndpsl nepectaHosok. Wndpbl 3ameHb!.

33. Wndppbl 3ameHbl. MoHoandasuTHble widpsl. Wndgp ¢ nogctaHoskoin Liesaps.

34. Wndopbl 3ameHbl. MonnandaentHble wudpsl. Wndp ¢ noactaHoskamn BuxeHepa.
35. KogompoBsaHue B aBTOK/IO4EBON cucteme Buxenepa.

36. Cuctema ogHopas3oBoro wucposaHus. LLndgp BepHama.

37. MoTo4Hble wngppbl. PerncTpol casura ¢ 06paTHoMN CBA3bHO.

38. MoToyHbIn wndp A5.

39. MeToabl NpoayKUMOHHOrO WwingopoBaHus. CeTb deincTtens.

40. CtaHgapTbl wnudposaHus gaHHbix DES n AES.

41. OpHocTopoHHUE doyHKumKM. KntoueBoii obMeH Odudpcpu-XennmaHa.

42. Anroputm RSA.

O©oo~NoOOOThWN =

6.4 MeToaunyeckue matepuanbi, onpeaensioLLme npoLenypbl OLLeHNBaHUSI 3HaHUN, YMEHUIA, HAaBbIKOB 1 (UNK)
onbiTa AesiTe/IbHOCTU, XapaKTepu3yLLMX aTanbl POPMUMPOBaHUS KOMMNETEHLMN

B K®Y pelictByet 6anibHO-peATUHIOBAS CUCTEMA OLIEHKM 3HaHW 0bydatowmxcsi. CyMMapHO Mo SUCLUMNAVHE (MOOYNiO)
MOXHO nony4ntb Makcumym 100 6annos 3a ceMecTp, U3 HUX Tekywas paboTa oueHneaeTcs B 50 6annos, nToroeas
goopma KoHTpons - B 50 6annos.

Insa 3ayéra:

56 6annos v bonee - "3a4TeHo".

55 6annos n MeHee - "He 3a4TeHo".

Lnsa ak3ameHa:

86 6annos 1 bonee - "0TNMYHO".

71-85 6annos - "xopouwo".

56-70 6anno. - "yooBneTBOpUTENbHO".

55 6annoB n MeHee - "HeyLOBNETBOPUTENBHO".
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dopma Mpouenypa oueHUBAHMA 3HAHUIA, YMEHUI, HAaBbIKOB U (UNK) OnbiTa Ortan | KonnyectBo
KOHTpOns [esATeNbHOCTU, XapaKTepn3yoLLUX 3Tanbl hOPMUPOBAHNA KOMMETEHLIMIA 6annos
CemecTp 8

TekyLLUA KOHTPONb

TecTtnposaHue [TecTnpoBaHue NPOXOAUT B MUCbMEHHOW DOPME MK C NCMONb30BaHUEM
KOMMblOTEPHbIX cpeacTs. Obyyatowmiicss nonyyaeT onpenenéHHoe Konm4ecTso 1 8
TECTOBbIX 3a4aHnii. Ha BbINONHEHWE BblAENSeTCS (OMKCUPOBAHHOE BPEMS B
3aBNCUMOCTU OT KonmyecTsa 3agaHunini. OueHka BbICTaBNSETCS B 3aBUCMMOCTY OT
NpOLEHTa NPaBUIbHO BbIMOMHEHHbIX 3a4aHIA.

Na6opatopHsble [B ayantopuun, ocHalWEHHOV COOTBETCTBYOWMM 060pyAoBaHMeM, obyyatowmecs
paboTbl NPOBOAST y4e6HbIE 3KCMEPVMEHTLI U TPEHUPYIOTCS B MPUMEHEHUN 2 32
NPaKTUKO-OPVEHTNPOBAHHbIX TexHoNornin. OLEeHVBAKOTCS 3HaHVe MaTepuana u
YyMeHVe NPUMEHSITb ro Ha NPakTVKe, yMeHWsl 1 HaBbiku No paboTe ¢
060pynoBaHEM B COOTBETCTBYHOWER NpeaMeTHON obnacTu.

Pedbepat O6yyalolmecs caMoCTOATENBHO NUWYT PaboTy Ha 3a4aHHYI0 TEMY M CAAIOT
npenoaaBaTtento B NMMCbMEHHOM Buae. B pabote npoussoamtcsi 063op Matepuana| 3 10
B OnpeLenéHHoln TemaTudeckoit obnacti nnbo npennaraetcs cobCTBEHHOE
peweHne onpenenéHHon TeopeTUHECKON UM NPaKTUHECKOon Npobnemsi.
OueHuBaloTcs NpopaboTka NCTOYHMKOB, U3NOXEHNE MaTepurana, hopMynMpoBka
BbIBOLOB, cOONtoeHre TpeboBaHMii K CTPYKTYpe U opopMieHnio paboThl,
CBOEBPEMEHHOCTb BbINONHEHUS. B cnyyae nybnuyHol 3awmuTel pechepara
OLIEHMBAIOTCS TaKXe OpaTopckune cnocobHOCTY.

dk3ameH 9Kk3aMeH HaueneH Ha KOMMNEKCHY0 NPOBEPKY OCBOEHNS AUCUMMNINHBI. OK3aMeH 50
MPOBOAUTCS B YCTHOM UM NMUCbMEHHON doopMe no BuneTtam, B KOTOPbIX
copepxarcsi Bonpochl (3anaHns) no scem temam kypca. Obyyatowemycs naércs
BpeMsi Ha noarotoeky. OLeHVBaeTcs BnafeHue Matepunanom, ero CUCTeMHoe
0CBOEHUE, CMOCOBHOCTb NPUMEHSITb HYXXHbIE 3HAHWSI, HABLIKW U YMEHUS Npu
aHanuae NpobneMHbIX CUTyaunin U peleHnn NPakTUYecKnx 3aaaHuni.

7. NepeyeHb OCHOBHOW U [ONONHUTENBLHON Y4eOHOW NuTepaTypbl, HEO6XOAUMOW ANt OCBOEHUS BUCLUMNINHBI
(momynsi)

7.1 OcHoBHas nuTeparypa:

1. Bawnbi M. H. UHgopmaumvoHHas 6e30nacHOCTb 1 3awwmTa MHgopMaLuum [OneKTPOoHHbIR pecypc] : yuebHuk / M. H.
Bawnbl, A. B. Babau, E. K. BapaHoBa. - Mocksa: /Ll PUOP, 2013. - 222 ¢. - ISBN 978-5-369-01178-2. - Pexum gocTyna:
http://znanium.com/go.php?id=405000.

2. bapaHosa E.K. VIHgopmMaumoHHasi 6e3onacHocTb U 3awwmTta nHpopmaumm : y4eb. nocobue / bapaHosa E.K., babaw
A.B. - 4-e nag., nepepab. n gon. - M. : PUOP : UHDPA-M, 2019. - 322 c. - (Bbicluee obpa3oBaHue). -
ww.dx.doi.org/10.12737/11380. - ISBN : 978-5-369-01761-6.- Pexxum gocTyna:
http://znanium.com/catalog/product/1009606

3. lWaHbruH B.d. KomnnekcHas 3awwmTta nHpopmaumm B KOpropaTuBHbIX cuctemax : y4eb. nocobue / B.d. WaHbruH. - M.
: N0 'dOPYM' : UHDPA-M, 2019. - 592 c.-

ISBN: 978-5-8199-0730-6 - (Bbicwee obpasoBaHue: bakanaspuar). - Pexum goctyna:
http://znanium.com/catalog/product/996789

7.2. [lononHuTtenbHas nuTepartypa:

1. Xopes N. b. MeToabl 1 cpeacTa 3awwmTbl MHPOPMALMKU B KOMMNbIOTEPHbBIX cucTemax [TekcT] : yuebHoe nocobue ons
By30B / . b. Xopes .- 3-e n3g., ctep .- Mockea : Akagemus, 2007 .? 256 c. : un., Tabn.- (Boicwee npodeccuoHanbHoe
obpasosaHue) .- Pek. YMO .- B nep .- bubnuorp.: c. 251-252 .- ISBN 978-5-7695-4157-5 (10 aka3.)

2.KynpusiHoB A. V. OcHOBbI 3awmThl MHGpopMauun [TekcT] : yuebHoe nocobue / A. U. KynpusiHos, A. B. Caxapos, B. A.
LWeBuoB .- 2-e u3a., ctep .- Mockea : Akagemusi, 2007 .- 256 c. : un., Tabn. - (Beicwee npodyeccrnoHanbHoe
obpaszoBaHue) (PagnoanektpoHuka) .- Fpudg YMO .- B nep .- Brubnuorp.: ¢. 251-252 .- ISBN 978-5-7695-4416-3 :
276-38 : 196-68 : 197-37 : 189-30 : 216-60 (29 ak3.)

3. MenbHukoB B. N. NHdopmaunoHHas 6e3onacHocTb [TekcT] : yuebHoe nocobve / B. M. MenbHukos, C. A. KnelimeHos,
A. M. MNMetpakos ; noa pen. C. A. KneimeHosa .- 8-e uag., ncnp .- Mocksa : Akagemus, 2013 .- 336 ¢ : un .- (CpeaHee
npodpeccroHansHoe obpasosanme) .- Mpud MO .- B nep .- Bubnuorp.: c. 327-328. (10 3k3.)

4. Maniok A. A. lHchopMaumoHHas 6e30NacHOCTb: KOHLENTyalnbHbIE M METOAOMIOMMYECKNE OCHOBBI 3aWUTHI
uHgpopmauumm [TekcT] : yuebHoe nocobue ans By3os / A. A. Maniok .- Mockea : Mopsiyas nuHus-Tenekom, 2004 .-280c :
un., Tabn .-Mpwun.: c. 233-275 .-M'pucgp MO .- Brnbnuorp.: ¢.276-278 .- ISBN 5-93517-197-X : 98-34. (26 ak3.)

5. TumowkwmH A. N. 3awwnTa nHdpopmaumu : yueb. nocobue / A.M. Xyk, E.M. Xyk, O.M. NenewkuH, A.N. TUMOWKWH. - 3-e
n3g. - M.: PUOP: MH®PA-M, 2019. - 400 c¢.ISBN: 978-5-369-01759-3 - (Bbicluee obpasosaHue). - DOI:
https://doi.org/10.12737/1759-3 - Pexxum goctyna: http://znanium.com/catalog/product/1018901
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8. NepeyeHb pecypcoB UHCGPOPMALMOHHO-TENIEKOMMYHUKALMOHHOM ceTn "UHTepHeT", He0OX0,AUMbIX ONS
OCBOEHUSI AUCLIMMIUHDbI (MOOYNA)

Computers & Applied Sciences Complete - http://search.ebscohost.com/

ObC "3HaHue" - http://znanium.com/

OBC "MaHb" - http://e.lanbook.com/

9BbC "HayuyHas anekTpoHHas 6ubnunoteka" - http://eLIBRARY.RU

OnekTpoHHas 6ubnuoteka "Academic Complete" - http://site.ebrary.com/lib/kazanst/
OHuvknoneons "Buknneaoma" - http://ru.wikipedia.org

9. MeTtoauyeckue ykasaHusi Ansi 06y4aloLLLMXcsi N0 OCBOEHUIO AUCLUMAUHBI (MOAYNS)
Bup pabot MeTtogunyeckue peKkomeHaauum

nekumm B xo4e nekumMOoHHbIX 3aHATUIA BECTU KOHCMEKTUPOBaHMe y4ebHoro matepuana. Obpawartb
BHUMaHWe Ha KaTteropuu, oopmMynmpoBku, packpbialoline coaepXaHne Tex Un NHbIX SBIEHNA 1
MPOLLeCCOB, HayYHble BbIBOAbI 1 MPakTU4eckmne pekoMeHaaLumm, nonoXnTenbHbIA ONbIT B
0OpaTopPCKOM UCKYCCTBE.

XenaTenbHo ocTaBuTb B pabounx KOHCMEKTAX NONs, Ha KOTOPbIX AenaTb NOMETKU U3
peKoMeHO0BaHHON nuTepaTypbl, AOMONHAOWME MaTepumasn NPoCIyLWaHHON Nekuun, a Takxe
noayepkmBaroLLme ocobyto BaXHOCTb TEX MU MHbIX TEOPETUYECKMX NONOXEHUIA. 3anaBaTb
npernogasaTento YyTOYHSIOIWMNE BOMPOCHI C LIENbIO YACHEHNS TEOPETUYECKUX NONOXEHWNA,
paspeLeHnsa CnopHbIX CUTyaLmniA.

B xo4e noAroToBKM K ceMMHapam U3y4nTb OCHOBHYIO UTepatypy, 03HaKOMUTLCS C
LOMONHUTENBHON NNTEPaTypoii, HOBbIMM NyBNMKaUMsaMy B NEPUOANYECKUX N3OAHUSAX: XypHanax,
rasetax u 7.4. [pu aToM y4ecTb pekomeHaauuy npenogasatens n TpebosaHus yuebHow
nporpammbl. opabaTbiBatb CBON KOHCMEKT NEKLMMW, Lenas B HEM COOTBETCTBYIOWME 3anmcu U3
nuTepaTypbl, PEKOMEHOBAHHON NpenogaBaTenem 1 NpenycMoTPEeHHON yuebHO NporpamMoii.
MoaroToBUTL TE3NCHI AN BBICTYNAEHNIA MO BCEM y4ebHbIM BONPOCaM, BEIHOCUMMbIM HA CEMUHAP.
FoTOBSICh K [OKNady unu peghepaTmBHOMy cooblieHunto, obpalaTbcs 3a METOANYECKOW NMOMOLLbIO
K npenogasartento. CocTaBnTb NNaH-KOHCNEKT CBOEro BbICTynneHus. lNMpoaymartb npuMepsl ¢
Lenbio 0becrneyeHns TECHO CBSA3U M3y4aeMol TEOPUU C PeanbHO XMN3HbIO.

CBOEBPEMEHHOE 1 KAYECTBEHHOE BbINONHEHNE CaMOCTOSTENBHON paboTbl Ha3npyeTcs Ha
cobM0AEHNN HACTOSAWMX PEKOMEHAALMIA U N3YYEHUN PEKOMEHAOBAHHOM nuTepatypbl. CTyneHT
MOXEeT OOMNOJSIHUTb CMUCOK UCMOb30BAHHON NUTEPATYPbl COBPEMEHHbBIMU MUCTOYHNKAMW, HE
npencTasfieHHbIMM B CMUCKE PEKOMEHA0BAHHOM NuTeparypbl, 1 B fasibHENWEM UCMONb30BaTb
cogCTBeHHue MOAroTOBNEHHbIE y4ebHble MaTeprarbl NPU HANNCaHWN KYPCOBbIX Y AUMIOMHbIX
pabor.

nabopatopHble | PaboTa Ha nabopatopHbIX 3aHATUAX NpeanonaraeT akTMBHYO NPopaboTKy NOCTaBNEHHbIX

paboTbl BOMPOCOB U 33434 C UCMONIb30BAHNEM U3BECTHLIX METOAMK HACTPOWKM NOACUCTEM, CMOCOO0B
NpPOrpamMMMPOBaHNS 1 NOAKMOYEHNSI COOTBETCTBYHOWMX 61bnmoTek.
Lns noAroToBKM K 3aHATMSIM pekoMeHayeTcs obpallaTb BHUMaHWE Ha NpobneMHble BOMNPOCHI,
3aTparvBaeMble npenofasaTenem B NEKLUN, U FpynnmpoBaTb UHGOPMAaLMIO BOKPYT HUX.
XenatenbHo BblAENATb B MCMONb3YEMOI NUTEPATYpPe NOCTAHOBKM BOMPOCOB, HA KOTOPLIE
pasHbIMU aBTOPaM MOryT ObiTb AaHbl Pa3nuyHble 0TBEThl. Ha OCHOBaHUM NOCTAHOBKYM TaKmMxX
BOMPOCOB cneayeT cobvpatb apryMeHTbl B NMOJb3Y PasNnyHbIX BAPUAHTOB PELEHUS NMOCTaBNEHHbIX
npobnem.
B TekcTax aBTOpOB, TakuM 06pa3oM, crenyeT BblAENsTh Cneayowme KOMMOHEHTbI:
- nocTaHoBKa nNpobnemsl;
- BapWaHTbl pelleHns;
- aPryMeHTbl B MOMb3Y TEX UM UHbIX BAPUAHTOB PELLEHNS.
Ha ocHoBe BbleneHust aTux 3NEMEHTOB MPOLLE COCTaBNSATb COBCTBEHHYIO apryMeHTUPOBAHHYHO
no3nuMio Mo paccMaTpuBaeMoMy BOMpOCy.
B TecToBbIX 3aaHMsX B KaX.40M BOMPOCE U3 NPeACTaBNEHHbIX BAPUAHTOB OTBETA MPABUbHbINA
TONbKO OAMH. Ecnu Bam kaxeTcs, 4To NpaBuibHbIX OTBETOB 60nblue, BolbMpaiiTe TOT, KOTOPLIRA, Ha
Baw B3rnsia, Hanbonee nNpaBUbHbINA.
Mpw NOLAroTOBKE K 9K3aMeHy He0OX0AMMO ONMpaTbCs NPeXae BCEero Ha Nekumu, a Takxe Ha
WCTOYHMKN, KOTOPbIE pa3bupanncb Ha CeMmHapax u NPakTUHECKUX 3aHATUSIX B TEYEHNE CeMecTpa.
B kaxpom bunete Ha ak3ameH colepXxarcs 5 BOnpocos 1 Tematnyeckas 3amnava.
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Bup pabot MeTtoaunyeckue peKkomeHaauum

camocTosiTenbHas | Metoanyeckne ykasaHus HanpaeneHbl HA 0KasaHe MeToaNYeckoi NoMoLmn oby4atoWwmmes npu
paboTa BbINONIHEHUW BHEeayAMTOPHbIX CaMOCToSTENbHbLIX paboT. BeinonHeHVe BHeayOUTOPHbIX
CcaMoCTOSITeNbHbIX PaboT 00y4aoWMMICS B MPOLIECCE M3YHeHNs Kypca SABNSIeTCS BaXKHeNWmm
aTanom oby4yeHus, KOTOPbIA CNOCOBCTBYET CUCTEMATU3aLUN U 3aKPETNIEHUIO NOJTYYEHHbIX
TEOPETMYECKMX 3HAHMIA 1 NPAKTUYECKMX YMEHWI; (DOPMMPOBAaHMIO HABLIKOB paboTbl ¢ pasnnyHbIMU
BUOAMM MHGPOPMaLIMK, Pa3BUTUIO NO3HaBATENbHbLIX CNIOCOBHOCTEN U aKTMBHOCTI 0BydatoWwmxcs,
POPMMPOBAHMIO TAKMX KA4eCTB IMYHOCTM, KaK OTBETCTBEHHOCTb U OPraHN30BaHHOCTb,
CaMOCTOSITENIbHOCTb MbILWMEHWS, CNOCOOHOCTb K CaMOPa3BUTUIO, CAMOCOBEPLIEHCTBOBAHMIO U
camopeanu3aumm, BOCNNTbIBATb CAMOCTOATENbHOCTL Kak IMYHOCTHOE KavyecTBo Byayliero
paboyero.
B HacTosilee BpeMs akTyanbHbIM CTAHOBATCS TPEOOBaHNS K NIMYHLIM KA4eCTBaM COBPEMEHHOMO
oby4atowerocs ? yMeHUo CaMoCTOATENbHO MOMONHSATL U OOHOBNSATb 3HAHUS, BECTU
CaMOCTOSITENbHbIN NOUCK He0bX0OMMOro Matepmana, 6biTb TBOPYECKOW TIMYHOCTbLIO.
BHeayanTopHas camocTosiTenbHas paboTa obydatoWwmnxcs, SBnseTcs o6s3aTenbHon ans Kaxaoro
obyu4atoulerocs, onpenensieTcst y4edbHbIM nnaHoM. E€ HeobxooMMO OpraHn30BbLIBATL Tak, YTOObI
oby4atowmitcsi NOCTOSIHHO NPEeonoNeBaN NocusbHble TPYAHOCTH, HO YTOOLI ypoBEHb TpeboBaHuiA,
npenbaBnsieMbix K 06ydatoweMycs, He OblN1 HUXe YPOBHS Pa3BUTUSI €r0 YMCTBEHHBbIX
crnocobHocTeiA.
Llenb MeTomyecknx ykasaHuii COCTOUT B obecnevyeHnmn apdEKTUBHOCTM CAMOCTOATENBHOM
paboTbl, onpeneneH1n ee coaepXxaHus, ycTaHoBNeHNs TpeboBaHUii K 0DOPMIEHNIO 1
pesynbTaTaM caMoCTOSITeNbHOl paboThbl.
OCHOBHbIMM LIeNSIMY BHeayIMTOPHOM CaMOCTOSITENbHOW paboThl 0By4yaloWmXcs SBNSOTCS:
- OBNafeHne 3HaHMSIMK, NPOCDECCUOHANBHBIMY YMEHUSMU 1 HaBblKaMy OeATEeNbHOCTU Mo
Npocunio creunanbHoCTy;
nprobpeTeHne crnocobHOCTA K CAMOCTOATENIbHOMY NMOUCKY paboTbl 1 TPYOOYCTPONCTBA;
- (POPMMPOBaHME FOTOBHOCTU K caMoobpa3oBaHunio, CaMOCTOSITENIbHOCTU 1 OTBETCTBEHHOCTM;
- pasBuTMe TBOPYECKOro Noaxoaa K peleHunio npodbnem y4ebHOro 1 NpoddeccuoHanbHOro ypoBHS.
BbinonHeHne obydarowmnMmncs BHeayOMTOPHbLIX CAMOCTOATENbHbLIX PaboT cnocobCcTByeT
POPMMPOBAHMIO MPOGECCUOHANBHBIX U 0OWMUX KOMMETEHLWIA, COOTBETCTBYIOWMX BUIY
npodpeccroHanbHoM AesTensHOCTY No AUCUMNINHAM Y NPOMPEeCCOoHaNbHBIM MOLYNISIM.
CamocTosiTenbHble paboThbl BLIMONHAOTCS MHOMBMAYaNbHO B CBOHOAHOE OT 3aHATUI BPEMS.
Ob6yuatowmiics obsizaH:
- Nepep BbINOMHEHMEM CaMOCTOSITENIbHOW PaboThl, MOBTOPUTb TEOPETMNYECKUIA MaTepuar,
NPOWOEHHbIN Ha ayAUTOPHBIX 3AHATUSX;
- BbIMOHUTbL PaboTy COrnacHo 3anaHuio;
- MO KaX oW caMoCcTosiTeNbHOl paboTe NpeacTaBuTb npenoaasaTento 0T4eT B NMCbMEHHOM BUAE.
- OTBETUTb Ha NOCTABNEHHbIE BOMPOCHI.

TecTmpoBaHue | [Mpu camocTosITENbHOM NOArOTOBKE K TECTUPOBAHMIO CTYAEHTY HEOBX0AMMO:

a) roTOBSICb K TECTMPOBAHUIO, NpopaboTarite MHPOPMALIMOHHbIA MaTepuan no

AvcumnnuHe.

MpoKoHCYNbTUPYATECH C MPernoaaBaTteneM fno Bonpocy Boibopa yuebHon nutepatypsl;

6) 4eTKO BbISICHUTE BCE YCNOBUS TECTUPOBAHUS 3apaHee. Bbl AONXHbI 3HATb, CKOMBKO
TecToB Bam 6yeT npennoxXeHo, CKONbKO BPEMEHW OTBOAUTCS Ha TECTUPOBaHMWE, KakoBa cucTema
OLIEHKW pe3ynbTaTos U T.4.

B) NpucTynas Kk pabote ¢ TecTamu, BHUMATENbHO 1 4O KOHLA NPOYTUTE BOMPOC U
npennaraemble BapnaHTbl OTBETOB. BbibepnTe npaBunbHble (MX MOXET BblTb HECKONbKO). Ha
OTAENbHOM NIUCTKE OTBETOB BLINUWNUTE LUPPY BONpoca v BykBbl, COOTBETCTBYIOWME
npasubHbIM OTBETAM;

r) B NpoLecce peleHns XenaTenbHO NPYMEHSTb HECKONBbKO NOAX0L0B B PELIEHNN

3a8aHus. 910 NO3BONSET MAKCMMabHO rMOKO ONepupoBaTb METOLAMY PELEHNS, HAX0AS
Kaxgbln pa3 onTuMasbHblil BapuaHT.

n) ecnu Bbl BCTPETUAN YpesBblHaNHO TPYOHbIA Ans Bac Bonpoc, He TpatbTe MHOMo

BPEMEHM Ha

Hero. NepexoanTe K Apyrum Tectam. BepHuTtech K TpyAHOMY BONPOCY B KOHLIE.

e) o%ﬂsaTeano 0CTaBbTe BPEMS OJ15 MPOBEPKM OTBETOB, YTOObI M36eXaTb MEXaHNYECKUX
ownbok.
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Bup pabot MeTtoaunyeckue peKkomeHaauum

pedepar TpeboBaHUs K odhopMNeHnto pedoepata

0O61beM pecpepata ? 20 ? 25 cTp. nevatHoro Tekcta. Wpndot ? He 6onee 14 pt, TimesNewRoman,
nHTepBan ? 1,5, nons: BepxHee, HUXHee, neeoe ? 2 cM, npasoe 1,5 cm.

Ha tntynbHOM nucTte ykasbiBaetcs HassaHue pabotsl, PUNO ctyaeHTa u rpynna, N0
npenonasaTens (Hay4yHoOro pykoBoaMTeNs), NPOBEPSIOLWEro 1 OLEHMBAOWEro pedepar,
HauMeHoBaHVe Kadeapbl 1 y4ebHOro 3aBefieHMs. Tema pegoepara MOXeT bbiTb COPMYNMpoBaHa
CaMOCTOSTENbHO, MO COrfacoBaHMIo C Npenoaasarenem.

HaseaHune paboTbl odhopMmnsieTcs cnenyowmm obpasom:

Pedbepat no ancumnnmHe ?0OnepaumnoHHbIe CUCTEMbI? Ha TeMmy: 7?77

TekcT pedoepara neyaraeTcs Ha O4HOV CTOPOHE CTPaHMLbl; CHOCKM 1 NMPMMEYaHnsa neva-TalnTcs
Ha TOW Xe CTpaHuLe, K KOTOPOM OHM OTHOCATCS (Yepe3 1 uHTepBain, bonee MENKNM WPUKTOM, HYEM
TekcT). OCHOBHOWM TEKCT OOIXEH CONPOBOXAATbCS WTOCTPATUBHBIM MaTepranom (PUCYHKM,
gooTorpadomu, ouarpaMmbl, cxembol, Tabnuubl, Nporpammel). Ecnn B ocHOBHOI YyacTu cogepxaTtcst
UMTaThl MW CChINKWU Ha BblcKasblBaHMs, HE06X0AMMO yKasaTb HOMEpP UCTOYHMKA MO CMMUCKY,
npvBeLeHHOMY B KOHUE pedpepara, 1 CTpaHuuy B KBaapaTHbIX ckobkax B KOHUE LmTaTbl Uan
CCbINKW.

Pedoepat ? aT0 Kpatkoe N3noxeHne B MMCbMEHHON hopMe CoaepXaHUs NPoYMTaHHbIX KHUT U
JLOKYMEHTOB; co0bLeHne 06 NTorax n3y4eHnst Hay4HOro BONpPOCa; LOKNAL Ha ONpPeLeNeHHYI0 TEMY,
ocBeLawwnii ee BONPOCHI HA OCHOBE NUTEPATYPHbIX 1 APYrMX UCTOYHMKOB. Llenbio HanucaHums
pechepara saBnseTcs yrnybneHne 3HaHuiA No KOHKPETHOM Npobneme, nNonyYyeHne HaBblKoB paboThl
C Hay4HO 1 Hay4HO-MONYNSIPHO NuTepatypoiri. PaboTa Han pedhepaTtom TpebyeT, Kak npaBuno,
He MeHee Mecsua.

B npouecce paboTbl Haa npobnemoit HeobxoanUmo:

? Bbl4NEHUTb Npobnemy;

? CaMOCTOSITENIbHO M3Y4nTb NPO6IEMY HA OCHOBE NEPBOUCTOYHUKOB;

? natb 0630p UCMONb30BAHHON NNTEPATYpPbI;

? nocnenoBaTtenbHO U [OKA3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWIbHO 0GPOPMUTL CCbINIKM HA UCTOYHUKN.

2. ObsizaTenbHble CTPYKTYPHbIE 3NEMEHThI pedpepara:

1. BBegeHue, B KOTOPOM OMUCHIBAETCS akTyanbHOCTb NPobneMbl, ONpeaensoTcs Luenm n 3afada
pedepata; 06beM BBeaeHms ? 1 - 2 cTpaHmubl.

2. ConepxaHuwe.

3. TekcT pedheparta OonxeH coaepxarb:

? ob6ocHoBaHMe BblIBpaHHOW TEMBI;

? CpaBHUTENbHbIA aHanNU3 nuTepatypbl No Npobneme;

? n3noxeHne cobCTBEHHOM TOUKM 3pEHNS Ha Npobnemy;

? BbIBOAbI M NPEASIOXEHNS;

? 3aKnoYeHne.

4. Cnncok Mcnonb3oBaHHbIX MCTOYHUKOB [OMXEH 0dhopMnsATbes B cooTBeTcTBMM ¢ TOCToM 1
MOXET COLepXaTb He TONbKO HA3BaHWUS KHUT, XYPHAN0B, raseT, HO 1 Ntobble NCTOYHUKN
nHdopmaumm (Hanpmmep, ceeaeHus na cetu VIHTepHeT, nHdpopmaLmio 13 Tene- u
panmo-nepenad, a TakXe YacTHble CO0BIEeHNS Kakux-Nnbo CneLmanncToB, BbiIcKa3aHHbIE B
NW4HbIX Becenax nx ¢ aBTOPoM pedpeparta).

Pedbepat nanaraetcs OOCTYMHbIM HAYYHbIM (Hay4YHO-MOMYNSPHBIM) S3bIKOM B OTHOCU-TENBHO
cxarol popMe ¢ MCNonb30BaHMEM 0BEer4eHHbIX CUHTAKCMYECKMX KOHCTPYKUMA. Takne
KOHCTPYKLMMW MOTYT cTaTb cBOeobpa3HbIM NiaHOM pedoepaTtmBHOi cTatbm: ? B paccmatpusaemol
cTaTbe CTaBUTCS pPsif BONPOCOB ?ABTOP noayepkusaet, 4to ? bonee noapobHO paccmMoTpeHa
npobnema? AHaNU3NPyTCS pasHble TOUKU 3peHust ? B 3akoyeHne HeobX04MMO OT-METUTb YTO
??7nT1.0.

Mpwn BbICTaBNEHMM OLEHKM 3a pedoepart y4UTbiBaOTCS Cneaytowme KOMNOHEHTI:

? cofepxaTtenbHas YacTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06beM
NpoaHanM3npoBaHHbLIX NCTOYHMKOB 1 T.M.);

? ochopmneHue (COOTBETCTBUE CTAHOAPTY, SCTETMKA OCDOPMNEHMS, HANNYNE UNTIOCTPATUBHOIO
martepuana v T.n.);

? 3awmTa pedbepara (opmeHTaums B TeKkCTe pedoepara, OTBETbl HA BOMPOCHI U T.M.).

Pedbepat coaetcs B oTneyataHHOM BUAE U HA 3NEKTPOHHOM HOCUTENE.
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Bup pabot MeTtoaunyeckue peKkomeHaauum

aK3ameH OTOBUTBCS K 3a4eTy MNW 3K3aMeHy Heobxo4MMO NocnenoBaTeNibHO, C Y4ETOM KOHTPONbHbIX
BOMPOCOB, pa3paboTaHHbIX Beaywmm npenonaeaTenem kagenpbl. CHavana cnenyet onpenenuntb
MECTO Kax[0ro KOHTPOSIbHOro BOMpoca B COOTBETCTBYIOWEM pasaene TeMbl y4ebHOM nporpammel,
a 3aTeM BHMMaTeNbHO NPoYMTaTh U OCMBICIIUTL PEKOMEHA0BAHHbIE HAay4Hble paboThbl,
COOTBETCTBYIOWME Pa3fesbl PEKOMEHA0BaHHbIX y4ebHUKOB. [pn 3TOM NoneaHo genatb XoTs bbl
caMmble KpaTkue BbiNnUckin 1 3ameTkn. PaboTy Haa TEMOI MOXHO CYMTaTb 3aBEPLUEHHO, eCN Bbl
CMOXETe OTBETUTb Ha BCE KOHTPOJIbHbIE BOMPOCK! 1 AaTb OnpeneneHne NoHATUA No nayvaemom
Teme.

Lns obecneyeHnst NONHOTLI OTBETA HA KOHTPOMNbHbIE BONPOCH! 1 yYllero 3anoMmuHaHns
TEOPETNYECKOro MaTepuana pekoOMeHayeTcs COCTaBNATb NaH OTBETA HA KOHTPONbHbIV BOMPOC.
OTO NO3BONUT COKOHOMMUTb BPEMS A1 NOArOTOBKM HEMOCPEACTBEHHO NEpes 3a4eToM 3a cYeT
obpalieHns He K nuTepatype, a kK cBouM 3anucsm. Mpu noarotoBke HE0O6X0AUMO BbISIBNSTb
Hanbonee CcnoxHble, ONCKYCCUOHHbIE BOMPOCHI, C TeM, 4ToObl 06CcyanTb MX C NpernonaBaTenemM Ha
0030pHbIX NEKLIMSIX U KOHCYNbTaLMSsIX.

Henb3s orpaHuymBaTbh NOArOTOBKY K 3a4€Ty MPOCTLIM MOBTOPEHMEM M3Y4YEHHOrO Matepuana.
Heobxoammo yrnybutb 1 paclumpuTb paHee NpuobpeTeHHble 3HaHUS 3a CYET HOBbIX MAEW 1
MONOXEHWUIA.

PeaynbTtat no coadve 3adeTta 06bsBAsieTCs CTyAeHTaAM, BHOCUTCS B 9K3aMeHaLMOHHY0 BELOMOCTb.
HeszadeT npocTaBnsieTcs ToNbkKo B BeaoMocTu. Mocne Yero ctyaeHT oceoboxnaertcs ot
JanbHenwWwero NpucyTCTBMA Ha 3a4eTe.

Mpwn nonyyeHnn He3ayeTa NOBTOPHAS cAaya OCYILECTBNAETCS B Apyrue OHW, yCTaHOBNEHHbIE
JekaHaTom.

[MonoXutenbHble OLEHKN ?3a4TEH0?, ?0TANYHO?, ?XOPOWO? BLICTABNSAIOTCS, €CNIN CTYAEHT YCBOWI
y4yebHbIi MaTepuan, ncyeprbiBatoLle, Nornm4eckn, rpaMoTHO M3NOXMB ero, Nokasan 3HaHus
crneumanbHon nMTepatypbl, He 4onyckan CywecTBEHHbIX HETOYHOCTER, a TakXe NpaBu/ibHO
NPVMEHAN NOHATURHBIA annapar.

10. MepeuyeHb MHCGOPMALLMOHHBIX TEXHOJOIMM, UCMOJb3YeMbIX NMPU OCYLLECTBIEHUN 06pa3oBaTe/IbHOro
npouecca no gucuuniavHe (Moayno), BKaouYas nepeyeHb NporpaMMHOro obecrneyeHns U MHGOOPMaLMOHHDIX
CnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

OcBoeHue gucumnnauHbl "MiHgopmaunoHHas 6e3onacHoCTb" mpeanonaraeT UCMonb30BaHNe Cneaytowero NporpaMmMHOro
obecrneyeHunst n MHPOPMALIMOHHO-CMPABOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows Professional 7 Russian

MakeT odoucHoro nporpammHoro obecnedveHusi Microsoft Office 2010 Professional Plus Russian
Bpaysep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI

YyebHo-MeToan4eckas nutepatypa st JaHHOW AUCUMMANHBI UIMEETCS B HANMYMK B 3NIEKTPOHHO-BMBNIMOTEYHO cucTeme
"ZNANIUM.COM", nocTyn K KoTopoi npenoctaeneH obyyatowmmest. I6C "ZNANIUM.COM" coaepXuT npomaseneHns
KPYMHENLWNX POCCUNCKUX YHEHBIX, PYKOBOAUTENEN rOCYyAapCTBEHHbIX OPraHoB, Npenogasartenei segyLmx By308 CTPaHbl,
BbICOKOKBaNMULMPOBaHHbLIX CNELMANNCTOB B pas3nnyHblx cdoepax busHeca. doHn 6ubnmotekn cpopMmnpoBaH ¢ y4eToMm
BCEX M3MEHeHU obpa3oBaTe/ibHbIX CTaHAAPTOB U BKNOHYAET y4ebHMKN, y4ebHble nocobus, yuebHo-MeToanyeckme
KOMMMeKChbl, MOHOrpadum, asTopeeparhl, Auccepraumm, SHUMKNoNeaun, CRoBapu U CNPaBoYHNKN,
3aKkoHo4aTeNbHO-HOPMATUBHbIE LOKYMEHTbI, CrieunanbHble Nepuognyeckme n3gaHns n n3naHus, Bbinyckaemble
nspartenbctesamu By3oB. B HacTosiwee Bpemst 35C ZNANIUM.COM cooTBeTCcTBYET BCEM TpeboBaHMsIM doeieparbHbiX
rocynapcTBeHHbIX 06pa3oBaTenbHbIX CTaHAapToB Bbicwero obpasoBaHus (PFOC BO) HOBOro NokoneHus.

YyebHo-mMeToamyeckas nutepatypa Lns LaHHOW OUCLMNANHBI IMEETCS B HANNYMU B 3NIEKTPOHHO-OMBNNOTEYHON crncTeme
WNapatenbcTBa "MaHb" , BOCTYN K KOTOPOM NpenocTasneH obyyatowmmes. 96C NapaTtenbcTea "MaHb" BkoyaeT B cebs
3MIEKTPOHHbIE BEPCUM KHUT n3patenbcTea "flaHb" 1 opyrux BeLywmx n3natenbeTs y4ebHoM nutepaTypsbl, a Takxe
SNEKTPOHHbIE BEPCUU MNEPUOLNYECKUX U3OaHWNIA NO €CTECTBEHHbIM, TEXHNYECKMM 1 F'yMaHUTapHbIM Haykam. 96C
NapaTtenbcTBa "MaHb" obecneynBaeT fOCTYN K HAYYHOW, y4ebHO nuTepaType 1 HayYHbIM NEPUOLNYECKM U3LAHUSM MO
MakKCMMarnbHOMY KONMYECTBY NPOUNIbHBIX HANPAaBNEHUIA C COBNOAEHNEM BCEX aBTOPCKUX U CMEXHBIX MPas.

11. OnucaHue MatrepuanbHO-TeXHMYecKomn 6a3bl, He06X0AMMOW AN OCyLUeCcTBNeHusi o6pa3oBaTefibHOro
npouecca no aucuunnuHe (Moayno)

OcBoeHue gucumnnubl "MHgopmaumnoHHas 6e3onacHOCTL" NpeanonaraeT NCNoNb30BaHNE CNEOyOWEro
MaTtepunanbHO-TEXHUYECKOro obecneyeHuns:
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KoMmnbloTepHbIli Knace, npeactasnsiowmii cobol paboyee MeCcTo npenoaasatens U He MeHee 15 paboymx mMecT
CTYLEHTOB, BK/TIOYAIOWMNX KOMMbIOTEPHbIA CTON, CTY/, MEPCOHaNbHbIA KOMMbIOTEP, NMMLIEH3MOHHOE NPOorpaMMHoe
obecneyeHune. Kax bl KOMNbIOTEP UMEET WNPOKOMONOCHLIV OOCTYN B ceTb VIHTepHeT. Bce KoMnbloTepbl NOOKOYEHbI K
KOpropaTtueHO KoMnbloTepHoi ceTn KDY 1 Haxooatcs B eQUHOM OOMEHe.

CneuvannsmposaHHas nabopatopusi ocHaleHa obopynoBaHneM, Heo6X0aNMbIM N5 NPoBeAeHNs nabopatopHbix pabor,
npaKkTn4eckKmnx 3aHSATUA U CaMOCTOATENbHOWN pa607b| no otaenbHbIM gUuCUMNANHaM, a Takxke nNpakTuk n
Hay4YHO-MCCeaoBaTenbckoi paboTol oby4vatowwumxcs. Jlabopatopust paccyntaHa Ha 0AHOBPEMEHHYO paboTy
06yyatoLwmxcs akafeMNYeckor rpynmnbl AMbo noarpynnbl. 3aHATUS NPOBOLAATCS MOA PYKOBOLCTBOM COTPYAHMKA
YHVUBEpCcUTETa, KOHTPONMPYIOLLErO BbINOSHEHME BMAOB y4ebHoi paboTbl 1 cobntogeHne npasun TexHUKKM 6esonacHocTy.
KaueCcTBEHHbIN 1 KONNMYECTBEHHDBIN COCTaB 0O0PYAOBAHUS 1 PACXOAHBIX MaTePManoB OnpenensieTcs crneumgmrkon
06pasoBaTenbHbIX NPOrpaMM.

12. Cpe.n,cma ajantauumv npenogasaHusl oauCcUNNMIUHBbI K ﬂOTpeﬁHOCTﬂM 06yl-|a|ou.|,ux09| UHBaNUAOoOB U nNuu c
orpaHn4eHHbIMU BO3MOXHOCTSIMU 300pPOBbSA

Mpw HeobxoomMMocTy B 06pa3oBaTesibHOM NMPOLECCE NMPUMEHSIOTCS cheaytowme MeToapl 1 TeXHonorum, obneryarowme
BOCMpUSATHE NHpopMaLMKn 0By4aoWwmMMncst MHBANIMAAMI U INLAMW C OFPaHNYEeHHBbIMU BO3MOXHOCTSIMU 300PO0BbS:

- cOo3aaHne TEKCTOBOW BepCumn Ntob0oro HETEKCTOBOrO KOHTEHTA [/l er0 BO3MOXHOIo npeo6pasoBava B
anbTepHaTnBHbIE POPMBI, y,D,OGHbIe ONS pasnunyHbIX Nob30BaTenen;

- CO3[aHVe KOHTEHTA, KOTOPbI MOXHO NPeLCTaBUTb B Pa3NnNYHbIX BuLax 6€3 noTepn AaHHbIX UNu CTPYKTYpbI,
npenycMOTPETb BO3MOXHOCTb MacwWwTabypoBaHus TekcTa U n3obpaxeHuii 6e3 noTepm kayecTea, NpPeaycMoTpeTb
LOCTYMHOCTb YNPaBNEHUSI KOHTEHTOM C KNaBmaTypbl;

- co3aaHne BO3MOXHOCTEN ans 06yqa+ouw|xc9| BOCMpPUHUMATb OLHY U TY Xe MHhopMaumio U3 pasHbiX MICTOYHUKOB -
Hanpumep, Tak, y106bI NULA C HapyweHnaMmu cnyxa nony4anm MHOPMaLnio BU3yanbHO, C HAPYLLEHNAMU 3PEHUS -
ayananbHO;

- PYMEHEHNEe NPOrpaMMHbIX CPEACTB, 06ecneyMBatoLmMx BO3MOXHOCTb OCBOEHMSI HABLIKOB 1 YMEHUIA, OOPMUPYEMBIX
OVCLUUMIMHON, 3a CHET aNlbTepPHATUBHbIX CNOCOO0B, B TOM YMC/e BUPTYasibHbIX nabopaTopuii U CUMYNSLIMOHHBIX
TEXHONOIA;

- NpuMeHeHne ONCTaHUMOHHbIX o6pasoBaTer|be|x TEXHONOrnin ang nepenayv Hgopmauumn, opraHndauum pasnnyHbix
hopm I/IHTepaKTI/IBHOIZ KOHTaKTHOM pa6OTbI o6yqa|ou4eroc;| C npenogaesarenem, B TOM Hucne BeéI/IHapOB, KOTOpble MOryT
ObITb MCMONb30BaHbI A5 npoeeneHnsa BupTyanbHbIX NeKUMn ¢ BO3MOXHOCTbLIO B3aUMOOENCTBUSA BCEX y4aCTHUKOB
AONCTaHUMOHHOIo o6yqu|/|;|, npoeeneHns ceMmHapoB, BbICTyNieHNAa C Aoknagamm 1 3alTbl BbINOTHEHHbIX pa60T,
nposeneHnsa TpeHNHros, opraHn3aunm KONNEKTUBHOW pa6OTbI;

- MPUMEHEHVE LMCTAHUMOHHBIX 0Bpa30oBaTeNbHbIX TEXHONOTMA Ji1s OPraHnu3aunmn oopM TEKYLLETO U MPOMEXYTOYHOIO
KOHTPONS;

- yBenndeHne npoaonXxXntenbHOCT coadun 06yqa+ou4v|Mc9| nHBaNNMOOM Unn NNLUOM C orpaHM4eHHbIMMN BO3MOXKHOCTAMN
300p0BbSA hOpPM I'IpOMe)KYTO‘-IHOM arrectauumn no OTHOWEHUIO K YCTaHOBHeHHOIZ NpPOAONIXUTENNIBHOCTU NX COa4ql:

- NMPOLONXNTENbHOCTM CAa4u 3a4éta Unm aKk3ameHa, NPoBOAMMOrO B MUCbMEHHON ¢hopMe, - He Bonee yem Ha 90 MUHYT;

- NPOAONXNTENbHOCTM NOAroTOBKM 06yyatollerocs K oTBeTy Ha 3a4éTe Unn aKk3ameHe, NPOBOAVMOM B YCTHOM doopMe, - He
6onee 4eM Ha 20 MUHYT;

- MPOAOMXMNTENBHOCTU BBICTYNNEHNS 0By4atoLwerocs npu 3awmute KypcoBoii paboThl - He 6onee Yem Ha 15 MUHYT.
Mporpamma coctaeneHa B cootBeTcTBMmU ¢ TpeboBaHnsamMm @IrOC BO n yyebHbiM nnaHom no HanpasneHunto 09.03.01

"MHcpopmaTka 1 BblYUCAUTENbHAS TeXHUKA" 1 Npodouno NOAroToBKM ABTOMATN3MPOBaHHbIE CUCTEMbI 06paboTku
VHCpopMaLWm 1 yNpaBneHns .
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