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CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pe3ynbTaToB 0byyeHust No aucumnInHe (Moaymo), COOTHECEHHBIX C MaHNPyeMbIMU
pesynbTatamy 0CBoeHMsi 06pasoBaTebHOM NPorpamMmel

2. MecTo oMcuUMNnHbI B CTPYKTYpEe OCHOBHOM NpodpeccuoHanbHoi 06pas3oBaTtenbHOM NporpamMmbl Beicluero obpasoBaHus

3. Ob6bem ancumnnnHbl (MOJJ,yJ'IF!) B 3a4eTHbIX eanHnuax Cc ykadaHnem Konmyecrtea 4acoB, BblAeNIeHHbIX HA KOHTakKTHYO
paboTy obyyatowmxcsi ¢ npenoaasatenem (Mo Bugam y4ebHblx 3aHATW) 1 HA CaMOCTOSITENbHYO paboTy 0byHatoWwmnxcs

4. ConepxaHvie OMcUMNvHbl (MOgyns), CTPYKTYPUPOBaHHOE Mo TeMaM (pasgaenam) ¢ ykasaHueM 0TBEAEHHOro Ha HuX
KONMYeCTBa aka4eMNYeckmx YacoB 1 BULOB y4eOHbIX 3aHATUIA

4.1. CTpyKTypa 1 TEMATMYECKUIA NNaH KOHTAKTHOW 1 CAMOCTOSATENbHOM paboTbl MO LUCUUMNAVHE (MOLYIIO)

4.2. CopepxaHvne oUCLUNINHbI

5. MepeyeHb y4ebHO-MeTOANYECKOr0 0BecrneyeHnst 4is CaMOCTOSTENbHOM paboThl 0ByJaOWUXCSA N0 ANCLUMINHE
(Momynio)

6. POHLA OLLEHOYHbIX CPeacTB No ANCUUNANHE (MOLYN0)

6.1. MNepeyeHb KOMNETEHLWIA C yKa3aHNeM 3TarnoB UX (hOpMMPOBaHMS B MPOLIECCEe OCBOEHUSI 06pa3oBaTefbHOM
NPorpammbl 1 POPM KOHTPONS UX OCBOEHUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHUA KOMMEeTEHUMI Ha pas3nuyHbIX aTanax ux goopmMnpoBaHus,
onncaHue wkan oueHnBaHu4

6.3. Tunosble KOHTPONbHbIE 3a4aHNA NN NHble MaTepuanbl, HGOﬁXO,D,I/IMbIe Ans OueHkKu 3HaHI/II7I, YMeHI/II7I, HaBbIKOB U
(unun) onbiTa 0EATENbHOCTU, XapakTepUayoLMX 3Tanbl (POPMNPOBAHNS KOMMETEHUNIA B NPOLECCe OCBOEHNS
06pasoBaTtenbHON NporpamMmbl

6.4. MeTtoounyeckne martepuansbl, onpegendtowmne npouenypbl oLleHnBaHnA 3HaHWN, yMeHVIVI, HaBbIKOB U (I/IJ'II/I) onbiTa
0eaTeNnbHOCTN, XapakTepusyrwmx atansbl PopM1MpoBaHns KOMMeTeHUunmn

7. MNepeyeHb OCHOBHOM 1 JOMONHUTENLHOW y4ebHOW nMTepaTypbl, HEO6X0AMMON AN OCBOEHMS AMCUMUMINHBI (MOLYNS)
7.1. OcHoBHas nutepatypa

7.2. ononHutensHasa nutepatypa

8. MepeyeHb pecypcoB NHOPMALMOHHO-TENEKOMMYHMKALMOHHON ceTn "MIHTEpPHET", HEOBX0ANMBIX LSt OCBOEHUS
AVCUMNNUHBI (MOOyNS)

9. MeToamyeckure ykazaHus ons oby4alowmxcs No OCBOEHNIO ANCLMNANHBI (MOOYNS)

10. MNepeyeHb MHPOPMALMOHHBIX TEXHONOTUIA, UCMONb3YEMbIX NPW OCYLLECTBIEHNN 06pa3oBaTeNbHOr0 NpoLecca no
OUCUMMNAVHE (MOLYNI0), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns U MHGOPMAaLIMOHHbBIX CMPABOYHBIX CUCTEM (MpU
HeobXxo4MMOoCTK)

11. OnncaHne matepuanbHO-TEXHUYECKOR 6a3bl, HEOOXOAUMON AN OCYyIEeCTBNEHUS 06pa3oBaTeNbHOro npouecca no
aucumnianHe (Moaynio)

12. CpencTBa agantauuv npenogaBaHns AUCLUMNUHBI K NOTPEBHOCTAM 06yyatoWwmxcs MHBANULOB 1 UL, C
OrpaHnyYeHHbIMN BO3MOXHOCTSAMU 340POBbS
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B_EPCHTET
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PervcTpaunoHHbiii Homep 10289305619 3AE
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Mporpammy oucumnnuHbl paspaboTan(a)(m) ooueHT, K.H. Xasues 3.J1. (Kadenpa nHopmMaLmoHHbIx cuctem HIA,
OTneneHne MHAPOPMALMOHHBIX TEXHONOMMIA U aHepreTnyeckmx cuctem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHUPYEMbIX pe3ynbTaToB 06y4eHUsi MO AUCLMMIINHE (MOLY/I0), COOTHECEHHbBIX C MaHUpPyeMbIMM
pesynbTataMm oCBoeHusi o6pa3oBaTtenbHON NPorpaMmbi

BbII'IyCKHI/IK, OCBOUBLINIA AOuncunninyy, OonxXeH obnapatb cnenyrowmMm KOMNeTeHUNAMIn:

LWndop PaclumndppoBka
KOMMNeTeHLuun npuobpeTaeMorn KOMNeTEHLUN
Orik-3 CnocobeH pelwaTb cTaHLapTHbIE 3a4a4y NPOECCOHANbHON AeATENbHOCTU Ha

OCHOBE MHGOPMALMOHHON 1 61bAMorpadoMyeckoit KynbTypbl C MPUMEHEHUEM
MHEPOPMALVOHHO-KOMMYHUKALMOHHbBIX TEXHONOTWIA U C Y4ETOM OCHOBHbIX
TpeboBaHNin MHOPMALMOHHOM 6e30MacHOCTY;

BbINyCKHWK, OCBOMBLIWIA AUCUUNANHY:

JlonxeH 3HaThb:

©- MeTonbl 1 cpenctea obecrnevyeHns HPOPMaLMOHHOV 6e30MacHOCTM KOMMbIOTEPHbBIX CUCTEM
JonxeH ymeTb:

- 03b|6|/1pan:, KOMMNeKcnpoBaTb 1 aKCnyatTupoBaTtb NporpaMMHo-annapaTHble CpeancTea B CO34aBaeMblX
BblYNCNNTENBbHbBIX N MHAPOPMALMOHHbBIX CUCTEMAX U CETEBbLIX CTPYKTYpaXx;

©- CTaBuTb 3a4avy 1 paspabaTbiBaTb airopyuTM €€ PelleHust, NCNOoNb30BaTb NPUKNaaHbIE CUCTEMBbI
nporpamMrpoBaHusi, paspabaTbiBaTb OCHOBHbIE MPOrPaMMHbIE LOKYMEHTbI

JonxeH Bnanetb:

©- A3blKamMu NPOLLeayPHOro U 06 bEKTHO-OPMEHTUPOBAHHOIO NPOrPaMMUPOBaHNS, HaBblkaMy paspaboTku 1 oTNaaKu
MPOrpamM He MEHEE YEM Ha OLHOM U3 aNrOPUTMNYECKMX NMPOLIEAYPHBIX A3bIKOB NMPOrPaMM1POBaHUS BbICOKOTO YPOBHS

2. MecTo AuCUUNNUHBI B CTPYKTYpPEe OCHOBHOW NpodbeccnoHanbHOU o6pa3oBaTe/ibHOMN NporpaMmbl BbICLLErO
obpa3oBaHus

DaHHas yuebHas aucumnnmHa BkoyeHa B pasgen "61.0.14 OucuunnmHbl (Mooynm)" OCHOBHOI NpodheccMoHansHom
obpasoBatenbHoli nporpammel 09.03.02 "MNHdopMaUnOHHbIE cUCTEMbl U TexHonornn (MHopMaLUMOHHbBIE CUCTEMBI 1
TEXHONOrMM)" 1 OTHOCMTCS K 0653aTeNbHbIM AUCUMMIIMHAM.

OcBauBaeTcs Ha 4 Kypce B 8 ceMecTpe.

3. O6beM AUCUMNMJIUHDI (MO,IJ,ynSl) B 3a4eTHbIX eAuHULLaX C yKa3aHMeM KoJinyecTBa 4YacoB, BblaeJIeHHbIX Ha
KOHTaKTHyI0 paboTy obyualoLmxcs ¢ npenogasarenem (Mo BUOaMm yd4ebHbIX 3aHATUN) U Ha CaMOCTOSITENbHYIO
paboty obyuaromxcs

O6was Tpyn0eMKOCTb AUCLIMININHBI COCTaBASET 5 3a4eTHbIX(ble) eauHmML(bl) Ha 180 yaca(os).

KoHTakTHas paboTa - 50 4aca(oB), B TOM Yucie nekuun - 20 yaca(oB), npakTnyeckne 3aHsaTus - 0 yaca(os),
nabopatopHble paboTbl - 30 yaca(oB), KOHTPO/b CAMOCTOSITENbHOM paboThl - 0 Yaca(os).

CamocTtositenbHas pabota - 103 yaca(oB).
KoHTponb (3a4€T / ak3ameH) - 27 yaca(os).
®dopma NPOMEXYTOYHOrO KOHTPONS ANCLMUMINHDI: 3K3aMeH B 8 ceMecTpe.

4. CopepXaHue OUCLMIMINHDBI (MOAYNS), CTPYKTYPUPOBaHHOE MO TeMaM (pa3genam) C yKkasaHMeM OTBEA,EeHHOro Ha
HUX KONMYECTBa aKaZleMMYeCKMX YacoB U BUAOB YYEOHbIX 3aHATUN

4.1 CTpyKTypa 1 TeMaTM4yeckuii niaH KOHTaKTHOM U CaMOCTOSITe/IbHOM PaboThbl N0 AUCLUNAUHE (MOJYNIO)

Buabl u yachbl
KOHTaKTHOM paboThbl,
N Pa3penbl aMcuunivHbl / Cemect X TPYDOEMKOCTb CamocTtosiTenbHas
monyns P (B yacax) pa6ota
MpakTuyeckuelllabopatopHble
Jlekuum 3aHATUSA paboTbl
1 Tema 1. [NpaBoBoe obecrnevyeHune 8 1 0 5 12
‘|nHdbopmaLumoHHo Be3onacHocTU
PerncTpaumoHHbiit Homep 10289305619 OBAEKTPOHHEH
CtpaHuua 3 u3 18. [ 11 VHITI Fl EPCHTET
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Buabl n yachbl
KOHTaKTHOM paboThbl,
Paspenbl pucumMnavHebl / WX TPyAOEMKOCTb CamocTosiTenbHasi
N Moayns Cemectp (B yacax) paborta
MpakTnyeckumellabopaTtopHbie)
Jlekumn 3aHATUSA paboTbl
Tema 2. OCHOBbI MHCPOPMALMOHHOM
2. 6e3onacHoCTu 8 1 0 2 11
Tema 3. BesonacHocTb
8. onepaunoHHbIX CUCTEM 8 2 0 4 16
Tema 4. besonacHOCTb
4. BbIYUCNTUTENbHbIX CEeTEN 8 2 0 2 16
Tewma 5. BesonacHocTb cucTem
5 ynpaeneHus 6azamy faHHbIX 8 2 0 2 16
Tema 6. OpraHmsaunoHHoe
6./obecneyeHne NHOPMALIMOHHOA 8 2 0 4 16
6e3onacHoCTu
Tema 7. lNporpamMmHo-annapaTHble
7. cpencTsa 3awnTbl MHGopMaLmm 8 2 0 4 16
Tema 8. Kpuntorpadmyeckne
8. METObl 3aWmnTbl MHOOPMaLIMK 8 4 0 4 0
Tema 9. KomnnekcHoe obecrieyeHune
9.[uHPopMaumoHHo 6esonacHOCTK 8 4 0 6 0
ABTOMATM3MPOBAHHBIX CUCTEM
toro 20 0 30 103

4.2 CopepxaHue OUCLUMIUHDI
Tema 1. NpaBoBoe ob6ecneyeHne MHcopmaLMoHHOM 6e3onacHOCTU

KOHCTUTYLIMOHHbIE FrapaHTUK Npas rpaxaaH Ha MHAPOPMaLMIo 1 MeEXaHN3Mbl X peanusaumu. NoHaTve n Buabl
3awmwaemor nHcpopmaumm no 3akoHoaatenscTey P®. Cuctembl 3awmnTbl roCyfapCTBEHHON TalHbl U
KOHbUAEHUMaNbHON MHdopMaLuun. JTnueHsnposaHme 1 ceptudukaums B obnactv 3awmutel FocyapCTBEHHON TaliHbI 1
KOHbUAEHUMaNbHOM MHgopMauun. 3awmTa nHTennekTyanbHon cobecteeHHocTh. MNpectynneHus B cdoepe
KOMMbIOTEPHON MHJPOPMAaLINN.

OpraHn3aunoHHo-NPaBoBoe obecrneyeHre 3alnTbl KOMMbIOTEPHO MHApopMaUMH.

N3yueHue cuctembl 3awmTbl KOHPUOEHUMANBHOW MHApopMaumu. Mogenu nHgopmaLmoHHol 6e30MacHOCTY;
MEXAyHapoHble N OTEYECTBEHHbIE CTAHAAPTbI MHPOPMALMOHHOW Be3onacHOCTM, nonuTuka 6e3onacHoCTy;
nokasaTtenu 3alWneHHOCT CPEACTB BbIMUCIMTENBHOW TEXHVKU U KNACChl 3aWMEHHOCT aBTOMATU3MPOBAHHbBIX CUCTEM
0T HECAHKLIMOHVPOBAHHOMO [OCTYNA.

Tema 2. OcHOBbI MHC(pOpPMaALIMOHHOW 6e3onacHOCTU

MoHsTMe HaunoHanbHol 6esonacHocT Poccuitickoin Pepepaunn. MiHgopmaunoHHas 6esonacHocTb (UB) B cucteme
HaumoHanbHoi 6e3zonacHocT PP, npobnembl MHGOPMALUMOHHOR BOHbI. OCHOBHbIE MOHSTUS, 0bWeMeToaonornyeckme
npuvHUunbl Teopun NB. Moaenu nHopMaUnoHHo 6e30MacHOCTU; MEXOYHAPOAHbIE N OTEYECTBEHHbIE CTaHaaPThI
VHgOpMaLMoHHo 6e3onacHOCTW, MoNUTUKa 6e30NacHOCTMW; NoKasaTeny 3aluLLeHHOCTM CPELACTB BblUCIUTENBbHOW
TEXHWKWN U KNacchbl 3aWNLLEHHOCTN aBTOMaTU3MPOBAHHBLIX CUCTEM OT HECAHKUNOHMPOBAHHOMO Aoctyna. Yrpo3asl Ub.
OueHka u ynpaeneHue puckamu. ObecrnedveHne KOHMOEHUMANbHOCTN, LENOCTHOCTM U AOCTYNHOCTU MHCPOPMaLIM.

O6ecneveHne 6e30MacHOCTU 9NEKTPOHHON NOYThI Npu paboTe B cetn MIHTepHerT.
OtpaboTka 6esonacHblx MexaHn3MoB paboThl C MOYTON B ceTn IHTepHeT.

Tema 3. Be3onacHOCTb onepaLUOHHbIX CUCTEM

Obwas xapakTepucTuka onepaunoHHbIX cucteM. HasHadeHre, BO3MOXHOCTM, MOAeNu 6e30nacHOCTY OnepaLyoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHusauus ynpasneHns goctynom u 3awmtbl pecypcos OC.
OcHoBHblE MexaHM3Mbl He30MacHOCTW: CPeacTBa U MeToabl ayTeHTudprkauum B OC, Mogeny pasrpaHnmyeHns JocTyna,
opraHm3aums n Ucnonb3oBaHvne cpencTs ayauta. AoMuHmuctpuposaHne OC: 3agaym v NPUHLMUMABLI CONPOBOXAEHMNS
CMCTEMHOr0 NMPOorpaMmMHoro obecneveHusi, reHepaums, HaCTPONKa, M3MePEHNE NPON3BOLNTENbHOCTM 1 MOAMcMKaLMS
cucTeM, ynpaeneHue 6esonacHoctbio OC.

BesonacHOCTb onepaLmnoHHbIX CUCTEM.
N3yyeHne ocHOBHbIX MexaHn3mMoB HesonacHocTn OC: cpenctea U MeTonbl ayTeHTudpmkaumm B OC, mogenu
pasrpaHuyeHuns 0ocTyna, opraHn3auuns n ncrnonb3oBaHue CpeacTs ayamra.

Tema 4. be3onacHOCTb BbIYUCINTENbHbLIX CeTen

KETPOHHBH
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BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

BAE
il YHH

A 5 (1,

PerncrtpaumoHHbin Homep 10289305619
Crpanunua 5 u3 18.

o



Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.02 MHopMaLMOHHBIE CUCTEMBI M TEXHONOTMW; [OLEHT, K.H. Xasnes

MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsaok opraHM3aumn 1 ocyLecTBleHNs 0bpasoBaTenbHON AeaTenbHOCTY No 06pasoBaTesibHbIM NPOrpaMMam BbICLIEro
obpaszoBaHus - nporpammam bakanaepuata, nporpamMmam crieyuanuteta, NporpaMmmam MarmcTpatypbl (YyTBepXaeH
npvkaszom MuHuctepcTea obpasoBaHusi U Hayku Poccuiickoin @enepauum ot 5 anpens 2017 roga Ne301).

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENBHON PaboThbl CTYAEHTOB BbICLIMX Y4EOHbIX 3aBeAeHWIA".

MonoxeHwue ot 29 nekabps 2018 r. Ne 0.1.1.67-08/328 "O nopsiake NpoBeneHNs TEKYLWEro KOHTPOMS yCNeBaeMocTu 1
NMPOMEXYTOYHOI aTTecTaunm obyyarowwmxcs dpefepanbHoro rocyjapcTBeEHHOr0 aBTOHOMHOro 06pasoBaTenbHOr0
yupexaeHus Bolcero obpasosaHus "KasaHckuii (MprBonxXckuiA) doenepanbHblil yHuBepcutet".

MonoxeHwne Ne 0.1.1.67-06/241/15 o1 14 nekabps 2015 r. "O ¢opmMmpoBaHnm poHAa OLEHOYHbIX CPEACTB ANs
NpPoBeEHNS TeKyLLEel, MPOMEXYTOYHOM 1 MTOTOBOI aTTecTaummn obydarowmxcs (enepanbHOro rocyaapCcTBEHHONO
ABTOHOMHOro 06pa30BaTENbHOrO YUpeXaeHus Boicwero obpasoBaHus "KasaHckuii (MprBonxXckuin) doenepansHblii

yHuBepcuteT"".

MonoxeHne Ne 0.1.1.56-06/54/11 ot 26 okT6pst 2011 r. "O6 aneKTPOHHbIX 06pa3oBaTeNbHbIX Ppecypcax heaepanbHoro
rocynapCTBEHHOro aBTOHOMHOIO 06Pa30BaTENBHOIO YYPEXLEHUS BbICIIErO NPOECCMOHANBHOr0 06pasoBaHus

"KasaHckuin (MprBonxckuin) doeaepanbHbIn yHusepeutet™.

PernameHT Ne 0.1.1.67-06/66/16 ot 30 mapta 2016 r. "PaspaboTtku, pernctpaumm, NOAroTOBKM K MCMNONb30BAHMIO B
y4ebHOM NpoLuecce 1 yaaneHns anekTPoHHbIX 06pa30BaTeNbHbIX PECYPCOB B CUCTEME INEKTPOHHOMO 00y4eHNs
henepanbHOro rocyapCTBEHHOro aBTOHOMHOro 06pa3oBaTenbHOroO yYpexaeHns Boicwero obpasosaHus "KasaHckui
(MpuBonxckuin) penepanbHblil yHUBEPCUTET™".

PernamenT Ne 0.1.1.67-06/11/16 o1 25 saHBaps 2016 r. "O 6annbHO-PERTUHIOBON CUCTEME OLIEHKM 3HaHMWIA 06yYatoWwmxcs
B (peilepanbHOM roCyAapCTBEHHOM aBTOHOMHOM 06pa30BaTENBLHOM yUpeXAeHNM Bbicllero obpazosaHus "KasaHckuii

(MpwvBONXCKMIA) dhenepanbHblin yHusepcutet™.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

BAE
il YHH

A 5 (1,

PerncrtpaumoHHbin Homep 10289305619
Crpanunua 6 n3 18.

o



Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.02 MHopMaLMOHHBIE CUCTEMBI M TEXHONOTMW; [OLEHT, K.H. Xasnes

PernameHT Ne 0.1.1.67-06/91/13 o1 21 nioHs 2013 r. "O nopsiake pa3paboTku 1 Beinycka y4ebHbIx 3aaHuii B
oefiepanbHOM rocynapCTBEHHOM aBTOHOMHOM 06pa3oBaTelbHOM YUPEXAEHUN BbICLIErO NPOGECCUOHANBHOIO

obpaszoBaHus "KazaHckuii (Mpusonxckuii) doeaepanbHblli yHUBEpcuTeT™.

6. POHAO, OLLEHOYHbIX CPEeACcTB NO AUCLUMUINIMHE (MOAYNIO)

6.1 NMepeyeHb KOMMNETEHLMI C YKa3aHWeM 3TanoB ux oopMMpoBaHUs B NpoL.ecce 0CBOeHUsi 06pa3oBaTefibHON
nporpaMmMbl U HOPM KOHTPONS X OCBOEHUS

dopma KOHTpons

OueHunBaembie

dtan KOMneTeHuun

TeMmbl (pa3pernbl) AUCLUMNUHDI

CemecTp 8
TeKyLL M KOHTPOIIb

1. MNpaBoBoe obecneyeHne NHPOPMALMOHHOK 6e30MacHOCTH
2. OCHOBbI MHCOOPMALIMOHHO 6e30MacHOCTH

3. BesonacHoCTb onepaunoHHbIX CUCTEM

4. Be3onacHOCTb BbIYUCAUTENBHBIX CETEN

5. BesonacHocTb cMCTEM ynpaBneHns 6asamm OaHHbIX

6. OpraHusaumnoHHoe obecrieqeHne MHPOPMaLMOHHOM
6e3onacHocTm

7. MNporpammHo-annaparHble cpeacTsa 3aluTbl MHGOPMaLIMK
8. Kpuntorpadumyeckne metoapl 3awmTbl MHGOpMaLnm

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHO 6e30nacHoCTU
aBTOMaTU3MPOBAHHbBIX CUCTEM

1. MpaBoBoe obecneyeHne NHGPOPMaLMOHHOM 6e3onacHoCcTu
2. OCHOBbI MHZOOPMALIMOHHOM 6e30MacHOCTH

3. besonacHOCTb onepaunoHHbIX CUCTEM

4. Bbe3onacHOCTb BbIYMCNUTENbHbBIX CETEN

5. Be3onacHOCTb CUCTEM ynpaBneHns 6azamMu LaHHbIX

6. OpraHu3aumnoHHoe obecnevyeHne MHEPOPMALMOHHOM
6e3onacHocTy

7. lNporpamMmHo-annapaTHble CpeacTsa 3alnTbl MHOPMaLMK
8. KpunTorpadumyeckne metoapbl 3aWwmTbl UHGopMauum

9. KomnnekcHoe obecneyeHne nHpopMaumnoHHoli 6eaonacHocTy
aBTOMaTM3MPOBAHHbBIX CUCTEM

2. OCHOBbI MHPOPMaLMOHHON 6e30MacHOCTH

1 [TectmposaHue Orik-3

NabopatopHble

paboTbl OrK-3

Or1K-3
OlK-3

Pedbepat
9K3aMeH

6.2 OnucaHne nokasateneun n Kputepues OLeHUBaHUS KOMMNETEeHU MW Ha pa3nnyHbIX aTanax nx oopmMupoBaHus,
onucaHue wkKan oueHnsaHuns

npasunbHO. MNMpossneHa
npesocxogHas
TeopeTumyeckas
NnoaroToBka.
Heobxoanmble HaBbIKK
N YMEHMNS NONHOCTbIO
OCBOEHbI. Pesynbrar
nabopatopHoii paboTbi
MONHOCTbIO
COOTBETCTBYeET €€
Lensm.

B OCHOBHOM MpPaBuIIbHO.
MposiBneHa xopowas
TeopeTnyeckas
NOAroToBKa.
HeobxonuMble HaBbiku
1 YMEHUS B OCHOBHOM
OCBO€EHbI. Pe3ynbTat
nabopatopHoit paboThl
B OCHOBHOM
COOTBETCTBYeET €€
Lensam.

NCMNONb30BaHbI
npasunbHO. NMpossneHa
yAoOBNeTBOpUTENbHAN
TeopeTumyeckas
noaroToBeka.
Heobxoanmble HaBbIKK
N YMEHMNS 4aCTUYHO
OCBOEHbI. PesynbTar
nabopaTopHoii paboTbl
4acTM4YHO
COOTBETCTBYET eé
uensam.

HenpaBUNbHO.
MposBneHa
HeYyLOBNEeTBOPUTENbHASA
TeopeTnyeckas
NOAroTOBKA.
Heobxoanmble HaBbIKK
1 YMEHNS HE OCBOEHDI.
PesynbTar
nabopatopHoii paboThl
He COOTBEeTCTBYeT eé
Lensim.

Kputepum
®opma OLLeHMBaHUs 37an
KOHTpoOns

OTnn4HO XopoLuo Y nosn. Heyn.
CemecTp 8
TekyLLUA KOHTPONb
TecTnpoBaHue [(86% npaBunbHbIX Ot171% b0 85 % Ot 56% 00 70% 55% npaBunbHbIX

0TBETOB 1 Honee. NpaBW/bHbLIX OTBETOB.  [MPaBUNbHbLIX OTBETOB.  |OTBETOB U MEHEE. 1
NabopatopHble [ObopynosaHue u O6opynoBaHue 1 O6opynoBaHve 1 ObopynosaHue u
pabotbl MEeToAbl MICNONb30BaHbl (METOAb! NCMONb30BaHbI [METOAbI YHACTUYHO MEeTObl UCMONb30BaHbI 2
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cMcTEMaTYECKOE 1
rnybokoe 3HaHue
y4ebHO-NPOrpamMMHOro

y4ebHO-NPOrpaMMHOro
MaTtepuana, ycnewHo
BbINONHWN

y4ebHO-NPOorpamMMHoOro
matepvana B obbeme,
HeobxoauMoM ans

B 3HAHWSIX OCHOBHOrO
y4ebHO-NPorpaMMHOro
martepuana, oonyctun

martepuana, yMeHue NpeLyCMOTPEHHbIE nanbHelwen yyebbl U [MpuHUMNuanbHble
cBOOGOHO BBIMOMHSATL  |MPOrpaMMol 3afaHns, |npeacTosiwei paboTtel  |OWKWOKW B BbINMONHEHWN
3anaHus, YCBOW OCHOBHYHO no npocdpeccun, npeLyCMOTPEHHbIX

npenycMoTPeHHbIe
nporpammo, ycsoun
OCHOBHY!O NiuTeparypy u

nuteparypy,
peKoMeHO0BaHHyo
nporpammorn

cnpasusncs ¢
BbINONMHEHWEM 3adaHWA,
npenycMOTPEHHbIX

nporpamMmor 3agaHnin n
He cnocobeH
NPOLONXuUTb 00yyeHne

3HaKoM C ONCUMMNUHBI, NOKa3an |NporpamMMoii, 3HakoMm C  |Uau NPUCTYMNUTb Mo
JOMONHUTENBbHOM cuctemMatmnyeckun OCHOBHOW NuTeparypou, |oKoH4aHUn
nuTepaTypomu, XxapakTtep 3HaHui rno peKkoMeH00BaHHOM YHUBepcuTeTa K
pekomeHO0oBaHHOM oucuunnuHe n nporpammot npodpeccrnoHanbHom
nporpammon CMocobeH K ux LMCUMMNIWHBI, [OMYCTWN |AesTensHoCTM 6e3
OUCLMMNNNHBI, YCBOWN  |CaMOCTOSATENIbHOMY MorpeLwHoCT B OTBETE  [OOMONHUTENbHbIX
B3aMMOCBSA3b OCHOBHbIX [MOMOMIHEHMIO U Ha aKk3ameHe v npwu 3aHATUR No
NOHSATWIA OUCLMMNAVHBI B [0BHOBNEHWIO B X04€ BbIMONHEHUN COOTBETCTBYOLIEN
VX 3Ha4YeHun ons HanbHenwel y4ebHoM  |aK3aMeHaLMOHHbIX aucuunnuHe.

npuobpeTtaemo paboTbl 1 3aaaHuid, Ho obnanaet
npodpeccuu, nposisun  |NPogoeccnoHanbHom HeobXx0ANUMbIMM
TBOPYECKME LesTeNbHOCTY. 3HaHVSIMW ONS UX
cnocobHoCTM B yCTpaHeHns nog
MOHUMAHWM, N3NOXEHNU PYKOBOLCTBOM

1 NCNOMNb30BaHWU npenopaeartens.

y4ebHO-NPOrpamMMHOro
Martepvana.

dopma Kputepum dran
KOHTpoOns OLLeHUBaHUS
OTnN4YHO Xopoluo Y nosn. Heyn.

Pedepar Tema packpbita Tema B OCHOBHOM Tema packpebiTa cnabo. [Tema He packpbiTa.
MONTHOCTbIO. packpbiTa. MponeMoHcTpmpoBaHo |MpoaeMOHCTpUPOBaHO 3
MponeMoHcTprpoBaHo |MpoAeMOHCTPUPOBAHO [yAOBNETBOPUTENBHOE  |HEYLOBNETBOPUTENBHOE
NpeBOCX0AHOE Xopollee BnaneHne BNafeHne matepunanoMm. [BnageHme matepranom.
BNafeHne matepuanom. (MaTepuanom. WNcnonb3oBaHHble Wcnonb3oBaHHble
Wcnonb3oBaHbl Wcnonb3oBaHbl WCTOYHMKN M CTPYKTYpa [MCTOYHMKM
Haonexauwue Hanonexawue paboTbl YacTUYHO HeA0CTaTOYHbI.

WCTOYHMKW B HYXXHOM  [McTOYHMKM. CTpyKTypa |COOTBETCTBYIOT CTpykTypa pabotbl He
konnyectee. CTpykTypa |paboTbl B OCHOBHOM MoCTaB/IEHHbIM cooTBETCTBYET
paboTbl COOTBETCTBYET [COOTBETCTBYET 3agayvam. CteneHb MOCTaB/IEHHbIM
NMocTaB/eHHbIM MOCTaBNEeHHbIM CaMOCTOSITENIbHOCTU 3apayam. Pabota
3apayvam. CteneHb 3apayvam. CteneHb paboTbl HU3Kas. HecaMoCTosTeNbHa.
CaMOCTOSTENbHOCTU CaMOCTOSITENIbHOCTM

paboTbl BbicOKas. paboTbl cpenHss.

Ok3ameH Ob6yuatowwniics Obyvatowmiics Ob6yuatowwuniics Obyuatowmiics
obHapyxun obHapyXwun nonHoe 0bHapyxun 3HaHue obHapyxun
BCECTOPOHHEE, 3HaHue OCHOBHOrO 3HaumTenbHble Npobenel

6.3 Tunosble KOHTPOJIbHbIE 3a4aHNA U UHbIE MaTepuanbl, HeobxoAuMble NS OLLEHKU 3HaHWUN, yMeHMVI,

HaBbIKOB U (UNK) OnbiTa AEATENIbHOCTH, XapaKkTepu3yoLux atanbl ooOpMUpoBaHuUA KOMMeTeHUuun B npowuecce

0CBOEHUsi 06pa3oBaTeNlbHOW NPOrpamMMbi

CemecTp 8

TekyLLU KOHTPONb

1. TectuposaHue

Tembl 1,2,3,4,5,6,7,8,9
Tema 1. MNpaBoBoe obecneyeHne MHGOPMaLMOHHO BesonacHoCTy.
1) Kakon dpegepanbHbiil 3aKOH perynnpyeT OTHOWEHMNS B cdoepe 3almnTbl KOMMbIOTEPHOW nHGOpMaLmMmn?
®depnepanbHblil 3aKoH 0T 7.07.2004r. €122-a4 7?0 3awwute nHgpopmaumn?.
defepalnbHblil 3aKoH 0T 27.07.2006r. €149-¢p3 706 nHpopmaLmmn, MHEOPMALMOHHBIX TEXHONOTUSX 1 O 3alnTe

nHgoopmaumum?.

depnepanbHblil 3akoH oT 21.05.2002r. €35-r13 ?VIHhopMaLIMOHHbIE TEXHONOMUK 1 O 3almTa UHopMaLmm B
aBTOMATU3MPOBaHHBIX MHOPOPMALIMOHHBIX CUCTEMaXx?.
2) HazoBnTe NnpaBoBOe OCHOBaHWE NpoLiecca NMLEH3NPOBaHNS U cepTudoukaumnm B 06nacTu 3awmTbl rocy4apCTBEHHOM
TavHbl U KOHUAEHUMaNbHOM nHdoopMaLmu.
MoctaHoBneHue MNpasuTtensctea Poccuiickoin Pepepauun 013.03.2002r. 70 nuUeH3NPOBaAHWUM OEATENBHOCTA MO
paspaboTke 1 NPON3BOACTBY CPELCTB 3allMTbl B 061aCTW 3aWmThl FOCY0apCTBEHHON TaHbI?.
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MNoctaHoeneHue MNpaeuTtensctea Poccuiickoin Pepepauun ot 3.03.2012r. ?0 nMueH3MpOBaHMN OEATENBHOCTA MO
pa3paboTke U NPOV3BOLACTBY CPELACTB 3alMTbl KOH(PUOEHUMANBHON MHopMaLmun?.

MoctaHoBneHue MNpaeuTtensctea Poccuiickoin Pepepauun o1 13.02.2010r. ?0 nuuUEH3MPOBaHUN OEATENBHOCTY NO
pa3paboTke CPencTB 3alnThl KOHUAEHLMANBHON NHCpopMaLMn?.

Tema 2. OcHOBbI MHCPOPMALIMOHHOM 6E30MacHOCTHU.

1) Kakoe Konn4yecTBo YPOBHEN COQEPXKUTCS B CUCTEME 3aWMTbl OT Yrpo3 HapylWeHUs KOHOMAESHUMANbHOCTH
nHdgoopmaunm?

5,6,7

2) NoeHTndomkaumsa ? ato ?

MpPUCBOEHNE cybbekTaM AOCTYNa YHUKANbHbIX MAEHTUIUKATOPOB;

NpUCBOEHNEe CybbekTam [OCTyNa ONpeaeneHHbIX Npae LOCTYNa;

npoBepka NpUHaLNeXHOCTM CybbekTy AOCTyrna NPeabsBNEHHOro UM UaeHTUdrKaTopa.

Tema 3. 5e30nacHOCTb OnepauUmOHHbIX CUCTEM.

1) Yto npencraenset n3 cebsi cepTndomkat onepaumoHHOR CUCTEMbI?

wecTtHaguarepndHyo nognmnchb, CBA3bliBalolyto 3Ha4eHne o6m,ero Kno4ya Cc MJJ,eHTM(pMKaU,VIeM yenoseka, yCTpOIZCTBa nnu
cepsuca, KoTopbin COOEPXKUT COOTBETCTBYIOWMNN NNYHDBIN KNOY;

BOCbMEPVYHYIO NMOAMMCh, CBS3bIBAIOLLYIO 3HaYeHMe 0BLWEro KMoya ¢ naeHTMdMKauveli YenoBeka, yCTponcTaa nim
cepBuca, KOTOPbIA COAEPXMUT COOTBETCTBYIOWMA INYHBIA KNOY;

[IBOVIYHYIO NMOAMNMCb, CBA3bIBAIOLLYIO 3HAYEHMNE 0BLIEero Kya ¢ naeHTugmKaLmnen Yenoseka, yCTponcTea unm cepsuca,
KOTOPbIA COOEPXMNT COOTBETCTBYIOLLMIA NINYHBIA KITHOY.

2) Ha 4yem ocHoBaH MexaHn3M ayTeHTMPMKaLMN C CUHXPOHMU3ALIMEN MO BPeMEHN?

Ha 3HAYeHUN ONpPedeNeHHOro MPOMEXYTKa BPEMEHN; HA anropuTMe, KOTOPbIA Yepe3 OnpeaeneHHbIli MHTEPBAN BPEMEHU
reHepupyeT CnyyaHoe YMCNO; Ha CXEME C NCMONb30BaHWEM CNIOBA-BbI30BA.

Tema 4. be3onacHOCTb BbIHUCUTENbHbBIX CETEN.

1) HazoBuTe KpunTorpadnyeckuin naket, UCNOMb3yeMblil ANS WNdPOBaHMS.
OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceteBas cny>K6a, npegHasHadyeHHasa ang LUeHTpann3oBaHHOro pelweHnsa 3aaady ayteHTudomkauum n asTopmsaumm B
KPYMHbIX CETAX; aNropuTM WNgPOBaHNA Ha OCHOBE OTKPbITbIX KNoYen; CI/IMMGTpI/I'-IHbII7I anropuTtM WngpoBaHus.

Tema 5. BesonacHocTb cucTeM ynpasneHns 6asamm LaHHbIX.

1) Kakor Tvn TexHonorum wmdoposaHus He nogaepxusaet SQL Server 20087

paclmnpeHHoe yrnpasneHue knodamu - Extensible Key Management (EKM);

npo3payHoe wudpposaHne gaHHbix ? Transparent Data Encryption (TDE);

3akpbIToe WngposaHue gaHHbIX - Closed Data Encryption (CDE).

2) Ucnonb3ys kakoi NpoToKON MOXHO obecneunts 6e3onacHyto nepenadvy AaHHbIX C KNMeHTa Ha cepBep?
SSL/SSH; SSR/SSH; SSK/SSH

Tema 6. OpraHusaunoHHoe obecneyeHne NHOPMaLIMOHHO 6Ee30MaCHOCTH.

1) YTo Henb3si OTHECTM K OpraHM3aLMOHHBIM MepaM 1 Mepam obecneyeHnst gouandeckoit 6eaonacHocT?
cnyx6a oxpaHbl U omanyeckoi 6e30nacHOCTY;

pernameHTaums nopsigka paboTbl C HOCUTENSIMU, COAEPXALUMMU KOHIPUAEHLMANBHYIO MHAOPMALIMIO;
naponbHas cucTema ayTeHTugunkaumm.

2) B uncno knaccos TpeboBaHuii noBepus 6esonacHocTn "OBWwmMX KpUTEepres" BXoasT: (2 BapnaHTa oTBeTa)
paspaboTka; oLeHKa Npoguns 3aluThl; cepTudrkaums

Tema 7. MNporpaMmHo-annapartHble CPeACcTBa 3aWmUTbl MHCPOPMALLAN.

1) HasosuTe poccuiickyto pa3paboTtky No reHepauum OTKPbITbIX KIHOYel.
Nan-wndop, BekTop, Kpuntollpo

2) Hazosute cuctemy NnpenoTBpalleHns BTOPXEHWUIA

IDS; IPS; IRS

Tema 8. Kpuntorpadpuyeckme METObI 3aWUTbI MHOPMALLN.

1) Kakor anropnTtm SBNsSIeTCS yCTapEeBLMM U HE UCMOMNb3yeMbIM B HacTosLee BpemMa?

DES, AES, DSA

2) Kakolt anroput™ ncnonb3yeTcs Ans WnPPoBaHNs LaHHbIX B CUCTEME MOBUMBHON LIMKPPOBOI CBA3M?
A3; A4; A5.

Tema 9. KomnnekcHoe obecnedyeHne nHgopMaLMoHHon 6e30NacHOCTM aBTOMaTU3UPOBAHHBLIX CUCTEM.
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1) Ha3oBnTe aneMeHT CnCTeMbl 3aWuThbl BHEWWHEro NeprMeTpa asToMaTn3npoBaHHOW CUCTEMDI.

DIS, IPS, EFS

2) Monutuka 6e30MacHOCTA CTPOUTCS HA OCHOBE:

0bwux npenctasneHuii 06 MIC opraHnsaumm; M3y4eHns NoAMTUK POLACTBEHHbBIX OPraHU3aunii; aHanmsa prckos.
2. JlTabopatopHble paboTbi

Tembi 1,2,3,4,5,6,7,8,9

OpraHu3aunoHHO-NpaBoBoe obecreyeHne 3almTbl KOMMbIOTEPHOM NHAPOPMALIMK.

NayueHue cucTeMbl 3aWwmTbl KOHUAOEHUMANBHON MHpopMaumu. Moaenu nHgopMaLnoHHoi 6e30MacHoCTY;
MEXOyHapoHble N OTeYeCTBEHHble CTaHAAPThbl MHPOPMAaLMOHHOK He3onacHOCTW, nonmMTuka 6e30MacHOCTU; NokasaTtenm
3aLMWEHHOCTU CPEACTB BbIYUCUTENBHON TEXHUKM U KNACChl 3aLUMLWEHHOCTU aBTOMAaTU3NPOBAHHbBIX CUCTEM OT
HeCcaHKLIMOHMPOBAHHOMO AOCTYNa.

ObecneyeHne 6e30MacHOCTM aNEKTPOHHOW NoYThl Npu paboTte B ceTn VIHTepHeT.
OTtpaboTtka 6e30nacHbIX MexaHn3MoB paboThl C NOYTON B ceTH VIHTepHeT.

BesonacHocTb onepaunoHHbIX CUCTEM.

N3yyeHne ocHoBHbIX MexaH3MoB He3onacHocT OC: cpencTea 1 MeToabl ayteHTUdukaumm 8 OC, mogenu
pasrpaHuyeHus SOocTyna, opraHM3auuns u NCnonb3oBaHne CpeacTs ayamTa.

cnonb3oBaHue MeXCeTeBbIX 3KpaHoB Npw paboTe B NOKaNbHOW BbIYMCIUTENBHOW CETW NPeanpusaTis u cetn VHTepHerT.
N3yyeHune npnHUMNOB paboTbl 1 BO3MOXHOCTEN NPOrpaMMHbIX CPeAcTB obecneyeHns ceTeBoi 6esonacHoCTy.

BesonacHocTb cucteM ynpasneHusi 6azamu LJaHHbIX.

N3yyeHne Baanmoneictena CYBL n 6azosoit OC, XypHanu3aumsi, MeTolibl 1 CpeacTsa co3aaHns pe3epBHbIX KOMUii 1
BOCCTaHOBNeHMs 6a3 aaHHbIX. 3awuta 6as JaHHbIX OT annaparHbIX U NporpaMmHbix cboes. ObecneyeHne 6e3onacHoOCTH
nocTyna Kk 6a3am JaHHbIX B TEXHOMOrMM KNeHT/cepBep. 3a4adn 1 nporpaMMHo-annapaTtHble cpeacTsa agMMHUCTpaTopa
6e3onacHoCTV 6a3 OaHHbIX.

MNporpamMmHo-annapartHble CPeacTBa 3alnThl KOMMbIOTEPHOW MHAopmauun ot HC L.
N3yyeHne Ha3HaYeHUs 1 NPUHLMNOB CO3AaHUS MPOrpaMMHO-annapaTHbiX CPeacTB obecneyeHns MHOPMaLNOHHO
6e3onacHocTW. TUNoBas CTPYKTypa KOMMNEKCHOW CMCTEMbI 3almTbl MHGopMauun ot HC L.

NudopacTtpykTypa otkpbiToro kntoda B Windows 2003 n ee nprMEHEHNE B PasnnyHbIX NPUNOXEHUSIX.

AnmuHuctprpoBaHue OC: 3a8aqv v NPUHLMMBI COMPOBOXAEHNS CUCTEMHOMO NMPOrpaMMHOro obecneyeHusi, reHepaums,
HacTpoiKa, N3MEPEHNE NPOU3BOANTENBHOCTY 1 MOAMMKALNS cUCTeM, ynpaeneHne BesonacHocTbio OC.

AcuUMMeTpUYHOE WINpPOoBaHNE. DNEKTPOHHO-LMMPPOBAS NOAMUCH.

N3yueHune kpunTorpagpmyeckux METOLOB 3alMTbl MHCpopMaLmmn. MoeHTudprkaums n ayTeHTMdpmKaumns nonb3osaTensi.
BsanmHasi nposepka noLnvMHHOCTY nonb3oBateneii. Npobnema ayTeHTUMKaLUM AaHHBIX U 9NEKTPOHHAS LMdpoBas
noanuceb.

MeTonbl BbisiBneHns kaHanos HC .

3. Pedbepar

Tema 2

. Hactpoiika 6esonacHoct OC Windows npw paboTe B ceTu

. OpraHunsaums mep no sawuTte

. PaspaboTtka MeToaukn NpoTMBOAENCTBMS COLMANBHOMY UHXUHUPUHTY

. OpraHnsauns aHTMBMPYCHON 3aWmMTbl HACTHOrO NPeanpuaTUs

. OTnpaeka coobieHns B byayuiee

. Kpuntorpadoumyeckne cucrtembl 3awmTbl JaHHbIX

. MpecTtynneHus B cchepe KOMNbIOTEPHON MHopMaumm

. KomnbloTepHas npecTynHoCcTb U KOMMbloTEPHas 6e3onacHoOCTb

. OTBETCTBEHHOCTb 3a HapyweHns B cdpepe MHPOPMALMOHHOMO Npasa

10. KoMnnekc TeXHUYeCcKrx peweHni no 3awmuTe nHgopMaumm, 3anmMcaHHom Ha OTYYXX4aeMbIX NEKTPOHHbBIX HOCUTENAX
11. 3awmTa No4YToBbIX COOOLWEHWIA

12. 3awwuTa 6a3 faHHbIX

13. 3awmTa LM poBon NHpopmMaLmMm Metogammn cteraHorpacomm

14. Kpyntonorns: nogcTaHOBOYHO-NEPEeCTaHOBOYHbIV WNKPP 1 ero NpUMeHeHue
15. MIHcbopmaums n nuyHas 6e30nacHoCTb

16. 3awmTa nugpopmauum B NMIOBM. Wundcpp Mneridepa
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17. 3awuta uHoOpMaLmm 0T HECAHKLIMOHNPOBAHHOMO [OCTyNa METOLOM KpunTonpeobpasoBaHus ObecnedyeHne
MHpopMaLMOHHOM BesonacHocTy B ceTu Internet

18. VICTOYHMKIN BO3HMKHOBEHMS U MOCNEACTBMS peanuaauum yrpo3 MHEPopMaLMoHHo 6e30nacHOCTM

19. Poccuiickunii pbiHOK MHGOOPMALIMOHHOM 6e30MacHOCTU

20. Cuctembl pacnpeneneHus npas (Rights Management Systems)

21. PeweHune coBpeMeHHbIX NpobneM MHMOPMaLMOHHOK 6€30NacHOCTM KOPNOPATUBHBIX BbIYUCIIMTENbHBIX CETE
22. Cnam 1 HOpMbI NMONb30BaHUSA CETbIO

23. 3awmTa nHpopmaumn B rnobanbHol cetu

24. CncteMmbl 0BHapyxeHns atak. (AHanM3aTopbl CETEBbIX MPOTOKOMOB U CETEBLIE MOHUTOPLI) KprnTonorus: Touku
COMNPUKOCHOBEHUS MaTEMATUKN 1 S3bIKO3HAHMS

25. KaHanbl yTeyku nHgpopmauum

26. NpecTtynneHns B cchepe KOMMNbIOTEPHON MHopMaLmnm

27. KoMnbloTepHas NPecTyrnHOCTb 1 KOMMbloTepHasi 6e30nacHoCTb

Ok3ameH

Bonpochbl kK ak3ameHy:

. MHdpopmaumoHHas 6e3onacHocTb. basosble cBoMCTBA 3alMwaeMor HopMaumu.

. MeTonbl 0becneveHns MHHOPMALIMOHHON 6e30MacHOCTH.

. Yrpo3bl nHdpopmaLmoHHoii 6esonacHocTu. Knaccucprkaums yrpos. Metoabl nepeuncneHns yrpos.

. CTpyKTypa cucTeMbl 3almThbl OT Yrpo3 HapyweHns KOHPUAEHUNaNbHOCTN MHAhopMaLn.

. OpraHn3auunoHHble Mepbl U Mepbl 06ecnedeHns ousnyeckori 6e30MacHOCTU.

. WpeHtndpmkaumsa n ayteHtmcpukaums. basosas cxema naeHtndmkaumm n ayTeHTgoukaumm.

. MeTtoapl ayTeHTUdMKaUmm.

. OcobeHHOCTUN NaponbHbIX cUCTEM ayTeHTudpmKaum. OCHOBHbIE Yrpo3bl 6630MACHOCTU NAPONbHBIX CUCTEM.

. OCHOBHblE pekoMeHZauuy Npy NPakTUYeCKon peanaauny NaposibHbIX CUCTEM.

10. MeTtonbl xpaHeHnsa naponei. lNepenada naponen no cetu.

11. PasrpaHunyeHne goctyna. [JMCKPELNOHHbIA 1 MaHOATHbIA METObI pa3rpaHmyeHns goctyna. Martpuua gocryna.
12. PasrpaHuyeHne goctyna. Ponesoe ynpaeneHme 0OCTYMNOM.

13. Kpuntorpadpmnyeckune Metobl ob6ecnedeHns KOHpMAEHLNANBHOCTN NHEpOPMALIMUA.

14. 3awmTa BHewHero nepumeTpa. MexceTeBoe aKpaHNpOBaHMeE.

15. 3awwTa BHewHero nepmmetpa. Cuctemol obHapyxeHust BTopXeHuin(IDS).

16. 3awmTa BHewHero nepumetpa. Cuctembl NpenoTepaLeHns BTOpXeHun(IPS).

17. NpoTokonmMpoBaHme 1 ayauT.

18. KaHasbl yTeuky UHgopMaumm TEXHUYECKMX cpeacTs 06paboTku, XpaHeHns 1 nepefayv MHgopmaumu.

19. KaHanbl yTeukm peyesoin nHgopmauuu.

20. KaHanbl yTeukn nHchopmauum npy eé nepenaye rno kaHanam CBS3W.

21. TexHnyeckme KaHanbl yTe4YKr BUAOBOW MHCpOpMaLUN.

22. KaHanbl yTeuku nHepopmaLmm, cozaaBaemMble atakamu M3BHe 1 BHYTpY kopnopatueHbix cucteM VKT (obbekTa
nHdoopmaTmaaunn).

23. MpuHumnbl obecneyeHnst LeNOCTHOCTU MHGPOPMaLUK.

24. KpunTorpadguyeckme metoapl 0becneyeHms LenocTHOCTM nHdpopmaumu. Lingpoesie nognucu.

25. Kpuntorpaduyeckme metoabl obecneveHunst LenocTHOCTM nHgpopMaummn. Kpruntorpagouyeckne xaww-opyHKLUNK.
26. KpunTorpachmnueckme Metoapl obecneyeHmns LenocTHOCTM nHgopMaumn. Koobl npoBepku NOANMHHOCTY.

27. KpunTorpacpuyeckme Metoapl obecnedeHmnst LenocTHOCTU MHgoopmaumn. TexHonorus Blockchain.

28. MNMocTpoeHMe CUCTEM 3aWmTbI OT Yrpo3 HapYyLWeHUs AocTynHocTu. MonyyeHne nHopopmaumu. dybnnposaHune kaHanos
CBA3U, ny6nMpOoBaHME LW30B 1 MEXCETEBbLIX SKPAHOB.

29. MocTpoeHne cncTem 3awmTbl OT Yrpo3 HapylweHns aoctynHoctn. ObpaboTtka nHdpopmauun. OybnvposaHue
cepeepos. Vicnonb3oBaHme KnacTepos.

30. MNocTpoeHme cuctem 3awmTbl OT YrpoO3 HAPYLWEHWS OCTYNHOCTU. XpaHeHne nHchopmauun. PesepBHoe KonuposaHme
nHpopmaumn. CosparHne RAID-maccreoB. 3epkanmpoBaHne Cepeepos.

31. Metonb! wngposaHms. CummeTpudHoe windposaHme. bnodHoe wudpposarue. MNoToyHoe wrgposaHme.
32. bnoyHble wudpsl. Wndpsl nepectaHosok. Wndpbl 3ameHb!.

33. Wndppbl 3ameHbl. MoHoandasuTHble windpsl. Wndp ¢ noactaHoskoi Liesaps.

34. Wndopbl 3ameHbl. MonnandaenTtHble wudpsl. Wndp ¢ noactaHoskamn BuxeHepa.
35. KogompoBsaHue B aBTOK/IO4EBON cucteme Buxenepa.

36. Cnctema onHOpPa30Boro wugpposaHus. Lndgp BepHama.

37. MoTo4Hble wngppbl. PerncTpel casura ¢ 06paTHoM CBA3bIO.

38. MoToyHbIn wndp A5.

39. Metoabl NpoayKUMOHHOrO WwingpoBaHus. Cetb Peinctens.

40. CranpapTbl wndpoaHmsa oaHHbix DES n AES.

41. OgHocTopoHHME doyHKUMK. KntoueBoit obmeH dndodpm-Xennmaxa.

42. AnropuTtm RSA.
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6.4 MeTtoouyeckue matepuansbl, onpepensitollue npowuenypbl oLeHMBaH1Ms 3HaHUA, YMeHUn, HaBbIKOB U (UNK)
onbiTa fesATeNbHOCTU, XapaKTepu3yloLLLuX 3Tanbl oopMMpoBaHMA KOMMNEeTeHL,UI

B K®Y pelicteyeT 6anibHO-pERTUHIOBAS CUCTEMA OLEHKN 3HaHUIA obydatowmxcsi. CyMMapHo no ancumnnuHe (Moaynio)
MOXHO nony4nTe Makcumym 100 6annoB 3a ceMecTp, U3 HUX Tekywas paboTa oueHnBaeTcs B 50 6annos, ntoroeas
goopma KoHTpons - B 50 6annos.

[ng 3ayéra:

56 6annos 1 bonee - "3a4TeHO".

55 6annos 1 MeHee - "He 3a4TeHo".

Lna ak3ameHa:

86 6annos 1 bonee - "OTNMYHO".

71-85 6annos. - "xopolo".

56-70 6annos - "yooBNETBOPUTENBHO".

55 6annoB 1 MeHee - "HeyLOBNETBOPUTENBHO".

dopma Mpouenypa oueHUBaHUS 3HAaHUN, YMEHUIN, HaBbIKOB U (UK) onbiTa Artan | Konnyectso
KOHTpOnNs LesTeNbHOCTU, XapaKTepu3yoLLMx atarnbl opMUpPOBaHNSA KOMMNETEeHLUN 6annos
CemecTp 8

TeKyLLUiA KOHTPONb

TectnpoBaHve |TecTupoBaHve NPOXOAWT B MMCbMEHHOW OOPME 1N C UCMONb30BAHNEM
KOMMblOTEPHbIX cpencTB. Obyyalowmiics nonyyaeTt onpeaenéHHoe Konm4ecTso 1 8
TECTOBbIX 3aAaHuWii. Ha BbINONHEHVE BbIAENSETCS (PMKCUPOBAHHOE BPEMS B
3aBUCKMOCTM OT KonunyecTsa 3aganuii. OueHka BbICTaBNSETCS B 3aBUCMMOCTM OT
NpOoLeHTa NPaBUIbHO BbIMOMHEHHbIX 3aaHUN.

Na6opatopHble |B ayantopum, ocHawéHHON COOTBETCTBYOWMM 06opynoBaHMeM, obyyatowmecs
paboTbl MPOBOAAT y4eOHbIE SKCMEPUMEHTbI U TPEHUPYIOTCS B MPUMEHEHNM 2 32
NPaKkTUKO-OPUEHTMPOBAHHbBIX TexHoNnoruni. OLeHMBaIOTCA 3HaHNe MaTepuana u
YMEHVE NPUMEHSTb €ro Ha NPaKTUKe, YMEHWNS 1 HaBbIKK MO paboTe ¢
obopynoBaHMEM B COOTBETCTBYOLEN NPeaMeTHOR obnacTu.

Pecepat O6yuatolpmecs caMocToATeNbHO NUWYT paboTy Ha 3adaHHylo TEMy 1 caatoT
npenoaaBaTtento B NMCbMEHHOM Buae. B pabote npoussoamtcs 063op matepuana| 3 10
B onpenenéHHol TemaTuyeckoin obnacti nnbo npeagnaraetcs cobCTBEHHOE
peweHne onpenenéHHoN TeopeTUHECKON UK NPaKTUHeCcKoin nNpobnemsi.
OueHuBatoTcst npopaboTka CTOYHVKOB, M3NI0XEHNE MaTeprana, opMyIMpoBka
BbIBOLOB, cobntofeHne TpeboBaHnii K CTPYKType 1 0hopMIeHUto paboTbl,
CBOEBPEMEHHOCTb BbINONIHEHMS. B cnyyae nybnvyHoi 3awmtbl pegoepara
OLIEHMBAIOTCS TAKXE 0paTopckme cnocobHOCTH.

Ok3ameH OK3aMeH HaueneH Ha KOMMIEKCHYIO MPOBEPKY OCBOEHUS AMNCLMMAUHBI. OK3aMeH 50
MPOBOLMTCS B YCTHOM MNM MMCbMEHHOW hopme no buneTtam, B KOTOPbIX
cofepxaTtcsl Bonpochkl (3aaaHust) no Bcem Temam kypca. Obyyatowemycst naércs
BpeMsi Ha noarotoeky. OLeHnBaeTcs BNaaeHne MatepuasnoMm, ero CUCTEMHoE
OCBO€EeHue, CnocobHOCTb NPUMEHATb HYXHble 3HAaHUA, HABbIKN U YMEHUA NMpun
aHanuae NPobneMHbIX CUTYaLMIA N PELIEHUN NPAKTUYECKNX 3aLaHWIA.

7. NepeyeHb OCHOBHOM U OOMNONHUTENbHON Yy4e6HOW nuTepatypbl, HEO6XOAMMOM OISt OCBOEHUS AUCLUMINHDI
(mopyns)
7.1 OcHoBHas nuTeparypa:

1. Bawnbl M. H. NHgopmaumvoHHas 6e3onacHocTb 1 3awmta uHgopmaumm : yiebHuk / M. H. Bawnbl, A. B. Babauw, E. K.
BapaHosa. - Mocksa: UL PUOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - URL :
http://znanium.com/go.php?id=405000. - TEKCT : 9NEKTPOHHbIN.

2. bapaHosa E.K. NHgopmaumnoHHas 6e3onacHOCTb 1 3awwmTa nHgpopMaumm : yiebHoe nocobue / bapaHosa E.K.,
Babaw A.B. - 4-e 3., nepepab. n gon. - Mocksa : PUOP : UH®PA-M, 2019. - 322 c. - (Beicwee obpasosaHue). - ISBN
978-5-369-01761-6. - URL : http://znanium.com/catalog/product/1009606. - TEeKCT : aNeKTPOHHbIA.

3. lWaHbruH B.d. KomnnekcHas 3awwmTta nHpopmaLmm B KOpropaTUBHLIX cucTemax : ydebHoe nocobue / B.d. WWaHbruH. -
Mocksa : POPYM : MH®PA-M, 2019. - 592 c. - (Bbicwee obpasosaHue: bakanaspuar). - ISBN 978-5-8199-0730-6. -
URL : http://znanium.com/catalog/product/996789. - TekCT : 9NeKTPOHHbIN.

7.2. lononHuTenbHas nuteparypa:

1. Xopes IN. b. MeTonbl 1 cpeacTsa 3aWwmThl MHOPMALIMK B KOMMbIOTEPHbLIX cucTeMax : yyebHoe nocobue ons sysos / 1.
B. Xopes. - 3-e n3g., ctep. - Mockea : Akagemus, 2007. - 256 c. : un., Tabn. - (Beicwee npodgeccuoHanbHoe
obpasoBaHue). - Pek. YMO. - B nep. - bubnuorp.: c. 251-252. - ISBN 978-5-7695-4157-5. - TekcT : HENocpenCTBEHHbI
(10 aka3.)
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2.KynpusiHoB A. V. OcHOBbI 3awwmThl MHGpopmMaLmn : yuebHoe nocobue / A. . KynpusiHos, A. B. Caxapos, B. A. leBLoB.
- 2-e u3g., ctep. - Mockea : Akagemusi, 2007. - 256 c. : un., Tabn. - (Beicwee npodeccrnoHanbHoe obpasosaHue)
(PanmoanekTpoHuka). - Mpudp YMO. - B nep. - Bubnuorp.: ¢c. 251-252. - ISBN 978-5-7695-4416-3. - TekcT
HernocpeCTBEHHbIN (29 9K3.)

3. MenbHukoB B. I1. MiHpopmaumoHHas 6e3onacHocTb : yyebHoe nocobue / B. . MenbHukos, C. A. KneiimeHos, A. M.
MNetpakos ; non pea. C. A. KnelimeHosa. - 8-e nsga., ucnp. - Mockea : Akagemusi, 2013. - 336 ¢ : un. - (CpengHee
npodpeccroHansHoe obpasosaHue). - Fpudp MO. - B nep. - bubnuorp.: ¢. 327-328. - ISBN 978-5-7695-9954-5. - Tekct
HenocpeacTBeHHbIN (10 ak3.)

4. Maniok A. A. VlHchopMaumoHHas 6e30NacHOCTb: KOHLENTyalnbHbIE M METOLOMIOMMYECKNE OCHOBbI 3aWUTHI
nHgopmaumm : yuebHoe nocobue nns By3os / A. A. Maniok. - Mocksa : Nopsiyas nuHus-Tenekom, 2004. - 280 ¢ : vn.,
Tabn. -Mpwun.: c. 233-275. - Mpugp MO. - Brubnuorp.: ¢.276-278. - ISBN 5-93517-197-X. - TeKCT HENOCPEACTBEHHBI (26
9K3.)

5. 3awwnTa nHgpopmaumm : y4ebHoe nocobue / A.M. Xyk, E.M. Xyk, O.M. NenewkunH, A.N. TumowkuH. - 3-e nsa. - Mocksa
: PNOP: MH®PA-M, 2019. - 400 c. - (Bbicwee obpasoaHue). - ISBN 978-5-369-01759-3. - URL :
https://znanium.com/catalog/product/1018901. - TekcT : 3NeKTPOHHbINA.

8. MNepeueHb pecypcoB MHPOPMALLMOHHO-TE/IEKOMMYHUKaLMOHHOMN ceTn "UHTepHeT", He06X0AUMbIX AN
OCBOEHUS BUCLMMIIMHBI (MOOYIS)

Computers & Applied Sciences Complete - http://search.ebscohost.com/

OBC "3HaHune" - http://znanium.com/

9bC "MlaHb" - http://e.lanbook.com/

9BbC "Hay4yHas anekTpoHHas 6ubnuoteka" - http://eLIBRARY.RU

OnekTpoHHas 6ubnuoteka "Academic Complete" - http://site.ebrary.com/lib/kazanst/
SHumknoneams "Buknnegus" - http:/ru.wikipedia.org

9. MeToguyeckue ykasaHusi oisi 06yyaroLLLUXCA MO OCBOEHUIO AUCLUNIUHBI (MOAYNS)
Bup, pa6ot MeTtoauueckue peKkoMeHpaLmum

nexkuuu B xo[ie NEKLMOHHBIX 3aHATUIA BECTU KOHCMEKTUPOBaHWe y4ebHoro mateprana. Obpawarts BHMMaHWe
Ha kateropuun, QQOPMyIMPOBKYW, PacKpbIBaKOWME COAEPXAHNE TEX U UHbIX ABIEHWNIA U NMPOLIECCOB,
Hay4Hble BbIBOObI N NPaKTUYECKNEe pekOMeHaauunu, nonoXuTebHbIA ONbIT B OPAaTOPCKOM UCKYCCTBE.
XenaTenbHo ocTaBuTb B paboymx KOHCMEKTax Nons, Ha KOTopbIX AenaTtb NOMeTKN 13
pekoMeHO0BaHHOM NMTeparypbl, OMONHAKOWME Marepman npocnywaHHon nekumm, a Takxe
noaYepkuBatowme 0cobyto BaXXHOCTb TEX UM UHBIX TEOPETUYECKUX NONOXEHWA. 3anaBaTtb
npenogasaTento yTO4HAOLME BOMPOCHI C LieNbio YACHEHNS TEOPETUYECKUX MONOXEHWIA, paspeLleHns
CMOPHbIX CUTYaLIMIA.

B xo4e noarotoBku K CEMMHApPaM M3y4uTb OCHOBHYIO NMTepaTtypy, 03HAKOMUTLCS C AOMONHUTENbHOM
nUTEpaTypoii, HOBbIMM MyBNMKALMAMU B NEPUOONYECKMX N3OAHUSX: XYypHanax, raseTax u 1.4. MNpu
3TOM y4ecTb pekoMeHaauum npenogasartens u TpebosaHuns yuebHoli nporpammbl. JopabatbiBatb
CBOW KOHCMEKT Nekuun, genas B HEM COOTBETCTBYIOWME 3annUcn N3 nutepaTypbl, PeKOMeH00BaHHOMN
npenonasaTenem u NpeaycMoTPeHHOR y4ebHoi nporpaMmMoii. [MoaroToBMTb TE3UCHI AN BbICTYNNEHNA
no BceM y4ebHblM BONpocaM, BbIHOCUMbIM Ha ceMuHap. FoToBsICb K Aoknany unu pedepatnBHOMy
coobuieHmnto, obpallaTbCs 3a METOANYECKO NOMOLLBIO K Npenoaasatento. CocTaBmTb NNaH-KOHCNEKT
CBOEro BbICTYNNneHus. NpooyMatb NpMMepsl ¢ Lenbio 06ecneyeHns TECHON CBS3U N3y4aeMoli Teopun
C peanbHOM XU3HblO.

CBOEBPEMEHHOE 1 Ka4ECTBEHHOE BbIMOMHEHNE CaMOCTOSTENBbHOW paboTel 6a3npyeTcs Ha
COBNOAEHNN HACTOSAWMX PEKOMEHAALNIA N N3YYEHNN PEKOMEHA0BAHHON nuTepartypbl. CTyaeHT
MOXET OOMONMHUTb CMUCOK UCMONb30BaHHOW NUTEPaTypPbl COBPEMEHHBIMU NUCTOYHUKAMU, HE
npeLncTaBleHHbIMA B CNUCKE PEKOMEHO0BaHHOW NUTEpaTtypbl, U B Aa/ibHENWEM MCNONb30BaTb
COBCTBEHHbIE MNOArOTOBNEHHbIE Y4ebHble MaTepuanbl NPV HaNMCaHUKM KypCcoBbIX 1 OUMNIOMHbIX paboT.
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Bup pabot MeTtoaunyeckue pekomeHaauum

nabopatopHblie| Pabota Ha nabopaTopHbIX 3aHSATUSIX MpearnonaraeT akTUBHYO NPopaboTky NOCTaBNEHHbIX BOMPOCOB U
paboTbl 3ajad C 1Cronb30BaHMEM U3BECTHbIX METOAMK HACTPOMKM NOACUCTEM, CMOCOBOB NPOrpamMMmMpoBaHns

1 NMOOKIOYEHNS COOTBETCTBYIOWMX BUBNNOTEK.

Lns NoAroTOBKU K 3aHSATUSIM pekoMeHayeTcs obpalate BHMMaHWe Ha npobnemMHble BOnpoch!,

3aTparueaembie NpenonasaTenem B eKuum, 1 rpynnupoBaTth MHpOPMaLMio BOKPYr HUX. XKenaTtenbHo

BbIOENSITb B UCMONb3YEMO NnTepaType NOCTaHOBKM BOMPOCOB, HA KOTOPbIE Pa3HbiMX aBTOpPaM MoryT

6bITb AaHbl pa3nnyHble 0TBEThl. Ha OCHOBaHMM MNOCTAHOBKM Takmx BOMPOCOB cneayeT cobupatb

apryMeHTbl B NMOMb3Y Pa3nyHbIX BAPUAHTOB PELIEHUS! MOCTABNEHHbIX NpobneM.

B TekcTax aBTOpoB, TakuM 06pas3om, crieflyeT BblAeNsaTb Cleaylowme KOMMNOHEHTHI:

- nocTaHoBKa npobnembl;

- BAPUAHTbI PeLIeHUs;

- @pryMEHTbI B MOMb3Y TEX MU UHBIX BAPWUAHTOB PELIEHNS.

Ha ocHoBe BbloeneHusi aTMX 3N1eMEHTOB MPOLLE COCTaBNSATb COBCTBEHHYIO apryMeHTUPOBaHHYIO

No3nuMI0 MO paccMaTprBaeMoMy BOMPOCY.

B TecToBbIX 3a0aHNSX B KaX4OM BOMPOCE M3 NPEeACcTaBNEHHbIX BAPMAHTOB OTBETA NPaBU/IbHbINA

TONbKO 0avH. Ecnn Bam kaxeTcsl, 4To npaBuibHbIX OTBETOB Bonblue, BolbupaiTe TOT, KOTOPbIA, Ha

Baw B3rnan, Hanbonee npaBUbHbINA.

Mpv NoAroToBKE K 3K3aMeHy HeoBX0AMMO onMpaTbCsl MPEXAe BCEro Ha Nekumu, a Takxe Ha

NCTOYHVKU, KOTOpble pasbupanvch Ha CeMUHapax 1 NPakTU4YeCKrX 3aHATUSX B Te4eHne cemecTpa. B

Kax oM bunete Ha aKk3aMeH cofepXartcs 5 BONpocoB 1 TemaTnyeckas 3agava.

camocTosi- | MeTognuyeckue ykasaHus HarpaeneHbl Ha OKa3aHne MeToLNYECKO NOMOLLM 0ByHaloWmMMes npm
TenbHas BbINOMHEHNW BHEAYAMTOPHbLIX CAMOCTOSTENbHBIX PaboT. BbiNONHEHNE BHEAY AUTOPHBIX
pabota caMoCTOSATENbHbIX paboT 0byyatowWwmnMMCs B NMPOLIECCE N3YHEHNS Kypca SIBNSETCS BAXHENWUM 3TarnoMm
00y4eHusi, KOTOPbI CNOCOBCTBYET CUCTEMATU3ALMU U 3aKPEMNEHUIO MONYYEHHBIX TEOPETUYECKNX
3HaHW N NPaKTUYECKUX YMEHWIA; POPMMPOBAHUNIO HABLIKOB PaboTbl C pa3nnyHbIMK BULAMY
MHCpopMaLMK, PasBUTUIO MO3HABATENBHbBIX CMOCOBHOCTEN U aKTUBHOCTY 0ByyarowWwmxces,
(POPMUPOBAHMIO TaKMX KAYECTB IMYHOCTU, Kak OTBETCTBEHHOCTb 1 OPraHU30BaHHOCTb,
CaMOCTOSTENBHOCTb MBIWNEHUS, CNOCOBHOCTb K CaMOPa3BUTUIO, CAMOCOBEPLIEHCTBOBAHNIO 1
camopeanusaumm, BOCNUTbIBATb CAMOCTOSTENBHOCTb KakK IMYHOCTHOE KayecTBo Byayuiero paboyero.
B HacTosiee BpeMs akTyanbHbIM CTAHOBATCS TPEBOBAHUS K NTMYHBIM Ka4eCcTBaM COBPEMEHHOMO
obyyvatolerocs ? YMEHUIO CAMOCTOATENBHO NOMONHATL U OOHOBNSTL 3HAHWS, BECTU CAMOCTOSTENbHbIN
nouck HeobxoanMmoro matepuana, 6biTb TBOPHECKOMN MYHOCTbIO.
BHeayautopHas camocTosiTenbHas paboTta 0by4arowWwmnxcs, aensieTcst 06s3aTenbHOn Ons Kaxaoro
obyyatowerocs, onpenensietcst yiebHbIM nnaHoM. E€ HeobxoaMMo OpraHn3oBbIBaTh Tak, YTOObI
0byyatowWwmincs NOCTOSIHHO NPEOAONEBAN NOCUIIbHbIE TPYAHOCTM, HO 4TOBbI YpOBEHL TPeboBaHNMiA,
npeLbsBnsieMblx K 0OyyatoleMycsi, He Obin HUXE YPOBHS Pa3BUTUS €ro YMCTBEHHbIX CMIOCOBHOCTEN.
Llenb MeToaMYeckux ykasaHuin CocTonT B o6ecneyeHnm aphekTMBHOCTU CaMOCTOSATENbHON paboThl,
onpefeneHnn ee COLEPXKaHWS, YCTaHOBNEHNS TPeBOBaHN K OCPOPMNEHNIO 1 pe3yrbTaTam
CaMOCTOSATENbHON PaboThbl.
OCHOBHbIMU LIENSIMI BHEAYANTOPHO CAMOCTOSTENbHOWM paboTbl 0ByyatoWwmxcs ABAAOTCS:
- OBNafeHVe 3HaHNSMK, NPOPECCUOHANBHBIMW YMEHUSIMU U HABLIKAMW AESTENBHOCTM MO NPOCUIio
cneumnanbHoOCTW;
npuobpeTeHne cnocobHOCTM K CAMOCTOSTENbHOMY NOUCKY paboThbl 1 TPYLOYCTPONCTBA;
- hOPMMPOBAHME FOTOBHOCTU K CaMOOBPa30BaHNI0, CaMOCTOATENBHOCTY U OTBETCTBEHHOCTM;
- pasBUTNE TBOPHECKOrO NOAX0AA K pelleHmio Npobnem y4ebHOro 1 NpotheccMoHanbHOro YpoBHSI.
BbinonHeHve obyyatoWwnMmncs BHeay IUTOPHbIX CaMOCTOATENBHBIX paboT cnocobeTeyeT
POPMUPOBAHMIO MPOCECCUOHANBHbBIX 1 0BLWMX KOMNETEHLMIA, COOTBETCTBYIOWMX BULY
NPOgECCMOHANBHON AEATENbHOCTM MO LUCLMMAMHAM 1 MPOMECCUOHANBHBIM MOLYNSM.
CamocTosiTenbHble paboThbl BLINONHSATCS MHAMBUAYANBHO B CBOBOAHOE OT 3aHATUI BPEMSI.
Obyyatowmiicst 0bsi3aH:
- Nepeg BbINONHEHVNEM CaMOCTOSITENBHON paboThl, MOBTOPUTL TEOPETMHECKUIA MaTepran,
NPOMOEHHbBIN Ha ayOUTOPHbIX 3aHATUAX;
- BbINOIHUTbL PaboTy COrNacHo 3anaHunio;
- MO Kax ol caMocTosITeNbHOWM paboTe NpefcTaBUTb NPenofaBaTento OTHET B MMCbMEHHOM BUE.
- OTBETWTb Ha NOCTABNEHHbIE BOMPOCHI.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Bup pabot MeTtoaunyeckue peKkomeHaauum

TecTupoBaHue | MNpu caMocTosITENbHOM NOArOTOBKE K TECTUPOBAHWIO CTYAEHTY HEOOX0OUMO:

a) roToBsiICb K TECTUPOBaHUIO, NpopaboTainTe MHGPOPMALMOHHbIA MaTepuan rno

OUcuunnunHe.

MpoKoHCYNbTMPYTECH C NPenoaaBaTenem no Bonpocy Boibopa y4ebHol nuTeparypsbl;

6) 4eTKo BbISICHUTE BCE YCNOBUS TECTUPOBAHMS 3apaHee. Bbl 4ONXHbI 3HATb, CKObKO
TectoB Bam ByneTt npennoXxeHo, CKOMbKO BPEMEHW OTBOAMTCS HA TECTUPOBaHMe, KakoBa cuctTeMa
OLEHKWN pe3ynbTaToB U T.4.

B) NnpucTynas Kk pabote ¢ TecTaMu, BHUMATENbHO 1 00 KOHUA NPOYTMTE BONPOC U
npennaraemMble BapuaHTbl OTBETOB. BoibepuTe npaBunbHbie (MX MOXET BblTb HeCkonbko). Ha
OTHENbHOM NINCTKE OTBETOB BbINUWMTE LUGPY Bornpoca v 6ykBbl, COOTBETCTBYOLME
npasBuNibHbIM OTBETAM;

r) B NpoLecce peleHns XenaTenbHO NPUMEHSITb HECKOMbKO NOAX0A0B B PELIEHNN

3afaHns. 97O NO3BONSIET MAKCUManbHO rMbKO onepmpoBaTh METO4AMMU PELIEHNS, Hax0as
KaxIblli pa3 onTMManbHbIli BapUaHT.

n) ecnu Bbl BCTpeTunm 4pesBblyaliHo TpyOHbI ans Bac Bonpoc, He TpatbTe MHOMO

BPEMEHU Ha

Hero. MNepexoanTe K ApyruM TectaM. BepHuTech K TpyaHOMY BOMPOCY B KOHLLE.

e) 06s3aTeNnbHO ocTaBbTe BPEMS NSl NPOBEPKU OTBETOB, YTOObI M3beXxaTb MexaHN4ecKux
OLINBOK.

PervcTpaunoHHbiii Homep 10289305619 SAEKTPOHHBH
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Bup pabot MeTtoaunyeckue pekomeHaauum

pedepar TpeboBaHus K odhopMNeHnto pedoepaTa

O61beM pedpepata ? 20 ? 25 cTp. nevatHoro TekcTa. Wpndt ? He 6onee 14 pt, TimesNewRoman,
nHtepean ? 1,5, nons: BepxHee, HUXHee, nesoe ? 2 cM, npasoe 1,5 cm.

Ha TuTynbHOM nnucTe ykasbiBaeTcsl HasBaHue pabotbl, DO ctyaeHTa u rpynna, ®NO
npenonasaTens (Hay4HoOro pykoBoAMTENS), MPOBEPSIOLWErO 1 OLEHMBAIOWEro pedoepar,
HamMeHoBaHWe kadbeapbl 1 y4ebHoro 3aBeaeHusl. Tema pedgoepata MoXeT bbiTb CHOPMyNMpPoBaHa
CaMOCTOSITENBHO, MO COrNacoBaHnIo C NpenoaaBaTtesnem.

HaszeaHue paboTbl ochopMnsieTcs cnenyrowmm 06pasom:

Pethepat no ancumnnmHe ?0nepaumnoHHble CMCTEMbI? Ha Temy: 7?77

TekcT pedoeparta neyataeTcsi Ha O4HON CTOPOHE CTPaHMLbl; CHOCKM 1 MPUMEYaHUS NneYa-TatTcs Ha
TOW Xe CcTpaHuue, K KOTOPOI OHM OTHOCSTCS (Yepe3 1 nHTepsan, 6onee MENKMUM WPUEPTOM, YEM
TekcT). OCHOBHOI TEKCT OOMKEH CONPOBOXAATLCS IIOCTPATUBHBIM Matepunanom (PUCYHKN,
dooTorpacoum, anarpammel, Cxembl, Tabnuubl, Nporpammel). Ecnv B 0CHOBHOW YacTu coaepxarcs
LMTaTbl UK CCbINKW Ha BblCcKa3blBaHMS, HEOBX0AMMO yKasaTb HOMEP CTOYHMKA MO CrUCKY,
npvBeaeHHOMY B KOHLE pedpepara, 1 CTpaHuULy B KBaApaTHbIX CKoBKax B KOHLE LUTaTbl MW CChINKMU.
Pedbepar ? 310 KpaTkoe N3noXeHne B MMCbMEHHON OOpPME COAEPXaHNS NPOYUTAHHBIX KHUT 1
IOKYMEHTOB; coobleHne 06 nTorax n3y4eHns Hay4Horo BONpoca; Aokan Ha onpeaeneHHyo Temy,
OCBeLLaoIWNIA ee BONPOCHI HA OCHOBE NUTEpPaTypPHbIX 1 APYrUX NCTOYHMKOB. Lienbto HanmncaHms
pedoepata sBnsietcs yrnybneHne s3HaHUin No KOHKPETHO Npobneme, nony4yeHne HaBblkoB PaboTbl ¢
Hay4HOIh U Hay4HO-MoNyNsipHO nuTepatypoii. Pabota Hag pedoepaToM TpebyeT, Kak NpaBuio, He
MeHee Mecsua.

B npouecce pabotbl Han npobnemoit HeobxoaMMo:

? Bbl4NEHUTb Npobnemy;

? caMocTosITeNbHO U3y4nNTb NPO6NeMy Ha OCHOBE NepPBONCTOYHUKOB;

? naTb 0630p MCMNONb30BaAHHON NUTEPAaTYpPbI;

? nocnepoBaTtenbHO 1 [0Ka3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWNbHO 0GOOPMUTL CChINIKA Ha UCTOYHUKN.

2. Obsi3aTenbHble CTPYKTYPHbIE aneMeHThbl pedpeparTa:

1. BBeneHue, B KOTOPOM ONMCbIBAETCS akTyalbHOCTb Npobnembl, onpenensioTcs uenv 1 3agaqa
pedepata; 06beM BBeaeHust ? 1 - 2 ctpaHuubl.

2. ConepxaHuwe.

3. TekcT pechepaTa OOMXKEH coaepxarb:

? obocHoBaHWe BblOpaHHON TEMb;

? CpaBHUTENbHbIA aHanNM3 nuTepatypbl Mo Npobneme;

? N3n0XeHne COBCTBEHHON TOYKM 3peHUst Ha Npobnemy;

? BbIBOAbI 1 NPEANIOXEHNS;

? 3aKno4yeHne.

4. Cnncok Mcnonb30BaHHbIX MCTOYHMKOB [OMXEH odhopMnaTbes B cooTBeTcTBMM ¢ TOCToOM 1 MoxeT
coflepxaTb He TONbKO HAa3BaHMUsS! KHUT, XXYpHAarnoB, raset, HO 1 Ntobble NCTOYHMKM MHGopMaLIMK
(HanpumMep, cBeneHns 13 cetn VIHTepHeT, nHdopMaumio U3 Tene- N paano-nepenad, a Takxe
yacTHble coobLeHns Kakmx-nnbo cneumnanucTos, BoickasaHHble B MNYHbIX 6ecenax nx ¢ aBTOPOM
pedhepara).

Pedbepar nsnaraetcst 4OCTYMNHbIM HAYYHbIM (HAy4HO-NOMYNSPHBIM) A3bIKOM B OTHOCU-TENBHO CXAaTOoM
dhopMe C NCNOoNb30BaHNEM 0ONErYeHHbIX CUHTaKCUYECKMX KOHCTPYKLMA. Takme KOHCTPYKLMN MOryT
cTaTb cBoeobpasHbIM NnaHoM peddepaTuBHOI cTatbl: ? B paccMaTpmBaeMoli ctatbe CTaBUTCS pag
BonpocoB ?ABTOp noayepkmeaeTt, 4To ? bonee noapobHo paccMoTpeHa npobnema? AHanmampytotcs
pasHble TOYKW 3peHns ? B 3aknioyeHne HeobxoamMmMo OT-MeTUTb YTO ?7? 1 T.[4.

Mpwn BbICTAaBNEHNN OLIEHKN 3a pedoepar y4mTbiBalOTCS Cleaytowme KOMMNOHEHThI:

? cofepxartenbHas 4acTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06 beM
NpoaHanM3npPoBaHHbIX UCTOYHMKOB U T.1.);

? odbopmneHne (COOTBETCTBUE CTAHAAPTY, SCTETUKA 0COOPMIEHNS, HANNYNE UNNIOCTPATUBHOIO
martepuana v T.n.);

? 3awuTa pedpepara (opMeHTauns B TEKCTe pedpepara, OTBETbl Ha BONPOCHI 1 T.M.).

Pedbepar cpoaetcs B oTne4yaTaHHOM BMIE M HA 91EKTPOHHOM HOCUTENE.
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Bup pabot MeTtoaunyeckue pekomeHaauum

aK3ameH 0TOBUTBLCS K 3K3aMeHy HeobxoaMMo NocnenoBaTenbHo, C Y4eTOM KOHTPO/bHbIX BOMNPOCOB,
paspaboTaHHbIX BeoywmM npenogaeaTtenem kacdenpbl. CHavana cnenyet onpeaenntb MecTo
KaXX[0oro KOHTPOJSIbHOrO BOMPOCAa B COOTBETCTBYIOWEM pasfene TeMbl y4ebHol nporpamMmel, a 3aTem
BHMMATENbHO NPOYUTATb M OCMbBICNINTL PEKOMEHAOBAHHbIE HAay4Hble PaboThbl, COOTBETCTBYOLWME
pasnernbl peKoMeHa0BaHHbIX y4ebHMKOoB. MNpu 3TOM NonesHo nenatb XoTs Obl caMble KpaTkme BbIMUCKU
1 3ameTkn. PaboTy Han TEMOI MOXHO CHMTATb 3aBEPLIEHHON, ECNIN Bbl CMOXETE OTBETUTL Ha BCE
KOHTPOJIbHbIE BOMPOCHI U AaTb OnpeneneHne NoHATHIA No N3y4aemon TeMe.

Lnsi obecneyeHnsi NONHOTLI OTBETA HA KOHTPOJbHbIE BOMPOCHI 1 NyYLIero 3anoMUHaHNS
TEOPETNYECKOro MaTepmana PeKOMEHOYETCS COCTaBNATb NNaH OTBETA HA KOHTPOMbHbIA BONPOC. OTO
MO3BONNT C3KOHOMMWTb BPEMS 4151 MOArOTOBKM HEMOCPEACTBEHHO Neper 3a4eToM 3a cyeT obpalleHms
He K nuTepartype, a K CBoMM 3anucsm. [MNpu noarotoBke HE0OX0AUMO BbISIBASITL Hambonee CnoxHole,
IMCKYCCUOHHbIE BOMPOCHI, C TEM, 4ToBbl 06CyanTb UX C NpenoaasatenemM Ha 0630pHbIX NEKLMSX U
KOHCYNbTauusXx.

Henbas orpaHmymBaTh NOATOTOBKY K 3a4€Ty MPOCTLIM MOBTOPEHMNEM M3YYEHHOrO Marepuana.
Heobxoommo yrnybutb 1 paclumpnTb paHee npuobpeTeHHbIe 3HAHUSI 32 CYET HOBbIX MOEeN 1
MONOXEHWUNA.

Pesynbtat no caave sk3ameHa o6bsiBNSieTCS CTyAeHTaM, BHOCMTCS B 9K3aMeHaLMOHHY0 BELOMOCTb.
[MonoXuTenbHble OLEHKM ?3a4TEHO0?, ?0TNINYHO?, ?XOPOWO? BLICTABASIOTCS, €CNIN CTYLEHT YCBOWN
y4ebHbIli MaTepuan, ncyepnblBatoLLe, NTOrMYeCcKn, rpaMoTHO M3I0XMB ero, Nokasan 3HaHus
crneumanbHoO NTepaTtypbl, He OOMyCKan CyWeCcTBEHHbIX HETOYHOCTEN, a TakXKe NPaBubHO MPUMEHSN
NOHATUNHbBIA annapar.

10. NMepeuyeHb MHCGOPMALLMOHHBIX TEXHOJOIMM, UCMOJb3YeMbIX NMPU OCYLLECTBIIEHUN 06pa3oBaTe/IbHOro
npouecca no gucuuniavHe (Moayno), BKalouYas nepeyeHb NporpaMMHoOro obecrneyeHns U MHGOOPMaLMOHHDIX
CcnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

OcBoeHue gucumnnauHbl "MiHgopmaunoHHas 6e3onacHoCTb" MpeanonaraeT NCMonb30BaHNe Cneaytowero NporpamMmMHoro
obecrneyeHunst n MHPOPMALIMOHHO-CMPABOYHbIX CUCTEM:

OnepauuoHHasg cuctema Microsoft Windows 7 MpodbeccuoHansHas unm Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecnederus Microsoft Office 365 nnm Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI nan Adobe Acrobat Reader DC

YyebHo-mMeToamYeckas nutepatypa ons LaHHOW AUCLMMANHBI IMEETCS B HANNYMU B 3NEKTPOHHO-BMBNNOTEYHON crncTeme
"ZNANIUM.COM", pocTyn k KoTopoii npenoctasneH obyyatowmmcs. 36C "ZNANIUM.COM" conepxut nponsseneHns
KPYMHEWLWNX POCCUACKNX Y4EHBIX, PYKOBOAUTENER roCyAapCTBEHHbIX OPraHoB, NpenoaasaTeneil Beaylmx By30B CTPaHbl,
BbICOKOKBANM(PMLMPOBAHHbIX CNELManMCcToB B pasnnyHbix cgpepax busHeca. DoHn 6nbnmoteku cpopMUpoBaH ¢ y4eToM
BCEX M3MEHEeHU 0bpa3oBaTe/bHbIX CTaHOAPTOB 1 BKNOHYAET y4ebHMKN, y4ebHble nocobus, y4ebHo-MeToanyeckme
KOMMNEeKChbl, MOHOrpadouun, astTopedeparbl, AuccepTauunm, SHLMKIONELNMN, COBapPW U CNPaBOYHNKN,
3aKOHOAATENbHO-HOPMATMBHbIE AOKYMEHTbI, CleunanbHbie Nepuoanyeckme N3agaHns n N3aaHus, Bbinyckaemble
usnarenbcTeamu By30B. B HacToswee Bpemst 35C ZNANIUM.COM cooTBeTcTBYET BCEM TpeboBaHUSAM (henepanbHbiX
rocynapcTBeHHbIX 0b6pasoBaTenbHbIX CTaHAapToB Bbicwero obpasosaHus (PFOC BO) HOBOro NnokoneHus.

Y4yebHo-MeToanYeckas nutepatypa ons AaHHOW OUCUMMNINHBI UIMEeTCS B HAaNn4mMm B 3N1IeKTPOHHO-6MBNNOTEYHO cucTeme
MapnaTenbcTea "flaHb" , BOCTyn K KOTopol npenoctaeneH obydatowmmes. 96C NapaTtenbcTea "/laHb" BknoyaeT B cebs
9NEeKTPOHHbIE BEPCMM KHUT nagatenbeTea "flaHb" 1 opyrux Beoywmx n3natenscts y4ebHo nuTepatypsl, a Takxe
3NEKTPOHHbIE BEPCUN NEPUOANYECKMX N3OaHUIA N0 eCTECTBEHHbLIM, TEXHUYECKUM M r'yMaHuTapHbIM Haykam. 96C
ManaTenbcTea "flaHb" obecneymBaeT OOCTYN K Hay4HOM, y4ebHON nutepaTtype 1 Hay4HbIM NepuoanYeckuM n3gaHmsiM no
MakcMManbHOMY KONMYeCTBY NPOOUIbHbBIX HanpasneHnii ¢ cobniogeHmeM Bcex aBTOPCKMX U CMEXHbIX Npas.

11. OnncaHue maTepuanbHO-TeXHUYecKkon 6a3bl, HEO6XOAUMOW ANs OCYLLEeCTB/IeHUs1 06pa3oBaTenbHOro
npoLecca no gucuunanHe (Moayo)

OcBoeHune avcumnauHbl "MIHdpopmaLmoHHas 6e3onacHocTb" npeanonaraeT UCNonb3oBaHue cnedytolero
MaTepuanbHO-TEXHUYECKOro obecneyeHuns:

KomnbloTepHbIii knace, npeactaensiowmii coboli paboyee MecTo npenonasatens u He meHee 15 paboumx mect
CTYLEHTOB, BK/TIOHAIOWMNX KOMMbIOTEPHbIA CTOM, CTYS, NEPCOHANbHbIA KOMMbIOTER, NULIEH3MOHHOE NPOrpaMMHoe
obecneyeHune. Kaxablii KOMNbOTEP UMEET WPOKOMONOCHLI AOCTYM B ceTb VIHTepHeT. Bce KoMMbloTepbl NOAKOYEHbI K
KoprnopaTuBHOW KoMnbioTepHoW cetn KDY n Haxogatcs B €4MHOM LOMEHE.
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CneumnannsmpoBaHHas naboparopus ocHalleHa 06opynoBaHMeM, He0OX0AMMbIM N5 NPOBEeAEHUS nabopaTtopHbix paborT,
NPaKTUYECKMX 3aHSATUIA 1 CAMOCTOSTENbHOM PaboThbl N0 OTAENbHBIM AUCLUMIMHAM, @ TakXe NPakTUK 1
Hay4Ho-nccneposatenbckol pabotel obyyatowwmxcs. Jlabopatopus paccyMTaHa Ha 0AHOBPEMEHHYIO paboTy
obyyalowmxcs akaaemMmyeckoin rpynnel 1Mbo noarpynnbl. 3aHATUS NPOBOASTCS NOL, PYKOBOLCTBOM COTPYAHMKA
YHUBEpPCUTETA, KOHTPONMPYIOLLETO BbINOSHEHME BMAOB y4ebHOM paboThl 1 cobnofeHme npasun TexHUKKM 6e3onacHoCTy.
KayecTBeHHbI 1 KONMYECTBEHHbIN COCcTaB 060PYL0BAHNS 1 PACXOAHBIX MATEPUAIOB ONPeLENseTcs CneLnguKon
o0bpa3zoBaTtenbHbIX MPOrpPamMm.

12. CpencrtBa apanTtaumm npenogaBaHUsl GUCLUM/IMHBI K NOTPe6HOCTAM 00y4YaloLLuXcsi MHBaNMA0B U NNL, C
OorpaHUyYeHHbIMU BO3MOXHOCTSIMA 34,0POBbS

I'Ip|/| HeobXooMMOCTU B o6paaoBaTean0M npouecce NpuMeHsaTCa cnegyowme Metonbl U TEXHONOrnn, obneryatouime
BOCNpUATUE UHPOopMaLnUmM o6yqa+ou1|/|M|/|csa nHBanngamMn n nmuamm ¢ orpaHN4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- CO3[aHne TEKCTOBOW BEPCUM NMIOBOro HETEKCTOBOMO KOHTEHTA LIS €0 BO3MOXHOro npeobpasoBaHus B
anbTepHaTVBHbIE POPMbI, YO0OHbIe AN pa3NnYHbIX NONb30BaTene;

- CO30aHNEe KOHTEHTAa, KOTOprI\/'I MOXHO NpencTtaBuUTb B pa3/IndHbIX BUOAX 6e3 noTtepun OoaHHbIX UK CTPYKTYpPbI,
npenycMoTpeTb BOSMOXHOCTb MaCLIJTaél/IpOBaHI/Iﬂ TeKCTa un |/|306pa>KeH|/||7| 6e3 noTtepun Ka4ectea, NpenycMoTpeTb
OOCTYMNMHOCTb ynpaBneHnsa KOHTEHTOM C KnaBuaTypbl;

- CO3[4aHVe BO3MOXHOCTEW AJis 06y4atoWmxcsl BOCMIPUHUMATL OLHY W Ty XX€ MHPOPMaLMIO U3 PasHbIX NCTOYHIKOB -
HarmpuMmep, Tak, 4Tobbl NMLA C HAPYLWEHWUAMI Clyxa NOMyYani MHGOPMALLMIO BU3YalibHO, C HAPYILEHWSIMU 3PEHUS -
aynanbHo;

- MPUMEHEeHNe NPorpaMMHbIX CpencTs, obecrneynBatowmx BO3MOXHOCTb OCBOEHNS HAaBbIKOB 1 YMEHWIA, CDOPMUNPYEMBIX
OVNCLUMNMINHOM, 3a CYET anbTepHaTUBHbLIX CNOCOO0B, B TOM YUCNE BUPTYanbHbIX NabopaTopuin u CUMYNSILUOHHBIX
TEXHONOINIA;

- MPUMEHEHNE ONCTAHUMOHHBIX 0Bpa3oBaTenbHbIX TEXHONOIMIA AN1s Nepeaayn MHGopMaLum, opraHn3aunm pasnmyHbIX
(POPM MHTEPAKTNBHOW KOHTAKTHOW paboThl 0Byyarolwerocs ¢ npenogasaTeneM, B TOM Yucne BebrHapoB, KOTOPbIE MOTYT
6bITb MCNONb30BaHbI A5 MPOBEAEHNS BUPTYabHbIX NEKLUA C BO3MOXHOCTbIO B3aVMOLENCTBUS| BCEX YHACTHUKOB
OUCTAHUMOHHOIO 06y4eHUs!, NPOBELEHUS CEMUHAPOB, BBICTYMIEHUS C LOKNALAMU U 3aALMTbI BEINOSHEHHBIX paboT,
NpPoBeAeHNs TPEHUHIOB, OPraHU3aLMy KONNEKTUBHON paboThl;

- NPYMEeHeHNe AUCTaHUMOHHbBIX 06pa3oBaTenbHbIX TEXHONOIMIA NS OpraHM3aummn oopM TEKYILEro 1 NPOMeXyTOYHOro
KOHTPONS;

- YBENNYEHME NPOLOIXNTENIbHOCTYU caaqm oby4atolwyMcst UHBANUOOM UK NINLOM C OFPaHnYeHHbIMU BO3MOXHOCTSMI
3[0p0Bbs DOPM NMPOMEXYTOYHON aTTECTALMMN MO OTHOLWEHWIO K YCTaHOBIEHHOW NMPOAONXUTENBHOCTY UX COAYN:

- NPOAONIXXUTENNIbHOCTN COoavn 3a4yéTa nnm aK3ameHa, nposoaonMoro B NMUCbMEHHOMN doopme, - He 6onee 4em Ha 90 MUHYT;

- NPOOONXNUTENbHOCTM NOAroTOBKM 06y4atollerocs K 0TBeTy Ha 3a4éTe Unn aK3ameHe, NPOBOAVMOM B YCTHOM doopMe, - He
6onee 4yeM Ha 20 MUHYT;

- NPOOOIXNTENbHOCTU BbICTYNNIEHUA oéyqaromerom npu sawuTe KprOBOI7I paéom - He bonee yem Ha 15 MUHYT.

Mporpamma cocTasneHa B cooTBeTcTBUM ¢ TpeboBaHnsaMm GIrOC BO u y4ebHbiM nnaHom no HanpasneHuto 09.03.02
"NHpopmMaLMOHHbIE CUCTEMBI 1 TEXHONOrMK" 1 NPOCOMAI0 NOAroTOBKM "IHPOPMaLMOHHbBIE CUCTEMBI 1 TEXHONOTKN".
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