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Mporpamma aucumnnmHbl "VIHgpopMaumoHHas 6€30MacHOCTb KOMMbIOTEPHbIX ceTein”; 02.03.02 "dyHaameHTanbHas nHopMaTmka u
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CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. POHA OLEHOYHbIX CPEACTB NO AUCUMNIMHE (MOLOYHO)
7. MNepeyeHb nutepatypbl, HEO6XOANMOW A1 OCBOEHWS LMCLUMNAMHBI (MOAYNS)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALIMOHHOW ceTh "IHTepHeT", He0bX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeTonmyeckue ykasaHusi ons oby4arowmnxcs no 0CBOEHWIO JUCUMIIHBI (MOZYNS)

10. MNMepeyeHb MHAOPMALMOHHBIX TEXHONMOTWIA, UCMOMNb3YEMbIX NPY OCYWECTBNEHM 06pasoBaTeNnbHOro npouecca no
OMCUMNIVHE (MOAYNio), BKNloYas NepeyeHb NporpaMMHOro obecrnedeHns n MHOPMALIMOHHbBIX CMPaBOYHbIX CUCTEM (NpK
HeobX04MMOCTHN)

11. OnncaHue maTepuanbHO-TeXHUYecko 6a3bl, He0BX0AMMOI ANs ocylecTBNeHNs 0bpa3oBaTeNbHOro npoLecca no
OMcumnnanmHe (MoLynto)

12. Cpe,EI,CTBa agantaunm npenonaBaHnua oUCUNNNNHDI (MO,EI,yJ'I;I) K I'IOTpeéHOCTFIM 06yqa|ou4v|xc;| MHBanNnOoB 1 nny, C
orpaHn4eHHbIMM BO3MOXHOCTAMN 300p0BbA

13. MNpunoxeHne Ne1. doHA OLEHOYHbIX CPEaCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON NS OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. NepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMIMIMHBI (MOSYy”Ns),
BK/I0YAS NepeyeHb NPOrpaMMHOro obecneyeHms N MHEOOPMALIMOHHBIX CMPaBOYHBIX CUCTEM
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Mporpamma aucumnnmHbl "VIHgpopMaumoHHas 6€30MacHOCTb KOMMbIOTEPHbIX ceTein”; 02.03.02 "dyHaameHTanbHas nHopMaTmka u
MHPOPMaLNOHHbIE TexHoNornn".

Mporpammy oucumnnuHel paspaboTan(a)(m) npodpeccop, A.H. (BoueHT) MwmyxameTos W.T. (kadbenpa cucteMHoro
aHanmsa v MHPOPMAaLIMOHHbIX TEXHONOIWIA, OTAENeHNe oyHOAMEHTaNnbHOM NHPOPMATUKU U UHGDOPMALIMOHHBIX
TexHonoruit), Shamil.lshmukhametov@kpfu.ru

1. MepeyeHb NNaHMpyeMbIX pe3ynbTaToB 06yyeHUs No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIM BO

Obyuqarowumitcsi, OCBOVBLWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnafaTth CneayowmnmMy KOMNEeTEHUUAMU:

LWndop PaclumndppoBka
KOMMeTeHLuun npuobpeTtaeMoi KOMNETEeHLUN
NnK-3 MHTerpauns nporpaMmmHbIX MoAynen 1 KOMAOHEHT U BEpUIUKaLIMS BbiMyCKOB
NporpaMMHOro NpoaykTa
MK-5 OueHka 1 BbIbOp BapraHTa apxXuTekTypbl MPOrpPamMMHOro CpeLcTaa
MnK-9 ObecneyeHne NHOPMaLMOHHOK He3onacHOCTM Ha ypoBHe 6a3bl AaHHbIX

O6yyatolmiics, 0OCBOVBLUINA AUCLUMANHY (MOOYNb):

JonxeH 3HaTb:

- OCHOBHble Npobnembl HOPMALIMOHHO 6€30MacCHOCTU B CETSIX;

- OCHOBHble cepBuchl 6e30MacHOCTM B CETSIX;

- COBPEMEHHbIE NPOTOKO/bI M MPUHLUMBLI MOCTPOEHUS 6e30nacHbIX CeTel nepenayn AaHHbIX.

JonxeH ymeTtb:

- NPVYMEHSTb COBPEMEHHbIE METOAbI 3aWMTbl NPY peleHnn NpodnemM MHGOPMaLUMOoHHO 6e30nacHOCTU B CETSIX.
HonxeH Bnagetb:

-3HAHUSIMM O COBPEMEHHBIX METOAAX 3ALUMTbI NPY PeLeH NPobnem MHOPMALIMOHHOK 6E30MacCHOCTH B CETSX.

JlonxeH 0eMOHCTPUPOBaTbL CMOCOBHOCTb Y FTOTOBHOCTb:
- NPUMEHATb NOMYyYeHHble 3HaHKS B CBOEW NPOMPEeCcCoHanbHON OesTeNbHOCTY

2. Mecto aucumnnuHbl (Mopyns) B cTpyktype OIMOIM BO

HaHHas gucuunnuHa (Moaynb) BKAoYeHa B pasgen "B1.B.16 ducumnnvHbl (Mogynu)" OCHOBHOW MPOgIECCUOHANTbHON
obpaszoBatenbHoii nporpammel 02.03.02 "dyHaameHTanbHas MHGopPMaTKa U MHCPOPMALIMOHHbLIE TEXHONOTMK
(CncTeMHblin aHann3 1 UHOPMALMOHHBbIE TEXHONOMMK)" 1 OTHOCUTCS K BAPUATMBHOW YacTu.

OcsauBaetcs Ha 4 Kypce B 7 ceMecTpe.

3. O6bem AUNCUMNMTINHDI (MO,IJ,ynSl) B 3a4eTHbIX eAnHMLUaxX C yKkasaHUeM KonimyecTea 4acoB, BblOe/iIeHHbIX Ha
KOHTaKTHYI0 paboTy obyuatowmxcs ¢ npenogasarenem (Mo Buaam yuebHbIX 3aHATUIN) U HA CAMOCTOSITENIbHYIO
paboTy obyuaromxcs

O6was TpynoeMKOCTb AUCLIMIMNHBI COCTaBASIET 4 3a4eTHbIX(ble) eanHuL(bl) Ha 144 yaca(oB).

KoHTakTHas paboTa - 54 4aca(oB), B TOM Yucie nekuun - 36 4aca(oB), npakTnyeckne 3aHsaTus - 0 yaca(os),
nabopatopHbie paboTbl - 18 yaca(oB), KOHTPONb CAMOCTOSITENbHOM paboThl - 0 Yaca(os).

CamocTtositenbHas pabota - 54 yaca(oB).
KoHTponb (3a4éT / ak3ameH) - 36 yaca(os).
®dopma NPOMEXYTOYHOrO KOHTPONS ANCLMUMINHDI: 3K3aMeH B 7 CEMECTpE.

4. CopepxaHue auMcLUUNAUHBI (MOOYNS), CTPYKTYpUMpOBaHHOeE Mo TeMaMm (pa3penam) ¢ ykadaHuem oTBeAeHHOro Ha
HMX KOnM4YecTBa akageMnyeckux 4acoB U BUAOB yYeBHbIX 3aHATUI

4.1 CTpyKTypa U TeMaTU4eCKUI NnaH KOHTaKTHON U CaMOCTOATENbHOM paboTbl NO AUCLUNINHE (MOAYIIO)

Buapbl n yachbl
KOHTaKTHOW paboThbl,

Paspenbl pucumnnuHbl / nX TPyA0EMKOCTb CamocTosTenbHas
N Monyns Cemectp (B yacax) pa6ota
MpakTuyeckuellabopatopHble
flekumu 3aHATUSA paboTbl

Tema 1. OcHOBHble 3aa4n
1.[MHdopMaumoHHo 6e3onacHoOCTH B
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CeTSxX.
7 2 0 2 6
DAEKTPOHHBH
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Buabl 1 yachbl
KOHTaKTHOM paboThbl,

Pasnenbl oucumvninHbl / MX TPYDOEMKOCTb CamocTosiTeNibHas
N Moayns Cemectp (B yacax) paborta
MpakTuyeckuellabopaTtopHble
flekumu 3aHATUSA paboTbl

Tema 2. MeToabl ceTesoi
2.layteHtTudpmnkauun. Cnctema ceteBom 7 2 0 2 6
ayTeHTndmkauun Kerberos.

Tema 3. Kpuntorpadpuyeckue
3.|MeToabl 3aWWNTbLI MHGOOPMA-LINN. 7 4 0 2 6
MoTokoBble 1 BNOYHBLIE ANrOPUTMBI.

Tema 4. CoBpeMeHHbIe cTaHaapThl

4. yrmcpposaHm. Meton RSA. 7 4 0 5 6
€0pEeTUKO- YNCIOBbIE anropuTMbI,

nexaltme B ocHose RSA.

Tema 5. Cetn Wi-Fi. ObecneueHune
6e3onacHocTy B cTaHaapTe 802.11.
WEP-wudposaHue n ero
‘|HemocTatkn. WAP-wudpposaHue.
AyTEeHTUOUKALNS B CETU HA OCHOBE
ceptugoukartos. CtaHgapt X.509.

Tema 6. CpencTsa 3awuThbl
npotokona IP. Sawwnta IP-naketos ¢
6.[momoLubIo IPSec. 3awuta WEB. v 4 0 5 6

‘|MpoTtokonel SSL/TLS. MNpoTtokon
3alWMLLEHHBIX 9NEKTPOHHBIX
TpaH3akumn SET.

Tema 7. Bupycbl 1 yrpoas,
7.|cBazaHHble ¢ Bupycamun. Cetesble 7 4 0 2 6
aKkpaHsbl. MprHUMNb nx paboThbl.

Tema 8. 3awuTta nHcopmaumm B
cucTemax ynpaeneHus 6azamu
naHHbiX. CpeacTea 3awmTbl JAHHbBIX B
8.[MS SQL Server. 7 4 0 2 6
SQL-uHbekummn.lMocTpoeHne
6e3onacHbix WEB-cTpaHuL, ¢
ncnonb3sosaHnem PHP.

Tema 9. PaspaboTka KnneHT-

CepBEPHbIX MPUNOXEHNUN C

g [onemenHTamn 3awmTs. PaspaboTtka 7 8 0 5 6
‘[npunoxeHus ona ayteHTudomkaumm

nonb3oBaTeniel Ha OCHOBe

cCepTMgonKaToB.

NToro 36 0 18 54

4.2 CopepxaHue AUCUUMIUHBI (MOBYNS)
Tema 1. OcHOBHble 3aa4n MHCGPOPMaLLMOHHOW 6e30NMacHOCTU B CETSAX.

CerteBble ayTeHTUpMKaUmMs, aBTopmaaumns u ayaut. MeTtonbl ceTeBoi ayTeHTudukaumm. Cucrtema "Bbi3os- otBeT".
Xel-coyKummM 1 UX CBOMCTBA. Yrpo3bl MHpopMaLIMOHHOM 6e3onacHocTu. Knaccugukaums MeTonoB 3almnThbi:
ousnyeckne, aaMMHUCTPATUBHbIE U TEXHUYECKNE METOIbI 3alLUTHI.

npaBOBbIe 1 opraHn3auuoHHble MeToAbl 3aWnTbl MHPOPMaLInK.

Tema 2. MeTtoabl ceTeBon ayTeHTUcbUKauun. Cuctema ceteBon ayteHtucpukaumm Kerberos.

AyTeHTUUKaUns B CeTh Ha ocHoBe cepTudpmkatos. CosnaHune 3almweHHol cpelbl Nonb3oBaTeneli Ha OCHoBe
npoTokona Kerberos. AHanus yrpo3 b B ceTsx 1 nx pewneHue B cucteme Kerberos. YpaneHHasa ayteHTudomkaums Ha
OCHoBe cxeMbl Bbizoe-0TBeT. OCOBEHHOCTM eé NPMMEeHEHUs Ha NOYTOBbLIX cepBepax. AyTeHTudpmkauus B 6ecnpoBooHbIX
CeTsIX U ceTsiXx MOBUbHOWM CBA3MN.

CrtpaHnua 513 11.
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Tema 3. Kpunrtorpacuyeckme metoabl 3awutbl MHpopMa-umn. MoTokoBbie U 61104YHbIE anropuUTMbI.

Kpuntorpadguyeckune metonbl 3awmTbl MHopmMauumn. CUMMETPUYHbIE U aCMMETPUYHbIE anropuT-Mbl WG POBAHMSI.
MoTokoBble 1 6noyHbIe anroputMbl. Cetn Delictens. Meton DES v npuHumnel ero pabotsl. Meton RCA4.
KpuntocToikoctb anroputma RC4 B 3aBMCMMOCTU OT AAuUHbI Kntoda. MeToabl reHepaunm nceBaocnyvantbiX
nocnenoBaTenbHOCTEN.

Tema 4. CoBpeMeHHble cTtaHaapThbl WwndpoBaHusi. Meton RSA. TeopeTUKo- YMCNOBbIe aNropUTMbI, eXallue B
ocHoBse RSA.

CoBpeMeHHble cTaHaapThl WNdpPoBaHus. ACUMMeTpUYHble MeToabl WndpoBaHus. MeTton RSA. TeopeTuko- Yucnoeble
anropuTMmbl, nexatuwme B ocHose RSA.

"eHepauus napametpos Metoga RSA. eHepaumsa ONnHHBIX NPOCTbIX Yucen. MeToabl NPoBEPKM HaTypasbHbIX YUcen Ha
npocToTy. AnroputM Munnepa-Pabuxa. OueHku cxogumocTtu anropmtma Munnepa-PabuHa.

Tema 5. Cetn Wi-Fi. O6ecneueHune 6e3onacHoctu B ctaHpapTe 802.11. WEP-wundopoBaHMe 1 ero He,oCTaTku.
WAP-wuncppoBaHue. AyteHTUdMKaLMs B CETU Ha OCHoBe cepTucpukaros. CtaHpapt X.509.

Cetun Wi-Fi. MocTtpoeHne nokanbHoi cet HebonbLIOro ogouca Ha OCHOBE TOYEK LOCTyna u 6eCnpOBOAHbIX aanTepos.
Hactpolika Touku poctyna n 6ecnpoBofHbix agantepos. WEP-wngposaHve n ero Hepoctatku. WAP-wngpoBaHue.
CnabocTtn anropuTtmoB wngposaHus Ha ocHoBe WAP. MeTtoabl CKpbITUS naeHTudmnkaTopa 6ecnpoBoLHOM TOUKN
nocrtyna.

Tema 6. Cpencrtea 3awutbl npotokona IP. 3awura IP-naketoB ¢ nomoubto IPSec. 3awmrta WEB. MpoTokonbi
SSL/TLS. MpoTokon 3aLiuieHHbIX 3/1eKTPOHHbIX TpaH3akuumn SET.

Cpepnctea 3awmuTbl npotokona IP. 3awmTa IP-nakeTtos ¢ nomowpto IPSec. OcHoBHbIE 3apayn, pe-waembie IPSec.
OcHoBHble cepsuchl IPSec. TpaHC-NOPTHbIA U TYHHENbHBIV pexuMbl IPSec. 3awuieH-Hble CBA3U 1 UX napameTpbl.
®dopmar naketa ESP. YnpaeneHue knovamm B IPSec. MNpotokon Oakley.

OcobeHHoCTU NprMeHeHns npoTokona IPsec. Vicnonb3oBaHve NpoTokona B MaplupyTusatopax u gpanepsonax.
OpraHnsauus [eMunMTopr3oBaHHbIX 30H Ha OCHOBe npoTokona IPsec.

Tema 7. Bupychbl U yrpo3sbl, CBsidaHHble ¢ BUpycaMu. CeTteBble aKkpaHbl. MpuHLUNbI X paboThbl.

3awwnta WEB. Yrposbl HapyweHus 3awntsl WEB. MNMpoTtokonsl SSL n TLS. MNpoTokon KBUTUPOBaHWS, ero HasHa4veHue.
CornacosaHve napameTpos SSL npu ycTaHoBneHuun ceasun. Kpuntorpadguyeckme Me-t1oabl, ucnonbadyemble B SSL.
BesonacHOCTb MHTEPHET-CaiTOB MMETObI MX 3awWwnThl. B3anMHas ayteHTndmkaumns KnmeHTos n cepsepos. MeToabl
B3aUMHOW ayTeHTudmKaunm.

Tema 8. 3awmra nHchopMaLumm B cuctemax ynpaeneHust 6asamMu aaHHbix. CpeacTea 3aluThbl AaHHbix B MS SQL
Server. SQL-uHbekuun.MoctpoeHue 6e3onacHbix WEB-cTpaHuL, ¢ ucnonsaosaHuem PHP.

AyTeHTndoukauus n asTopusaums nonbaosateneii bI. Cpeacrea cuctem ynpasneHns 6azamMm AaHHbIMK MO 3awwmTe
JaHHbIX. PaspaboTka MHOroypoBHEBOI CMCTEMbI 3alMThl JaHHbIX B coBpeMeHHbix CYB /.

OcobeHHOCTU 3alWWThl AaHHbIX B coBpeMeHHbIx CYB[. 3awuTta Ha ypoBHe 6a3bl AaHHbIX, OTAENbHbIX TabnuL, 3anvcen.
AnroputMmbl WMKPOBaHUS, NCNONb3yeMble B 6a3ax faHHbIX.

Tema 9. PaspaboTtka KMeHT- cepBepHbIX MPUIOXEHUI C ANeMeHTaMu 3aLuTbl. Pa3paboTka npunoxeHus ons
ayteHTMdoUKaL UM nonb3osBaTtenien Ha OCHOBe cepTMOUKaTOB.

UngopoBaHme TEKCTOBbIX (PaiiNoB HA OCHOBE NIMHEHbIX COBUrOBbLIX PEMNCTPOB C 06PaTHOM CBS3bIO.

I'Ipo6r|eMa NOCTPOEHNA FICGB,D.OCI'IyHaVIHbIX nocnenosaTenbHocTel ¢ 60NbLNM nepnonom. HeI'IpI/IBOJJ,I/IMbIe MHOro4JieHbl
Haa KOHEeYHbIMW NonsgaMn. I'IpOBepKa HEenpoxoanMoCTn 3a4aHHOIo MHOro4neHa. MeTtoabl NOCTPOEHNA HENUHENHbIX
reHeparopos. Cxema WndopoBaHug, ncnonb3dyemas B MOBUNBLHO CBS3N.

5. MepeyeHb yueOGHO-MeTOAMUYECKOrO O6ecneyeHus Ajisi cCaMoCTosiTeNbHON paboTbl o6yyaroLMxcs no
AucuunnuHe (Moayno)

CamocTosiTenbHas pabota 0by4arolyxcs BbINOMHAETCS N0 3a0aHNI0 U NMPU METOLMYECKOM PYKOBOACTBE Npenofasatens,
Ho 6e3 ero HenocpeACcTBEHHOro y4acTns. CamocTosiTenbHas pabota noapasnensieTcsl Ha CaMoCTOATENbHYIO paboTy Ha
ayLUTOPHBIX 3aHATUSIX U HA BHEAYAUTOPHYIO CaMOCTOSTENbHYIO0 paboTy. CamocToaTenbHas paboTta obyyarowmxcs
BK/OYAET Kak MOMHOCTbIO CAaMOCTOSITENIbBHOE OCBOEHNE OTLEMNbHBIX TEM (Pa3fenos) AUCLMMANUHBI, TakK 1 NpopaboTky Tem
(pa3nenos), ocBaMBaEMbIX BO BPEMS ayanTopHOl paboTel. Bo BpeMsi caMocTosiTeNnbHOM paboTbl 0ByyatoWwmnecs YnuTarT u
KOHCMEKTUPYIOT y4eBOHYI0, Hay4HYHO 1 CMIPABOYHYIO TMTEPATYPY, BEINONHAT 3aaHUs, HANPaBNeHHbIE HAa 3aKpenneHne
3HaHW 1 0TPaBOTKY YMEHUIA U HABBIKOB, FOTOBSTCS K TEKYLWEMY 1 MPOMEXYTOYHOMY KOHTPOSO MO AUCLMUMIUHE.

OpraHnsauus caMocTosTenbHol paboTbl 0By4arolwmxcs pernameHTpyeTcs HopMaTUBHBIMA AOKYMEHTaMu,
y4ebHO-MeToANYECKON NMTepaTypoii U 3NeKTPOHHBIMI 00pa3oBaTebHbIMU Pecypcamu, BKIoYas:
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Mopsnok opraHM3aLummy 1 oCyLecTBIEHNS 0Dpa3oBaTenbHON AeaTENbHOCTY NO 06pasoBaTebHbLIM NPOrpaMMam BbiCLIErO
obpaszoBaHus - nporpammam bakanaepuara, nporpamMmMam crieuuanuteTa, nporpammam MarucTpatypbl (YTBepXAeH
npvkasom MuHucTepcTBa obpasoBaHust U Hayku Poccuiickoin ®enepauun ot 5 anpens 2017 rona Ne301)

MucbMo MuHucTepcTea obpasosaHus Poccuiickoin depepaunm Ne14-55-996mH/15 ot 27 Hosibps 2002 r. "O6
aKTVBM3aLMM CaMoCTOATENBHOM paboThl CTYAEHTOB BbICLIMX y4EOHbIX 3aBEAEHUIA"

YcTaB cheaepanbHOro rocyapcTBeHHOr0 aBTOHOMHOIO 06pa3oBaTensHOro yupexaeHns "KasaHckmin (MprBonxckuii)
denepanbHbI yHUBepcuTet”

MpaBuna BHyTPEHHEro pacnopsaka enepansHOro rocynapCTBEHHOO aBTOHOMHOMO 06pa30BaTENbHOMO yHpeXaeH s
BbICLEro npodgeccroHanbHoro obpasosanus "KasaHckuii (Mpreonxckuid) coenepanbHblii yHUBEpPCUTET"

JlokanbHble HopMaTMBHbIE akThl KazaHckoro (IpuBonxckoro) coenepansHoro yHusepcuTeta

6. POHA, OLLEHOUYHbIX CPEeACTB MO AUCUUMNIMHE (MOAYNIO)

®DOoHAO OLEHOYHbIX cpencTs no gucunnnnHe (Mo,u,ymo) BKIOYaEeT OLUEeHO4YHble MaTepuasibl, HanpaB/ieHHble Ha NPOBEPKY
OCBOEHMNS KOMMETEHUWNA, B TOM YMCIE 3HAHWN, yMeHVII7I 1 HaBblkoB. POHAO OLEHOYHbIX cpencTs BKO4YaeT oueHOYHble
cpencTea TekKylero KoOHTponda 1 oueHo4YHble cpenctea ﬂpOMe)KyTOLIHOIZ arrectauumn.

B choHLe OLEeHOYHBIX CPEACTB COAEPXUTCS Creaytolas uHpopmMaums:

- COOTBETCTBME KOMMETEHUUI NNaHMpPyeMbIM peadynbTatam oby4eHus o JucUnnivHe (Momynio);

- KPUTEPUM OLIEHMBAHNS CHOPMUPOBAHHOCTY KOMMETEHLWIA;

- MEXaHU3M (DOPMUPOBAHMS OLIEHKYM MO AMCUMNVHE (MOAYNIO);

- onucaHve nopsiaka NPUMEHeHUs U NpoLeaypbl OLEHMBAHNS LS KaXA0r0 OLEHOYHOro CPeacTBa;
- KpUTEpPUM OLIEHMBAHNS 015 KaXA0ro OLEeHOYHOro CpecTBa;

- cogepXaHue OLEHOYHbIX CPeacTB, BK/oYas TpeboBaHus, NpeabsBisemMble K 0ecTBUSAM 0bydatowmxcs,
IEMOHCTPVPYeMbIM peadynbTaTtaMm, 3a1aHns PasnnyHbIX TUMOB.

DOoHAO OLEHOYHbIX cpencTs no gucumninHe HaxogonTcs B an/IﬂO)KeHI/IVI 1k nporpamme oucumnnnHbl (MO,EI,yJ'II'O).

7. NepeyeHb nuTepatypbl, HEO6XO0AUMMON OIS OCBOEHUS OUCLUNMHBI (MOAyNst)
OcBoeHVe aucuMNAUHLI (MOSYNS) NpeLnonaraeT U3yYeHrne OCHOBHOW 1 LONONHUTENLHOW y4ebHOM nuTepaTypbi.
NuTtepatypa MoxeT ObITb AOCTYMHA 00yyalowWwmuMcs B O4HOM U3 BYX BapUaHTOB (M160 B 060MX N3 HKX):

- B 9NIEKTPOHHOM BUIE - YEPES ANEKTPOHHbIE BUBNNOTEYHbIE CUCTEMBI HA OCHOBAHMMW 3aKkNtoueHHbIX KDY norosopos ¢
npasoobnanatensimu;

- B NeyaTHoM Buge - B HayuHon 6ubnunoteke um. H.W. Jlobadesckoro. Obyyatowmecs nony4aroT y4ebHyto nutepatypy Ha
aboHeMeHTe Mo YuTaTeNnbckum buneTam B COOTBETCTBMU C NpaBunamu nonb3oBaHus HayyHol 6ubnmoTekoii.

OneKTPOHHbIE N30aHUS BOCTYMHbI AUCTAHUMOHHO 13 NoB0i TOUKM Npu BBEAEHNN 00yHaOLWMMCS CBOETO NOMMHA 1 Naponst
OT NNYHOro KabuHeTa B cMcTeMe "ONEKTPOHHbIA yHMBepcUTeT". Mpun MCNONb30BaHMM NeYaTHbIX U3LaHWA BUBNNOTEYHbIN
ooHA AomxeH ObITb YKOMMNIeKToBaH UMK M3 pacyeTta He MeHee 0,5 aksemnnspa (ans obydyatowmxcst no ProC 3++ - He
meHee 0,25 ak3eMnngapa) Kaxooro n3 n3gaHnini OCHOBHOWM nuTepatypbl n He meHee 0,25 sk3emnngapa AONONHUTENbHON
nuTepaTypbl Ha Kaxaoro obyyatowerocs M3 yucna nuu, 0LHOBPEMEHHO OCBAMBAIOWMX OAHHYIO OUCLMNANHY.

MepeyeHb OCHOBHOW U [OMONHUTENBHOMN y4eBHON NTepaTtypbl, HEOOXOANMMON OJ1 OCBOEHUS AUCLUMMNAVHBI (MOOyns),
Haxonutcs B MNpunoxeHun 2 Kk paboyeli nporpamMme AUCUMNAMHBL. OH NOANEXUT OOHOBNIEHMIO NPY U3MEHEHUN YCITOBUIA
noroeopos K®Y ¢ npasoobnagatensiMm anekTPOHHbIX U3OAHWA U NPU N3MEHEeHM KOMNNIEKTOBaHNUS ooHa0B Hay4Hoi
onbnuotekn KdY.

8. MNepeueHb pecypcoB MHPOPMALMOHHO-TE/IEKOMMYHUKaLMOHHOMN ceTh "UHTepHeT", He06X0AUMbIX NS
OCBOEHUS1 AUCLMMNIINHBI (MOaYIIs)

NHTepHeT-nopTan obpasosatenbHbix pecypcos no UT - http://www.intuit.ru/
NHTepHeT-cbopHMK cTaTein no 6e3onacHocTu - http://www.web-hack.ru/

Kypc nekuwmiz - http://old.kpfu.ru/f9/bin_files/metod_tzis!113.doc

NabopatopHble 3aHaTus - hitp://old.kpfu.ru/f9/bin_files/lab!112.doc

MopTan pecypcos no matematuke, anropmtmmke n AT - http://algolist.manual.ru/

9. MeToguueckue ykasaHusi oisi 06y4aroLLLMXCA MO OCBOEHUIO AUCLUM/IMHBI (MOOYNS)
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Mporpamma aucumnnmHbl "VIHgpopMaumoHHas 6€30MacHOCTb KOMMbIOTEPHbIX ceTein”; 02.03.02 "dyHaameHTanbHas nHopMaTmka u
MHPOPMaLNOHHbIE TexHoNornn".

Bup pabot MeTtoaunyeckue pekomeHaauum

nekumn TeopeTnyeckuii Matepuan nanaraetcst Ha nekumsix. Mpuyem KOHCNEKT NEKLUIA, KOTOpPbIA ocTaeTcs y
CTyLeHTa B pesynbTate NpoCnylWwmBaHns NeKUUM He MOXET 3aMeHUTb y4ebHuk. Ero
LieNnb-goOpPMy/IMPOBKA OCHOBHbIX YTBEPXAEHUI 1 onpeaeneHuid. MNpocnylwas nekumo, NonesHo
03HaKoMuTbCs ¢ 6onee NoapobHLIM M3NoXeHeM Matepuana B y4ebHvke. Cnmcok nutepaTypbl
pasgeneH Ha [Be Kateropuu: HeobxoOMMbIi ANs COAYM 9K3aMeHa MUHUMYM U OOMONHUTENbHAS
nuTeparypa.

nabopatopHble| JlabopaTopHble 3aHATUS NPU3BaHbI AaTb TaKON NPaKTUYECKUI HABbIK, @ TaKXXe HaBbIKM

paboTbl MpPOrpaMmMMpoBaHNS KPUNTOrPadPUHECKUX anrOPUTMOB M X BHELPEHNS B UHCPOPMALMOHHBIE
cvcTeMbl. B xone BbinonHeHust paboTt npomcxoamnT oTpaboTka 3HaHWin CTyAeHTOB Mo
MPOrpaMMMpPOBaHNI0 KPUMTOMPaPUUYECKUX anropuUTMOB, U3YYEHNE CreLManbHbIX Pa3nenos
NpOorpaMmMMpoBaHNS COKETOB.

CaMOCTOSA- CamocTosTenoHas pa60Ta npegnonaraet BbiNO/IHEHNE OOMALIHNX pa60T npwn noarotoeke K

TenbHas KOHTpOJ'IbHOI7I pa60Te 1 BbINONTHEHNN KOMI'IbFOTGpHOVI nporpammbl. CamocTosTenbHas pa60Ta

pa60Ta BbINOMNHSIETCS B HECKOMbKO aTanoB. CHavana npegnonaraeTca n3yd4eHne TeopeTndeckoro Mmatepumana.
Takxe PekomMeHayeTcs Kax bl pasnen nporpaMmmbl cConpoBoXaatb HpaKTMHeCKOIZ pa60T0|7|,
BbIMONMHAA na6opaTopr|e 3aHATNA.

aK3aMeH PekomeHpoyeTcs pasbvBatb MaTepuman Ha CMbICNOBblE BNOKM U M3y4aTb ero, BbINUCHIBAS KPaTKoe
cogepxaHue bnoka. Mo kaxaomy 6noky Hafo COCTaBUTb KOHTPOMbHBIE BOMPOCH! 1 CAMOCTOSTENBHO
COCTaBWTb KpaTkne OTBETHI MO BonpocaM.lpoynTas nekumm, None3Ho 03HaKoMMTbCs ¢ 6onee
noopobHbIM U3NOXEHMEM MaTeprana B yuebHuke. CMCOK nuTepaTypbl pasfneneH Ha OBe KaTeropuu:
HEeobXoLMMbI 4N COAYM 9K3aMEHA MUHUMYM 1 OOMONHUTENBHAS nuTepaTypa.

10. MepeveHb MHGOPMaLMOHHBIX TEXHONOIUIN, UCMOMNb3YeMbIX MPU OCYLLLECTBNIEHMN 06pa30BaTeNbHOro
npouecca no gucuunIuHe (MOAyno), BK/oYasi nepeyeHb NPOrpaMMHOro o6ecneyeHuns 1 MHPOPMaLMOHHbIX
CMpaBOYHbIX CUCTEM (NPY HEO6XOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMOMUIA, NCTIONb3YEMbIX NMPU OCYLLECTBEeHU 06pa3oBaTebHOro npolecca no
OUCUMNAVHE (MOLyNio), BKNOYas nepedeHb NporpaMMHOro obecrneyeHns U MHGOPMAaLIMOHHbBIX CMPaBOYHbIX CUCTEM,
npenctasneH B MpunoxeHun 3 k paboyen nporpamMMme OUCLMNNNHBI (MOZYNS).

11. OnucaHne matepuanbHO-TEXHUYECKON 6a3bl, HEO6X0,AMMON ANS OCYLLLECTBNEHUS 06pa3oBaTe/ibHOro
npouecca no aucuunInHe (Mogynio)

MatepunanbHO-TEXHUYECKOE obecrneyeHune o6pasoBaTeanoro npouecca no gucumnnmHe (MOAyNto) BKAKOYAET B cebs
cnepywouwme KOMMNOHEHTDI:

MomelleHnst ofisi CaMOCTOSTENbHOM PaboTbl 0BY4AKWUXCS, YKOMMNIEKTOBAHHbIE CMELNANN3NPOBAHHOR MEBGENbIO (CTOMbI 1
CTYNbS1) U OCHAIEHHbIE KOMMbIOTEPHOM TEXHUKOM C BO3MOXHOCTbBIO NOAK/OYEHUs K ceTu "MIHTepHeT" 1 obecneveHrem
JOCTyna B 3NEKTPOHHYI0 MHGPOPMaLMOHHO-06pa3oBaTensHyto cpeny KDY.

YyebHble ayamnTopun oNns KOHTaKTHOW paboThl C MpenonaBaTeneM, yKoMNnekToBaHHble cneumanianpoBaHHoi Mebenbio
(cTonbl 1 CTYNbA).

KomnbloTep v npuHTep Ans pacnedvarky pasgatoyHbix MaTepuanos.
MynbTumeouitHasa ayoutopums.
KomnbioTepHbIii knacc.

12. CpencrtBa apanTtaumm npenogaBaHUs AUCLUN/IMHBI K NOTPe6HOCTAM 00y4YaloLLUXcsi MHBaNWA0B U AL, C
orpaHU4YeHHbIMU BO3MOXHOCTSIMA 34,0POBbSI

I'Ipvl Heobxo0aMMoCTH B o6pa305aTean0M npouecce npuMeHATCAa cnegytowme Metonbl U TEXHONOrnu, obneryatouime
BOCNpUATUE UHPOopMaLnUK 06y'-|a}OLIJ,I/IMI/IC$I nHBanungamn n nuuamn ¢ orpaHM4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- cO3[aHve TeKCTOBOW BepCUM NoBOro HETEKCTOBOMO KOHTEHTA LS €r0 BO3MOXHOr0 npeobpasoBaHus B
anbTepPHaTMBHBLIE (POPMbI, YO0OHbIE ANS PA3NNYHbIX NONb30BaTENEN;

- CO30aHNE KOHTEHTAa, KOTOprVI MOXHO NMpencTaBuTb B pa3/IndHbIX BUOAX 6e3 noTepun OoaHHbIX UK CTPYKTYpPbI,
npenycMmoTpeTb BOSMOXHOCTb MaCLIJTa6I/|pOBaHVIﬂ TeKCTa un |/|306paer|/||7| 6e3 noTtepu Ka4ectea, NpenyCcMoTpeETb
OOCTYMNMHOCTb yrnpaBneHnsa KOHTEHTOM C KnaBuaTypbl;

- CO3[4aHne BO3MOXHOCTEW AJis 06y4atolwmxcs BOCIPUHUMATL OLHY U Ty Xe MHPOPMaLMIo U3 PasHbIX MCTOYHMKOB -
HarmpuMmep, TaK, 4Tobbl NMLA C HAPYLWEHNUAMU CyXa NONyyYani MHGOPMALLMIO BU3YarbHO, C HAPYILEHWSIMU 3PEHUS -
aynanbHo;
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Mporpamma aucumnnmHbl "VIHgpopMaumoHHas 6€30MacHOCTb KOMMbIOTEPHbIX ceTein”; 02.03.02 "dyHaameHTanbHas nHopMaTmka u
MHPOPMaLNOHHbIE TexHoNornn".

- MPUMEHEHVEe NPOrpaMMHbIX CPencTB, obecrneynBatoWwmx BO3MOXHOCTb OCBOEHNS HABbIKOB 1 YMEHWIA, CDOPMUPYEMbIX
OVNCLUMNNIMHOM, 3a CYET anbTepHaTUBHbLIX CNOCOO0B, B TOM YUCNE BUPTYanbHbIX NabopaTopuii U CUMYNSILMOHHBIX
TEXHONOIIA;

- NMPUMEHEHWE ONCTAHUMOHHBIX 0Bpa3oBaTenbHbIX TEXHONOTUIA ANs Nepeaayn MHGopMaLum, opraHM3aunm pasnmyHbIX
POPM MHTEPAKTUBHOW KOHTAKTHOW paboTbl 0Byyarolwerocs ¢ npenogasaTteneM, B TOM Yucne BebrHapoB, KOTOpble MOryT
6bITb NCNONb30BaHbI ANS MPOBELEHNS BUPTYaNbHbIX NEKLUIA C BO3MOXHOCTbIO B3aVIMOLENCTBUS BCEX YHACTHUKOB
OUCTAHUMOHHOMO 06y4YeHUs!, NPOBELEHUS CEMUHAPOB, BBICTYMNEHUS C LOKNAnAMM 1 3alMThl BbINOMHEHHbBIX paboT,
NMpoBeAeHNs TPEHUHIOB, OPraHU3aLMy KONNEKTUBHON paboThl;

- NpuMeHeHne oNCTaHUMOHHbIX o6pa303aTeanb|x TEXHONOrnin ang opraHnsaumm oopM TeKYLLEro U NPOMEXYTO4YHOro
KOHTPONA;

- YBENNYEHME NPOLOMIKNTENIbHOCTU caaqm oby4atolmMMcst UHBaANUOOM UK NINLOM C OFPaHNYeHHbIMU BO3MOXHOCTSIMI
3[0p0Bbs DOPM NMPOMEXYTOYHON aTTECTALMMN MO OTHOLWEHMIO K YCTAHOBNIEHHOW MPOAONXUTENBHOCTU UX CHAYN:

- NIPOAONIXXUTENIbHOCTU COa4n 3a4éTa unm aK3ameHa, nposoaonMoro B NMUCbMEHHOMN oopme, - He 6onee 4em Ha 90 MUHYT;

- NPOOONXNTENbHOCTM NOAroTOBKM 06y4atollerocs K 0TBeTy Ha 3a4éTe Unu aKk3ameHe, NPOBOAVMOM B YCTHOM doopMe, - He
6onee yem Ha 20 MUHYT;

- NPOLONXMNTENBHOCTU BbICTYMEHNS 0ByyatoLerocs Npu 3awmTe KypcoBoi paboTbl - He 6onee Y4em Ha 15 MUHYT.
Mporpamma coctaeneHa B cooTBeTcTBUU ¢ TpebosaHusMu ®IFOC BO un yuebHbiM nnaHoM no HanpasneHuo 02.03.02

"PyHpaMeHTanbHas nHopMaTuka n MHPOPMaLUMOHHbIE TEXHONOMMK" 1 NPOU0 NOAroToBKY "CUCTEMHbI aHanms u
VHJPOPMaLIMOHHbIE TeXHOonornn".
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Hanpasnenue nogrotosku: 02.03.02 - dyHaamMeHTanbHas MHOpMaTrKa U UHPOPMALIMOHHbBIE TEXHONOrN
Mpochunb noarotoskn: CUCTEMHbIV aHaNN3 U MHOPMALIMOHHbBIE TEXHONOINK

KBanngpukaumst BeinyckHUKa: bakanasp

dopma 0by4eHus: o4Hoe

S3bIk 06y4eHNs: pyccKuii

oo Havana obyyeHns no obpasoBaTenbHoi nporpamMme: 2018

OcHoBHas nuTeparypa:

1. WaHbruH B. ®. MHdopmaumroHHas 6€30MacHOCTb KOMMbIOTEPHBIX CUCTEM U ceTeli: YyebHoe nocobue / WaHbrux B. .
-M.: O ®OPYM, HAL NHDPA-M, 2017. - 416 ¢ URL: http://znanium.com/bookread2.php?book=775200

2. 'nnHckas E. B. MHopmaLumoHHas 6e30nacHOCTb KOHCTPYKLMiA 9BM 1 cuctem : yueb. nocobue / E.B. MuHckas, H.B.
YnusapuH. - M. : UH®PA-M, 2018. URL: http://znanium.com/bookread2.php?book=945331

3. Maptbika T. J1. iHgpopmaunoHHas 6e3onacHocTb : yyeb. nocobue / T.J1. Maptoika, N.W. MNonoe. - 5-e nag., nepepab. u
on. - M. : POPYM : UHDPA-M, 2018. - 432 c. URL: http://znanium.com/bookread2.php?book=915902

4. NingpopmaumoHHas 6e30nacHoCTb U 3awmTa nHepopmMaumm: YuebHoe nocobue/bapaHora E. K., babaw A. B., 3-e nag.
- M.: 4 PUOP, HNL MH®PA-M, 2016. - 322 ¢. URL:http://znanium.com/bookread2.php?book=495249

5. Hectepog, C.A. OCHOBbI MHZOPMaLMOHHOM 6e30MacHOCTY [ANEeKTPOHHBIN pecypc] : yiebHoe nocobue. - DNeKTPOH.
naH. - CI6. : NaHb, 2016. - 324 c. - Pexum goctyna: http://e.lanbook.com/books/element.php?pl1_id=75515

6. BesonacHocTb 1 ynpaBneHne 4OCTYNoM B MHGOPMALMOHHbIX cucteMax: YuyebHoe nocobue / A.B. Bacunbkos, N.A.
Bacunbkos. - M.: ®opym: HALL MIHDPA-M, 2013. - 368 c. URL: http://znanium.com/bookread2.php?book=405313

JononHutenbHas nuteparypa:

1. MpakTnyeckas kpuntorpadusi: NMocobue / MacneHHukoB M.E. - CM6:6XB-MeTtepbypr, 2015. - 465 c. ISBN
978-5-9775-1884-0

http://znanium.com/catalog/product/944503

2. Xyk A. IN. 3awwnTa nHcopmaumu: YuebHoe nocobue / A.M. Xyk, E.M. Xyk, O.M. NenewkuH, A.N. TUMOWKWH. - 2-
naa. - M.: il PUOP: HUL MH®PA-M, 2015. - 392 c. - OBC 'SHaHnyM': http://znanium.com/bookread.php?book=474838

3. KapatyHoBa, H. I'. 3awwuta uHchopmaumm. Kypc nekuunin [9nekTpoHHbIi pecypc] : YuebHoe nocobue / H. T.
KapartyHoBa. - KpacHogap: KCOW, 2014. - 188 c. - OBC 'SHaHnyM': http://znanium.com/bookread.php?book=503511

4. I'pywwmHa H. B. MHdhopmaumoHHas 6esonacHocTb npeanpustus: YuebHoe nocobue / H.B. MpuwmHa. - 2-e 3., gon.
M.: ®opym: HAL MHDPA-M, 2015. - 240 c. - OBC '3HannyM': hitp://znanium.com/bookread.php?book=491597

5. Xopes . B. MporpammHo-annapartHas 3awuta uHgpopmauumm: yiebHoe nocobue / M.6. Xopes. - M.: dopym, 2009. 352
c. - OBC '3HaHnyMm': http://znanium.com/bookread.php?book=169345
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OcBoeHne oucuUnnInHbI (MO,EI,yl'IFI) npegnonaraet ncnosib3oBaHme cnenytowero nporpamMmHoOro obecrneyeHus 1
MHJpOpMaLMOHHO-CNPAaBOYHbIX CUCTEM:

OnepauuoHHas cuctema Microsoft Windows 7 MpodbeccuonanbHas unum Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

YyebHo-MeToAMYECKas nuTepatypa ons JaHHOW AUCLMMNANHBI UIMEETCS B HANMYUK B SNIEKTPOHHO-OMBNMOTEUHOI cucTeme
"ZNANIUM.COM", nocTyn K KoTopoii npenoctasneH obyyatowmmes. I6C "ZNANIUM.COM" coaepXuT npom3BeneHns
KPYMHENWMX POCCUNCKUX YHEHbIX, PYKOBOAUTENEN rocy0apCTBEHHbIX OpraHoB, npenogaearenei segyLmx By30B CTPaHbl,
BbICOKOKBaNMULIMPOBAHHbLIX CMELMANNCTOB B pa3nnyHblx cdoepax busHeca. doHn 6nbnmotekn cpopMmnpoBaH C y4eToMm
BCEX M3MEHEHU 06pa30oBaTeNbHbIX CTaHAAPTOB U BKNKOHYAET y4ebHMKN, y4ebHble nocobus, yuebHO-MeToanYeCcKme
KOMMekchbl, MOHOrpadum, asTopedeparbl, Auccepraumm, SHUUKIoNeaun, CnoBapu U CNpaBoYHNKN,
3akoHo4arteNbHO-HOPMaTUBHbIE [OKYMEHTbI, CrieumanbHble Nepuognyeckme n3naHns n ndnaHusl, Boinyckaemble
nspartenbcteamu By30B. B HacTosiwee Bpems S5C ZNANIUM.COM cooTBeTCTBYET BCEM TPeOOBAHMSAM (oeepanbHbIX
rocynapcTBeHHbIX 06pasoBaTtenbHbIX CTaHAapToB Bbicwero obpasosaHust (PrOC BO) HoBOro NokoneHus.

YyebHo-meToamYeckas nutepatypa s LaHHOW AUCLMNAUHBI UMEETCS B HANUYMU B SNEKTPOHHO-BMBNNOTEYHOR crncTeMe
NapaTenbcTBa "MaHb" , LOCTyn K KOTOpOM NpenocTtasneH obydyatowmmes. 96C NapaTtenbcTea "MaHb" BkoyaeT B cebs
SNEKTPOHHbIE BEPCUM KHUT n3patenbcTBa "laHb" 1 opyrux BeLylwmx n3natenbcts y4ebHoM nuTepaTypsbl, a Takxe
SNEKTPOHHbIE BEPCUUN MEPNOANYECKUX U3OaHWUIA NO €CTECTBEHHbIM, TEXHNYECKUM U r'yMaHUTapHbIM Haykam. 9bC
N3paTenbcTea "MaHb" obecneunBaeT fOCTYN K HAYYHOW, y4ebHO nuTepaTtype 1 HayYHbIM NEPUOLNYECKAM U3LAHUSM MO
MakCMMarnbHOMY KONMYECTBY NPOOUNbHbLIX HANpPaBReHUiA ¢ COBNOAEHNEM BCEX aBTOPCKUX U CMEXHbIX Mpas.
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