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Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.04 "MporpaMMHas UHXeHepus'".

CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. ®oHAO OLEHOYHBIX CPeacTB Mo AUCUUNMHE (MOaynio)

6.1. MepeyeHb KOMMNETEHLUIA C yKa3aHWEM 3TarnoB MX (POPMUPOBaHMS B MPOLIECCE OCBOEHUS 0bpa3oBaTenbHoii
nporpamMmbl 1 OOPM KOHTPOIS NX OCBOEHWUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHNA KOMMETEHUMN Ha pasnunyHbIX aTanax ux popmMmnpoBaHns,
onuncaHue wkKan oueHmnBaHun4

6.3. Tunosble KOHTPO/bHbIE 3a0aHNA NN NHble MaTepuanbl, HGOéXO,D,I/IMbIe Ong oueHkKun 3HaHI/II7I, yMean7|, HaBbIKOB U
(Mnn) onbiTa BEATENbHOCTU, XapakTepMayoLWmnx aTanbl OPMUPOBAHNS KOMMETEHLUMI B NPOLIECCE OCBOEHUS
06pasoBaTtenbHON NPOrpamMMmbl

6.4. MeTtoanyeckne matepuanbl, onpegendiowmne npouenypbl oleHnBaHuA 3HaHWN, yMean7|, HaBbIKOB U (I/IJ'II/I) onbiTa
0eATenbHOCTU, XapaKkTepusyowmx atanbl oOpMUpPOBaHNSA KOMMeTeHuunin

7. NepeyeHb nutepaTypbl, HEOHXOAMMOW ONS OCBOEHMS AUCLMNIMHBI (MOAYy”Ns)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALMOHHOW ceTh "IHTepHeT", HeobX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeToamnyeckme ykasaHus nns obyyatolmxcs no 0CBOEHWIO AUCLMMNMHBI (MOOYNS)

10. MepeyeHb MHOPMALMOHHBIX TEXHOMOMMIA, UCMONb3YEMbIX MPU OCYLECTBEHNM 0Bpa3oBaTeNibHOro npowecca no
LMCUMNAVHE (MOOYNIO), BKMOYAS NepeyeHb NPorpaMMHOro obecneyeHns n MHPOPMALIMOHHbBIX CMPaBOYHbLIX CUCTEM (NpK
HeobXoaMMOCTHK)

11. OnncaHne MaTepuanbHO-TeXHUYecko 6a3bl, He0bX0AMMOI ANs ocylwecTBNeHNs obpa3oBaTeNnbHOro npoLlecca no
aucumnnuHe (Mooynto)

12. CpeancTea agantauuy NpenofaBaHns AUCLMMNWHBI (MOSYNs) K NoTPebHOCTSM 06yyatoWwmxcs MHBANNLOB W NN, C
OrpaHUYeHHbIMY BO3MOXHOCTSMY 300POBbS

13. MNMpunoxeHue Ne1. doHA OLEHOYHbIX CPEOCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON AN OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. MNepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMMNINHBI (MOSYns),
BKNIOYAs NepeyeHb NPOrpaMMHOro obecneyeHmst 1 MHEOPMaLIMOHHBIX CMPABOYHBIX CUCTEM
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Mporpammy oucumnnuHbl paspaboTan(a)(m) ooueHT, K.H. Xasues 3.J1. (Kadenpa nHopmMaLmoHHbIx cuctem HIA,
OTneneHne MHAPOPMALMOHHBIX TEXHONOMMIA U aHepreTnyeckmx cuctem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHMpyeMbIX pe3ynbTaToB 06yyeHUs No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIM BO

Obyuqarowumitcsi, OCBOVBWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnanaTtb cneayowmnmMy KOMNeTEHLUAMU:

LWndop PaclumndppoBka
KOMMeTeHLUumn npuobpeTaeMorn KOMNeTEHLUN
MNK-4 BnageHneM KoHLenuusamm n atpubytamm kayectsa nporpamMMHoro obecneveHns

(HanexHocTn, 6esonacHocTH, yAobCcTBa NCMONb30BaHNS), B TOM YMCTe PONu NtoLei,
NpOLLeCCoB, METOA0B, MHCTPYMEHTOB 1 TEXHONOI M obecrneveHunsi kayecTsa

O6yyatolmiics, OCBOMBLUNA AUCLUMNNHY (MOOYNb):

JlonxeH 3HaTb:

@- MeTOoObl M cpeacTBa obecneveHns HOOPMALIMOHHO 6€30MaCHOCTN KOMMBIOTEPHBIX CUCTEM
JonxeH ymeTb:

- 03b|6|/1pan:, KOMMNeKkcnpoBaTb 1 aKCnyatupoBaTtb NporpaMMHo-annapaTHble CpencTea B CO34aBaeMblX
BblYNCNNTENBHbBIX N MHAPOPMALMOHHbBIX CUCTEMAX U CETEBbLIX CTPYKTYpaXx;

©- CTaBuTb 3a4avy 1 paspabaToiBaTb anropyuTM €€ PelleHusl, NCNoNb30BaTb NPUKNaaHbIE CUCTEMbI
nporpaMMnpoBaHus, paspabaTbiBaTb OCHOBHbIE MPOrPaMMHbIE LOKYMEHTbI

JonxeH Bnanetb:

©- A3blKamMu NPOLLeayPHOro U 06 bEKTHO-OPMEHTUPOBAHHOTO NPOrPaMMUPOBaHNS, HaBblkaMy paspaboTku 1 oTNaaKu
MPOrpamM He MEHEE YEM Ha OLHOM U3 aNrOPUTMNYECKMX NPOLIEAYPHBIX A3bIKOB NMPOrPaMMNPOBaHUS BbICOKOTO YPOBHS

2. Mecto gucuunnuHbl (Moayns) B cTtpyktype OMOIM BO

HaHHas gucuunnuHa (Momynb) BkAoYeHa B pasgen "B1.5.18 ducumnavHbl (Moaynu)" OCHOBHOW MPOgIeCCUOHATbHON
obpaszoBatenbHoit nporpammel 09.03.04 "MporpammHas nHxeHepus (PaspaboTka nporpaMMHO-MHOPMALIMOHHBIX
cucTem)" n oTHocUTCS K 6a30B0OM (06LWENPOGECCUOHANBHO) YaCTH.

OcBauBaeTcs Ha 4 Kypce B 8 ceMecTpe.

3. O6beM AUCUMNMJIUHDI (MO,IJ,ynSl) B 3a4eTHbIX eAuHULLaxX ¢ yKa3aHMeM KoJinyecTtBa 4acoB, BblaeJIeHHbIX Ha
KOHTaKTHyI0 paboTy obyualoLmxcs ¢ npenogasarenem (Mo BUoaMm yd4ebHbIX 3aHATUN) U Ha CaMOCTOSITENbHYIO
paboty obyuaromxcs

O6was TpynoeMKOCTb AUCLIMIMINHBI COCTaBASET 6 3a4eTHbIX(ble) eauHML(bl) Ha 216 yaca(oB).

KoHTakTHas paboTa - 60 4aca(oB), B TOM YucCie nekuun - 24 yaca(os), npakTnyeckne 3aHsaTus - 0 yaca(os),
nabopatopHble paboTbl - 36 Yaca(oB), KOHTPONb CAMOCTOSITENbHOM paboThl - 0 Yaca(os).

CamocTositenbHas pabota - 129 yaca(os).
KoHTponb (3a4€T / ak3ameH) - 27 yaca(os).
®dopma NPOMEXYTOYHOrO KOHTPONS ANCLMUMINHDI: 3K3aMeH B 8 ceMecTpe.

4. CopepXaHue OUCLMIMINHDBI (MOAYNS), CTPYKTYPUPOBaHHOE MO TeMaM (pa3genam) C yKkasaHMeM OTBeA,EeHHOro Ha
HUX KONIMYECTBa aKaZleMMYeCKMX YacoB U BUAOB YYEOHbIX 3aHATUN

4.1 CTpyKTypa 1 TeMaTM4yeckuii niaH KOHTaKTHOM U CaMOCTOSITe/IbHOM PaboThbl N0 AUCLUNAUHE (MOBYNIO)

Buabl n yachbl
KOHTaKTHOM paboThbl,
Paspenbl UCUMNINHLI / MX TPYAO0EMKOCTb CamocTosiTenbHas
N monyns Cemectp (B yacax) pa6ota
MpakTuyeckuelllabopatopHble
Jlekumm 3aHATUSA paboTbl
1 Tema 1. [NpaBoBoe obecnevyeHune 8 1 0 4 12
‘|nHcbopmaumoHHo Be3onacHocTU
Tema 2. OCHOBbI MHPOPMALMOHHOM
2-|6esonacrocti 8 1 0 4 6
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Buabl 1 yachbl
KOHTaKTHOM paboThbl,
Pasnenbl oucumvninHbl / MX TPYDOEMKOCTb CamocTosiTeNibHas
N Moayns Cemectp (B yacax) paborta
MpakTuyeckuellabopaTtopHble
flekumu 3aHATUSA paboTbl
Tema 3. be3onacHocTb
8. ornepaunoHHbIX CUCTEM 8 2 0 4 16
Tema 4. BesonacHocTb
4. BbIYUCNIUTENbHBIX CETEW 8 2 0 4 16
Tema 5. be3onacHocTb cuctem
5. ynpaeneHus 6a3amMu fJaHHbIX 8 4 0 4 16
Tema 6. OpraHnsaumoHHoe
6.|obecneyeHne NHPOPMaLIMOHHOA 8 2 0 4 16
6e30onacHocTn
Tema 7. [NporpammHo-annaparHble
7. CpeAncTBa 3awmnTbl MHGOPMaLIMK 8 4 0 4 16
Tema 8. Kpuntorpadudeckue
8. MeToabl 3aWnTbl MHpopMauun 8 4 0 4 15
Tema 9. KomnnekcHoe obecnevyeHne
9.|nHbopMaumoHHo 6e3onacHoOCTK 8 4 0 4 16
aBTOMaTN3MPOBAHHbIX CUCTEM
NToro 24 0 36 129

4.2 CopepxaHue AUCUUMIUHBI (MOBYNS)
Tema 1. NpaBoBoe o6ecneyeHne NHPOpMaLMOHHON 6e30MacHOCTU

KOHCTUTYUMOHHbIE rapaHTK NpaB rpaxaaH Ha MHGOPMaLMIO U MeXaHU3Mbl X peanusaumu. MNMoHsTie 1 Buabl
3awmwaeMon nHopMaumm no 3akoHoaatenbctey P®. CucTeMbl 3alLnThl rOCYAAaPCTBEHHOM TalHb! U
KOHbUAeHUManbHon nHgoopMauun. JinueHsnmpoBaHve n ceptudonkaumst B 0bnacTy 3amuTtel Frocy1apCTBEHHON TaliHbI 1
KOHbUAEeHUMaNbHOM MHgopMauun. 3alinTa nHTennekTyanbHon cobcteeHHocTH. MNpecTynnexus B cdoepe
KOMMbIOTEPHON NHApopMaLImMN.

OpraHunsaunoHHo-NpaBoBoe obecneyeHne 3alunTbl KOMMbIOTEPHON MHApopMaLN.

NayyeHue cuctembl 3aWwmTbl KOHGOUAEHUMANBHOW UHpopMaumu. Moaenu nHgopMaLmnoHHo 6e30MacHoCTy;
MEXAyHapoHble N 0TeYeCTBEHHbIe CTaHAAPThbl MHPOPMAaUMOHHOWK 6e3onacHOCTM, nonuTuka 6e3onacHoCTy;
nokasaTenu 3aluLeHHOCTV CPeACTB BbIMUCIMTENBHOV TEXHVKU U KNacChl 3aWMEeHHOCTY aBTOMaTU3MPOBaHHbBIX CUCTEM
OT HECaHKLMOHPOBAHHOMO AOCTYyNa.

Tema 2. OCHOBbI MHC(pOPMaLMOHHOM 6e30MacHOCTU

MoHsATUe HaumoHanbHol 6esonacHocTn Poccuiickoin dPepepaumn. ViHgopmaumoHHas 6e3onacHocTb (MB) B cucteme
HaumoHanbHol 6esonacHocTn PP, npobnembl MHOPMALIMOHHOM BOMHbLI. OCHOBHbLIE MOHATUS, 06WEMETO40N0rM4eckme
npvHumnel Teopun NB. Mogenn nHopMaUnoHHOM 6e30MacHOCTH; MEXAyHAPO4HbIE U OTEHECTBEHHbIE CTaHaapTh
VHgPOpMaLMoHHo BesonacHoCTW, MoNnTUKa 6e30MacHOCTW; NoKasaTeny 3alyLLeHHOCTM CPEACTB BbIHUCIUTENbHOW
TEXHWUKW 1 KNacChl 3aWMWeHHOCT aBTOMaTN3NPOBaHHbIX CUCTEM OT HECAHKLIMOHMPOBAHHOrO AocTyna. Yrposbl Vb.
OueHka u ynpasneHne puckamu. ObecrneyeHne KOHPUOEHUNANBHOCTM, LeIOCTHOCTU U AOCTYMHOCTU MHApopMaLMN.

Ob6ecneyeHne 6e30MacHOCTM 3NEKTPOHHOI NoYTbl Npu paboTe B ceTn NHTepHeT.
OTtpaboTtka 6e30mnacHbIX MexaHn3mMoB paboTbl ¢ Nno4yToi B cetn VIHTepHerT.

Tema 3. Be3onacHocTb onepauMOHHbIX CUCTEM

O6was xapakTepucTuka onepaumroHHbIx cucteM. HasHadeHne, BO3MOXHOCTH, Modenv 6e30nacHOCTM onepaumoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHnsauuns ynpasneHns ocTynom u 3awmtbl pecypcos OC.
OcHOBHble MexaH13Mbl 6e30MacHOCTY: CpeacTBa U MeToabl ayTeHTudpmkaumm B OC, Mogeny pasrpaHuyeHns goctyna,
opraHm3aums 1 UCrnonb30BaHne cpencTs ayamta. AoMuHucTpuposaHne OC: 3agaym 1 NPUHLUMIBLI CONPOBOXAEHNS
CMCTEMHOr0 NporpamMMHOro obecneyeHus, reHepaums, HacTporika, U3MepeHne NPon3BoANMTENBHOCTY U MoAMMKaLNS
cucTem, ynpasneHue 6e3aonacHoctbio OC.

BesonacHoCTb ONepaumoHHbIX CUCTEM.
I/I3yqu|/1e OCHOBHbIX MexaHn3MoB 6e3onacHocTy OC: cpencrtea n MetTopbl ayTeHTI/I(pI/IKaLI,I/II/I B OC, mMonoenun
pa3rpaHndeHns noctyna, opraHn3aunsa n ncnonb3oBaHne CpencTs ayauta.

Tema 4. Be3onacHOCTb BbIMMCNNTENbHbLIX ceTen
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BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum
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MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsiook opraHn3aumm n ocylecTBAeHNs 0bpa3oBaTenbHON NeSTeNbHOCTM Mo 06pasoBaTebHbIM MPOrpamMMam BhICLIETO
0bpasoBaHus - nporpammam bakanaspuara, nporpammam crieumanmiTeTa, nporpamMmam MarmcTpatypbl (yTBepXaeH
npukasom MuHucTepctsa obpasosaHus u Hayku Poccuiickoin Pepepaunm ot 5 anpens 2017 roga Ne301)

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENbHON PaboThbl CTYAEHTOB BbICILMX Y4EOHbIX 3aBeAeHMA"

YcTae cheaepanbHOro rocynapcTBeHHOr0 aBTOHOMHOIrO obpasoBaTtenbHoro yupexaeHns "Kasarckuin (MpuBonxckuii)
denepanbHblil yHMBepcutet”

MpaBuna BHyTPEHHEro pacnopsaka goeiepansHOro rocy1apCTBEHHOr0 aBTOHOMHOMO 06pasoBaTeNbHOMO yYpeX AeH s
BbICLIEr0 NpoheccmoHansHoro obpasosarus "KasaHckuii (Mpusonxckuii) doeaepanbHblii yHUBEPCUTET"

NokanbHble HopMaTuBHble akTbl KasaHckoro ([prBonXckoro) doenepanbHOro yH1ueepcuTeTa

6. POHA, OLLEHOUYHbIX cpencTts no gpucuvninHe (MOAyﬂIO)

6.1 MepeyeHb KOMMETEHLUMI C YKa3aHWEM 3TanoB UX popMUpPOBaHUS B NPOLLECCE OCBOEHUS 06pa3oBaTe/ibHOM
nporpammbl U OOPM KOHTPOJISi UX OCBOEHMS

dopma KOHTpons OueHuBaeMmble
dran KOMNETEeHLIK TeMbl (paspenbl) AUCLUUNNUHBI
CemecTp 8
|TeKyLum71 KOHTpOﬂbl
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Otan

ddopMa KoHTpons

OueHnBaemble
KoOMMeTeHLUmn

Tembl (pa3nenbl) AUCLUMUHDI

1 [TectmposaHue

MK-4

1. MNpaBoBoe obecneveHne NHPOPMALMOHHOK 6e30MacHOCTH
2. OCHOBbI MHPOPMaLMOHHON 6e30MacHOCTH

3. BesonacHocTb ONepauUmroOHHbIX CUCTEM

4. Be3onacHOCTb BbIYMCNUTENBbHbBIX CETEN

5. BesonacHocTb CMCTEM yrnpaBneHns 6asamm DaHHbIX

6. OpraHu3aunoHHoe obecneyeHne NHPOPMALIMOHHON
6e3onacHocTm
7. MporpamMmHo-annapaTtHble CpeacTBa 3alwuTbl MHOPMaLUn
8. Kpunrorpauyeckne Metoapl 3awmntbl HQOpMaLmm

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHon 6e30nacHoCTU
aBTOMATU3NPOBAHHbIX CUCTEM

paboTbl

NabopatopHble

MnK-4

1. MpaBoBoe obecnevyeHne NHPOPMaLMOHHOM 6e3onacHocTu
2. OCHOBbI MHPOpPMaLUMNOHHON BeaonacHOCTH

3. besonacHOCTb onepaunoHHbIX CUCTEM

4. Be3onacHOCTb BbIYMCIUTENBbHbBIX CETEN

5. BesonacHocTb cucTeM ynpasneHns 6azamm gaHHbIX

6. OpraHusaunoHHoe obecreyeHne MHOPMaLNOHHOM
6e3onacHocTn
7. lNporpamMMHo-annapaTHble CpeacTea 3awmnTbl MHGopMauum
8. KpunTorpadmyeckne metonpl 3awmTbl MHGOpMaLUUn

9. KomnnekcHoe obecneyeHne nHpopmMaumnoHHol 6eaonacHocTy
aBTOMaTM3NPOBAHHbLIX CUCTEM

Pedbepat

MK-4

2. OCHOBbI MHPOPMaLMOHHON 6e30MacHOCTH

Sk3aMeH

MK-4

6.2 OnucaHue nokasateneun n Kputepues OLeHUBaHUS KOMMNETEHLU MW Ha pa3nnyHbIX aTanax nx oopMupoBaHus,
onucaHue wkKan oueHnsaHuns

paboTbl BbicOKas.

paboTbl cpenHss.

Kputepum
Popma OL,eHUBaHUA 3ran
KOHTpoOns
OTNNYHO Xopoliuo Y nosn. Heyn.

CemecTp 8

TeKyL i KOHTPONb

TecTtupoBaHue |86% npasBuibHbIX Ot 71% b0 85 % Ot 56% 0o 70% 55% npaBunbHbIX
oTBeToB 1 Honee. NpaBWbHbLIX OTBETOB.  [MPaBUNbHbLIX OTBETOB.  |OTBETOB U MEHEE. 1

NabopatopHble [ObopynosaHue u O6opynosaHue 1 O6opynoBaHne 1 ObopynosaHue u

pabothl MEeTOoAbl MICNONb30BaHbl (METOAbI NCMOMb30BaHbl [METOAbI YHACTUYHO MEeTObl UCMONb30BaHbI 2
npasunbHo. NposiBneHa (B 0CHOBHOM NPaBubHO. [MCMONb30BaHbI HenpaBWibHO.
npesocxonHas MposiBneHa xopowas  |npaewnbHo. MposieneHa |lMposiBneHa
TeopeTmyeckas TeopeTnyeckas YyOOBNETBOPUTENbHAA  |HEYLOBNETBOPMTENbHASNA
NoAroToBKa. NMOAroToBKa. TeopeTumyeckas TeopeTmyeckas
Heobxoaumble HaBblkn [HeobxoauMble HaBblky  [MOAFOTOBKA. NOAroToBKa.

W YMEHWS NOMHOCTBIO (U yMEHUs B OCHOBHOM  [HeobxonmMmble HaBblku  |HeobxoamMble HaBbIKM
OCBOEHbI. PesynbTaT  |0CBOEHbI. Pesynbtar | yMEHUS 4aCTUHHO N YMEHUS HE OCBOEHbI.
nabopaTopHoii paboTbl |[nabopatopHoit paboTbl |ocBoeHbl. Pesynbtat  [Peaynbtat
MONHOCTbIO B OCHOBHOM nabopatopHoii paboTbl [nabopatopHoi paboThi
COOTBETCTBYET €€ COOTBETCTBYeET €€ 4aCTUYHO He COOTBETCTBYeT eé
uensm. Lensm. COOTBETCTBYET €€ Lensm.

uensm.

Pedbepat Tema packpbiTa Tema B OCHOBHOM Tema packpbita cnabo. |Tema He packpbiTa.
MONTHOCTBIO. packpbiTa. MpoaeMoHCTpMpoBaHo |MpoaeMOHCTPUPOBAHO 3
MponeMoHCcTprpoBaHo |[MPOAEMOHCTPUPOBAHO [yOOBNETBOPUTENBHOE  |HEYLOBNETBOPUTENBHOE
NpeBoCXoaHOe xopoluee BnaaeHue BNafeHne MatepuanoMm. [BnageHue Matepranom.
BNafeHne matepuanoMm. (MaTepranom. Ncnonb3oBaHHble Wcnonb3oBaHHble
Wcnonb3oBaHbl Wcnonb3oBaHbl WCTOYHMKN M CTPYKTYpa [MCTOYHMKM
Haanexatue Hagnexawue paboTbl YacTUYHO HEe[0CTaTOYHbI.

WCTOYHMKW B HYXXHOM  [MCTOYHMKM. CTpYKTypa |COOTBETCTBYIOT CtpykTypa pabotbl He
konnyectee. CTpykTypa |paboTbl B OCHOBHOM NMOCTaB/EHHbIM COOTBETCTBYET
paboTbl COOTBETCTBYET [COOTBETCTBYET 3apayvam. CteneHb MOCTaBNIEHHbIM
NMOCTaB/EHHbIM MOCTaBNEHHbIM CaMOCTOSITENIbHOCTU 3apayam. Pabota
3apayvam. CteneHb 3apayam. CteneHb paboTbl HU3Kas. HecaMoCTosTeNbHa.
CaMOCTOSITENILHOCTU CaMOCTOSITENILHOCTM
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dopma Kputepum dran
KOHTpoOns OLLeHMBaHMS
OTnN4YHO Xopoluo Y nosn. Heyn.

Ok3ameH O6yyatowwuniics Obyyatowmiicst O6yuatolwwuniics Obyuyatowmiicst
obHapyxmn obHapyxun nonHoe obHapyXun aHaHue obHapyxmn
BCECTOPOHHE®, 3HaHue OCHOBHOrO 3HauYuUTenbHble Npobenbl
cucTeMaTnyeckoe u y4eBHO-NPOrpaMMHOro  |y4ebHO-NPOrpaMMHOro  |B 3HAHWNSX OCHOBHOMO
rny6okoe 3HaHue maTtepuana, ycnewHo |vatepuana B obbeme, [y4ebHO-NporpamMmMHOro
y4eOHO-NPOrpaMMHOro  |BbINOMHWA HeobxoAMMOM NS MmaTtepwvana, LonycTun
martepuana, ymeHme npeLyCMOTPEHHbIe nanbHerwen y4ebbl U [NMpuHUMNnanbHble
cBOOOHO BBIMOMHSATE  |MpOrpaMMon 3aaaHns, |npeacTosiwei paboTel  |oWnOKW B BbINMONHEHWN
3ajaHus, YCBOW/ OCHOBHY!HO no npodpeccun, npenyCMOTPEHHbIX
npenycMoTpeHHbIe nuteparypy, crnpaswuncs ¢ Nporpammoii 3afaHui n
NnporpamMoi, yceoun  [pekoMeHOoBaHHyHo BbINO/IHEHNEM 3aAaHuit, [He cnocobeH
OCHOBHYIO NUTepaTypy 1|nporpammori npemnycMOTPEHHbIX NPOLOMXUTL 0ByYeHue
3HaKoM C OMCUWMNVHBI, NoKasan |NporpamMmoli, 3HakoM € |Mnn NpUCTYNUTL Mo
LOMONHUTENbHOM crcTeMaTnyeckuii OCHOBHOW NTepaTypo, |oKOHYaHUK
nuTeparypo, XapakTep 3HaHWM No0  |PEKOMEHA0BAHHO yHMBEpcUuTeTa K
pekoMeHa0BaHHOM OMCUUNVHE 1 nporpammoii NPOgECCMOHANbHOM
nporpammoi cnocobeH K ux OVCUMNVHBI, AONYCTUN |OesTensHoCTM 6e3
OUCUMNVHBI, YCBOUA  |CaMOCTOSATENIbHOMY MOrpewWwHOCTA B OTBETE [OONONHUTENbHBIX
B3aMMOCBSI3b OCHOBHbIX [MONONHEHMIO 1 Ha aK3aMeHe ¥ npu 3aHSATUI Mo
NOHATUI ANCLUMMNINHBI B [0BHOBNEHWIO B XO4€ BbIMNONHEHUN COOTBETCTBYIOLWEN
NX 3Ha4YeHUN OJist LanbHelwen yyebHOW  |9K3aMeHaUMOHHbIX OMCUMNVHE.
npuobpeTtaemoit paboTbl 1 3afaHuii, Ho obnapaert
npodgpeccuun, Nposisun  [npodoeccrmoHanbHowm HeobXoaMMbIMU
TBOpYecKme LesTenbHOCTU. 3HaHVSIMW ONS UX
cnocobHocTy B ycTpaHeHus nofg
NOHMUMAHWK, N3NOXEHNUN PYKOBOLACTBOM
1 MCMNONb30BaHU npenogaeaTensi.
y4e6HO-NPOrpaMMHOro
martepuana.

6.3 TunoBble KOHTPONbHbIE 3a8aHUs UK UHble MaTepualbl, He00XoaMMbie OIS OLLEHKWN 3HaHUW, YMEHUNA,
HaBbIKOB U (MW1M) onbiTa AeATeNbHOCTU, XapakTepu3yloL X atanbl joopMUpoBaHUA KOMNETEHLUN B npoLiecce
0CBOeHMusi o6pa3oBaTeNibHOW NpPorpaMMbl

CemecTp 8

TekyLwWUin KOHTPONb

1. TecTupoBaHue

Tembl 1,2, 3,4,5,6,7,8,9

Tema 1. MNpaBoBoe obecrneyeHne MHPOPMaLMOHHO BesonacHoCTy.

1) Kakoi dpeiepanbHblii 3aKOH perynupyeT OTHOWEHMS B cdpepe 3alimTbl KOMMbIOTEPHOW MHpopMaumnn?
®depnepanbHblil 3akoH 0T 7.07.2004r. €122-a4 ?0 3awute nHgopmaummn?.

depeparnbHblii 3akoH 0T 27.07.2006r. €149-¢p3 206 uHopMaLmm, MHPOPMALIMOHHBIX TEXHONOMMSX 1 O 3almTe
nHgopmaumum?.

®depepanbHblil 3akoH 0T 21.05.2002r. €35-r13 ?VIHdopMaLOHHbIE TEXHONOTUN 1 O 3almTa MHpopmMauun B
aBTOMaTU3MPOBAHHbBIX NHCPOPMALMOHHbBIX cucTemax?.

2) HazoBuTte npaBoBOE OCHOBaHME NpoLecca NMLEH3NPOBAHUS U CepTUIMKaLMM B 0BNacTu 3awmTbl rocyLapCTBEHHOM
TavHbl U KOHPUAEHUNaNbHOW nHGopMaLmnn.

MoctaHoBneHme MNpaBuTtensctBa Poccuiickoin Pepepauun 013.03.2002r. 7?0 NuLEH3NPOBAHUN [ESTENBHOCTA MO
pa3paboTke U NPOV3BOLCTBY CPEACTB 3alMTbl B 06/1aCTM 3aLUMTbI FOCYLAaPCTBEHHOW TaHbI?.

MNoctaHoeneHune MNpasuTtenbctea Poccuiickoin Pepepauun ot 3.03.2012r. ?0 AMLEH3MPOBaHMN OEATENBHOCTA MO
paspaboTke 1 NPON3BOACTBY CPELCTB 3aAlNTLI KOHPUAEHLMANBHON MHGopMALLUN?.

MNMoctaHoeneHue MNpaeuTtensctea Poccuiickoin Pepepauun ot 13.02.2010r. ?0 nuuUeH3MPOBaHUN OeATENBHOCTM NO
paspaboTke CPencTB 3aluThl KOHPUAEHLUANBHON NHCpopMaLMn?.

Tema 2. OcHOBbI MHPOPMALMOHHOM 6e3onacHoOCTy.

1) Kakoe Konn4ecTBo YPOBHEN COOEPXKUTCS B CUCTEME 3aWMTbl OT Yrpo3 HapyleHUs KOHPMAEHUMANbHOCTH
nHdopmaunm?

56,7

2) NoeHnTndomkaumsa ? ato ?

NpUcBoeHNe cybbekTam AOCTYNa YHUKaNbHbIX MAEHTUINKATOPOB;

NpUCBOEHME cybbekTam AOCTyna onpeneneHHbIX Npas LOCTyna;

npoBepka NPMHaANeXHOCTM CyObekTy [OCTyna NPeabsABNEHHOIO UM UAeHTUMKaTopa.
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Tema 3. besonacHOCTb OnepaumoHHbIX CUCTEM.
1) Yto npenctaensiet n3 cebs cepTmgomkart onepaunoHHoi cUCTeMbI?

WecTHaOLATEPWNYHYIO NOLANNCH, CBA3bIBAIOLWYIO 3HAYEHUE 0BLLEro Knoya ¢ UAEHTUGMKALMEN YeNOBEKA, YCTPONCTBA MK
cepsuca, KOTOPbIA COAEPXUT COOTBETCTBYIOWNIA NINYHBIA KNIOY;

BOCbMEPUWYHYIO MOAMMUCH, CBA3bIBAIOLLYHO 3HAYEHNE OBLWEro Knoya ¢ nAeHTUUKaLnen YenoBeka, yCTpoincTea nnm
cepsuca, KOTOPbIA COAEPXMUT COOTBETCTBYIOWMIA NINYHbBINA KNHOY;

[IBOMYHYIO NOANUCH, CBSA3bIBAIOLLYIO 3HAYEeHMEe 06Lero k4a ¢ naeHTUgUKaumnein YenoBeka, yCTpocTea Unm cepauca,
KOTOpPbI COAEPXUT COOTBETCTBYHOLNIA INYHBIA KHOY.

2) Ha 4yeM 0CHOBaH MexaHn3M ayTeHTUMKaLMN C CUHXPOHU3ALNEN NO BPEMEHN?

Ha 3HAYEHUN OMNPEeLENEHHOr0 MPOMEXYTKA BPEMEHU; HA anrOpUTMe, KOTOPbIN Yepe3 ONpeaeneHHbIli MHTEPBAN BPEMEHU
rEHepUpYeT ClyYaHOe YMCIO; Ha CXEME C CMONIb30BaHWEM CIOBA-BbI30BA.

Tema 4. Be3onacHOCTb BbIYUCIUTENbHbBIX CETEN.

1) Hasosute kpuntorpadounyeckuin nakeT, UCNONb3yeMbln AN WwndposaHms.
OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceteBas CJ'Iy>K63, npenHa3Ha4yeHHas ons LeHTpann3oBaHHOro peweHnsa 3anad ayTeHTI/I(*)I/IKaLI,I/II/l n apTopusaunm B
KPYnHbIX CeTAaX; anropntm Lumq)posava Ha OCHOBE OTKPbITbIX KNoYen; CI/IMMGTpI/I‘-IHbII;I anroputm I.IJI/IC*)pOBaHI/IFI.

Tema 5. Be3onacHoCTb cMcTeM ynpaBneHns 6a3amm AaHHbIX.

1) Kakoi Tmn TexHonorum wmudgoposaHus He nogaepxusaet SQL Server 20087

pacwupeHHoe ynpaeneHue kndamm - Extensible Key Management (EKM);

npospayHoe wigposaHne aaHHbIx ? Transparent Data Encryption (TDE);

3aKkpbiToe WrgpoBaHue aaHHbIx - Closed Data Encryption (CDE).

2) Ncnonb3ys kakoi NpoTokon MoXHO obecneunTb 6e3onacHyto nepenady OaHHbIX C KNUEHTa Ha cepBep?
SSL/SSH; SSR/SSH; SSK/SSH

Tema 6. OpraHusaunoHHoe obecneyeHne MHOOPMaLIMOHHO 6e30MacHOCTH.

1) YTo Henb3si OTHECTU K OpraHM3aUMoHHBIM MepaM 1 Mepam obecneyeHunst ouandeckoi 6esonacHocT?
cnyx6a oxpaHbl 1 rn3nyeckor 6e3o0nacHoCTy;

pernameHTaums nopsiaka paboTtel C HOCUTENSMM, COAEPXALLMMU KOHPUAEHLMANBHYIO MHOPMALMIO;
naponbHas cuctema ayTeHTudrkauum.

2) B uncno knaccos TpeboBaHuii goeepust 6eaonacHocTn "OBlWmX KpuTepmnes" BXOAST: (2 BapuaHTa oTeeTa)
paspaboTka; oLeHKa NPonns 3alnTbl; CepTUCUKaLNS

Tema 7. [NporpamMmHo-annapaTtHble cpeacTsa 3awWwmnThl MHgopMaLmu.,

1) HasoBuTe poccuiickyto pa3paboTky Mo reHepauum OTKPbITbIX KIOYel.
Nan-wndop, BekTop, Kpuntollpo

2) HazoBute cuctemy npenoTBpalleHns BTOPXEHWU

IDS; IPS; IRS

Tema 8. Kpuntorpadpuyeckme MeETObI 3aWUTbI MHOPMALIMN.

1) Kakoi anroputm siBNSieTCS yCTapeBLWNM U HE UCMNOMNb3YEMbIM B HACTOsILEE BpeMS?

DES, AES, DSA

2) Kakoit anropvtm ncnonb3yeTcst 4fisl WMPPOBaHUS AaHHbIX B cUCTEMe MOBMIIbHON LMGOPOBOA CBSI3N?
A3; A4; Ab.

Tema 9. KomnnekcHoe obecrneveHne MHopMaLoHHoi 6€30nacHOCTM aBTOMaTM3UPOBAHHBIX CUCTEM.

1) Ha3oBnTe aneMeHT CNCTEeMbI 3aWuThbl BHEWHEro NeprMeTpa aBTOMaTn3npoBaHHOW CUCTEMDI.

DIS, IPS, EFS

2) Monutuka 6e30MacHOCTU CTPOUTCS HA OCHOBE:

0bwux npenctasneHnii 06 MIC opraHnaaumm; 3y4eHns NoaMTUK POLACTBEHHBIX OPraHUu3auuii; aHanm3a prckos.

2. JlabopatopHble paboTbi

Tembi 1,2,3,4,5,6,7,8,9

OpraHu3auunoHHO-NpaBoBoe obecrieyeHne 3alnTbl KOMMbIOTEPHOM NHAPOPMALIMK.

N3yyeHne cnctembl 3awmnTbl KOHPUAEHLMANBHOW UHGopMaumn. Mooenn nHgopmaumoHHon 6e30nacHocTy;
MexayHaponoHble N OTe4eCTBEeHHble CTaHOapPTbl I/IHq.)OpMaLI,I/IOHHOVI 6830ﬂaCHOCTVI, nonnTnka 6830I’IaCHOCTI/I; nokas3artenu

3awmnueHHOCT cpencTs BblYNCNTENBHON TEXHUKM N KNacCChl 3alMILEHHOCTHN adBTOMaTnU3NPOBAHHbIX CUCTEM OT
HeCaHKUMOHNPOBAHHOIO AoCcTyna.
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ObecneveHne 6e30MacHOCTM aNEKTPOHHON NoYThl Npy paboTte B ceTn VIHTEpHeT.
OTtpaboTka 6e3onacHblx MexaHN3MoB paboThl C NOYTON B ceTh VIHTepHeT.

BesonacHocTb onepaLmoHHbIX CUCTEM.

N3yyeHne oCHOBHbIX MexaHn3mMoB HesonacHocT OC: cpencTsa n MeTonbl ayTeHTudpmkaumm B OC, mogenm
pasrpaHuyeHus JOCcTyna, opraHn3auns u NCnonb3oBaHne CpeacTs ayamTa.

Mcnonb3oBaHune MeXceTeBbIX 3KPaHOB Npu paboTe B NOKANIbHOM BbIYUCIUTENbHOV CETU NPEeanpUsTUS 1 ceTu VIHTepHeT.
N3yyeHune npnHUMnoB paboTbl 1 BO3MOXHOCTEN NPOrpaMMHbIX CPeACTB 0BecneyeHns CeTeBoi 6esonacHoCTy.

BesonacHocTb cucTeM ynpasneHust 6asamu JaHHbIX.

N3yueHue B3aumopeiicteus CYB u 6asosoin OC, XypHanusauums, METOAb! M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA 1
BOCCTaHoBNeHUs 6a3 aaHHbIX. 3awmTta 6a3 fJaHHbIX OT annapaTHbIX 1 NporpaMmMHbix c6oes. ObecneyeHne 6e30nacHOCTU
noctyna k 6a3am AaHHbIX B TEXHONOrMU KNEHT/cepBep. 3aaaym 1 nporpaMMHo-annapartHble CpecTBa aaMuHucTpaTopa
6e3onacHocTn 6a3 faHHbIX.

MporpamMmHo-annapaTHbie CPeacTBa 3awWmTbl KOMMbIOTEPHON MHPopMaumy ot HC .
3y4eHne Ha3HaYeHUs 1 NPYHLMNOB CO34aHMS NPOrpaMMHO-annapaTtHbIX CPeacTB obecrneyeHnst MHEOPMALIMOHHO
6e3onacHocTu. Tunosasi CTPyKTypa KOMMNEKCHON CUCTEMBI 3alnTbl MHGopMaummn ot HC .

NudopacTtpykTypa otkpbiToro kntoda B Windows 2003 n ee NpyMEHEHNE B PasnnYHbIX MPUNOXEHUSIX.
AnmuHucTpuposaHne OC: 3aaaqv U NPUHLMINBI CONPOBOXAEHUS CUCTEMHOIO NPOrpaMMHoro obecneyeHuns, reHepaums,
HacTpoiika, U3MepeHne Npon3BoANTENbHOCTY U MoAUdMKaLUNS cucTeM, ynpaeneHne 6esonacHocTtbto OC.

ACUMMETPUYHOE WNPPOBAHNE. DNEKTPOHHO-LUMMPPOBAS NOAMUCH.

N3yueHune kpunTorpadpryeckux METOLOB 3alMTbl MHCpopMaLummn. MoeHTudprkaums n ayTeHTMdpmkaumns nonb3osarensi.
BsanmHasi npoBepka NoAnvMHHOCTY nonb3oBateneii. Npobnema ayTeHTUMKaLUM AaHHbIX U 9NEKTPOHHAs LMdpoBas
noanuce.

MeTonp! BbisBneHus kananos HC 1.

3. Pedcpepar

Tema 2

. Hactpoiika 6e3onacHoctn OC Windows npw paboTe B cetn

. OpraHuzauusi mep no sawute

. Paspabotka MeETOAMKM NPOTUBOAEACTBUS COLMANBHOMY UHXWUHUPUHTY

. OpraHu3auus aHTUBMPYCHOW 3almThl YACTHOMO NPEaNpPUATAS

. OtTnpaska coobueHns B byayuee

. Kpuntorpadpuyeckne cuctembl 3awmtbl AaHHbIX

. MpecTtynnenus B cchepe KOMNbIOTEPHON NHGOPMALIMK

. KomnbloTepHas npecTynHoCcTb U KOMMblOTEPHas 6e30nacHoOCTb

. OTBETCTBEHHOCTb 3a HAPYLWeEHUs B chepe UHEOPMAaLMOHHOrO npasa

10. KoMnnekc TeXHNYECKNX PELIEHN No 3almTe MHGOPMaUnK, 3anmncaHHoM Ha OTHy>X 4aeMblX 3EKTPOHHbLIX HOCUTENSIX
11. 3awwmTa No4YTOBbLIX COOBIWEHNI

12. 3awwmTa 623 faHHbIX

13. 3awuTa untpoBo MHopMaLUy MeToaamm cTeraHorpacum

14. Kpyntonorns: noACTaHOBOYHO-NEPECTAHOBOYHbIV WNMPP 1 €ro NpUMEHeHne
15. Hgpopmaums 1 nuyHas 6e30nacHoOCTb

16. 3awmra nHpopmauun B NIBM. Wndop Mnencbepa

17. 3awmTa nHgopmMaumm oT HeCaHKLIMOHMPOBAHHOMO AOCTyNa METOLOM KpuntonpeobpasosaHns ObecneyeHne
MHPOpMaLMOHHO 6e3onacHocTu B ceTun Internet

18. VICTOYHWKM BO3HWKHOBEHWS 1 MOCNEACTBUS peanv3auun yrpo3 MHEHOPMaLoHHo 6e3onacHoCcT

19. Poccuiickuii pbIHOK MHCPOPMaLMOHHOK Be3onacHOCTM

20. Cuctembl pacnpenenenus npas (Rights Management Systems)

21. PeweHue coBpeMeHHbIx NpobneM MHopMaLMOHHOK 6€30MacHOCTM KOPNOPaTUBHbIX BbIYMCIMTENbHbBIX CeTel
22. Cnam 1 HOpMbI NONb30BaHUS CETbIO

23. 3awwmTa nHpopmMaumm B rnobansHol cetu

24. CucTteMbl 0bHapyxeHus atak. (AHanM3aTopbl CEeTEBbIX MPOTOKO/OB U CeTEBbIe MOHMTOPBI) KprnTonorus: Touku
COMPWKOCHOBEHMUSI MaTeMaTtki 1 Si3bIko3HaHUS

25. KaHanbl yTeykn nHpopmaumnm
26. MpecTtynneHus B coepe KOMMNbIOTEPHON MHGopMaLImm
27. KoMnbloTepHas NpecTynHOCTb 1 KOMMbIOTepHas 6e30nacHOCTb

O©ooNOoOOThWN =
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Ok3ameH

Bonpochbl K sk3ameHy:

. MHpopmaumorHas 6ezonacHocTb. basoBble CBOMCTBA 3alMILaeMol MHopMaLIAN.

. MeToabl obecrnevyeHns MHPOPMALIMOHHOM 6E30MacHOCTH.

. Yrposbl MHpopMaumnoHHol 6esonacHocTn. Knaccudpmkauus yrpos. Metonbl nepeymcneHuns yrpos.

. CTpykTypa cucTeMmbl 3almThbl OT Yrpo3 HapyWeHMs KOH(PUAEHUNANBHOCTA MHAPOpMaLIM.

. OpraHn3auuoHHble Mepbl U Mepbl 0becneveHns ouanyeckoi 6e30MacHOCTU.

. Mpentndpmkaums n ayteHtncpukaums. basosas cxema ngeHtndmkaumm n ayTeHTmgoukaumm.

. MeTonbl ayTeHTMduKaumnm.

. OcobeHHOCTM NaposbHbIX CUCTEM ayTeHTudpmKaumm. OCHOBHbIE Yrpo3bl 6€30MacHOCTY NAPObHbBIX CUCTEM.

. OCHOBHble pekoMeHZauuny NPy NPakTUHECKon peanaauny NaposibHbIX CUCTEM.

10. MeTonbl xpaHeHms naponeii. Nepenada naponen no cetu.

11. PasrpaHnyenmne goctyna. JMCKpPEUNOHHbIA 1 MaHOAaTHbIA MeTOAbl pasrpaHnyeHs goctyna. Marpuua gocryna.
12. PasrpaHunyeHune gocTtyna. Ponesoe ynpasneHue OOCTYMNoM.

13. Kpuntorpaduyeckne MeToabl 06eCneyeHns KOHPUOEHLMANBHOCTU MHGPOPMaLUN.

14. 3awmTa BHewHero nepmmeTpa. MexceTeBoe akpaHMpoBaHueE.

15. 3awwuTa BHelwHero nepmmetpa. Cuctemol 0bHapyxeHust BTOpXeHUiA(IDS).

16. 3awmTa BHewHero nepmumeTpa. CucteMbl NPesoTBpalleHns BTOPXEHNA(IPS).

17. NpoTokonupoBaHne u ayauT.

18. KaHanbl yTeuku UHgopMaLmMm TEXHUYECKUX CPeacTB 06paboTku, XpaHeHNs 1 Nepeayn MHopMaunm.

19. KaHanbl yTeykn peyeBorn nHgpopMaumn.

20. Kananbl yTeukun nHpopmauum npu eé nepenade no kaHanam Ceasu.

21. TexHn4yeckme KaHanbl yTe4Kr BULOBOW MHpOpMaLUN.

22. KaHanbl yTeuku nHcpopmaLmm, co3aaBaemble atakamu M3BHE 1 BHYTpY kopnopaTtueHbix cucteM VKT (obbekTa
WHdpopmaTtmsauunm).

23. MpuHUMnbl obecneyeHns LeNOCTHOCTY MHGbopMaLnK.

24. KpunTorpachuieckme Metoapl obecrneyeHmns LenocTHOCTM nHchopmaumn. Lindopossie nognucu.

25. KpunTorpadguyeckme metoabl obecneveHms LenocTHOCTM nHdpopMaummn. Kpmntorpadgomuyeckmne xXaw-opyHKLUMK.
26. KpunTorpaduyeckme metoapl obecneyeHmnst LenocTHOCTU UHgpopMaummn. Kombl NpoBepku NOAANHHOCTY.

27. Kpuntorpaduyeckre metoapl obecneyeHmst LenocTHOCTM UHgpopmaumm. TexHonorus Blockchain.

28. [NocTpoeHMe CUCTEM 3aLLMTbI OT YrPO3 HAPYLWEHUS AOCTyNHOCTU. MonyyeHne nHgopmaumn. JybnuposaHue kaHanos
CBA3W, OybnMpoBaHue W30B 1 MEXCETEBLIX 9KPaHOB.

29. MNocTpoeHre CUCTEM 3aWmThl OT Yrpo3 HapylweHns aoctynHoctn. ObpaboTtka nHdopmauun. dybnmposaHue
cepBepoB. Vicnonb3oBaHme KnacTepos.

30. MNocTpoeHne cuctem 3almTbl OT Yyrpo3 HapyLeHUs AOCTYNHOCTU. XpaHeHme uHgopmaunn. PesepsHoe konnposaHue
nHpopmaumn. CozpaHne RAID-maccrBoB. 3epkanvMpoBaHne CEPBEPOB.

31. Metoab! wngposaHms. CummeTpuyHoe windposaHme. brnoyHoe wndposaHue. MNoToyHoe wrgposaHme.
32. bnoyHble wudpsl. Wndpsl nepectaHosok. Wndpbl 3ameHbl.

33. Wngppbl 3amMeHbl. MoHoandgasuTHble widpsl. Wndgp ¢ noactaHoekon Liesaps.

34. Wndopbl 3ameHbl. MonvandasnTHble wudppsl. Wndp ¢ noocraHoBkamy BuxeHepa.
35. KoompoBsaHue B aBTOK/O4EBOW crcteme BuxeHepa.

36. Cnctema ogHopas3osoro wudpposaHus. Wngp BepHama.

37. MoTouHble wudppsbl. Pernctpbl casura ¢ 06paTHO CBA3bIO.

38. MNoTouHbIl wndp A5.

39. Metoabl NpoayKUMOHHOrO WidposaHus. CeTtb PeicTtens.

40. CraHgapTbl wndpposaHmsa gaHHbix DES n AES.

41. OgHocTopoHHME doyHKUmK. Kntodesoit obMeH Oudpchu-Xennmaxa.

42. AnropuTtm RSA.

O©CoOoONOOTPhWN =

6.4 MeTtoouyeckue matepuansl, onpepensiowlue npouenypbl oLeHNBaHNUA 3HaHUNA, YMEHUA, HaBbIKOB U (UNK)
onbiTa pesaTeNIbHOCTU, XapaKTepu3yloLLMX aTanbl hopMUpoBaHUSA KOMMEeTEeHLUN

B K®Y perlictByeT 6annbHO-peRTUHIOBas CUCTEMA OLEHKW 3HaHWUIA obydatowmxcs. CyMMapHo no aucumnnuHe (Moaynio)
MO>XHO Mony4nTb Makcumym 100 6annos 3a ceMecTp, U3 HUX Tekyllas paboTa oueHusaetcs B 50 6annos, UToroesas
goopma koHTponst - B 50 6annos.

[ns 3ayéra:

56 6annos 1 6onee - "3a4TeHO".

55 6annos n MeHee - "He 3a4TeHo".
Ins ak3ameHa:

86 6annos 1 bonee - "OTNMYHO".
71-85 6annos. - "xopolo".
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56-70 6annos - "ynoBNETBOPUTENBHO".
55 6annoB 1 MeHee - "HeyLOBNETBOPUTENBHO".

dopma Mpouenypa oueHNBaAHNUA 3HAHUA, YMEHUA, HaBbIKOB U (UN) onbiTa Ortan | KonnuectBo
KOHTpONs OefATeNIbHOCTHU, XapaKTepU3yoLLLUX 3Tanbl OPMUPOBaHNA KOMMNETEeHL U 6annos
CemecTp 8

TekyLLUA KOHTPONb

TecTuposaHue |TeCcTMpoBaHMe NPOXOAUT B MMCbMEHHON hopme nnm C NCNONb30BaHNEM
KOMMNbIOTEPHBIX cpeacTs. Obyyarowminca nonyyaeT onpeaenéHHoe KONM4ecTBo 1 8
TECTOBbIX 3a4aHui. Ha BbiNnonNHeHre BblaenseTcs OUKCMPOBaHHOE BPEMS B
3aBMCMMOCTM OT Konm4yecTea 3agaHuin. OueHka BbICTaBNsaeTCs B 3aBUCUMOCTM OT
npoueHTa NPaBnibHO BbINOMHEHHbIX 3a4aHWUA.

NabopatopHble (B ayantopun, ocHalwéHHOM cooTBETCTBYOWMM 060pyaoBaHMeEM, obyyatowmecs
paboTbl NpPOBOAAT y4ebHble 3KCNEPUMEHTbI U TPEHUPYIOTCS B NMPUMEHEHNM 2 32
NpPakTNKO-OPUEHTMPOBAHHbBIX TexHONOrMiA. OLEHNBAKOTCS 3HaHNE MaTepuana u
YMEHWE NPUMEHSATb ero Ha NpakTVKe, YMEHUS 1 HaBbIKK Mo paboTe ¢
obopyLoBaHMEM B COOTBETCTBYIOLLEN NpeaMeTHO obnacTu.

Pedbepar Obyyarowmecs CaMOCTOATENbHO NUWYT PaboTy Ha 3a4aHHylo TEMy U cOaloT
npenonasaTtento B NMCbMeHHOM Buae. B pabote nponssoantcs 063op matepuana| 3 10
B ONpPenenEéHHOR TeMaTmyeckon obnactn nmbo npeanaraetcs cobCTBEHHOE
peleHne onpeaenéHHoin TeopeTNnYeckomn nnm NpakTU4eckol Npobnemo.
OueHunBatoTcst NpopaboTka UCTOYHUKOB, M3NOXEHNE MaTepuana, hopMyInpoBka
BbIBOAOB, cobnoaeHne TpeboBaHWil K CTPYKType 1 ocpopMieHunto paboThbl,
CBOEBPEMEHHOCTb BbINONHEHMS. B cnyyae nybnnyHoi 3awmTel pegepaTa
OLIEHMBAIOTCS TakXe 0paTopCKue CnOCOOHOCTH.

OK3ameH OK3aMeH HaueneH Ha KOMMIEKCHYIO MPoBEPKY OCBOEHUS AMUCLIMMANHBI. OK3aMeH 50
NPOBOAUTCS B YCTHON MNN NUCbMEHHOI coopMe no Bunetam, B KOTOPbIX
comepxarcs BONpockl (3anaHns) no BceM Temam kypca. Obyyarowemycs naércs
BpeMmsi Ha noarotoeky. OLeHnBaeTcs BnaaeHe MatepmanoMm, ero CUCTEMHoe
OCBOEHUE, CNOCOBHOCTb MPUMEHSTL HYXXHbIE 3HAHWS, HABLIKU U YMEHUS NP
aHanuase NpobneMHbIX CUTyaunin U peleHNn NPaKTUYECKNX 3aAaHniA.

7. NMepeueHb nuTepartypbl, HEO6X0AMMOW OJ1 OCBOEHUS OUCLUMANHBI (MOAYNS)
OcBoeHMWe ancuMnnnHbI (MOoYNs) npeanonaraeT n3y4yeHne OCHOBHOW 1 OONONHUTENBHON y4ebHOW nuTepaTypbl.
Nutepatypa MoXeT BbiTb BOCTYMHA 0ByYaloWUMCs B OAHOM M3 ABYX BApMaHTOB (b0 B 060MX U3 HUX):

- B 3NIEKTPOHHOM BUIE - YePEe3 3NEeKTPOHHbIe BUBNMOTEYHbIE CUCTEMBI HA OCHOBAHMMW 3aKNto4eHHbIX KDY norosopos ¢
npasoobnanatensmu;

- B neyaTHoM Buge - B HayuHon 6ubnunoteke um. H.W. Nlobayesckoro. Obyyatowmecs nonyyqaroT yuebHyto nutepatypy Ha
aboHeMeHTe Mo YnTaTenbckum buneTam B COOTBETCTBUU C NpaBunamu nonb3osaHus HayyHol 6ubnmoTekoii.

ONeKTPOHHbIE U3AaHNS AOCTYMHbI AMCTAHLUMOHHO M3 NtoBOI TOYKM NpY BBELEHMM 0BYYaoLLMMCS CBOErO NIOrMHA 1 Napons
OT NIMYHOrO KabuHeTa B cucteMe "ONeKTPOHHbIA yHUBepcuTeT". Mpu MCNONb30BaHMK NeYaTHbIX M3aaHUA BBNNOTEYHbI
oOHA, AoMXeH ObITh YKOMMIEKTOBAH UMK M3 pacyeTa He MeHee 0,5 ak3emnnsapa (ans obydatowmxcs no ProC 3++ - He
mMeHee 0,25 sk3eMnnspa) Kaxnoro u3 n3gaHnin OCHOBHOM nuTepaTypbl U He MeHee 0,25 sk3eMnngapa AONONHUTENbHON
nmMTepaTypbl Ha Kaxaoro obyyarowerocs n3 ymcna nuu, 0LHOBPEMEHHO OCBaUBAIOWMNX AAHHYIO AUCLMMNINHY.

MepeyeHb OCHOBHOM 1 BONONHUTENBHON y4ebHOM nuTepaTypbl, HEOBXOAUMO 41 OCBOEHWUS AMCUMNAMHBI (MOOYNS),
HaxoguTcs B MpunoxeHnn 2 k paboyeit nporpamMme aucumnnvHbl. OH NOANEXMNT OBHOBAEHMIO NMPU N3MEHEHWM YCNIOBUIA
norosopoB KOY ¢ npasoobnanatensimu SNeKTPOHHbIX U3LAHUIA 1 NMPU N3MEHEHNM KOMMNEKTOBAHUS (OOHA0B HayuHoi
6rbnnotekn KPY.

8. NepeyeHb pecypcoB UHGPOPMALMOHHO-TENIEKOMMYHUKALIMOHHOM ceTn "UHTepHeT", HeoOX0,AUMbIX ONSA
OCBOEHUS BUCLUMNUHBI (MOOYS)

Computers & Applied Sciences Complete - http://search.ebscohost.com/

OBC "3HaHnue" - hitp://znanium.com/

ObC "MaHb" - http://e.lanbook.com/

9BbC "Hay4yHas anekTpoHHas 6ubnnoteka" - http:/eLIBRARY.RU

OnekTpoHHas 6ubnuoteka "Academic Complete" - http://site.ebrary.com/lib/kazanst/
SHumknoneams "Buknnegus" - http:/ru.wikipedia.org

9. MeToguyeckue ykasaHusl oisi 06yyaroLLMXCS MO OCBOEHMUIO OUCLUMN/IMHBI (MOAYNS)
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nexuuu B xo04e neKUMOHHbIX 3aHSTUI BECTU KOHCNEKTMPOoBaHue y4ebHoro matepuana. ObpalaTb BHUMaHue
Ha kateropuun, QOOPMYIMPOBKY, pacKpbiBaOWME COAepXaHNe TexX UM UHbIX SBIEHWNA U NMPOLLECCOB,
Hay4Hble BblBOObI N NPaKTMYeCKne pekoMeHaauunm, nonoXuTesbHblA OnbIT B OPAaTOPCKOM UCKYCCTBE.
XenaTenbHo ocTaBuTb B paboymx KOHCMEKTax Mons, Ha KOTopbIX AenaTtb NoMeTKn 13
pPEeKOMeH00BaHHOM NuTepaTypbl, AOMNOMHAKWME MaTepuan NPoCcylWaHHOM NekKunn, a Takxe
nofyepkueatoLme ocobyto BaXXHOCTb TEX UM MHbIX TEOPETUYECKUX NONOXeHWA. 3anaBatb
npenogasaresnto yTOYHSIOWME BONPOCHI C LEeNblo YACHEHUS TEOPETUYECKUX MONOXEHUI, paspelleHns
CMOPHbIX CUTYaUUA.

B xone noarotoBky K ceMmHapam Udyymtb OCHOBHYIO NUTEPATYpPy, O3HAKOMUTLCH C AOMNOMHUTENBHON
nnTepaTypoit, HOBbIMMK MyBNMKALMAMU B NePUOONYECKMX N3OAHUSIX: XYypHanax, razeTtax u 1.4. MNpu
9TOM Y4YeCcTb pekoMeHaauum npenogaeatens u tpebosaHms yuebHoi nporpammel. JdopabaTbiBatbh
CBOW KOHCMNEKT fiekuuun, genas B HeM COOTBETCTBYIOWME 3annUcu U3 nureparypbl, peKOMeHO40BaHHOMN
npenonasaTenem u NpeaycMoTPeHHON y4ebHoi nporpaMmMoii. [oaroToBMTb TE3UCHI AN BbICTYNNEHNI
no BceM y4ebHblM BoNpocaM, BbIHOCUMbIM Ha ceMuHap. FoToBsICb K goknany unu pedepatnBHOMyY
coobuieHunto, obpallaTbCs 3a METOANYECKO NOMOLLBIO K Npenoaasatento. CocTaBMTb NaH-KOHCNEKT
CBOero BbICTynneHus. MNpoaymatb NpuMepbl C Lenbto o6ecneyeHns TECHON CBSI3M U3y4aeMoi Teopumn
C peanbHOM XU3HbIO.

CBoeBpeMEHHOE 1 Ka4eCTBEHHOE BbIMOIHEHNE caMOCTOsITENbHON paboTbl 6asnpyeTcs Ha
cob6nI0AEHNN HACTOSIMX PEKOMEHOALNA 1 N3YHEHUN PEeKOMEHLOBAHHOW nnTepaTypbl. CTyaeHT
MOXeT OOMONHUTb CMUCOK UCMONb30BaHHOW NUTEPaTypbl COBPEMEHHbIMU NUCTOYHUKAMU, HE
npeLncTaBNeHHbIMA B CNUCKE PEKOMEHO0BaHHOW NUTepaTtypbl, U B Aa/ibHENWEM UCNONb30BaTb
CcOoBCTBEHHbIE NOArOTOBNEHHbIE Y4ebHble MaTepuanbl NP HaNUCaHUKM KypcoBbIX 1 OUMIOMHbIX paboT.

nabopaTopHble| Pabota Ha nabopaTopHbIX 3aHATUSIX NpegnonaraeT akTUBHYI NpopaboTky NOCTaBNEHHbIX BOMPOCOB 1
paboTbl 3a4a4 ¢ UCMoNb30BaHNEM U3BECTHBIX METOAMK HACTPOWMKM NOACMCTEM, CNOCOBOB NPOrpaMMMpoBaHMst

1 NOIKJ/IOYEHUSI COOTBETCTBYIOWMX BMBNNOTEK.

Llnsi NOAroTOBKM K 3aHSTUSIM pekoMeHayeTcs obpalaTte BHMMaHMe Ha npobneMHble BOMPOCHI,

3aTparvBaemble Npenoaasartenem B KLU, U FPyNnMpoBaTb MHGOPMaUMIO BOKPYr HUX. XenaTenbHo

BblAENSATb B UCMONb3YEMOM NUTepaType NocTaHOBKM BOMPOCOB, HA KOTOPbIE pa3HbiMM aBTopam MoryT

6bITb JaHbl pasnvyHble OTBEThl. Ha 0OCHOBaHMM NOCTaHOBKU TakMx BOMPOCOB cieayeT cobupatb

apryMeHTbl B MONb3Yy Pas3nNyHbIX BAPUAHTOB PELLEHNS MOCTaBEHHbIX NPobneM.

B TekcTax aBTOpOB, TakuM 06pa3om, creayeT BblAeNsiTb Cleayowme KOMMOHEHTbI:

- NocTaHoBKa Npobnemsbl;

- BapVaHTbl pelleHunst;

- apryMeHTbl B NMO/b3y TEX WK UHbIX BAPUAHTOB PEeLleHNs.

Ha ocHoBe BblaeneHunst 3TuxX 3IEMEHTOB MPOLLE COCTaBNSTb COBCTBEHHYIO apryMeHTUPOBAHHYO

Mo3unumio Mo paccMaTprBaeMomy BOMpocy.

B TecToBbIX 3a4aHusIX B KaXX,A0M BONPOCE U3 NpeLCTaBleHHbIX BAPUAHTOB OTBETa NpaBUsibHbINA

TOMbKO 0aMH. Ecnn Bam kaxeTcsi, 4To NpaBusibHbIX 0TBETOB BoJblie, BoibMpaiTe TOT, KOTOPLIN, Ha

Baw B3arnsin, Hambonee npaBuibHbIA.

Mpu NoaroToBke K aK3aMeHy He0BX0AMMO ONMPAaTLCS NPEXAe BCEro Ha NeKLMN, a TakxXe Ha

WCTOYHMKW, KOTOpble pa3bupanncb Ha CeMmnHapax U NpakTUYecKUx 3aHATUSIX B Te4eHne cemecTpa. B

Kax,aoMm buneTe Ha aK3aMeH cogepxatcsl 5 Bonpocos 1 TeMatuyeckas 3anaqa.
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camocTosi- | MeToamuyeckne ykaszaHus HanpaeneHbl HA OKasaHWe METOANYECKOW NoMoLm obyyarowmmes npu
TenbHasi BbIMO/IHEHWM BHEAYIMTOPHbLIX CAMOCTOSITENbHBIX PaboT. BbiNoNHEHEe BHeay AUTOPHBIX
paboTa camMoCTOosITENbHbIX PaboT 0byHaoWUMNCS B MPOLIECCE N3YYEHNS Kypca SIBNSETCS BaXKHENWMM STanoMm
06y4yeHust, KOTOPbIA CNOCOBCTBYET CUCTEMATU3ALMNM U 3aKPEMNEHNIO NOJTyYEHHbIX TEOPETUYECKUX
3HaHWM N NPaKTUYECKUX YMEHWIA; hOPMMPOBAHUIO HABLIKOB paboTbl C pas3nnyHbIMM BULAMY
MHChOPMaLIMK, PA3BUTUIO MO3HABATENbHBIX CNIOCOBHOCTEN 1 aKTUBHOCTY 0ByHaKoWMXCs,
(POPMUPOBAHMIO TaKMX KAYECTB IMYHOCTU, Kak OTBETCTBEHHOCTb 1 OPraHN30BaHHOCTb,
CaMOCTOSITENIbHOCTb MbILWIEHNS, CNOCOBHOCTb K CAMOPa3BUTUIO, CAMOCOBEPLIEHCTBOBAHMIO 1
camopeannsauum, BOCNUTLIBATb CAMOCTOSATENBHOCTb Kak JIMYHOCTHOE KavyecTBo Byayiero paboyero.
B HacTosiee BpeMs akTyabHbIM CTAHOBATCS TPEBOBAHUS K IMYHBIM Ka4eCTBaM COBPEMEHHOrO
obyyarowerocs ? yMeHMO CaMOCTOATENbHO NOMONHATL Y 0OHOBNATL 3HAHUS, BECTU CaMOCTOSITENbHbIN
nouck Heobxoammoro matepuana, 6biTb TBOPHECKON NMYHOCTHIO.
BHeayautopHas camocTosiTenbHas paboTta obyyarowmnxcs, aBnsaeTcs 06s3aTenpHon ons Kaxaoro
obyyatouierocs, onpenensietcs y4ebHbiM nnaHoMm. E€ HeobxoaAMMO OpraHn30BbLIBaTh Tak, YTOObI
obyyarowmiics NOCTOSAHHO NPeoLoNeBan NOCUbHbIE TPYAHOCTH, HO Y4TOOLI ypOBEHb TpeboBaHMi,
npeLbsBnsieMbix K 06ydatolleMycsi, He Bbil HAXE YPOBHS Pa3BUTUSI €r0 YMCTBEHHbIX CNIOCOBHOCTEN.
Llenb MeToamyecknx ykasaHuii cocTout B obecneyeHmmn aogekTMBHOCTM CaMOCTOATENBbHOM paboThl,
onpeneneHnn ee CoaepXaHus, yCTaHOBNEHNS TPebOoBaHM K 0OCOOPMNEHNIO U pe3ynbTaTam
CaMOoCTOSITENbHOW PaboThl.
OCHOBHbIMU LIENSIMI BHEAyANTOPHOV CAMOCTOSITENbHOM paboTbl 0By4yatowmxcst SBASOTCS:
- OBNafeHve 3HaHNsIMK, NPOCPECCUOHANBHBIMM YMEHUSIMU U HABbIKAMW AESITENbHOCTY MO NPOcunIIio
crneumansHOCTY;
npuobpeTeHne cnocoBHOCTN K CaMOCTOATENBHOMY MOUCKY paboThbl U TPYAOYCTPONCTBA;
- (POPMMPOBAHME FOTOBHOCTY K caMoobpa3oBaHUio, CaMOCTOATENBHOCTA U OTBETCTBEHHOCTH;
- pa3BuTME TBOPYECKOro NoAXoaa K peLeHuno npodbnem y4ebHOro 1 npoddeCcUOHaNbHOMO YPOBHS.
BbinonHeHne obyyalowmmMmncs BHeayIMTOPHbIX CAMOCTOSATENbHBLIX paboT cnocobeTeyeT
POPMUPOBaHMIO NPOXECCHUOHAMBHbBIX U 06X KOMNETEHLUIA, COOTBETCTBYIOWMX BULY
NPOgECCHOHANBHOM AeSTeNbHOCTM MO AUCLMMNIMHAM 1 NPOMECCUOHANBbHBIM MOLYNSIM.
CamocTosiTenbHble paboThl BbINONHATCS MHAMBUAYANbHO B CBOBOAHOE OT 3aHATUI BPEMSI.
Ob6yuvatowmiica obsizaH:
- Nepea BbINONHEHVNEM CaMOCTOSITENIbHOM paboThl, MOBTOPUTL TEOPETMHECKUI MaTepuan,
MPOMAEHHbIA Ha ayaNTOPHbBIX 3AHSATUSIX;
- BbINOMHUTbL PaboTy COrNacHo 3anaHuio;
- MO Kax Aol caMoCcTosTeNnbHoM paboTe NpeAcTaBnTb NPenoaaBaTento 0T4eT B MMCbMEHHOM BULE.
- OTBETWTb Ha NOCTaBNEHHbIE BOMPOCHI.

TecTmpoBaHue | MNpn caMocTosATENbHON NOAFOTOBKE K TECTUPOBAHWIO CTYAEHTY HEOHXO0AMMO:

a) roTOBSICb K TECTUPOBAHUIO, NpopaboTariTe NHOPMALMOHHbIN MaTepuan no

AncumnauHe.

MpokoHCYNbTUPYTECH C NPernoaaBatenem no Bonpocy Bolbopa y4ebHoi nutepatypb;

6) YeTKO BbISICHUTE BCE YCNOBUS TECTUPOBAHMUS 3apaHee. Bbl [OMXHbI 3HATh, CKONbKO
TecToB Bam 6yneTt npennoxeHo, CKONbKO BPEMEHN OTBOLMTCS HA TECTUPOBAHMWE, KakoBa cucTeMa
OLEHKWN pe3ynbTaTos U T.4.

B) NpucTtynas Kk pabote ¢ TecTamu, BHUMATENbHO 1 40 KOHLA NPOYTUTE BOMPOC U
npennaraemble BapuaHTbl 0TBETOB. BribepunTe npaBuibHble (MX MOXET BbiTb HECKONbKO). Ha
OTOENbHOM IMCTKE OTBETOB BbINUWMNTE LUdIPY Bonpoca 1 6yksbl, COOTBETCTBYIOLME
npasufibHbIM OTBETAM;

r) B NpoLecce pelweHns XenaTenbHO NPUMEHSTb HECKOMbKO NOAX0A0B B PeLeHNM

3a4aHus. 9To NO3BOMSIET MAKCMMABHO rMOKO ONepUpoBaTb METOLAMY PELEHNS, HAXOAS
Kaxabl pas onTUMasbHbIiA BAPUAHT.

n) ecnun Bbl BCTpeTunmn 4pessblyaiHo TPYAHbIA Ans Bac Bonpoc, He TpatbTe MHOMO

BPEMEHU Ha

Hero. [NepexoauTe K ApyruMm TectaM. BepHuTechb K TpyoHOMY BOMPOCY B KOHLLE.

e) 066;|3aTeano 0CTaBbTe BPEMS AJi5 MPOBEPKM OTBETOB, H4TOObI M36EXaTh MEXAHNYECKUX
ownbok.

AEKTPOHHBH
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pedepar TpeboBaHus K odhopMNeHnto pedoepaTa

O61beM pedpepata ? 20 ? 25 cTp. nevatHoro TekcTa. Wpndt ? He 6onee 14 pt, TimesNewRoman,
nHtepean ? 1,5, nons: BepxHee, HUXHee, nesoe ? 2 cM, npasoe 1,5 cm.

Ha TuTynbHOM nnucTe ykasbiBaeTcsl HasBaHue pabotbl, DO ctyaeHTa u rpynna, ®NO
npenonasaTens (Hay4HoOro pykoBoAMTENS), MPOBEPSIOLWErO 1 OLEHMBAIOWEro pedoepar,
HamMeHoBaHWe kadbeapbl 1 y4ebHoro 3aBeaeHusl. Tema pedgoepata MoXeT bbiTb CHOPMyNMpPoBaHa
CaMOCTOSITENBHO, MO COrNacoBaHnIo C NpenoaaBaTtesnem.

HaszeaHue paboTbl ochopMnsieTcs cnenyrowmm 06pasom:

Pethepat no ancumnnmHe ?0nepaumnoHHble CMCTEMbI? Ha Temy: 7?77

TekcT pedoeparta neyataeTcsi Ha O4HON CTOPOHE CTPaHMLbl; CHOCKM 1 MPUMEYaHUS NneYa-TatTcs Ha
TOW Xe CcTpaHuue, K KOTOPOI OHM OTHOCSTCS (Yepe3 1 nHTepsan, 6onee MENKMUM WPUEPTOM, YEM
TekcT). OCHOBHOI TEKCT OOMKEH CONPOBOXAATLCS IIOCTPATUBHBIM Matepunanom (PUCYHKN,
dooTorpacoum, anarpammel, Cxembl, Tabnuubl, Nporpammel). Ecnv B 0CHOBHOW YacTu coaepxarcs
LMTaTbl UK CCbINKW Ha BblCcKa3blBaHMS, HEOBX0AMMO yKasaTb HOMEP CTOYHMKA MO CrUCKY,
npvBeaeHHOMY B KOHLE pedpepara, 1 CTpaHuULy B KBaApaTHbIX CKoBKax B KOHLE LUTaTbl MW CChINKMU.
Pedbepar ? 310 KpaTkoe N3noXeHne B MMCbMEHHON OOpPME COAEPXaHNS NPOYUTAHHBIX KHUT 1
IOKYMEHTOB; coobleHne 06 nTorax n3y4eHns Hay4Horo BONpoca; Aokan Ha onpeaeneHHyo Temy,
OCBeLLaoIWNIA ee BONPOCHI HA OCHOBE NUTEpPaTypPHbIX 1 APYrUX NCTOYHMKOB. Lienbto HanmncaHms
pedoepata sBnsietcs yrnybneHne s3HaHUin No KOHKPETHO Npobneme, nony4yeHne HaBblkoB PaboTbl ¢
Hay4HOIh U Hay4HO-MoNyNsipHO nuTepatypoii. Pabota Hag pedoepaToM TpebyeT, Kak NpaBuio, He
MeHee Mecsua.

B npouecce pabotbl Han npobnemoit HeobxoaMMo:

? Bbl4NEHUTb Npobnemy;

? caMocTosITeNbHO U3y4nNTb NPO6NeMy Ha OCHOBE NepPBONCTOYHUKOB;

? naTb 0630p MCMNONb30BaAHHON NUTEPAaTYpPbI;

? nocnepoBaTtenbHO 1 [0Ka3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWNbHO 0GOOPMUTL CChINIKA Ha UCTOYHUKN.

2. Obsi3aTenbHble CTPYKTYPHbIE aneMeHThbl pedpeparTa:

1. BBeneHue, B KOTOPOM ONMCbIBAETCS akTyalbHOCTb Npobnembl, onpenensioTcs uenv 1 3agaqa
pedepata; 06beM BBeaeHust ? 1 - 2 ctpaHuubl.

2. ConepxaHuwe.

3. TekcT pechepaTa OOMXKEH coaepxarb:

? obocHoBaHWe BblOpaHHON TEMb;

? CpaBHUTENbHbIA aHanNM3 nuTepatypbl Mo Npobneme;

? N3n0XeHne COBCTBEHHON TOYKM 3peHUst Ha Npobnemy;

? BbIBOAbI 1 NPEANIOXEHNS;

? 3aKno4yeHne.

4. Cnncok Mcnonb30BaHHbIX MCTOYHMKOB [OMXEH odhopMnaTbes B cooTBeTcTBMM ¢ TOCToOM 1 MoxeT
coflepxaTb He TONbKO HAa3BaHMUsS! KHUT, XXYpHAarnoB, raset, HO 1 Ntobble NCTOYHMKM MHGopMaLIMK
(HanpumMep, cBeneHns 13 cetn VIHTepHeT, nHdopMaumio U3 Tene- N paano-nepenad, a Takxe
yacTHble coobLeHns Kakmx-nnbo cneumnanucTos, BoickasaHHble B MNYHbIX 6ecenax nx ¢ aBTOPOM
pedhepara).

Pedbepar nsnaraetcst 4OCTYMNHbIM HAYYHbIM (HAy4HO-NOMYNSPHBIM) A3bIKOM B OTHOCU-TENBHO CXAaTOoM
dhopMe C NCNOoNb30BaHNEM 0ONErYeHHbIX CUHTaKCUYECKMX KOHCTPYKLMA. Takme KOHCTPYKLMN MOryT
cTaTb cBoeobpasHbIM NnaHoM peddepaTuBHOI cTatbl: ? B paccMaTpmBaeMoli ctatbe CTaBUTCS pag
BonpocoB ?ABTOp noayepkmeaeTt, 4To ? bonee noapobHo paccMoTpeHa npobnema? AHanmampytotcs
pasHble TOYKW 3peHns ? B 3aknioyeHne HeobxoamMmMo OT-MeTUTb YTO ?7? 1 T.[4.

Mpwn BbICTAaBNEHNN OLIEHKN 3a pedoepar y4mTbiBalOTCS Cleaytowme KOMMNOHEHThI:

? cofepxartenbHas 4acTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06 beM
NpoaHanM3npPoBaHHbIX UCTOYHMKOB U T.1.);

? odbopmneHne (COOTBETCTBUE CTAHAAPTY, SCTETUKA 0COOPMIEHNS, HANNYNE UNNIOCTPATUBHOIO
martepuana v T.n.);

? 3awuTa pedpepara (opMeHTauns B TEKCTe pedpepara, OTBETbl Ha BONPOCHI 1 T.M.).

Pedbepar cpoaetcs B oTne4yaTaHHOM BMIE M HA 91EKTPOHHOM HOCUTENE.

AEKTPOHHBH
CtpaHnua 15 13 19. Il YHHUBEPCHTET
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aK3ameH FOTOBUTBLCS K 3a4eTy UK 3K3aMeHy HeobXo4MMO NocnenoBaTeNlbHO, C Y4ETOM KOHTPONbHbIX
BOMPOCOB, pa3paboTaHHbIX BeayWwmuM npenonasatenem kadgpenpol. CHavana cnenyet onpeaenntb
MECTO KaXx[0ro KOHTPONbHOMO BONpPoOca B COOTBETCTBYIOWEM pasaene TeMbl y4ebHoW nporpamMmel, a
3aTeM BHMMATENbHO NPoYMTaTh Y OCMBIC/IUTL PEKOMEH0BAHHbIE HAay4YHble paboTbl, COOTBETCTBYIOWME
pasnernbl peKoMeHa0BaHHbIX y4ebHMKOoB. MNpu 3TOM NonesHo nenatb XoTs Obl caMble KpaTkme BbIMUCKU
1 3ameTkn. PaboTy Han TEMOI MOXHO CHMTATb 3aBEPLIEHHON, ECNIN Bbl CMOXETE OTBETUTL Ha BCE
KOHTPOJIbHbIE BOMPOCHI U AaTb OnpeneneHne NoHATHIA No N3y4aemon TeMe.

Lnsi obecneyeHnsi NONHOTLI OTBETA HA KOHTPOJbHbIE BOMPOCHI 1 NyYLIero 3anoMUHaHNS
TEOPETNYECKOro MaTepmana PeKOMEHOYETCS COCTaBNATb NNaH OTBETA HA KOHTPOMbHbIA BONPOC. OTO
MO3BONNT C3KOHOMMWTb BPEMS 4151 MOArOTOBKM HEMOCPEACTBEHHO Neper 3a4eToM 3a cyeT obpalleHms
He K nuTepartype, a K CBoMM 3anucsm. [MNpu noarotoBke HE0OX0AUMO BbISIBASITL Hambonee CnoxHole,
IMCKYCCUOHHbIE BOMPOCHI, C TEM, 4ToBbl 06CyanTb UX C NpenoaasatenemM Ha 0630pHbIX NEKLMSX U
KOHCYNbTauusXx.

Henbas orpaHmymBaTh NOATOTOBKY K 3a4€Ty MPOCTLIM MOBTOPEHMNEM M3YYEHHOrO Marepuana.
Heobxoommo yrnybutb 1 paclumpnTb paHee npuobpeTeHHbIe 3HAHUSI 32 CYET HOBbIX MOEeN 1
MONOXEHWUNA.

Pesynbtat no caaye 3adeta 06baABNSETCA CTyAeHTaM, BHOCUTCS B 9K3aMEHALMOHHY0 BEAOMOCTb.
HesayeT npocTaBnsieTcst ToNbKo B BeaoMocTu. Nocne Yero ctyaeHT ocBoboxaaeTtcs oT fAanbHelwero
NpUCyTCTBUS Ha 3a4eTe.

Mpwn nonyyeHnn HesayveTa NOBTOPHAS cOaya OCYIWEeCTBNSEeTCS B Apyrue OHW, yCTaHOBNEHHbIE
JekaHaTtom.

[MonoXuTenbHble OLEHKM ?3a4TEHO0?, ?0TNINYHO?, ?XOPOLWO? BLICTABASKOTCS, €CNIN CTYLEHT YCBOWN
y4ebHbIli MaTepuan, ncyepnblBatoLLe, TOrMYeCKU, rpaMOTHO M3MI0XMB ero, Nokasan 3HaHus
crneumanbHO NuTepartypbl, He OOMyCKan CyWeCcTBEHHbIX HETOYHOCTEN, a TakXXe NPaBuibHO MPUMEHSN
NOHATUNHbBIA annapar.

10. MepeuyeHb MHCGOPMALLMOHHBIX TEXHOJOIMM, UCMOJb3YeMbIX NMPU OCYLLECTBIEHUN 06pa3oBaTe/IbHOro
npouecca no gucuuniavHe (Moayno), BKaouYas nepeyeHb NporpaMMHOro obecrneyeHns U MHGOOPMaLMOHHDIX
CnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMOMUIA, MCMONb3YEMbIX MPU OCYLLECTBAEHUN 06pa30BaTENBHOrO NpoLecca no
OUCUMNAVHE (MOLYNI0), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns n HGOPMALIMOHHBIX CMPABOYHBIX CUCTEM,
npenctasneH B MpunoxeHun 3 k paboyei nporpaMMme OUCLMMNWHBI (MOLYNS).

11. OnucaHue MatrepuanbHO-TeXHMYEcKon 6a3bl, He0O6X0AMMOW AN OCYLUEeCTBNeHus o6pa3oBaTefibHOro
npouecca no aucuunnuHe (Moayno)

MaTepuanbHo-TexHN4YeCcKoe obecneyeHne 06pas3oBaTenbHOrO NpoLecca no LUCLUMIMHE (MOLYNio) BKIIOYAET B cebs
crneyowme KOMMOHEHTbI:

MoMelleHnst 0N1s CaMOCTOSITeNbHOM PaboThl 0OYYaIOLWMXCS, YKOMMIEKTOBAHHbIE CreLmnannanpoBaHHoi Mebesnbio (CToMbI 1
CTYNbS) ¥ OCHAlllEHHbIE KOMMbIOTEPHOMN TEXHUKOW C BO3MOXHOCTbIO MOAK/MOUYEHMUS K ceTn "VIHTepHeT" 1 obecriedeHnem
AOCTyNa B 3NeKTPOHHYI0 MHOpOpMaLMOHHO-06pasoBatenbHyto cpely KDY,

YyebHble ayamMTopun 0Nis KOHTAKTHOW paboThl C NpenoaaBaTteneM, yKOMMIeKTOBaHHbIE CNELMAnM3npoBaHHON Mebenbio
(cTonbl 1 CTYNbS).

KomnbloTep 1 NpuHTEp 4N pacrneyatku pa3aaToyHbIX MaTepranos.
KomnbtoTepHbIii knacc.
CneuwnanusnposaHHas nabopartopus.

12. Cpeﬂ,CTBa apgantauuv npenopgasaHusl oguCUNNMNIUHDbI K I'IOTpeﬁHOCTﬂM o6y'-|a|ou.|.|nxc5| UHBaNUQooOB U nuuy C
orpaHun4eHHbIMU BO3MOXHOCTSAIMU 300POBbSA

I'Ipvl HeobXoOMMOCTU B o6pasoBaTean0M npouecce NpuMeHAoTCA cnegytowme MeTonbl U TEXHONOrnn, obneryatouwue
BoCnpuaTune vmcpopmaumm O6y‘-IaIOLIJ,I/IMI/ICFI nHBanngamn n nuuamm ¢ orpaHM4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- cO3aaHve TEKCTOBOW BEPCHM NOBOro HETEKCTOBOrO KOHTEHTA ANS €0 BO3MOXHOro npeobpasoBaHns B
anbTepHaTVBHbLIE (POPMbI, yO0OHbIE NS Pa3NNYHbIX NOfb30BaTENEN;

- CO3[aHWe KOHTEHTA, KOTOPbI/i MOXHO NPeACcTaBUTb B Pa3nnyHbIX Buoax 6€3 notepu AaHHbIX Unn CTPYKTYpb,
npenycMOTPETb BO3MOXHOCTb MacwTabrypoBaHus Tekcta u nsobpaxeHuii 6e3 notepm kayecTsa, NpeaycMoTpeTb
LOCTYMHOCTb YNPaBneHUst KOHTEHTOM C KnaBmaTypbl;

- cO3[aHvie BO3MOXHOCTE AJis 06y4atoLMxcsl BOCMIPUHUMATb OLHY M Ty XXe MHPOPMaUMIo U3 PasHbIX UCTOYHIKOB -
Hanpumep, Tak, 4Tobbl LA C HAPYWEHWUSMI Clyxa NonyyYani MHGOPMALIMIO BU3YalibHO, C HAPYLUEHWSIMU 3PEHUS -
ayamanbHo;
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- MPUMEHEHVEe NPOrpaMMHbIX CPencTB, obecrneynBatoWwmx BO3MOXHOCTb OCBOEHNS HABbIKOB 1 YMEHWIA, CDOPMUPYEMbIX
OVNCLUMNNIMHOM, 3a CYET anbTepHaTUBHbLIX CNOCOO0B, B TOM YUCNE BUPTYanbHbIX NabopaTopuii U CUMYNSILMOHHBIX
TEXHONOIIA;

- NMPUMEHEHWE ONCTAHUMOHHBIX 0Bpa3oBaTenbHbIX TEXHONOTUIA ANs Nepeaayn MHGopMaLum, opraHM3aunm pasnmyHbIX
POPM MHTEPAKTUBHOW KOHTAKTHOW paboTbl 0Byyarolwerocs ¢ npenogasaTteneM, B TOM Yucne BebrHapoB, KOTOpble MOryT
6bITb NCNONb30BaHbI ANS MPOBELEHNS BUPTYaNbHbIX NEKLUIA C BO3MOXHOCTbIO B3aVIMOLENCTBUS BCEX YHACTHUKOB
OUCTAHUMOHHOIO 06y4eHUs, NPOBELEHUS CEMUHAPOB, BbICTYMNEHUS C LOKNALAMU U 3aALNTbI BbINOAHEHHBIX paboT,
NMpoBeAeHNs TPEHUHIOB, OPraHU3aLMy KONNEKTUBHON paboThl;

- NpuMeHeHne oNCTaHUMOHHbIX o6pa303aTeanb|x TEXHONOrnin ang opraHnsaumm oopM TeKYLLEro U NPOMEXYTO4YHOro
KOHTPONA;

- YBENNYEHME NPOLOMIKNTENIbHOCTU caaqm oby4atolmMMcst UHBaANUOOM UK NINLOM C OFPaHNYeHHbIMU BO3MOXHOCTSIMI
3[0p0Bbs DOPM NMPOMEXYTOYHON aTTECTALMMN MO OTHOLWEHMIO K YCTAHOBNIEHHOW MPOAONXUTENBHOCTU UX CHAYN:

- NIPOAONIXXUTENIbHOCTU COa4n 3a4éTa unm aK3ameHa, nposoaonMoro B NMUCbMEHHOMN oopme, - He 6onee 4em Ha 90 MUHYT;

- NPOOONXNTENbHOCTM NOAroTOBKM 06y4atollerocs K 0TBeTy Ha 3a4éTe Unu aKk3ameHe, NPOBOAVMOM B YCTHOM doopMe, - He
6onee yem Ha 20 MUHYT;

- NPOOOIXUTENNbHOCTU BbICTYNNEHUA oéyqaromerom npu 3awunTte KprOBOI7I pa60Tb| - He bonee yem Ha 15 MUHYT.

Mporpamma coctaeneHa B cooTBeTcTBUU ¢ TpebosaHusMu ®IFOC BO un yuebHbiM nnaHoM no HanpasneHuo 09.03.04
"MporpaMmHas nHxeHepus" u npodpunio NoaroToBky "PaspaboTka NporpaMMHO-UHDOPMALIMOHHBIX CUCTEM".
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lMpunoxerne 2
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
b51.5.18 UHgbopmaumoHHas 6e30MacHOCTb

MepeueHb nuTepartypbl, HEOOXOAUMOM 4Nt OCBOEHUS OUCLMIUINHBI (MOLOYNS)

Hanpasnenune noarotosku: 09.03.04 - [NporpamMmmHas nHxeHepus

Mpodpunb noarotoBkn: Pazpabotka nporpamMMHO-UHGOPMALIMOHHBIX CUCTEM
Keanndpvkaums BbinyckHrka: 6akanasp

dopma 0byyeHus: o4Hoe
SA3bik 0by4eHmns: pycckuii
Non Havana obyyeHns no obpasoBatenbHoi nporpamMme: 2018

OcHoBHas nuTeparypa:

1. Bawnbi M. H. UHgopmaLumoHHas 6e30nacHOCTb 1 3awwmTa MHgopMaLuum [OneKTPoHHbIR pecypc] : yuebHuk / M. H.
Bawnbl, A. B. Babau, E. K. BapaHosa. - Mockea: /Ll PUOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - Pexum gocTyna:
http://znanium.com/go.php?id=405000.

2. Bacunbes B. U. MHTennekTyanbHble CUCTEMBI 3alMThl MHPOPMaLMK [OnekTPoHHBIN pecypc] : yuebHoe nocobue / B. U.
Bacunbes. - Mockea: MawmnHoctpoeHue, 2013. - 171 ¢. - ISBN 978-5-94275-667-3. - Pexxum goctyna:
http://e.lanbook.com/view/book/5792.

3. KysHeuos . H. BuaHec-6e3onacHocTb [9nekTpoHHbIiA pecypc] / W. H. KyaHeLoB. - Mocksa: M3gatenbcko-toprosas
kopropaums 'Oawkos n K', 2013. - 416 c. - ISBN 978-5-394-01438-3. ;http://znanium.com/go.php?id=430343.
4.TprMeHeHNe NCKYCCTBEHHbIX HEPOHHBIX CETE N CUCTEMbI OCTATOYHbIX KTACCOB B KPUMTOrpadoun [SneKTPOHHbIN
pecypc] / [H. N. Yepssakos un op.]. - Mockea: ®uamatnut, 2012. - 279 c. - ISBN 978-5-9221-1386-1. -
:http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=5300.

5.WaHbrun B. ®. KomnnekcHasa 3awuta MHopMaLum B KOPropaTUBHbLIX CUCTEMax [ONeKTPOHHLIN pecypc]: y4ebHoe
nocobue / B. ®. WaHbruH. - Mockea: ®OPYM, 2013. - 592 c. - ISBN 978-5-8199-0411-4. - Pexum gocTtyna:
http://znanium.com/go.php?id=402686.

JononHutenbHasa nuTteparypa:

1. Xopes N.B. MeToapl 1 cpencTea 3awmTbl HAPOPMaLMKM B KOMMbIOTEPHBIX CUCTEMAX : y4eb. nocobue ons cTyn. By3oB
no Hanp. 230100 (654600) / . B. Xopes. - 3-e n3g., ctep. - M.: Akagemusi, 2007. - 256 c.

2. KynpusHos A.W. OcHoBbI 3awmThl MHpopMaLmn: yiebHoe nocobue ons CTyAeHTOB Boicw. yueb. 3aBeneHnii. - M.:
Mspatenbckuin ueHTp '‘Akagemus’, 2007. - 256¢.

3. MenbHukoB B. I1. ViHpopmaumoHHas 6e30nacHoCcTb U 3awuTta nHpopmaumm [TekcT] : yuebHoe nocobre ons By3os / B.
M. MenbHukos, C. A. KneiimeHos, A. M. lNMeTtpakos ; nog pea. C. A. KnelimeHosa. - 4-e nsg., ctep. - Mocksa : Akagemns,
2009. - 336 c. : un., Tabn. - (Boicwee npogoeccroHanbHoe obpasosanue). - Bubnvorp.: ¢. 327-328. - Pek. YMO. - B nep.
- ISBN 978-5-7695-6150-4.

4. MenbHukoB B. T. MiHchopmaumoHHas 6e3onacHocTb [TekcT] : yiebHoe nocobue / B. M. MenbHukos, C. A. KneliMeHoB,
A. M. lNMeTpakos ; nog pea. C. A. KnelimeHoBa. - 8-e uag., ucnp. - Mockea : Akagemus, 2013. - 336 c. : un. - (CpenoHee
npodpeccroHanbHoe obpasoBaHme). - bubnuorp.: c. 327-328. - Mpugp MO. - B nep. - ISBN 978-5-7695-9954-5

5. EmenbsiHoBa H. 3., MapTteika T. J1., Monos . U. SawuTta nHcgopmaummn B nepcoHanbLHOM KoMMbloTepe: y4ebHoe
nocobue. - M.: POPYM, 2009. - 368c.
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lMpunoxerve 3
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
b51.5.18 UHgbopmaumoHHas 6e30MacHOCTb

nepe'-IeHb MHPOPMaLIMOHHbIX TEXHONMOINMMK, UCNONb3YyeMbIX AJ1s1 OCBOEHUS AUCLUMIUHBI (MO,IJ,ynil), BKo4yas
nepe4yeHb nporpaMmMHOro obecneyeHns u MH(POPMaLIMOHHbIX CNPaBOYHbIX CUCTEM

Hanpasnenue noarotosku: 09.03.04 - [porpamMmmHas nHxeHepus

Mpogounb noaroToBkn: PaspaboTka NporpaMMHO-MHOPMALIMOHHBIX CUCTEM
KBanngpukaumst BeinyckHUKa: bakanasp

dopma 0by4eHus: o4Hoe

S3bIk 06y4eHNs: pyccKuii

oo Havana obyyeHns no obpasoBaTenbHoi nporpamMme: 2018

OcBoeHne oucuUnnInHbI (MO,EI,yl'IFI) npegnonaraet ncnosib3oBaHme cnenytowero nporpamMmHoOro obecrneyeHus 1
MHJPOpMaLMOHHO-CNPAaBOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows 7 MpodbeccuoranbHas unm Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

YyebHo-MeToAMYeCKas nutepatypa ons JaHHOW AUCLMMNANHBI UIMEETCS B HANMYMK B SNIEKTPOHHO-OMBNMOTEUHOI cucTeme
"ZNANIUM.COM", nocTyn K KoTopoii npenoctaeneH obyyatowmmes. I6C "ZNANIUM.COM" coaepXuT npon3BeneHns
KPYMHENWMX POCCUNCKUX YHEHbIX, PyKOBOAUTENEN rocy0apCTBEHHbIX OpraHoB, npenogaearenein segyLmx By30B CTPaHbl,
BbICOKOKBaNMULIMPOBAHHbLIX CMELMANNCTOB B pa3nnyHblx cdoepax busHeca. doHn 6ubnmotekn cpopMmnpoBaH C y4eToMm
BCEX M3MEHEHUA 06pa30oBaTeNbHbIX CTaHAAPTOB 1 BKNKOHYAET y4ebHMKN, y4ebHble nocobus, yuebHO-MeToanYeCcKme
KOMIekchbl, MOHOrpadoum, asTopedeparbl, AuccepraLmm, SHUUKIoNeaun, CnoBapu U CNpaBoYHNKN,
3akoHo4arteNbHO-HOPMaTUBHbIE [OKYMEHTbI, CrieumanbHble Nepuognyeckme n3gaHns n ndnaHusl, Boinyckaemble
nspartenbcteamu By30B. B HacTosiwee Bpems S5C ZNANIUM.COM cooTBeTCTBYET BCEM TPeOOBAHMSAM (oeepanbHbIX
rocynapcTBeHHbIX 06pasoBaTtenbHbIX CTaHAapToB Bbicwero obpasosaHust (PrOC BO) HoBOro NokoneHus.

YyebHo-meToamMYeckas nutepatypa s LaHHOW AUCLMNAUHBI UMEETCS B HANNYMU B SNEKTPOHHO-BMBNNOTEYHOR crncTeme
NapatenbcTBa "MaHb" , LOoCTyn K KOTOpOM NpepocTtasneH obyyatowmmes. 96C NapaTtenbcTea "MaHb" BktoyaeT B cebs
SNEKTPOHHbIE BEPCUM KHUT n3patenbcTsa "laHb" 1 opyrux BeLylwmx n3natenscts y4ebHoOM nuTepaTypsbl, a Takxe
SNEKTPOHHbIE BEPCUUN MEPNOANYECKUX U3OaHWUIA NO €CTECTBEHHbIM, TEXHUYECKUM U r'yMaHUTapHbIM Haykam. 9bC
N3paTenbcTea "MaHb" obecneunBaeT fOCTYN K HAYYHOW, y4ebHO NuTepaTtype 1 HayYHbIM NEPUOLNYECKAM U3LAHUSM MO
MakCMMarnbHOMY KONMYECTBY NPOOUNbHbLIX HANPaBReHUi A C COBNOAEHNEM BCEX aBTOPCKUX U CMEXHbIX Mpas.
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