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Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.04 "MporpaMMHas UHXeHepus'".

CopepxaHue

1. MNepeyeHb NnaHMpyeMbix pesynbTaToB 00y4eHWs No AMCUMUMIMHE (MOAY0), COOTHECEHHBIX C MNaHUPyEMbIMIA
pesynbtatamm ocsoeHms OlNMOI BO

2. MecTto gucumnnuxbl (mogyns) B cTpykType OIMOI BO

3. Obbem oncumnnnHbl (MOJJ,yJ'ISI) B 3a4€THbIX eOnHMUAax C yka3daHneM Konmyectsa 4acoB, BblAeNNIeHHbIX HA KOHTakKTHYHO
paboTy obyyatowmxcs ¢ npenogasatenem (Mo BuoamM y4ebHbIX 3aHATUI) 1 HA CaMOCTOSITeNbHYO paboTy 0byHaroWwmnxcs

4. CopepxaHue OMcuMnInHbl (MOayns), CTPYKTYpUpPOBaHHOE Mo TeMaMm (pa3fenam) ¢ ykasaHueM OTBeAEHHOro Ha HIX
KONMYeCTBa aKa4eMN4ecknx YacoB 1 BULOB yHeOHbIX 3aHSATUM

4.1. CTpyKTypa 1 TEMATNYECKMIA NMNaH KOHTAKTHOW 1 CAMOCTOSITENBHOM paboThl MO AUCLMNANHE (MOAYIIO)
4.2. ConepxaHue oMcuMnanHbl (Moayns)

5. NepeyeHb y4ebHO-MeToAMYECKOro 0BecrneyeHmnst AN CaMOCTOSTENbHOM paboTbl 0byyarowmxes no AUCLUUNInHe
(Momynio)

6. ®oHAO OLEHOYHBIX CPeacTB Mo AUCUUNMHE (MOaynio)

6.1. MepeyeHb KOMMNETEHLUIA C yKa3aHWEM 3TarnoB MX (POPMUPOBaHMS B MPOLIECCE OCBOEHUS 0bpa3oBaTenbHoii
nporpamMmbl 1 OOPM KOHTPOIS NX OCBOEHWUS

6.2. OnucaHune nokasarenem n Kputepunes oueHnBaHNA KOMMETEHUMN Ha pasnunyHbIX aTanax ux popmMmnpoBaHns,
onuncaHue wkKan oueHmnBaHun4

6.3. Tunosble KOHTPO/bHbIE 3a0aHNA NN NHble MaTepuanbl, HGOéXO,D,I/IMbIe Ong oueHkKun 3HaHI/II7I, yMean7|, HaBbIKOB U
(Mnn) onbiTa BEATENbHOCTU, XapakTepMayoLWmnx aTanbl OPMUPOBAHNS KOMMETEHLUMI B NPOLIECCE OCBOEHUS
06pasoBaTtenbHON NPOrpamMMmbl

6.4. MeTtoanyeckne matepuanbl, onpegendiowmne npouenypbl oleHnBaHuA 3HaHWN, yMean7|, HaBbIKOB U (I/IJ'II/I) onbiTa
0eATenbHOCTU, XapaKkTepusyowmx atanbl oOpMUpPOBaHNSA KOMMeTeHuunin

7. NepeyeHb nutepaTypbl, HEOHXOAMMOW ONS OCBOEHMS AUCLMNIMHBI (MOAYy”Ns)

8. MepeyeHb pecypcoB NHPOPMALIMOHHO-TENEKOMMYHUKALMOHHOW ceTh "IHTepHeT", HeobX0ANMbIX AJ1s1 OCBOEHUS
ANCUUNAnHBI (MOayns)

9. MeToamnyeckme ykasaHus nns obyyatolmxcs no 0CBOEHWIO AUCLMMNMHBI (MOOYNS)

10. MepeyeHb MHOPMALMOHHBIX TEXHOMOMMIA, UCMONb3YEMbIX MPU OCYLECTBEHNM 0Bpa3oBaTeNibHOro npowecca no
LMCUMNAVHE (MOOYNIO), BKMOYAS NepeyeHb NPorpaMMHOro obecneyeHns n MHPOPMALIMOHHbBIX CMPaBOYHbLIX CUCTEM (NpK
HeobXoaMMOCTHK)

11. OnncaHne MaTepuanbHO-TeXHUYecko 6a3bl, He0bX0AMMOI ANs ocylwecTBNeHNs obpa3oBaTeNnbHOro npoLlecca no
aucumnnuHe (Mooynto)

12. CpeancTea agantauuy NpenofaBaHns AUCLMMNWHBI (MOSYNs) K NoTPebHOCTSM 06yyatoWwmxcs MHBANNLOB W NN, C
OrpaHUYeHHbIMY BO3MOXHOCTSMY 300POBbS

13. MNMpunoxeHue Ne1. doHA OLEHOYHbIX CPEOCTB
14. MpunoxeHue Ne2. MNepeyeHb nTepaTypbl, HEOHXOAMMON AN OCBOEHWS OUCLIMMNWHBI (MOLYNS)

15. MpunoxeHue Ne3. MNepeyveHb NHPOPMALIMOHHBIX TEXHONOMNIA, UCMOMNb3YEMbIX OS5I OCBOEHUS OUCLMMNINHBI (MOSYns),
BKNIOYAs NepeyeHb NPOrpaMMHOro obecneyeHmst 1 MHEOPMaLIMOHHBIX CMPABOYHBIX CUCTEM
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Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.04 "MporpaMMHas UHXeHepus'".

Mporpammy oucumnnuHbl paspaboTan(a)(m) ooueHT, K.H. Xasues 3.J1. (Kadenpa nHopmMaLmoHHbIx cuctem HIA,
OTneneHne MHAPOPMALMOHHBIX TEXHONOMMIA U aHepreTnyeckmx cuctem), ELHaziev@kpfu.ru

1. MepeyeHb NNaHMpyeMbIX pe3ynbTaToB 06yyeHUs No QUCLUNINHE (MOOYNI0), COOTHECEHHbIX C MIaHUPYEeMbIMU
peaynbtatamm ocBoeHns OMOIM BO

Obyuqarowumitcsi, OCBOVBWNIA AUCLUNAUHY (MOOY/b), LOMXEH obnanaTtb cneayowmnmMy KOMNeTEHLUAMU:

LWndop PaclumndppoBka
KOMMeTeHLUumn npuobpeTaeMorn KOMNeTEHLUN
MNK-4 BnageHneM KoHLenuusamm n atpubytamm kayectsa nporpamMMHoro obecneveHns

(HanexHocTn, 6esonacHocTH, yAobCcTBa NCMONb30BaHNS), B TOM YMCTe PONu NtoLei,
NpOLLeCCoB, METOA0B, MHCTPYMEHTOB 1 TEXHONOI M obecrneveHunsi kayecTsa

O6yyatolmiics, OCBOMBLUNA AUCLUMNNHY (MOOYNb):

JlonxeH 3HaTb:

@- MeTOoObl M cpeacTBa obecneveHns HOOPMALIMOHHO 6€30MaCHOCTN KOMMBIOTEPHBIX CUCTEM
JonxeH ymeTb:

- 03b|6|/1pan:, KOMMNeKkcnpoBaTb 1 aKCnyatupoBaTtb NporpaMMHo-annapaTHble CpencTea B CO34aBaeMblX
BblYNCNNTENBHbBIX N MHAPOPMALMOHHbBIX CUCTEMAX U CETEBbLIX CTPYKTYpaXx;

©- CTaBuTb 3a4avy 1 paspabaToiBaTb anropyuTM €€ PelleHusl, NCNoNb30BaTb NPUKNaaHbIE CUCTEMbI
nporpaMMnpoBaHus, paspabaTbiBaTb OCHOBHbIE MPOrPaMMHbIE LOKYMEHTbI

JonxeH Bnanetb:

©- A3blKamMu NPOLLeayPHOro U 06 bEKTHO-OPMEHTUPOBAHHOTO NPOrPaMMUPOBaHNS, HaBblkaMy paspaboTku 1 oTNaaKu
MPOrpamM He MEHEE YEM Ha OLHOM U3 aNrOPUTMNYECKMX NPOLIEAYPHBIX A3bIKOB NMPOrPaMMNPOBaHUS BbICOKOTO YPOBHS

2. Mecto gucuunnuHbl (Moayns) B cTtpyktype OMOIM BO

HaHHas gucuunnuHa (Momynb) BkAoYeHa B pasgen "B1.5.18 ducumnavHbl (Moaynu)" OCHOBHOW MPOgIeCCUOHATbHON
obpaszoBatenbHoit nporpammel 09.03.04 "MporpammHas nHxeHepus (PaspaboTka nporpaMMHO-MHOPMALIMOHHBIX
cucTem)" n oTHocUTCS K 6a30B0OM (06LWENPOGECCUOHANBHO) YaCTH.

OcBauBaetcs Ha 4 kypce B 7, 8 cemecTpax.

3. O6beM AUCUMNMJIUHDI (MO,IJ,ynSl) B 3a4eTHbIX eAuHULLaxX ¢ yKa3aHMeM KoJinyecTtBa 4acoB, BblaeJIeHHbIX Ha
KOHTaKTHyI0 paboTy obyualoLmxcs ¢ npenogasarenem (Mo BUoaMm yd4ebHbIX 3aHATUN) U Ha CaMOCTOSITENbHYIO
paboty obyuaromxcs

O6was TpynoeMKOCTb AUCLIMIMINHBI COCTaBASET 6 3a4eTHbIX(ble) eauHML(bl) Ha 216 yaca(oB).

KoHTakTHas paboTa - 26 4aca(oB), B TOM Yucie nekuun - 10 yaca(oB), npakTnyeckne 3aHsaTus - 0 yaca(os),
nabopatopHble paboTbl - 16 yaca(oB), KOHTPONb CAMOCTOSITENbHOM paboThl - 0 Yaca(os).

CamocTtositenbHas pabota - 181 yaca(os).
KoHTponb (3a4€T / ak3ameH) - 9 yaca(os).
dopma NPOMEXYTOYHOrO KOHTPONS ANCLUMINHDI: OTCYTCTBYET B 7 CEMECTPE; 9K3aMeH B 8 ceMecTpe.

4. CopepXaHue OUCLMIMINHDBI (MOAYNS), CTPYKTYPUPOBaHHOE MO TeMaM (pa3genam) C yKkasaHMeM OTBeA,EeHHOro Ha
HUX KONIMYECTBa aKaZleMMYeCKMX YacoB U BUAOB YYEOHbIX 3aHATUN

4.1 CTpyKTypa 1 TeMaTM4yeckuii niaH KOHTaKTHOM U CaMOCTOSITe/IbHOM PaboThbl N0 AUCLUNAUHE (MOBYNIO)

Buabl n yachbl
KOHTaKTHOM paboThbl,
Paspenbl UCUMNINHLI / MX TPYAO0EMKOCTb CamocTosiTenbHas
N monyns Cemectp (B yacax) pa6ota
MpakTuyeckuelllabopatopHble
Jlekumm 3aHATUSA paboTbl
1 Tema 1. [NpaBoBoe obecnevyeHune v 0 0 0 5
‘|nHcbopmaumoHHo Be3onacHocTU
Tema 2. OCHOBbI MHPOPMALMOHHOM
2-|6esonacrocti / 0 0 0 6
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Buabl 1 yachbl
KOHTaKTHOM paboThbl,
Pasnenbl oucumvninHbl / MX TPYDOEMKOCTb CamocTosiTeNibHas
N Moayns Cemectp (B yacax) paborta
MpakTuyeckuellabopaTtopHble
flekumu 3aHATUSA paboTbl
Tema 3. be3onacHocTb
8. ornepaunoHHbIX CUCTEM 7 1 0 0 8
Tema 4. BesonacHocTb
4. BbIYUCNIUTENbHBIX CETEW 7 2 0 0 8
Tema 5. be3onacHocTb cuctem
5. ynpaeneHus 6a3amMu fJaHHbIX / 1 0 0 8
Tema 6. OpraHnsaumoHHoe
6.|obecneyeHne NHPOPMaLIMOHHOA 8 0 0 4 16
6e30onacHocTn
Tema 7. [NporpammHo-annaparHble
7. CpeAncTBa 3awmnTbl MHGOPMaLIMK 8 2 0 4 52
Tema 8. Kpuntorpadudeckue
8. MeToabl 3aWnTbl MHpopMauun 8 2 0 4 49
Tema 9. KomnnekcHoe obecnevyeHne
9.|nHbopMaumoHHo 6e3onacHoOCTK 8 2 0 4 32
aBTOMaTN3MPOBAHHbIX CUCTEM
NToro 10 0 16 181

4.2 CopepxaHue AUCUUMIUHBI (MOBYNS)
Tema 1. NpaBoBoe o6ecneyeHne NHPOpMaLMOHHON 6e30MacHOCTU

KOHCTUTYUMOHHbIE rapaHTK NpaB rpaxaaH Ha MHGOPMaLMIO U MeXaHU3Mbl X peanusaumu. MNMoHsTie 1 Buabl
3awmwaeMon nHopMaumm no 3akoHoaatenbctey P®. CucTeMbl 3alLnThl rOCYAAaPCTBEHHOM TalHb! U
KOHbUAeHUManbHon nHgoopMauun. JinueHsnmpoBaHve n ceptudonkaumst B 0bnacTy 3amuTtel Frocy1apCTBEHHON TaliHbI 1
KOHbUAEeHUMaNbHOM MHgopMauun. 3alinTa nHTennekTyanbHon cobcteeHHocTH. MNpecTynnexus B cdoepe
KOMMbIOTEPHON NHApopMaLImMN.

OpraHunsaunoHHo-NpaBoBoe obecneyeHne 3alunTbl KOMMbIOTEPHON MHApopMaLN.

NayyeHue cuctembl 3aWwmTbl KOHGOUAEHUMANBHOW UHpopMaumu. Moaenu nHgopMaLmnoHHo 6e30MacHoCTy;
MEXAyHapoHble N 0TeYeCTBEHHbIe CTaHAAPThbl MHPOPMAaUMOHHOWK 6e3onacHOCTM, nonuTuka 6e3onacHoCTy;
nokasaTenu 3aluLeHHOCTV CPeACTB BbIMUCIMTENBHOV TEXHVKU U KNacChl 3aWMEeHHOCTY aBTOMaTU3MPOBaHHbBIX CUCTEM
OT HECaHKLMOHPOBAHHOMO AOCTYyNa.

Tema 2. OCHOBbI MHC(pOPMaLMOHHOM 6e30MacHOCTU

MoHsATUe HaumoHanbHol 6esonacHocTn Poccuiickoin dPepepaumn. ViHgopmaumoHHas 6e3onacHocTb (MB) B cucteme
HaumoHanbHol 6esonacHocTn PP, npobnembl MHOPMALIMOHHOM BOMHbLI. OCHOBHbLIE MOHATUS, 06WEMETO40N0rM4eckme
npvHumnel Teopun NB. Mogenn nHopMaUnoHHOM 6e30MacHOCTH; MEXAyHAPO4HbIE U OTEHECTBEHHbIE CTaHaapTh
VHgPOpMaLMoHHo BesonacHoCTW, MoNnTUKa 6e30MacHOCTW; NoKasaTeny 3alyLLeHHOCTM CPEACTB BbIHUCIUTENbHOW
TEXHWUKW 1 KNacChl 3aWMWeHHOCT aBTOMaTN3NPOBaHHbIX CUCTEM OT HECAHKLIMOHMPOBAHHOrO AocTyna. Yrposbl Vb.
OueHka u ynpasneHne puckamu. ObecrneyeHne KOHPUOEHUNANBHOCTM, LeIOCTHOCTU U AOCTYMHOCTU MHApopMaLMN.

Ob6ecneyeHne 6e30MacHOCTM 3NEKTPOHHOI NoYTbl Npu paboTe B ceTn NHTepHeT.
OTtpaboTtka 6e30mnacHbIX MexaHn3mMoB paboTbl ¢ Nno4yToi B cetn VIHTepHerT.

Tema 3. Be3onacHocTb onepauMOHHbIX CUCTEM

O6was xapakTepucTuka onepaumroHHbIx cucteM. HasHadeHne, BO3MOXHOCTH, Modenv 6e30nacHOCTM onepaumoHHbIX
cuctem rpynnsl Windows, NetWare, knoHa UNIX. OpraHnsauuns ynpasneHns ocTynom u 3awmtbl pecypcos OC.
OcHOBHble MexaH13Mbl 6e30MacHOCTY: CpeacTBa U MeToabl ayTeHTudpmkaumm B OC, Mogeny pasrpaHuyeHns goctyna,
opraHm3aums 1 UCrnonb30BaHne cpencTs ayamta. AoMuHucTpuposaHne OC: 3agaym 1 NPUHLUMIBLI CONPOBOXAEHNS
CMCTEMHOr0 NporpamMMHOro obecneyeHus, reHepaums, HacTporika, U3MepeHne NPon3BoANMTENBHOCTY U MoAMMKaLNS
cucTem, ynpasneHue 6e3aonacHoctbio OC.

BesonacHoCTb ONepaumoHHbIX CUCTEM.
I/I3yqu|/1e OCHOBHbIX MexaHn3MoB 6e3onacHocTy OC: cpencrtea n MetTopbl ayTeHTI/I(pI/IKaLI,I/II/I B OC, mMonoenun
pa3rpaHndeHns noctyna, opraHn3aunsa n ncnonb3oBaHne CpencTs ayauta.

Tema 4. Be3onacHOCTb BbIMMCNNTENbHbLIX ceTen
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BesonacHocTb pecypcoB ceTu: cpeacTsa MaeHTUrKaumm n aytTeHTmdomkauumn, MeTobl pasaeneHums pecypcos 1
TEXHONOrMM pasrpaHnyeHns noctyna. MIHterpaums nokanbHbIX BbIYUCAUTENBHBIX ceTel B rnobanbHble. OCHOBHbIE
MexaHn3Mbl obecneyeHns 6e30NacHOCTU 1 yNpaBneHNs pacnpeneneHHbIMm pecypcamu. NpoTokonbl ayTeHTUgMKaLNK
Kerberos, SSL, TLS. TexHonorus PKI (Public Key Infrastructure) ? nHterpupoBaHHbIii Habop cnyx6 v cpencts
aOMUHUCTPUPOBAHUS ONg CO30aHNS U pa3BepTbiBAHUS NPUIOXEHWA, MPUMEHSIOWNX WNAPOBAHUE C OTKPbITHIM KTHOHOM,
a Takxe ang ynpasneHns umm. MHoroypoBsHeBas 3almta KopropaTuBHbIX ceTeil. BupTyanbHble YyacTHble ceTw,
BapuaHTbl NOCTPOEHUS 1 NPOAYKTbl peannsaumn. Pexmm (yHKUNOHNPOBAHNS MEXCETEBbLIX 9KPAHOB U UX OCHOBHbIE
KOMMOHEHTbI. OCHOBHbIE CXEMbI CETEBOI 3alLKThl HA 6a3e MeXCeTeBbIX 9KpaHOB. CUCTEMbl alanTUBHOrO aHannsa
3alWMILEHHOCTW. 3aaa4m 1 NPorpaMMHo-annapartHble CpencTBa aagMUHMCTpaTopa 6e30nacHOCTM CeTu.

WNcnonb3oBaHne MexceTeBbiX 9KpaHoB Npu paboTe B N0KaNbHOM BbIYMCIMTENbHOW CETU NPeanpuaTust u cetn MHTepHer.
N3y4yeHne npuHUMnoB paboTbl U BO3MOXHOCTEN NPOrpaMMHbIX cpeacTs obecrneyeHusi ceTeBoin 6e30nacHoOCTU.

Tema 5. BeaonacHocTb cucTeM ynpasneHusi 6azaMn BaHHbIX

MeToapbl 1 cpencTea MoeHTUUKaLmMmn n ayteHTudpmkaumm nonb3osareneit CYBL, cuctemMHble 1 06 bEKTHbIE
MPUBMNErN, pasrpaHnyeHne Npas Ha BbINMOMHEHWE onepaunii Han obbekTamm 6a3 faHHbIX, cpencTaa s3bvika SQL ons
opraHnsauum pasrpaHuyeHns 0OCTyna, KOHUENUUS U peannsauns MexaHuama ponei, NCnonb3oBaHne NpencTaBneHni,
opraHmnsauus ayanTa CUCTEMHbIX COObITUIA 1 OeiCTBUiA NoNb3oBaTens B cuctemMax 6a3 gaHHbIX. Tpurrepbl U 1x
npumMeHeHve B 6a3ax gaHHbix. ObecneyeHne HENPOTNBOPEUMBOCTY, TPAH3aKLMU. Vicnonb3oBaHre 610KMPOBOK.
OrpaHuyeHns ccbinoyHom LenoctHocTy 6a3 aaHHbIx. OpraHusaumst B3anmogeiicteust CYB I n 6asosoii OC,
XypHanusauus, METOObl M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA U BOCCTAHOBNEHWS a3 faHHbIX. 3awmTa 6a3 gaHHbIX
OT annaparHbIX 1 nporpammHbix cboes. ObecneyeHne HesonacHOCTM AOCTyna K 6a3aM AaHHbIX B TEXHONOMUN
KnueHT/cepeep. 3aaaun u NporpamMmMHo-annapaTHble CPeacTBa agMrHncTpaTopa 6esonacHocTv 6a3 AaHHbIX.

BesonacHocTb cucteM ynpasneHus 6asamu gaHHbIX.

N3yueHue B3aumopeiicteus CYBL n 6asosoin OC, XypHanu3auus, METOLbl Y CPELCTBA CO3AaHNS PE3EPBHBIX KOMMUIA 1
BOCCTaHoBNeHUs 6a3 paHHbIx. 3awmuta 6a3 oaHHbIX OT annapaTHelX U NporpaMMHbIX cboes. ObecnedeHne
6esonacHocTy gocTyna k 6asam JaHHbIX B TEXHONOMMMW KNMEHT/cepBep. 3anayn 1 NporpaMMHo-annapartHble CpeacTaa
anmuHucTpartopa 6esonacHocT 6a3 AaHHbIX.

Tema 6. OpraHnsaumnoHHoe obecrneyeHme MHGPOPMaLLMOHHOM 6e30nacHOCTU

WNcxonHas koHuenTyanbHas cxema (napaamrma) obecnedeHns nHgopmaumnoHHoi 6esonacHoctu (MB) opraHusauuu.
O6wue v cneumanbHble NpUHUMNLI obecnedeHns VB opraHnsaumu. Monenu yrpos n Hapywmuteneih MHoPMaLMOHHOM
6e30nacHOCTU opraHu3auum.

MonuTtuka NB opraHnsaummn: coctae, HasHavyeHne, obwue TpeboeaHus no obecnedvermio NB, otobpaxaemble B
nonutuke Vb opraHnsauun; obwme TpebosaHus no obecneveHuto VB npu pacnpenenenvn ponei u obecneveHun
LoBepus K nepcoHany; obwme TpeboBaHus no obecneveHuto b aBToMaTM3NPOBaHHbBIX CUCTEM HA CTALMUSX XUSHEHHOTO
umkna; obwwme TpeboBaHms no obecnederuto Vb npu ynpasneHunn SOCTYMNOM 1 peructpauum; obwue TpebosaHns no
obecneueHuio VB cpencteamMu aHTUBUPYCHO 3awwmThl; obme TpeboBaHus no obecneyeHuto Vb npu ncnonb3osaxum
pecypcos ceTn NHTepHeT; 0bwue TpeboBaHns no obecnedeHnio b npu ucnonb3oBaHUM CPEACTB KPUNTOrpagnieckoii
3awmnTbl THOPMaLUN.

Cuctema MeHeoxmeHTa VB opraHusaumm: nnaHnpoBaHue; peanusaums u akcnnyataums CMUB; npoBepka (MOHUTOPUHT
n aHanns) CMUB; coBepweHcTBoBaHne CMIWB; cuctema nokyMeHTauum; obecrnedyeHne HenpepbiBHOCTU OesSTeNbHOCTM 1
BOCCTAHOBNIEHNE MOocne NpepbiBaHunii; ciyxb6a nHopMauroHHo 6e30NacHOCTM opraHM3auunm.

MpoBepka u oueHKa NHGOPMaLMOHHOM 6e3onacHOCTU opraHnsauun. Moaenb 3penocTu NPoLECCOB MEHEAXMEHTA
VHJOOPMaLIMOHHO 6e30MacHOCTM opraHn3aumm.

MporpamMmHo-annapaTHble CPeacTBa 3alWmnTbl KOMMbIOTEPHOM MHGOpMaumn ot HC,.

N3yyeHne HasHa4YeHNst U MPUHLMNOB CO34aHUsl NPOrpamMMHO-annapaTtHbiX CpencTB obecneyeHns MHOPMaLMOHHOM
6e3onacHocTu. TnoBas CTPYKTypa KOMMNEKCHO cUCTEMbI 3almTbl nHgpopmaummn ot HC .

Tema 7. NMporpammHo-annaparHble cpencTea 3aluTbl UHhoOpMaLumn

HasHauyeHve 1 npyHUMMbI CO30aHUS NPOrpaMMHo-annapaTHbiX CpencTB obecnedyeHnst MHPOPMAaLMOHHO
6esonacHocTu. NporpamMMHo-annapaTHble CPeACTBa, peannayolume oTaeNbHblE (PyHKLMOHANbHbIE TpeboBaHMS No
3awmTe, NPUHLUMMLI X DEACTBUSA U TEXHONOrMYeCcKne 0coBEHHOCTH, B3aUMOAENCTBME C OBLLECUCTEMHbBIMU
KOMMOHEHTaMM BbIYUCINTENBHbIX cucTeM. MeToabl 1 CpeacTBa OrpaHMyeHns JOCTyna K KOMIOHEHTaM BblYMCINTENbHbIX
cucteM. MeTonbl U cpefcTBa NPUBA3KM NPOrpaMMHOro obecneyeHuns K annapaTHoMy OKPYXEHMIO U (OU3NHECKUM
Hocutensm. MeToabl 1 CpencTBa XpaHEHNS KNHOYEBOM MHGopMaLmMy. 3almMTa NporpamMm oT N3y4YeHus, cnocobbl
BCTpavBaHus CPeLnCcTB 3aWnThl B NporpaMMHoe obecredeHre. 3awmTa oT paspyLlatowmx nporpaMMHbIX BO3LEACTBUA,
3almTa NporpamMm OT U3MEHEHNS U KOHTPOJb LEENOCTHOCTU, MOCTPOEHNE N30NMPOBAHHOI NPorpaMMHol cpefbl. 3aaaun
1 TEXHOMOMNS CepTUdIUKALMIN NPOrpPaMMHO-annapaTHbIX CPEACTB Ha COOTBETCTBME TpeboBaHMsM He3onacHoCTy
uHgpopmaummn. OCHoBHbIE KaTeropuy TpeboBaHUiA K NPOrpaMMHO-annapaTHON peannsaumm cpencTs obecneyeHus
MHpopMaLmoHHoR 6esonacHocTy. MNporpaMMHo-annapaTHbie CPeacTBa 3almnTbl MHPOPMaLMK B CETSAX Nepenaym
LaHHbIX.

UHppacTpykTypa oTkpbiToro knoda B Windows 2003 n ee nprMeHeHne B pasnnyHbiX NPUNOXEHUSX.
AnmuHuctpupoBaHne OC: 3a4a4m 1 NPYHLUMMBI CONPOBOXAEHMWS CUCTEMHOIO MPOrpaMMHOro obecneyeHmsl, reHepaums,
HacTpoiika, n3MepeHmne NPon3BOANTENBHOCTM U MoaudovKaLmsl cucteMm, ynpaeneHne 6esonacHoctbio OC.

Tema 8. Kpuntorpadouueckme metoabl 3awuTbl MHOOpMauum
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MoHoangasutHble 1 nonuandasnTHble WGPl BnoyHbie 1 NOTOKOBbIE WKNMPbI. CUMMETPUYHBIE KPUNTOCUCTEMDI.
CranpapTbl wngppoBaHus aaHHbix DES, Triple-DES, AES 1 0CHOBHbIE pexuMbl nx paboTbl. OTe4ecTBEHHDI CTaHaapT
FOCT 28147-89 n pexuMbl ero paboTbl.

AcUMMeTpUYHble KpunTocucTeMbl. OfHoHanpasneHHble doyHkuun. Kpuntocuctema RSA, ee 6e3onacHoCTb 1
6bicTpoaeicTeue. Cxema wugpposanus Monvra-XennmaHa. Cxema wudppoearms dnb-Mamans. KoM6UHMpoBaHHbIN
MeTo[, WndppoBaHms.

NoeHTndgoukaums n ayteHTucprkaums nonb3osarens. BaaumHas nposepka noonnMHHOCTY nonb3osarteneit. MNpobnema
ayTeHTUMKaLUM OaHHbIX U aNEeKTPOHHAs umdposas nognucb. OgHoHanpasneHHbIe XaW-gyHKUMN. ANFOpUTM
xawmpoBaHmsa SHA-1. OHoHanpaBneHHble X3W-(OYHKLUM HA OCHOBE CUMMETPUYHbLIX 6I04HBIX anropUTMOB.
OteyvecTtBeHHbIN cTaHaapT xaw-coyHkumnm FTOCT P.34.11-94. Anropntm uudpposoin nognucn DSA. OTeyecTBEHHbI
ctaHpapt umdpposoi nognucu TOCT P34.10-94.

Peanuzaumns 6no4Hbix wudppos 3DES, CAST u IDEA, a Takxe nogaepxka anroputm xawmposaHus SHA-1 ons
BblYMCNEHUs UmndopoBoii noanucy B nakete PGP. Poccuiickne paspabotku: ?Bepba?, ?KpuntoH?, ?Kpunto-Mpo?,
?Jlan-Kpunto? n ap.

AcrMMeTpUYHOE WindopoBaHme. SNEKTPOHHO-LUMGPOBas NOANUCH.

N3yueHue kpunTtorpagpmyeckux METOLOB 3alMTbl MHpopMaLMu. MoeHTudpmkaums n ayTeHTMdmkaums nonb3osatens.
BsanmHas nposepka noanvHHOCTY nonb3osateneii. Npobnema ayTeHTUdMKaLUM AaHHBIX U 3NEKTPOHHAS LMdpoBas
noanuceo.

Tema 9. KomnnekcHoe obecrneyeHne MHGOpMaLMOHHOW 6e30MacHOCTU aBTOMaTU3NPOBaHHbIX CUCTEM

MoctaHoBka nNpobnembl kKomnnekcHoro obecneyeHns b aBToMaTManpoBaHHbIx cucteM. CoctaB KOMNOHEHTOB
KOMMNEKCHO cnctembl obecrneveHuns nHgpopmaumoHHoi 6eaonacHoctn (KCUB), MeToponorusi coopMmpoBaHus 3anau
3awunTbl. dtansl npoekTupoBaHus KCUB n TpeboBaHust K HUM: NpeanpoekTHoe obcnefoBaHne, TEXHNYECKOe 3afaHue,
TEXHWYECKOoe NPOoEKTUpoBaHue, paboyee NPOEKTUPOBaHNE, UCTIbITAHUS U BHEAPEHWE B SKCMyaTaLuo, CONPOBOXAEHNE.
TunoBas CTPYKTypa KOMMNEKCHON cucTeMbl 3awmTbl nHgpopmaumm ot HC L. Metoauka BbiSiBNEHNS BO3MOXHbIX KaHanoB
HC L, nocnepoBatensHocTb paboT npu npoektuposaHumn KCUNB, moaenvpoBaHme kak MHCTpyMeHTapuli
npoekTnpoBaHus. Metonbl oueHkmn kadectsa KCUB. TpeboBaHus k akcnayaTaunoHHol agokymeHTauum KCUB,
attectauus no TpeboBaHnsaM 6€30NacHOCTM MHCPOPMALIMK.

MeTonp! BbisBneHus kaHanos HC 1.

5. MepeyeHb yue6HO-MeTOAMUYECKOrO 06ecneyeHuns Ajisi CaMoCTOATENbHON paboTbl o6yyatoLMxcsa no
AucuunnuHe (Moaynio)

CamocTosiTenbHas pabota oby4alolyxcs BeINOMHSETCS Mo 3a4aHNI0 U MPU MeTOOMYECKOM PyKOBOACTBE Npenofasarens,
Ho 6e3 ero HenocpencTBeHHOro y4actus. CamocTosiTenbHas pabota nogpasnensieTcs Ha caMocTosiTeNbHYO paboTy Ha
ayOMTOPHBIX 3aHATUSX U HA BHeayAUTOPHYIO caMocTosiTeNnbHyto paboTy. CamocToaTenbHas paboTa obydyatowmxcst
BKNOYAET Kak MOMHOCTbI0 CaMOCTOSITE/IbHOE OCBOEHME OTAE/NbHbIX TeM (pa3aenos) AUCUMUNINHLI, Tak 1 NpopaboTky Tem
(pa3penos), ocBaMBaeMbIX BO BpeMsi ayanTopHoli paboTbl. Bo BpeMsi caMocTosiTeNbHOM paboTbl 0ByYatowmecst YuTaroT u
KOHCMEKTUPYIOT y4ebHyto, Hay4HYIO 1 CMPaBOYHYIO MTEpatypy, BbINONHAIOT 3aaHus, HanpaeneHHble Ha 3akpenneHne
3HaHW 1 0TPabOTKYy YMEHUIA U HABbIKOB, FOTOBATCS K TEKYWEMY 1 MPOMEXYTOYHOMY KOHTPOSIO NO AUCLMUNIUHE.

OpraHunsauusi caMocTosTenbHO paboTbl 0ByHaroWMXCs PErnaMmeHTUPyeTCs HOPMaTUBHBIMI LOKYMEHTaMu,
y4ebHO-MEeTOANYECKON NMTEepPaTypoii U SNEKTPOHHBIMY 06pa30BaTENbHBIMU PECYPCaMU, BKIOYAS:

Mopsiook opraHn3aumm n ocylecTBAeHNs 0bpa3oBaTenbHON NeSTeNbHOCTM Mo 06pasoBaTebHbIM MPOrpamMMam BhICLIETO
0bpasoBaHus - nporpammam bakanaspuara, nporpammam crieumanmiTeTa, nporpamMmam MarmcTpatypbl (yTBepXaeH
npukasom MuHucTepctsa obpasosaHus u Hayku Poccuiickoin Pepepaunm ot 5 anpens 2017 roga Ne301)

Mucemo MuHucTepcTea 0bpasosaHus Poccuiickoin @enepauun Ne14-55-996uH/15 ot 27 Hos6ps 2002 r. "O6
aKTUBM3aLUMM CAMOCTOATENbHON PaboThbl CTYAEHTOB BbICILMX Y4EOHbIX 3aBeAeHMA"

YcTae cheaepanbHOro rocynapcTBeHHOr0 aBTOHOMHOIrO obpasoBaTtenbHoro yupexaeHns "Kasarckuin (MpuBonxckuii)
denepanbHblil yHMBepcutet”

MpaBuna BHyTPEHHEro pacnopsaka goeiepansHOro rocy1apCTBEHHOr0 aBTOHOMHOMO 06pasoBaTeNbHOMO yYpeX AeH s
BbICLIEr0 NpoheccmoHansHoro obpasosarus "KasaHckuii (Mpusonxckuii) doeaepanbHblii yHUBEPCUTET"

NokanbHble HopMaTuBHble akTbl KasaHckoro ([prBonXckoro) doenepanbHOro yH1ueepcuTeTa

6. POHA, OLLEHOUYHbIX cpencTts no gpucuvninHe (MOAyﬂIO)

6.1 MepeyeHb KOMMETEHLUMI C YKa3aHWEM 3TanoB UX popMUpPOBaHUS B NPOLLECCE OCBOEHUS 06pa3oBaTe/ibHOM
nporpammbl U OOPM KOHTPOJISi UX OCBOEHMS

dopma KOHTpons OueHuBaeMmble
dran KOMNETEeHLIK TeMbl (paspenbl) AUCLUUNNUHBI
Cemectp 7
|TeKyLum71 KOHTpOﬂbl

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

3AE
CrpaHwuua 6 13 20. EEl YHH
oML

AR 5 AN LM O



Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.04 "MporpaMMHas UHXeHepus'".

Otan

ddopMa KoHTpons

OueHnBaemble
KoOMMeTeHLUmn

Tembl (pa3nenbl) AUCLUMUHDI

1 [TectmposaHue MK-4

. MpaBoBoe obecneyeHne NHPopMaUMoHHON Be3onacHoCTU
. OcHoBbI MHZOPMaLMOHHO 6e30MacHOCTH

. BesonacHocTb onepaunoHHbIX CUCTEM

. be3onacHocTb BblMUCANTENBHBIX CETEN

. besonacHocTb cucTem ynpasneHns 6azamu LaHHbIX

paboTbl

5 NabopaTopHble

MK-4

. NMpaBoBoe obecneveHne MHGOPMaLMOHHOK 6e30MacHOCTM
. OCHOBbI MHGYOPMALIMOHHO 6e30MacHOCTM

. BesonacHocTb onepauUmnoHHbIX CUCTEM

. Be3onacHoCTb BbIMMCNTENbHBIX CeTel

. BesonacHocTb cuctem ynpasneHus 6a3amu AaHHbIX

ARrON=2ITOIRAWON—=

CemecTp 8

TeKyLLMI KOHTPO/Ib

1 |TectupoBaHue MK-4

6. OpraHu3aunoHHoe obecneyeHne NHPOPMALIMOHHON
6e3onacHocTm

7. NMporpammHo-annapaTHble CPeaCcTBa 3aWmThl MHEPOPMALNM

8. Kpuntorpaguyeckne Metoapl 3awmntbl MHQoOpMaLmm

9. KomnnekcHoe obecneyeHne nHpopMaLMoHHo 6e30nacHocTU
aBTOMATU3VPOBAHHBIX CUCTEM

> NabopatopHble MK-4

6. OpraHusaumnoHHoe obecneyeHne MHOPMALVOHHON
6e3onacHocTn
7. MporpamMmHo-annapaTHble cpeacTsa 3alluTbl MHoPMaLUn

paboThbl 8. KpunTorpaduyeckne Metoapl 3awmntbl MHOpMaLumm
9. KomnnekcHoe obecneyeHne MHgopMaLnoHHoi 6e3onacHoCTm
adBTOMaTNU3NPOBAHHbIX CUCTEM
3 |Pepepar AK-4 9. KomnnekcHoe obecneyeHune nHpopMaLoHHOR HesonacHoCTy
adBTOMaTn3npoBaHHbIX CUCTEM
Ok 3ameH nK-4

6.2 OnucaHne nokasateneun n KpuTtepues OLeHUBaHUS KOMMNETEHLU MW Ha pa3nnyHbIX aTanax ux oopMupoBaHus,
onucaHue wkKan oueHnsaHuns

Kputepum
®opma OLLeHMBaHUs 3ran
KOHTpoOns

OTANYHO XopoLuo Y nosn. Heyn.

Cemectp 7

TeKywWu it KOHTPONb

TecTtupoBaHue |86% npaBunbHbIX Ot171% 00 85 % Ot 56% no 70% 55% npaBunbHbIX
oTBeToB 1 Honee. NpaBuNibHbIX OTBETOB.  |MPaBW/bHbIX OTBETOB. |[OTBETOB U MEHEE. 1

NabopatopHble [ObopynosaHue u O6opynoBaHuve 1 O6opynoBaHue 1 ObopynosaHue u

paboThi MeTOAbl UICNONb30BaHbI |METOAbl CMONb30BaHbl [METOAbI HACTUYHO MEeTOAbl NCMOMb30BaHbI 2
npasunbHO. MNposBneHa |8 OCHOBHOM MPaBuMIbHO. [MCNONb30BaHbI HenpasuWibHO.
npesocxonHas MposiBneHa xopowas  |npaewnbHo. MposieneHa |lMposieneHa
TeopeTuyeckas TeopeTmyeckas yoOBneTBOpUTENbHAS  [HEeyLoBNeTBOpUTENbHAs
noaroToBeka. NoAroToBKa. TeopeTtuyeckas TeopeTnyeckas
Heobxoaumble HaBblkn |HeobxoauMble HaBbIKM  [MOAFOTOBKA. NOAroToBKa.
W YMEHWS NMOMHOCTBIO (U yMEHWs B OCHOBHOM  [Heobxonmmble HaBblku  |HeobxoamMble HaBbIKM
ocBOeHbl. Pesynbtar  |ocBoeHbl. PesynbTar N YMEHUS 4acTUYHO N YMEHWNS HE OCBOEHBI.
nabopaTopHoii paboTtbl |[nabopaTtopHoit paboTbl |ocBOeHbl. Pesynbtat  [Peaynbtart
MONMHOCTbIO B OCHOBHOM nabopatopHoii paboTbl [nabopatopHoi paboThi
COOTBETCTBYET €€ COOTBETCTBYeET €€ 4aCTUYHO He COOTBETCTBYeT eé
uensim. uensm. COOTBETCTBYET eé Lensm.

uensim.

CemecTp 8

TeKkywW Uit KOHTPONb

TectupoBaHue |86% npaBunbHbIX Ot 71% 00 85 % Ot 56% no 70% 55% npaBunbHbIX
oTBeToB 1 Honee. NpaBuNibHbIX OTBETOB.  |MPaBW/bHbIX OTBETOB. |[OTBETOB U MEHEE. 1
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cmcTemaTmyeckoe u
rnybokoe 3HaHue
y4ebHO-NporpaMmMHoro
matepvana, yMeHue
CcB0BOAHO BBINONHSATD
3a4aHus,
npeaycMoTPeHHble
nporpammon, ycsoun
OCHOBHYIO nuTEpaTtypy u
3HaKOM C
DOMONHUTENbHOM
nnteparypon,
pekomMeHO0BaHHOM
nporpammoin
OMCLMMNANHBI, yCBOWN
B3aVIMOCBSI3b OCHOBHbIX
MOHSTUIA ANCUMNANHDI B
UX 3HAYEeHUU Ons
npvobpeTtaemor
npodpeccuun, NposBun
TBOpYECcKMe
cnocobHoCTM B
NMOHMMaHNK, N3NOXEHNN
1 NCNOMb30BaHWK
y4ebHO-NporpaMmMHoro
matepvana.

y4ebHO-NPOrpaMMHoro
martepuana, ycnewHo
BbINOAHUA
npeLyCMOTPEHHbIE
nporpammon 3anaHus,
YCBOWN OCHOBHYHO
nuTeparypy,
PEKOMEH0BAHHYIO
nporpammorn
LUCUMMNAWHBI, MoKa3an
cuctemMatmyeckun
xapaktep 3HaHuii no
OVCLUMNIINHE U
cnocobeH K ux
CaMOCTOSATENBHOMY
MOMOMHEHUIO U
06HOBNEHNIO B XOA€
nanbHenwer y4ebHol
paboTbl 1
npodpeccrnoHanbHom
LesTeNbHOCTU.

y4ebHO-NporpaMmMHoro
matepvana B obbeme,
HeobXo4MMOM Ansi
nanbHelwen yuyebbl 1
npeacrosiwei paboTsi
no npodpeccum,
cnpaBumIcs ¢
BbIMOMHEHNEM 3adaHUNA,
npeaycMOoTPEHHbIX
nporpammon, 3Hakom c
OCHOBHOW nuTepartypom,
pekomMeHOoBaHHOM
nporpammor
OVNCUMMANHBI, [OMYyCTUN
MOrpeLwHoCTN B OTBETE
Ha aK3aMeHe U npu
BbINOSIHEHNN
9K3aMeHaLMOHHBbIX
3afaHuii, Ho obnapaert
Heob6x0aUMbIMM
3HAHUAMU Onst UX
yCTpaHeHus nog
PYKOBOLCTBOM
npenoaasaTersi.

dopma Kputepum dran
KOHTpoOns OLLeHMBaHMS
OTnN4YHO Xopoluo Y nosn. Heyn.

Na6opatopHble |Ob6opynoBaHmne n O6opynosaHue 1 O6opynosaHue u O6opynosaHue n

paboTbi MEeTOAbl UCMONb30BaHbl (METoabl MCMONb30BaHbl (METOAbl YaCTUYHO MeToAbl MCMONb30BaHbl | 2
npaewunbHo. MNposiBneHa (B 0CHOBHOM MpaBUbHO. MCMONb30BaHbI HenpaBUNbHO.
npeeocxoaHas MposiBneHa xopowas  [npaeunbHo. MposieneHa [MposiBneHa
TeopeTnyeckas TeopeTnyeckas yOOBNETBOPUTENbHAS  |HEYOOBNEeTBOPUTE/bHAS
NnoAaroToBKa. NOAroTOBKA. TeopeTunyeckas TeopeTnyeckas
Heobxoaumble HaBbikn |HeobxoauMble HaBbiki  [MOArOTOBKA. NoAroToBKa.

N YMEHWS NOMHOCTBIO (M yMeHus B ocHOBHOM  [HeobxonomMble HaBbiki |HeobxoavMble HaBbIKM
0CBOEHbl. Peaynbtat  |ocBoeHbl. Pesynbtar |1 yMeHUsl YacTU4HO 1 YMEHWS HE OCBOEHbI.
nabopaTtopHoii paboTbl |[nabopatopHoit paboTbl [ocBOeHbl. PesynbTart Peaynbtar
MOMIHOCTbIO B OCHOBHOM nabopatopHoii paboTbl |[nabopatopHoi paboTbl
COOTBETCTBYET €€ COOTBETCTBYET eé 4yacTU4HO He COOTBETCTBYyeT eé
uensm. Lensim. COOTBETCTBYET 68 Lensim.

uensm.

Pedbepar Tema packpbiTa Tema B OCHOBHOM Tema packpbita cnabo. |Tema He packpbiTa.
NOSTHOCTbIO. packpbiTa. MponemoHcTpupoBaHo |[poaeMOHCTPUPOBAHO 3
MpoaemoHcTpupoBaHo ([pPOoEMOHCTPMPOBAHO |yLOBNETBOPUTENBHOE  [HEyLOBNETBOPUTENBHOE
NMPEBOCXOAHOE Xopollee BnaneHue BnafeHue MaTepuanoMm. (BnafieHme Matepranom.
BafleHMe MaTepranoMm. (Matepuanom. cnonb3oBaHHbIe Wcnonb3oBaHHble
WNcnonb3oBaHbi Wcnonb3oBaHb WCTOYHVKU 1 CTPYKTYPa [MCTOYHMKM
Hagnexauwue Hagnexaiwwe paboTbl YaCTMHHO HELOCTaTOYHbI.
WCTOYHVKU B HYXHOM  [UCTOYHMKU. CTPYKTypa [COOTBETCTBYIOT CTpykTypa paboTbl He
konuyecTBe. CTpykTypa [paboTbl B OCHOBHOM MOCTaBNEHHbIM COOTBETCTBYET
paboTbl COOTBETCTBYET [COOTBETCTBYET 3anadyam. CteneHb MOCTaBMEHHbIM
MOCTaBNEHHbBIM MOCTaBNEHHbIM CaMOCTOSITENIbHOCTM 3apadam. Pabota
3anayam. CteneHb 3agadam. CteneHb paboTbl H1U3Kas. HecaMoCTOSTENbHA.
CaMOCTOSITENIbHOCTY CaMOCTOSATENBHOCTH
paboTbl BbiCOKAS. paboTbl cpenHss.

Ok3ameH O6yyatowwniics Obyyatowmiicst O6yuatolwuniics Obyuatowmiicst
obHapyxun obHapyXun nonHoe 0BHapyXxmn 3HaHVe obHapyxun
BCECTOPOHHE®, 3HaHue OCHOBHOrO 3HauyuUTenbHble Npobenbl

B 3HaHMWsIX OCHOBHOO
y4ebHO-MporpaMMHOro
matepuana, Lonyctun
MPUHLMNMaNnbHbIe
OWNBKY B BbIMOHEHNN
npenyCMOTPEHHbIX
nporpamMmmon 3anaHui u
He cnocobeH
npoLONXUTL 0byyeHne
WAV NPUCTYNUTL MO
OKOHYaHUn
YHUBepcuTeTa K
npodpeccnoHanbHom
nestenbHocTn 6e3
LOMONHUTENbHbIX
3aHATUR NO
COOTBETCTBYOLWEN
OMCLUNVHE.

6.3 TunoBble KOHTPONbHbIE 3a8aHUS UK UHble MaTepualbl, He0O6XoaMMbie OJ1S1 OLLEHKWN 3HaHUN, YMEHWUH,

HaBbIKOB U (MW1M) onbiTa AeATeNIbHOCTU, XapakTepu3yloLuxX atanbl joopMUpoBaHUA KOMINETEHLUN B npoLiecce

0OCBOeHuUsi o6pa3oBaTeNnbHON NPOrpamMmbl

Cemectp 7

TekyLLUIA KOHTPOJb

CrpaHnua 8 13 20.
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1. TectuposaHue

Tembl 1,2, 3,4,5

Tema 1. MNpaBoBoe obecrneyeHne MHGOPMaLOoHHO BesonacHoCTy.

1) Kakon dpenepanbHbiil 3aKOH perynmpyeT OTHOLWEHMNS B cdoepe 3almnTbl KOMMbIOTEPHOW MHGOpMaLMn?
®depepanbHblil 3aKoH 0T 7.07.2004r. €122-a4 7?0 3awute nHgopmaummn?.

defepalnbHblil 3aKoH 0T 27.07.2006r. €149-¢p3 7?06 nHpopmaLmmn, MHEOPMALMOHHBIX TEXHONOMUSIX 1 O 3aluTe
nHgoopmaumm?.

®depnepanbHbiii 3akoH 0T 21.05.2002r. €35-r13 ?UHopMaLMOHHbIE TEXHONOMMM U O 3almnTa MHgopMaunn B
aBTOMaTU3MPOBAHHbBIX MHCPOPMALIMOHHbBIX cucTemax?.

2) HasosuTe npaBoBOE OCHOBaHME NPOLECCA NMLEH3MPOBAHNS 1 cepTMdmKaumm B 06nactu 3alnTbl rocyaapcTBeHHOM
TalHbl N KOHJOMOEHUMANbHOM nHopMaLmn.

MoctaHoBneHue MNpaeuTtensctBa Poccuiickoin Pepepauun 013.03.2002r. 70 nuLeH3NPOBaAHWUM OEATENLHOCTA MO
pa3paboTke 1 NPOV3BOLCTBY CPEACTB 3alUMTbl B 061aCTM 3alUMTbI FOCYLaPCTBEHHOW TalHbI?.

MocTtaHoBneHue lMNMpaButenbcTBa Poccuiickon ®depepaumm ot 3.03.2012r. ?0 nUUEH3NPOBAHUN OEATENBHOCTU MO
pa3paboTke U NPOV3BOLCTBY CPELACTB 3alUMTbl KOH(PUAEHLMANBbHON MHopMaLmMn?.

MNMoctaHoeneHune lMpaeutenscTtea Poccuiickon ®epepaumm ot 13.02.2010r. 70 nnUEH3MPOBaHNN OEATENbHOCTA MO
paspaboTke CpencTB 3aluThl KOHUAEHUMANbHON NHpopMaLMn?.

Tema 2. OcHOBbI MHbOpPMaLMOHHO 6e30MacHOCTN.

1) Kakoe Konn4ecTBo YPOBHEN COAEPXUTCS B CUCTEME 3alLUTbl OT YrPo3 HapyLWEeHUs KOH(OUAEHUNANbHOCTH
nHpopmauum?

56,7

2) oenTndoukaumsa ? ato ?

Np1CcBOeHNe cybbekTam AOCTyMNa YHUKaNbHbIX MAEHTUGUKATOPOB;

npucBoeHne cybbekTam A0CTyna onpeaeneHHbIX Npae 4OCTYNa;

npoBepKa NPVHaANEXHOCTU CyObekTy AOCTYNa NPEAbABNEHHOrO UM UAEHTUMKATOPA.

Tema 3. BesonacHOCTb OnepaumoHHbIX CUCTEM.

1) Yto npenctaensiet n3 cebs ceptmgomkat onepaunoHHoi CUCTEMbI?

WecTHaOLATEPNYHYIO NOLANMCH, CBSA3bIBAIOLYIO 3HA4YEHUE 0BLero Knoya ¢ UAeHTUgMKALMEN YeNnoBeEKa, YCTPONCTBA MK
cepBsuca, KOTOPbIA COAEPXUT COOTBETCTBYIOWMIA NNYHBIA KIHOY;

BOCbMEPUWYHYIO MOAMMUCH, CBA3bIBAIOLLYHO 3HAYEHNE OBLWEro Knoya ¢ naeHTudukaumnein Yenoseka, yCTpoincTea nnm
cepBuca, KOTOPbIA COAEPXUT COOTBETCTBYIOWMIA NMNYHBIA KNHOY;

[BOMYHYIO NOANUCH, CBS3bIBAIOLLYIO 3HAYEeHMe 0BLWero Kioya ¢ naeHTugUKaumnein Yenoseka, yCcTpocTea Um cepsuca,
KOTOPbI COAEPXUT COOTBETCTBYIOLWNIA NINYHBIA KNHOY.

2) Ha 4eM ocHOBaH MexaHM3M ayTeHTUMKaLuum ¢ CUHXPOHM3aumen no BpeMeHn?

Ha 3HA4YeHUN ONpPeaeNeHHOro MPOMEXyTKa BPEMEHU; HA anrOpUTMe, KOTOPbIN Yepe3 OnpeaeneHHbIli MHTEPBaN BPEMEHM
reHepupyeT ClyYaiHoe YMCIO; Ha CXEME C MCMONIb30BaHVEM CIOBA-BbI30BA.

Tema 4. be3onacHOCTb BbIMUCINTENbHbLIX CETEN.

1) HazosuTe Kpyntorpadmnyeckuini nakeT, UCNonb3yeMblii ans WnpoBaHms.
OpenSSL; OpenRSA; OpenDSA.

2) Kerberos ? at0?

ceTteBas cnyxba, npefHasHauYeHHas ANs LEHTPANN30BaHHOrO PELLeHNs 3a4a4 ayTeHTumKauum 1 asTopusaumm B
KPYMHbIX CETSX; aNropUTM WNKPOBAHUS HA OCHOBE OTKPbITBIX KNOYEA; CUMMETPUYHBIA anropuT™ WNGPOBaHNS.

Tema 5. BeaonacHocTb cucTeM ynpaeneHus 6a3amm AaHHbIX.

1) Kakolt Tmn TexHonorum wmudgposaHus He nogaepxusaet SQL Server 20087

pacwmnpeHHoe ynpaeneHue knodamm - Extensible Key Management (EKM);

npospayHoe whugposaHne gaHHbix ? Transparent Data Encryption (TDE);

3aKpbIToe WngpoBaHue naHHbix - Closed Data Encryption (CDE).

2) Nicnonb3ys kakoi NpoTokon MOXHO obecrneunTb 6e3onacHyto nepenady OaHHbIX C KNUEHTa Ha cepeep?
SSL/SSH; SSR/SSH; SSK/SSH

2. NTabopartopHbie paboTbl

Tembl 1,2, 3,4,5

OpraHu3aumnoHHO-NpaBoBoe obecrieyeHne 3allnTbl KOMMbIOTEPHON NHCPOPMALIMK.

NayyeHune crucTeMbl 3awmTbl KOHgMAEHUMaNbHO nHdopmaumu. Moaenu nHgopMaunoHHo 6e30MacHoCTy;
MeXAyHapoHble 1 0TeYecTBeHHble CTaHAapThl MHPOPMAaLMOHHOK 6e3onacHOCTW, NonMTMka 6e30NacHOCTL; Nokasartenm
3alMWEHHOCTN CPEACTB BblYMCUTENBHON TEXHUKM U KNAcChl 3alMWEHHOCTU aBTOMaTM3NPOBAHHbLIX CUCTEM OT
HecaHKLIMOHMPOBaHHOMO AOCTYNa.
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ObecneveHne 6e30MacHOCTM aNEKTPOHHON NoYThl Npy paboTte B ceTn VIHTEpHeT.
OTtpaboTka 6e3onacHblx MexaHN3MoB paboThl C NOYTON B ceTh VIHTepHeT.

BesonacHocTb onepaLmoHHbIX CUCTEM.

N3yyeHne oCHOBHbIX MexaHn3mMoB HesonacHocT OC: cpencTsa n MeTonbl ayTeHTudpmkaumm B OC, mogenm
pasrpaHuyeHus JOCcTyna, opraHn3auns u NCnonb3oBaHne CpeacTs ayamTa.

Mcnonb3oBaHune MeXceTeBbIX 3KPaHOB Npu paboTe B NOKANIbHOM BbIYUCIUTENbHOV CETU NPEeanpUsTUS 1 ceTu VIHTepHeT.
N3yyeHune npnHUMnoB paboTbl 1 BO3MOXHOCTEN NPOrpaMMHbIX CPeACTB 0BecneyeHns CeTeBoi 6esonacHoCTy.

BesonacHocTb cucteM ynpasneHust 6asamu JaHHbIX.

N3yueHue B3aumopeiicteus CYB u 6asosoin OC, XypHanusauums, METOAb! M CPEACTBA CO3AaHNS PE3EPBHBIX KOMUIA 1
BOCCTaHoBNeHUs 6a3 aaHHbIX. 3awmTta 6a3 fJaHHbIX OT annapaTHbIX 1 NporpaMmMHbix c6oes. ObecneyeHne 6e30nacHOCTU
noctyna k 6a3am AaHHbIX B TEXHONOrMU KNEHT/cepBep. 3aaaym 1 nporpaMMHo-annapartHble CpecTBa aaMuHucTpaTopa
6e3onacHocTn 6a3 faHHbIX.

CemecTp 8

TekyLwuin KOHTpONb

1. TectupoBaHue

Tembl 6,7,8,9

Tema 6. OpraHnsaumoHHoe obecneyeHne MHGOPMaLUMOHHO 6e3onacHOCTH.

1) Y10 HENb3S OTHECTM K OPraHM3aLMOHHbIM MepaM 1 MepaM obecneyveHuns gousnyeckor 6e3onacHocT?
cnyx6a oxpaHbl 1 hranyecko 6e30nacHOCTY;

pernamMeHTauus nopsiaka paboTtbl C HOCUTENSIMUM, COAEPXaLUMMU KOHCPUOEHLMANBHYI0 MHOPMALMIO;
naponbHas cuctema ayTeHTudurkaumnu.

2) B uncno knaccos TpeboBaHuii goeepust 6esonacHocT "OBWmX KpuTepunes" BXOOST: (2 BapuaHTa oTeeTa)
pa3paboTka; oLeHKa Npogouns 3alnThl; cepTudrkaLms

Tema 7. [NporpamMmHo-annapartHble CpeacTsa 3awWwmTbl MHhopMaLmu.

1) HasosuTe poccuiickyto pa3paboTky Mo reHepauum OTKPbITbIX KIHOYEN.
NaH-wundop, BekTop, Kpuntollpo

2) Hasosute cuctemy npenoTepalleHns BTOPXEHNIA

IDS; IPS; IRS

Tema 8. KpunTtorpadpnyeckre Metoapl 3awnTtsl MHGOPMaLIAN.

1) Kakorn anropuT™m sIBNsSIeTCS yCTapeBLMM U HE UCMOMb3yeMbIM B HacToslee Bpems?

DES, AES, DSA

2) Kakoit anropvtm ncnonbadyeTcst ANs WMpoBaHUS faHHbIX B CUCTEME MOBUIIbHOM LMGOPOBOIA CBSA3U?
A3; A4; A5.

Tema 9. KoMmnnekcHoe obecreveHne nHpopMaumnoHHol 6e30nacHOCT aBTOMaTU3NPOBaHHbBIX CUCTEM.

1) HasoBnTe aneMeHT CUCTEMbI 3alLMTHI BHELWHENO NeprMeTpa aBTOMaTU3NPOBAHHON CUCTEMBI.

DIS, IPS, EFS

2) Monutuka 6e30MacHOCTY CTPOUTCS HA OCHOBE:

0bwmx npencraeneHnii 06 NC opraHmsaumm; naydeHns noanTnK POACTBEHHbIX OPraHn3aLmnii; aHanm3a prckos.
2. NTabopartopHbie paboTbl

Tembl 6,7, 8,9

MporpaMMHo-annapartHble CPEACTBA 3aWMUTbl KOMMbIOTEPHOW UHgopMaumm ot HC .

3yyeHne Ha3HaYeHUs 1 NPYHLMNOB CO34aHMS NPOrpaMMHO-annapaTHbIX CPeacTs obecrneyeHns HEOPMALIMOHHO
6e3onacHocTu. Tunosas CTPyKTypa KOMMNEKCHON CUCTEMBI 3alnTbl MHGopmMaummn ot HC .

WHppacTpykTypa oTkpbiToro knoda B Windows 2003 1 ee npMeHeHNe B pasnnyHbIX NPUNOXEHUSX.
AnomuHucTpuposaHne OC: 3aaaqv U NPUHLUMMBI CONPOBOXAEHUS CUCTEMHOIO NPOrpaMMHoro obecnedeHus, reHepaums,
HacTpoWika, U3MepeHne Npon3BoANTENBHOCTY U MoAUdMKaLUNS cucTeM, ynpaeneHne 6esonacHoctbto OC.

ACUMMETPUYHOE WNPPOBAHNE. DNEKTPOHHO-LUMPPOBAS NOAMUCH.

I/I3y-|eH|/|e KpunTtorpaguyeckux MeTogoB 3awWwnTbl MHPOPMaLINK. Mﬂ,eHTM(*)MKaLI,I/IFI M ayTeHTudukaumsa nonb3osarens.
BaanmHas npoeepka nognHHOCTH nonb3oBaTenen. I'Ipo6neMa ayTeHTudomkauum gaHHbIX U 3NeKTpoHHaa undoposas
noanncb.

MeTonp! BbisiBneHus kananos HC .
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3. Pecpepar

Tema 9

. Hactpoiika 6ezonacHoctn OC Windows npwv paboTe B cetu

. OpraHunsaums aHTMBMPYCHOM 3almnTbl HACTHOIO NPeanpuaTms

. KpunTtorpaduyeckne cuctembl 3awmtbl gaHHbIX

. KomMnbloTepHas npecTynHOCTb U KOMMboTepHas 6€30MacHOCTb

OTBETCTBEHHOCTb 3a HapylWeHNs B cdpepe MHAOPMAaLIMOHHOMO npasa

. Komnnekc TexHnyecknx peleHunii no 3awmre nHpopmauum, 3anncaHHom Ha OT4YXXAaeMbIX 3NEKTPOHHbIX HOCUTENSX
. 3awpmTa no4uToBbIX COOOLEHMIA

. 3awuTa 6a3 faHHbIX

. 3awmTta uncposo MHpopmMauun MmetTogamm cteraHorpacum

10. Kpuntonorns: noactaHOBOYHO-NEPECTAHOBOYHbIV WNDP 1 ero NPUMEHeHne

11. ViHgoopmaums n nuyHas 6e3o0nacHoOCTb

12. 3awwuta nHgopmauum B NI3BM. Wndpp Mneitdepa

13. 3awwuTta uHopMaLmmM 0T HECAHKLIMOHNPOBAHHOMO [OCTYNa METOAOM KpunTonpeobpasosaHus ObecneyeHne
MHpopMaLMoHHoOM BesonacHocTy B ceTu Internet

14. \ICTOYHMKIM BO3HWKHOBEHWUS U NOCNEACTBMS peannaaumnmn yrpo3 MHGopMaLMoHHOK 6e3onacHoCTm

15. Poccuiickunii pbiHOK MHGOPMALIMOHHOK 6e30MacHOCTM

16. Cuctembl pacnpenenexHuns npas (Rights Management Systems)

17. PelweHre cOBPEMEHHbIX MpobnemM MHAOPMaLMOHHON 6e30NacHOCTY KOPMOPATUBHBIX BbIYUCIIMTENbHBIX CETEN
18. Cnam 1 HOpMbl MONIb30BaHNS CETbIO

19. 3awmTa nHcpopmauun B rnobanbHol ceTn

20. CrcTteMbl 0BHapyxeHns atak. (AHanM3aTopbl CETEBbIX MPOTOKOMOB U CETEBLIE MOHUTOPLI) KprnTonorus: Touku
COMPUKOCHOBEHUS MaTEMATUKN N S3bIKO3HAHMS

21. KaHanbl yTeukn nHcghopmaumun

22. [NpecTtynneHus B ccpepe KOMMNbIOTEPHON MHopMaumm

23. KoMnbtoTepHast NpecTynHOCTb 1 KoMMbloTepHasi 6e3onacHoCTb

Ok3ameH

Bonpochbl Kk sk3ameHy:

. MHdpopmaumoHHas 6e3onacHocTb. ba3osble cBoicTBa 3alwmwaemMor nHpopMaumu.

. MeTonbl obecneyeHns MHGOPMALIMOHHO BE30MaCHOCTH.

. Yrpo3bl MHhopMaLmnoHHoii 6esonacHocTn. Knaccudpmrkaums yrpos. Metoabl nepeuncneHns yrpos.

. CTpyKTypa cUCTEMbI 3alMTbl OT YrPo3 HapyWeHMs KOH(PUAEHUNANBHOCTA MHAPOPMaLIU.

. OpraHusaumnoHHble Mepbl 1 Mepbl obecrneveHnst Prn3n4eckon 6e30nacHoCTU.

. Mpentndpmkaums n ayteHtmcpukaums. basosas cxema ngeHtndmkaumm n ayTeHTmgoukaumm.

. MeTonbl ayTeHTMdUKaumnun.

. OcobeHHOCTM NaposbHbIX CUCTEM ayTeHTudpmKaumm. OCHOBHbIE Yrpo3bl 6€30MacHOCTY NAPObHbBIX CUCTEM.

. OCHOBHble pekoMeHZauuny Npy NPakTUYeCKon peanaauny NaposibHbIX CUCTEM.

10. MeTonbl xpaHeHns naponeit. Nepenaya naponen no cetu.

11. PasrpaHunyeHne goctyna. JMCKpPEeLNOHHbIA 1 MaHOATHbIA MeTOAbl pasrpaHnyeHus goctyna. Marpuua goctyna.
12. PasrpaHunyeHne gocTtyna. Ponesoe ynpasneHue OoCTyrnom.

13. Kpuntorpadouyeckne MeToabl 06eCneyeHnst KOHPUOEHLMANBHOCTU MHGPOPMALIUN.

14. 3awmTa BHewWwHero nepumeTpa. MexcereBoe sKpaHNpOBaHMe.

15. 3awuTa BHewHero nepmmetpa. Cuctemol obHapyxeHust BTopXeHUin(IDS).

16. 3awmTa BHewHero nepmmetpa. Cuctembl NPesoTBpalleHns BTOPXEHNA(IPS).

17. NpoTokonupoBaHne n ayauT.

18. KaHarbl yTeuky UHgopMaLmm TEXHUYECKMX cpeacTB 06paboTku, XpaHeHNs 1 nepefayn MHopMaumu.

19. KaHanbl yTeukun peyesoit MHdopmauuu.

20. Kananbl yTeukn nHpopmauum npu eé nepenade no kaHanam ceasu.

21. TexHuyeckne KaHanbl yTe4yky BUOOBOW MHApOpMaLUN.

22. KaHanbl yTeuku nHcpopmaLmm, co3aaBaemble atakamu M3BHe 1 BHYTpY kopnopatueHbix cucteM VKT (obbekTa
WHpopmMaTtmsauunm).

23. MpuHumnbl obecneyeHns LeNOCTHOCTU MHGbOpMaLUK.

24. KpunTorpacuieckme Metoapl obecrneyeHmst LenocTHOCTM nHchopmaumn. Lindopossie nognucu.

25. Kpuntorpaduyeckme metoabl obecneveHmst LenoCcTHOCTM nHgpopMaummn. Kpmuntorpaguieckne xaww-opyHKLUMK.
26. KpunTorpaduyeckme metoapl obecneveHmnst LenocTHOCTU UHgpopMaummn. Kombl NpoBepku NOAANHHOCTY.

27. KpunTtorpachunyeckme Metoapl obecrneyeHmns LenocTHOCTU MHgoopmauun. TexHonorus Blockchain.

28. MNocTpoeHre CNCTEM 3aWUTbI OT Yrpo3 HAPYLWeEHUs AoCTynHocTU. MonyyeHne nHgpopmaumu. ybnnposaHne kaHanos
CBA3N, OyOnMpOoBaHKE LW30B Y MEXCETEBbLIX SKPAHOB.

29. MNMocTpoeHne CUCTEM 3alUTLI OT Yrpo3 HapylleHns aoctynHoctu. ObpaboTtka nHdpopmauun. dybnvposaHue
cepBepoB. Vcnonb3oBaHne KnacTepos.
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30. MNocTpoeHme cuctem 3awmTbl OT YrpO3 HAPYLEHWS OOCTYNHOCTU. XpaHeHne nHchopMauun. PesepBHoe KonuposaHmne
nHpopmaumn. CosparHne RAID-maccrBoB. 3epkanvpoBaHne CEpBEPOB.

31. Metonb! wndgposaHms. CummeTpudHoe windposaHme. bnodHoe wudpposaHue. MNoToyHoe WwrgpoBaHme.
32. bnoyHble wudpsl. Wndpsl nepectaHosok. Wndpbl 3ameHb!.

33. Wndppbl 3ameHbl. MoHoandasuTHbIe windpsl. Wndgp ¢ nogctaHoskoin Liesaps.

34. Wndopbl 3ameHbl. MonnandpasntHble wudppsl. Wndp ¢ noactaHoskamn BuxeHepa.
35. KogompoBsaHue B aBTOK/IO4EBON cucteme Buxenepa.

36. Cuctema ogHopasosoro wugpposanHus. Wndp Beprama.

37. MoTo4Hble wngppbl. PerncTpel casura ¢ 06paTHoM CBA3bHO.

38. MNoToyHbIn wndp AS5.

39. MeToabl NpoayKUMOHHOrO WwigpoBaHus. CeTtb deincTtens.

40. CtangapTbl wndpposaHmsa AaHHbix DES n AES.

41. OpHocTopoHHUE doyHKUmKM. KntoueBoi obmeH Oudpcpu-XennmaHa.

42. AnropuTtm RSA.

6.4 MeToaunyeckue matepuanbl, onpeaensioLLme npoLuenypbl OLLeHNBaHUSI 3HaHUN, YMEHUIA, HAaBbIKOB 1 (UNK)
onbiTa AesiTe/IbHOCTU, XapakTepu3yLLLMX aTanbl POPMUMPOBaHUS KOMMNETEHLMN

B K®Y peiictByeT 6anibHO-pERTUHIOBAS CMCTEMA OLEHKW 3HaHWUIA obydatowmxcsi. CyMMapHo no ancumnnnHe (Momynio)
MOXHO nony4ntb Makcumym 100 6annos 3a ceMecTp, U3 HUX Tekywas paboTa oueHneaeTcs B 50 6annos, nToroeas
goopma KoHTpons - B 50 6annos.

[ng 3a4éra:

56 6annos 1 6onee - "3a4TeHo".

55 6annos 1 MeHee - "He 3a4TeHo".

Lnsa ak3ameHa:

86 6annos 1 bonee - "OTNMYHO".

71-85 6annos. - "xopouwo".

56-70 6anno. - "ynoBneTBoOpMTENbHO".

55 6annoB n MeHee - "HeyLOBNETBOPUTENBHO".

dopma Mpouenypa oueHUBaHUS 3HaHUN, YMEHUN, HaBbIKOB U (UK) onbiTa drtan | KonnyectBo
KOHTpOns LesATeNbHOCTU, XapaKTepu3yoLLLMX aTtanbl OpMUPOBaHNSA KOMNETEeHLUN 6annos
Cemectp 7

TeKkyL i KOHTPONb

TecTupoBaHue [TecTupoBaHWe NPOXOanT B NMMCbMEHHON DOPME UMK C UCMNONb30BaHNEM
KOMMbIOTEPHbIX cpeacTs. Obyyatowmincs nonyyaeT onpenenéHHoe Konm4ecTso 1 6
TECTOBbIX 3aaHunii. Ha BbiNONHeHVe BblaenseTcs PUKCMpPOBaHHOE BPeMs B
3aBUCKMOCTY OT KonnyecTBa 3agaHuii. OLeHka BbiCTaBnseTcs B 3aBUCMMOCTM OT
NPOLIEHTa NPaBU/IbHO BbINOMHEHHbIX 3a0aHWA.

NabopaTopHble |B ayantopum, OCHALLEHHO COOTBETCTBYIOWMM 060pyLoBaHNeM, 0byyatolmecs
paboThi MPOBOLSAT y4ebHbIe SKCNEPUMEHTbI U TPEHVPYIOTCS B MPUMEHEHUN 2 12
NPaKkTUKO-OPUEHTUPOBAHHbBIX TexHoNnoruni. OLueHMBaOTCS 3HaHNe maTepuana u
YMEHWE MPVMEHSATb Ero Ha NPakTVKe, YMEHUS 1 HaBbIKW Mo paboTe ¢
o6opynoBaHMEM B COOTBETCTBYIOLLEN NpeaMeTHOW obnacTu.

CemecTp 8
TeKyLLUi KOHTPOJb

TecTupoBaHue [TecTupoBaHue NPOXoanT B MMCbMEHHON CDOPME UMK C UCMONb30BaHNEM
KOMMbIOTEPHbIX cpeacTs. Obyyatowmincs nonyyaeT onpenenéHHoe KonmyecTso 1 6
TECTOBbIX 3aaHunii. Ha BbiNONHeHWe BblaenseTcs PUKCMpoBaHHOE BPeMs B
3aBUCKMOCTY OT KonnyecTBa 3agaHuii. OLeHka BbiCTaBnseTCcs B 3aBUCMMOCTM OT
NPOLIEHTa NPaBU/IbHO BbIMOMHEHHbIX 3aaHWA.

NabopaTopHble |B ayantopum, OCHALLEHHO COOTBETCTBYIOWMM 060pyLoBaHeEM, 0byyatomecs
pabotbi MPOBOASAT y4ebHbIe SKCNEPUMEHTbI U TPEHVPYIOTCS B MPUMEHEHUN
NPaKkTNKO-OPUEHTMPOBAHHbBIX TexHoNnorunii. OLueHMBaKOTCA 3HaHNe maTepuana u
YyMEHUE NPYMEHSATb ero Ha NpPakTVKe, YMEHUS 1 HaBblkK Mo paboTe ¢
06opynoBaHNeM B COOTBETCTBYIOLLEN NpeaMeTHON obnacTu.

N

18

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

3AE
CrpaHnuua 12 us 20. Bl YHH
rlorlyfos

AR 5 AN LM O



Mporpamma amcumnnmHel "MIHpopMaLmoHHas 6e3onacHocTb"; 09.03.04 "MporpaMMHas UHXeHepus'".

dopma Mpouenypa oueHUBAHMA 3HAHUIA, YMEHUI, HAaBbIKOB U (UNK) OnbiTa Ortan | KonnyectBo
KOHTpOnNs LesTeNIbHOCTU, XapaKTepusyoLLux atanbl opMUpPOBaHNSA KOMMNETEeHLUN 6annos
Pedbepat O6yyalolmecs caMoCToATENBHO NUWYT paboTy Ha 3a4aHHYlo TEMY U CAAIOT
npenoaaBaTtento B NMCbMEHHOM Buae. B pabote npoussoamtcst 063op Matepuana| 3 8

B OnpeLenéHHoln TemaTuydeckoin obnacti nnbo npeanaraetcs cobCTBEHHOE
pelweHne onpenenéHHon TeopeTUYECKON UK NPaKTUHECKOon Npobnemsi.
OueHuBatoTcs NpopaboTka NCTOYHMKOB, U3NOXEHNE MaTepuana, hopMynmpoBka
BbIBOLOB, cobntoeHne TpeboBaHmnii K CTPYKTYpe U ohopMieHmnio paboTsl,
CBOEBPEMEHHOCTb BbINONHEHUS. B cnyyae nybnuyHol 3awmuTel pechepara
OLIEHMBAIOTCS TakXe opatopckune cnocobHOCTH.

dk3ameH OK3aMeH HaLeneH Ha KOMMIEKCHYI0 NPOBEPKY OCBOEHUS OUCUMMINHBI. OK3aMeH 50
MPOBOAWTCS B YCTHOMN NN NCbMEHHOM dhopMe no BuneTtam, B KOTOPbIX
copepxarcsi BOnpochl (3anaHns) no sBcem temam kypca. Obyyatowemycs naércs
BpeMsi Ha noarotosky. OLeHVBaeTCcs BNafeHue Matepunanom, ero CUCTEMHOE
0CBOEHUE, CNOCOBHOCTb NMPUMEHSITb HYXXHbIE 3HAHWSI, HABBIKW U YMEHUS Npu
aHannae nNpobnemMHbIX CUTyaunin U peleHnn NPakTUYecKnx 3aaaHunii.

7. MepeueHb nuTepartypbl, HEO6XOAMMOW OJ11 OCBOEHUS OUCLUMINHbI (MOLYNSA)
OcBoeHWe oncumMnnmnHbl (Mooyns) npeanonaraet n3y4yeHne OCHOBHOW 1 AONONHUTENBHON y4ebHO nuTepaTypbl.
Nutepatypa MoxeT 6bITb OOCTYNHA 0byyaloWwWmuMcs B OAHOM M3 ABYX BApMaHToB (MMbo B 060MX M3 HUX):

- B 9NIEKTPOHHOM BUIE - YEPES NEKTPOHHbIE BUBNMOTEYHbIE CUCTEMBI HA OCHOBAHMMW 3aKNtoueHHbIX KDY norosopos ¢
npasoobnanatensmu;

- B NeyatHoM Buae - B HayyHoii 6ubnuoteke um. H.N. Nlobayesckoro. Obyyarowmecs nonyyaroT y4ebHyto nutepatypy Ha
aboHeMeHTe Mo YnTaTeNnbckum bruneTam B COOTBETCTBUM C NMpaBunamy nonb3osaHust HayyHol 6GnbnnoTekoil.

OneKTPOHHbIE N30aHUS BOCTYMHbI AUCTAHLUMOHHO 13 NoBoi TOUKM NpW BBEAEHNM 00yHaIOLLMMCS CBOETO NOMMHA 1 Naponst
OT NNYHOrO KabuHeTa B cMCTEME "DNEKTPOHHbIA yHUBEpPCUTET". [pU MCMONb30BaHMM NeYaTHbIX U3LaHWA BUONNOTEYHBIN
hOHL [OMKEH BblTh YKOMMNEKTOBAH MMM U3 pacyeTa He MeHee 0,5 ak3emnnsipa (ans obyyatowmxcs no drocC 3++ - He
meHee 0,25 ak3emnngapa) Kaxaoro U3 n3gaHuii OCHOBHOW nuTepartypbl U He MeHee 0,25 ak3emnnapa LOMNONHUTENbHO
nuTepaTypbl Ha Kaxaoro obyyatoulerocs M3 yucna nuu, 0LHOBPEMEHHO OCBAMBAIOWMX OAHHYIO OUCLMMINHY.

MepeyeHb OCHOBHOW U OOMNONHUTENBHON y4eBOHON NTepaTtypbl, HEOOXOAUMON NI OCBOEHUS AUCLMNAMHBI (MOayns),
HaxoamuTcs B MpunoxeHun 2 Kk paboyeli nporpamMme AUCUMNAVHBL. OH NOANEXUT OGHOBNEHMIO NPY U3MEHEHU YCTTOBUIA
noroeopos K®Y ¢ npasoobnagatensiMu snekTPOHHbIX U3OaHWA U NPU N3MEHEeHM KOMNeKToBaHUsS ooHa0B Hay4Hoi
onbnuotekn KdY.

8. MNepeueHb pecypcoB NMHPOPMALLMOHHO-TEIEKOMMYHUKaLMOHHOMN ceTn "UHTepHeT", He06X0AUMbIX NS
OCBOEHUSI AUCLUMNIINHBI (MOAYIS)

Computers & Applied Sciences Complete - http://search.ebscohost.com/

ObC "3HaHue" - http://znanium.com/

OBC "MMaHb" - http://e.lanbook.com/

9bC "Hay4yHas anekTpoHHasi 6ubnunoteka" - http://eLIBRARY.RU

OnekTpoHHas 6ubnmoteka "Academic Complete" - http://site.ebrary.com/lib/kazanst/
SHumknoneams "Buknnegus"” - http:/ru.wikipedia.org

9. MeTogunueckme ykasaHusi oisi 06y4aroLLLMXCS MO OCBOEHUIO AUCLUN/IMHBI (MOAYNS)
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Bup pabot MeTtoaunyeckue pekomeHaauum

nexuuu B xo04e neKUMOHHbIX 3aHSTUI BECTU KOHCNEKTMPOoBaHue y4ebHoro matepuana. ObpalaTb BHUMaHue
Ha kateropuun, QOOPMYIMPOBKY, pacKpbiBaOWME COAepXaHNe TexX UM UHbIX SBIEHWNA U NMPOLLECCOB,
Hay4Hble BblBOObI N NPaKTMYeCKne pekoMeHaauunm, nonoXuTesbHblA OnbIT B OPAaTOPCKOM UCKYCCTBE.
XenaTenbHo ocTaBuTb B paboymx KOHCMEKTax Mons, Ha KOTopbIX AenaTtb NoMeTKn 13
pPEeKOMeH00BaHHOM NuTepaTypbl, AOMNOMHAKWME MaTepuan NPoCcylWaHHOM NekKunn, a Takxe
nofyepkueatoLme ocobyto BaXXHOCTb TEX UM MHbIX TEOPETUYECKUX NONOXeHWA. 3anaBatb
npenogasaresnto yTOYHSIOWME BONPOCHI C LEeNblo YACHEHUS TEOPETUYECKUX MONOXEHUI, paspelleHns
CMOPHbIX CUTYaUUA.

B xone noarotoBky K ceMmHapam Udyymtb OCHOBHYIO NUTEPATYpPy, O3HAKOMUTLCH C AOMNOMHUTENBHON
nnTepaTypoit, HOBbIMMK MyBNMKALMAMU B NePUOONYECKMX N3OAHUSIX: XYypHanax, razeTtax u 1.4. MNpu
9TOM Y4YeCcTb pekoMeHaauum npenogaeatens u tpebosaHms yuebHoi nporpammel. JdopabaTbiBatbh
CBOW KOHCMNEKT fiekuuun, genas B HeM COOTBETCTBYIOWME 3annUcu U3 nureparypbl, peKOMeHO40BaHHOMN
npenonasaTenem u NpeaycMoTPeHHON y4ebHoi nporpaMmMoii. [oaroToBMTb TE3UCHI AN BbICTYNNEHNI
no BceM y4ebHblM BoNpocaM, BbIHOCUMbIM Ha ceMuHap. FoToBsICb K goknany unu pedepatnBHOMyY
coobuieHunto, obpallaTbCs 3a METOANYECKO NOMOLLBIO K Npenoaasatento. CocTaBMTb NaH-KOHCNEKT
CBOero BbICTynneHus. MNpoaymatb NpuMepbl C Lenbto o6ecneyeHns TECHON CBSI3M U3y4aeMoi Teopumn
C peanbHOM XU3HbIO.

CBoeBpeMEHHOE 1 Ka4eCTBEHHOE BbIMOIHEHNE caMOCTOsITENbHON paboTbl 6asnpyeTcs Ha
cob6nI0AEHNN HACTOSIMX PEKOMEHOALNA 1 N3YHEHUN PEeKOMEHLOBAHHOW nnTepaTypbl. CTyaeHT
MOXeT OOMONHUTb CMUCOK UCMONb30BaHHOW NUTEPaTypbl COBPEMEHHbIMU NUCTOYHUKAMU, HE
npeLncTaBNeHHbIMA B CNUCKE PEKOMEHO0BaHHOW NUTepaTtypbl, U B Aa/ibHENWEM UCNONb30BaTb
CcOoBCTBEHHbIE NOArOTOBNEHHbIE Y4ebHble MaTepuanbl NP HaNUCaHUKM KypcoBbIX 1 OUMIOMHbIX paboT.

nabopaTopHble| Pabota Ha nabopaTopHbIX 3aHATUSIX NpegnonaraeT akTUBHYI NpopaboTky NOCTaBNEHHbIX BOMPOCOB 1
paboTbl 3a4a4 ¢ UCMoNb30BaHNEM U3BECTHBIX METOAMK HACTPOWMKM NOACMCTEM, CNOCOBOB NPOrpaMMMpoBaHMst

1 NOIKJ/IOYEHUSI COOTBETCTBYIOWMX BMBNNOTEK.

Llnsi NOAroTOBKM K 3aHSTUSIM pekoMeHayeTcs obpalaTte BHMMaHMe Ha npobneMHble BOMPOCHI,

3aTparvBaemble Npenoaasartenem B KLU, U FPyNnMpoBaTb MHGOPMaUMIO BOKPYr HUX. XenaTenbHo

BblAENSATb B UCMONb3YEMOM NUTepaType NocTaHOBKM BOMPOCOB, HA KOTOPbIE pa3HbiMM aBTopam MoryT

6bITb JaHbl pasnvyHble OTBEThl. Ha 0OCHOBaHMM NOCTaHOBKU TakMx BOMPOCOB cieayeT cobupatb

apryMeHTbl B MONb3Yy Pas3nNyHbIX BAPUAHTOB PELLEHNS MOCTaBEHHbIX NPobneM.

B TekcTax aBTOpOB, TakuM 06pa3om, creayeT BblAeNsiTb Cleayowme KOMMOHEHTbI:

- NocTaHoBKa Npobnemsbl;

- BapVaHTbl pelleHunst;

- apryMeHTbl B NMO/b3y TEX WK UHbIX BAPUAHTOB PEeLleHNs.

Ha ocHoBe BblaeneHunst 3TuxX 3IEMEHTOB MPOLLE COCTaBNSTb COBCTBEHHYIO apryMeHTUPOBAHHYO

Mo3unumio Mo paccMaTprBaeMomy BOMpocy.

B TecToBbIX 3a4aHusIX B KaXX,A0M BONPOCE U3 NpeLCTaBleHHbIX BAPUAHTOB OTBETa NpaBUsibHbINA

TOMbKO 0aMH. Ecnn Bam kaxeTcsi, 4To NpaBusibHbIX 0TBETOB BoJblie, BoibMpaiTe TOT, KOTOPLIN, Ha

Baw B3arnsin, Hambonee npaBuibHbIA.

Mpu NoaroToBke K aK3aMeHy He0BX0AMMO ONMPAaTLCS NPEXAe BCEro Ha NeKLMN, a TakxXe Ha

WCTOYHMKW, KOTOpble pa3bupanncb Ha CeMmnHapax U NpakTUYecKUx 3aHATUSIX B Te4eHne cemecTpa. B

Kax,aoMm buneTe Ha aK3aMeH cogepxatcsl 5 Bonpocos 1 TeMatuyeckas 3anaqa.
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camocTosi- | MeToamuyeckne ykaszaHus HanpaeneHbl HA OKasaHWe METOANYECKOW NoMoLm obyyarowmmes npu
TenbHasi BbIMO/IHEHWM BHEAYIMTOPHbLIX CAMOCTOSITENbHBIX PaboT. BbiNoNHEHEe BHeay AUTOPHBIX
paboTa camMoCTOosITENbHbIX PaboT 0byHaoWUMNCS B MPOLIECCE N3YYEHNS Kypca SIBNSETCS BaXKHENWMM STanoMm
06y4yeHust, KOTOPbIA CNOCOBCTBYET CUCTEMATU3ALMNM U 3aKPEMNEHNIO NOJTyYEHHbIX TEOPETUYECKUX
3HaHWM N NPaKTUYECKUX YMEHWIA; hOPMMPOBAHUIO HABLIKOB paboTbl C pas3nnyHbIMM BULAMY
MHChOPMaLIMK, PA3BUTUIO MO3HABATENbHBIX CNIOCOBHOCTEN 1 aKTUBHOCTY 0ByHaKoWMXCs,
(POPMUPOBAHMIO TaKMX KAYECTB IMYHOCTU, Kak OTBETCTBEHHOCTb 1 OPraHN30BaHHOCTb,
CaMOCTOSITENIbHOCTb MbILWIEHNS, CNOCOBHOCTb K CAMOPa3BUTUIO, CAMOCOBEPLIEHCTBOBAHMIO 1
camopeannsauum, BOCNUTLIBATb CAMOCTOSATENBHOCTb Kak JIMYHOCTHOE KavyecTBo Byayiero paboyero.
B HacTosiee BpeMs akTyabHbIM CTAHOBATCS TPEBOBAHUS K IMYHBIM Ka4eCTBaM COBPEMEHHOrO
obyyarowerocs ? yMeHMO CaMOCTOATENbHO NOMONHATL Y 0OHOBNATL 3HAHUS, BECTU CaMOCTOSITENbHbIN
nouck Heobxoammoro matepuana, 6biTb TBOPHECKON NMYHOCTHIO.
BHeayautopHas camocTosiTenbHas paboTta obyyarowmnxcs, aBnsaeTcs 06s3aTenpHon ons Kaxaoro
obyyatouierocs, onpenensietcs y4ebHbiM nnaHoMm. E€ HeobxoaAMMO OpraHn30BbLIBaTh Tak, YTOObI
obyyarowmiics NOCTOSAHHO NPeoLoNeBan NOCUbHbIE TPYAHOCTH, HO Y4TOOLI ypOBEHb TpeboBaHMi,
npeLbsBnsieMbix K 06ydatolleMycsi, He Bbil HAXE YPOBHS Pa3BUTUSI €r0 YMCTBEHHbIX CNIOCOBHOCTEN.
Llenb MeToamyecknx ykasaHuii cocTout B obecneyeHmmn aogekTMBHOCTM CaMOCTOATENBbHOM paboThl,
onpeneneHnn ee CoaepXaHus, yCTaHOBNEHNS TPebOoBaHM K 0OCOOPMNEHNIO U pe3ynbTaTam
CaMOoCTOSITENbHOW PaboThl.
OCHOBHbIMU LIENSIMI BHEAyANTOPHOV CAMOCTOSITENbHOM paboTbl 0By4yatowmxcst SBASOTCS:
- OBNafeHve 3HaHNsIMK, NPOCPECCUOHANBHBIMM YMEHUSIMU U HABbIKAMW AESITENbHOCTY MO NPOcunIIio
crneumansHOCTY;
npuobpeTeHne cnocoBHOCTN K CaMOCTOATENBHOMY MOUCKY paboThbl U TPYAOYCTPONCTBA;
- (POPMMPOBAHME FOTOBHOCTY K caMoobpa3oBaHUio, CaMOCTOATENBHOCTA U OTBETCTBEHHOCTH;
- pa3BuTME TBOPYECKOro NoAXoaa K peLeHuno npodbnem y4ebHOro 1 npoddeCcUOHaNbHOMO YPOBHS.
BbinonHeHne obyyalowmmMmncs BHeayIMTOPHbIX CAMOCTOSATENbHBLIX paboT cnocobeTeyeT
POPMUPOBaHMIO NPOXECCHUOHAMBHbBIX U 06X KOMNETEHLUIA, COOTBETCTBYIOWMX BULY
NPOgECCHOHANBHOM AeSTeNbHOCTM MO AUCLMMNIMHAM 1 NPOMECCUOHANBbHBIM MOLYNSIM.
CamocTosiTenbHble paboThl BbINONHATCS MHAMBUAYANbHO B CBOBOAHOE OT 3aHATUI BPEMSI.
Ob6yuvatowmiica obsizaH:
- Nepea BbINONHEHVNEM CaMOCTOSITENIbHOM paboThl, MOBTOPUTL TEOPETMHECKUI MaTepuan,
MPOMAEHHbIA Ha ayaNTOPHbBIX 3AHSATUSIX;
- BbINOMHUTbL PaboTy COrNacHo 3anaHuio;
- MO Kax Aol caMoCcTosTeNnbHoM paboTe NpeAcTaBnTb NPenoaaBaTento 0T4eT B MMCbMEHHOM BULE.
- OTBETWTb Ha NOCTaBNEHHbIE BOMPOCHI.

TecTmpoBaHue | MNpn caMocTosATENbHON NOAFOTOBKE K TECTUPOBAHWIO CTYAEHTY HEOHXO0AMMO:

a) roTOBSICb K TECTUPOBAHUIO, NpopaboTariTe NHOPMALMOHHbIN MaTepuan no

AncumnauHe.

MpokoHCYNbTUPYTECH C NPernoaaBatenem no Bonpocy Bolbopa y4ebHoi nutepatypb;

6) YeTKO BbISICHUTE BCE YCNOBUS TECTUPOBAHMUS 3apaHee. Bbl [OMXHbI 3HATh, CKONbKO
TecToB Bam 6yneTt npennoxeHo, CKONbKO BPEMEHN OTBOLMTCS HA TECTUPOBAHMWE, KakoBa cucTeMa
OLEHKWN pe3ynbTaTos U T.4.

B) NpucTtynas Kk pabote ¢ TecTamu, BHUMATENbHO 1 40 KOHLA NPOYTUTE BOMPOC U
npennaraemble BapuaHTbl 0TBETOB. BribepunTe npaBuibHble (MX MOXET BbiTb HECKONbKO). Ha
OTOENbHOM IMCTKE OTBETOB BbINUWMNTE LUdIPY Bonpoca 1 6yksbl, COOTBETCTBYIOLME
npasufibHbIM OTBETAM;

r) B NpoLecce pelweHns XenaTenbHO NPUMEHSTb HECKOMbKO NOAX0A0B B PeLeHNM

3a4aHus. 9To NO3BOMSIET MAKCMMABHO rMOKO ONepUpoBaTb METOLAMY PELEHNS, HAXOAS
Kaxabl pas onTUMasbHbIiA BAPUAHT.

n) ecnun Bbl BCTpeTunmn 4pessblyaiHo TPYAHbIA Ans Bac Bonpoc, He TpatbTe MHOMO

BPEMEHU Ha

Hero. [NepexoauTe K ApyruMm TectaM. BepHuTechb K TpyoHOMY BOMPOCY B KOHLLE.

e) 066;|3aTeano 0CTaBbTe BPEMS AJi5 MPOBEPKM OTBETOB, H4TOObI M36EXaTh MEXAHNYECKUX
ownbok.

AEKTPOHHBH
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pedepar TpeboBaHus K odhopMNeHnto pedoepaTa

O61beM pedpepata ? 20 ? 25 cTp. nevatHoro TekcTa. Wpndt ? He 6onee 14 pt, TimesNewRoman,
nHtepean ? 1,5, nons: BepxHee, HUXHee, nesoe ? 2 cM, npasoe 1,5 cm.

Ha TuTynbHOM nnucTe ykasbiBaeTcsl HasBaHue pabotbl, DO ctyaeHTa u rpynna, ®NO
npenonasaTens (Hay4HoOro pykoBoAMTENS), MPOBEPSIOLWErO 1 OLEHMBAIOWEro pedoepar,
HamMeHoBaHWe kadbeapbl 1 y4ebHoro 3aBeaeHusl. Tema pedgoepata MoXeT bbiTb CHOPMyNMpPoBaHa
CaMOCTOSITENBHO, MO COrNacoBaHnIo C NpenoaaBaTtesnem.

HaszeaHue paboTbl ochopMnsieTcs cnenyrowmm 06pasom:

Pethepat no ancumnnmHe ?0nepaumnoHHble CMCTEMbI? Ha Temy: 7?77

TekcT pedoeparta neyataeTcsi Ha O4HON CTOPOHE CTPaHMLbl; CHOCKM 1 MPUMEYaHUS NneYa-TatTcs Ha
TOW Xe CcTpaHuue, K KOTOPOI OHM OTHOCSTCS (Yepe3 1 nHTepsan, 6onee MENKMUM WPUEPTOM, YEM
TekcT). OCHOBHOI TEKCT OOMKEH CONPOBOXAATLCS IIOCTPATUBHBIM Matepunanom (PUCYHKN,
dooTorpacoum, anarpammel, Cxembl, Tabnuubl, Nporpammel). Ecnv B 0CHOBHOW YacTu coaepxarcs
LMTaTbl UK CCbINKW Ha BblCcKa3blBaHMS, HEOBX0AMMO yKasaTb HOMEP CTOYHMKA MO CrUCKY,
npvBeaeHHOMY B KOHLE pedpepara, 1 CTpaHuULy B KBaApaTHbIX CKoBKax B KOHLE LUTaTbl MW CChINKMU.
Pedbepar ? 310 KpaTkoe N3noXeHne B MMCbMEHHON OOpPME COAEPXaHNS NPOYUTAHHBIX KHUT 1
IOKYMEHTOB; coobleHne 06 nTorax n3y4eHns Hay4Horo BONpoca; Aokan Ha onpeaeneHHyo Temy,
OCBeLLaoIWNIA ee BONPOCHI HA OCHOBE NUTEpPaTypPHbIX 1 APYrUX NCTOYHMKOB. Lienbto HanmncaHms
pedoepata sBnsietcs yrnybneHne s3HaHUin No KOHKPETHO Npobneme, nony4yeHne HaBblkoB PaboTbl ¢
Hay4HOIh U Hay4HO-MoNyNsipHO nuTepatypoii. Pabota Hag pedoepaToM TpebyeT, Kak NpaBuio, He
MeHee Mecsua.

B npouecce pabotbl Han npobnemoit HeobxoaMMo:

? Bbl4NEHUTb Npobnemy;

? caMocTosITeNbHO U3y4nNTb NPO6NeMy Ha OCHOBE NepPBONCTOYHUKOB;

? naTb 0630p MCMNONb30BaAHHON NUTEPAaTYpPbI;

? nocnepoBaTtenbHO 1 [0Ka3aTeNbHO N3N0XUTb Matepuarn;

? NpaBWNbHO 0GOOPMUTL CChINIKA Ha UCTOYHUKN.

2. Obsi3aTenbHble CTPYKTYPHbIE aneMeHThbl pedpeparTa:

1. BBeneHue, B KOTOPOM ONMCbIBAETCS akTyalbHOCTb Npobnembl, onpenensioTcs uenv 1 3agaqa
pedepata; 06beM BBeaeHust ? 1 - 2 ctpaHuubl.

2. ConepxaHuwe.

3. TekcT pechepaTa OOMXKEH coaepxarb:

? obocHoBaHWe BblOpaHHON TEMb;

? CpaBHUTENbHbIA aHanNM3 nuTepatypbl Mo Npobneme;

? N3n0XeHne COBCTBEHHON TOYKM 3peHUst Ha Npobnemy;

? BbIBOAbI 1 NPEANIOXEHNS;

? 3aKno4yeHne.

4. Cnncok Mcnonb30BaHHbIX MCTOYHMKOB [OMXEH odhopMnaTbes B cooTBeTcTBMM ¢ TOCToOM 1 MoxeT
coflepxaTb He TONbKO HAa3BaHMUsS! KHUT, XXYpHAarnoB, raset, HO 1 Ntobble NCTOYHMKM MHGopMaLIMK
(HanpumMep, cBeneHns 13 cetn VIHTepHeT, nHdopMaumio U3 Tene- N paano-nepenad, a Takxe
yacTHble coobLeHns Kakmx-nnbo cneumnanucTos, BoickasaHHble B MNYHbIX 6ecenax nx ¢ aBTOPOM
pedhepara).

Pedbepar nsnaraetcst 4OCTYMNHbIM HAYYHbIM (HAy4HO-NOMYNSPHBIM) A3bIKOM B OTHOCU-TENBHO CXAaTOoM
dhopMe C NCNOoNb30BaHNEM 0ONErYeHHbIX CUHTaKCUYECKMX KOHCTPYKLMA. Takme KOHCTPYKLMN MOryT
cTaTb cBoeobpasHbIM NnaHoM peddepaTuBHOI cTatbl: ? B paccMaTpmBaeMoli ctatbe CTaBUTCS pag
BonpocoB ?ABTOp noayepkmeaeTt, 4To ? bonee noapobHo paccMoTpeHa npobnema? AHanmampytotcs
pasHble TOYKW 3peHns ? B 3aknioyeHne HeobxoamMmMo OT-MeTUTb YTO ?7? 1 T.[4.

Mpwn BbICTAaBNEHNN OLIEHKN 3a pedoepar y4mTbiBalOTCS Cleaytowme KOMMNOHEHThI:

? cofepxartenbHas 4acTtb (rnybuHa npopaboTku npobnembl, CTPyKTypa paboTbl, 06 beM
NpoaHanM3npPoBaHHbIX UCTOYHMKOB U T.1.);

? odbopmneHne (COOTBETCTBUE CTAHAAPTY, SCTETUKA 0COOPMIEHNS, HANNYNE UNNIOCTPATUBHOIO
martepuana v T.n.);

? 3awuTa pedpepara (opMeHTauns B TEKCTe pedpepara, OTBETbl Ha BONPOCHI 1 T.M.).

Pedbepar cpoaetcs B oTne4yaTaHHOM BMIE M HA 91EKTPOHHOM HOCUTENE.

AEKTPOHHBH
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aK3ameH 0TOBUTBLCS K 3K3aMeHy HeobxoaMMo NocnenoBaTenbHo, C Y4eTOM KOHTPO/bHbIX BOMNPOCOB,
paspaboTaHHbIX BeoywmM npenogaeaTtenem kacdenpbl. CHavana cnenyet onpeaenntb MecTo
KaXX[0oro KOHTPOJSIbHOrO BOMPOCAa B COOTBETCTBYIOWEM pasfene TeMbl y4ebHol nporpamMmel, a 3aTem
BHMMATENbHO NPOYUTATb M OCMbBICNINTL PEKOMEHAOBAHHbIE HAay4Hble PaboThbl, COOTBETCTBYOLWME
pasnernbl peKoMeHa0BaHHbIX y4ebHMKOoB. MNpu 3TOM NonesHo nenatb XoTs Obl caMble KpaTkme BbIMUCKU
1 3ameTkn. PaboTy Han TEMOI MOXHO CHMTATb 3aBEPLIEHHON, ECNIN Bbl CMOXETE OTBETUTL Ha BCE
KOHTPOJIbHbIE BOMPOCHI U AaTb OnpeneneHne NoHATHIA No N3y4aemon TeMe.

Lnsi obecneyeHnsi NONHOTLI OTBETA HA KOHTPOJbHbIE BOMPOCHI 1 NyYLIero 3anoMUHaHNS
TEOPETNYECKOro MaTepmana PeKOMEHOYETCS COCTaBNATb NNaH OTBETA HA KOHTPOMbHbIA BONPOC. OTO
MO3BONNT C3KOHOMMWTb BPEMS 4151 MOArOTOBKM HEMOCPEACTBEHHO Neper 3a4eToM 3a cyeT obpalleHms
He K nuTepartype, a K CBoMM 3anucsm. [MNpu noarotoBke HE0OX0AUMO BbISIBASITL Hambonee CnoxHole,
IMCKYCCUOHHbIE BOMPOCHI, C TEM, 4ToBbl 06CyanTb UX C NpenoaasatenemM Ha 0630pHbIX NEKLMSX U
KOHCYNbTauusXx.

Henbas orpaHmymBaTh NOATOTOBKY K 3a4€Ty MPOCTLIM MOBTOPEHMNEM M3YYEHHOrO Marepuana.
Heobxoommo yrnybutb 1 paclumpnTb paHee npuobpeTeHHbIe 3HAHUSI 32 CYET HOBbIX MOEeN 1
MONOXEHWUNA.

Pesynbtat no caave sk3ameHa o6bsiBNSieTCS CTyAeHTaM, BHOCMTCS B 9K3aMeHaLMOHHY0 BELOMOCTb.
[MonoXuTenbHble OLEHKM ?3a4TEHO0?, ?0TNINYHO?, ?XOPOWO? BLICTABASIOTCS, €CNIN CTYLEHT YCBOWN
y4ebHbIli MaTepuan, ncyepnblBatoLLe, NTOrMYeCcKn, rpaMoTHO M3I0XMB ero, Nokasan 3HaHus
crneumanbHoO NTepaTtypbl, He OOMyCKan CyWeCcTBEHHbIX HETOYHOCTEN, a TakXKe NPaBubHO MPUMEHSN
NOHATUNHbBIA annapar.

10. NMepeuyeHb MHCGOPMALLMOHHBIX TEXHOJOIMM, UCMOJb3YeMbIX NMPU OCYLLECTBIIEHUN 06pa3oBaTe/IbHOro
npouecca no gucuuniavHe (Moayno), BKalouYas nepeyeHb NporpaMMHoOro obecrneyeHns U MHGOOPMaLMOHHDIX
CcnpaBOYHbIX CUCTEM (MPU HEOOXOAUMOCTH)

MepeyeHb MHPOPMALMOHHBIX TEXHOMOMUIA, MCMONb3YEMbIX MPU OCYLLECTBAEHUN 06pa30BaTENBHOrO NpoLecca no
LUCUMMNAVHE (MOLYNIO), BKNOYAS NepeyeHb NporpaMMHOro obecrneyeHns n MHGOPMALIMOHHbBIX CMPABOYHBIX CUCTEM,
npenctasneH B MpunoxeHun 3 k paboyeit nporpaMMe OUCLMMNNHBI (MOLYNS).

11. OnucaHue MarepuanbHO-TeXHMYECcKon 6a3bl, He0OX0AMMOW AN OCyLUEeCTBNeHus o6pa3oBaTefibHOro
npouecca no aucuunnuHe (Moayno)

MatepuanbHo-TexHN4YeCcKoe obecneyeHne 06pas3oBaTenbHOrO NpoLecca no LUCLUMIMHE (MOLYNio) BKIOYAET B cebs
crneyowme KOMMOHEHTbI:

MoMelleHnst 0N1s CaMOCTOSITeNbHOM PaboThl 0OYYaIOWMXCS, YKOMMIEKTOBAHHbIE CreLmnannanpoBaHHoi Mebernbio (CToMbI 1
CTYNbs) 1 OCHAlllEHHbIE KOMMbIOTEPHOMN TEXHUKOW C BO3MOXHOCTbIO MOAK/MIOUYEHMUS K ceTn "VIHTepHeT" 1 obecriedeHnem
AOCTyNa B 3NeKTPOHHYI0 MHOpOpMaLMOHHO-06pasoBaTenbHyto cpely KDY,

YyebHble ayamMTopun 05is KOHTAKTHOW paboThl C NpenoaaBaTteneM, yKOMMIEKTOBaHHbIE CNELMANnM3nPOBaHHON Mebenbio
(cTonbl 1 CTYNbS).

KomnbloTep 1 NpuHTEp 4N pacrneyvatku pa3aaToyHbix MaTepranos.

KomnbioTepHbIii knacc.

CneumnanusmpoBaHHas nabopatopusi.

12. Cpeﬂ,CTBa apgantauumv npenopgasaHusl oguCUNNNIUHDbI K I'IOTpeﬁHOCTﬂM o6y'-|a|ou.|.|nxc5| UHBaNUQooOB U nuuy C
orpaHn4eHHbIMU BO3MOXHOCTSIMU 300P0OBbSA

I'Ipvl HeobXoOMMOCTU B o6pasoBaTean0M npouecce NpuMeHAaoTCAa cnegytowme Metonbl U TEXHONOrnu, obneryatouwue
BoCnpuaTune vmcpopmaumm O6y‘-IaIOLIJ,I/IMI/ICFI nHBanngamn n nuuamm ¢ orpaHn4eHHbIMM BO3MOXHOCTAMU 300P0BbA:

- cO3aaHve TEKCTOBOW BEPCHM NOBOro HETEKCTOBOrO KOHTEHTA ANS €70 BO3MOXHOro npeobpasoBaHns B
anbTepHaTVBHbLIE (POPMbI, yO0OHbIE NS Pa3NNYHbIX NOfb30BaTENEN;

- CO3[aHWe KOHTEHTA, KOTOPbIi MOXHO NPeACTaBUTb B Pa3nnyHbIX Buoax 6€3 notepn AaHHbIX UK CTPYKTYpbI,
npenycMOTPETb BO3MOXHOCTb MacwTabrypoBaHus TekcTa u nsobpaxeHuii 6e3 notepm kayecTsa, NpeaycMoTpeTb
LOCTYMHOCTb YNPaBNeHUst KOHTEHTOM C KnaBmaTypbl;

- cO3aHvie BO3MOXHOCTE AJis 06y4atoLMxcsl BOCIPUHUMATb OLHY M Ty XXe MHPOPMaUMIO U3 PasHbIX UCTOYHIKOB -
Hanpumep, Tak, 4Tobbl LA C HAPYWEHWUSMI Clyxa NonyyYani MHGOPMALIMIO BU3YalibHO, C HAPYLLEHWSIMU 3PEHUS -
ayamanbHo;

- NPVYIMEHeHNe NPOorpaMMHbIX CPeACTB, obecneymBatoLmMx BO3MOXHOCTb OCBOEHMSI HABLIKOB 1 YMEHUI, OOPMUPYEMBIX
OMCLMMIMHOM, 3a CHET aNlbTepPHATUBHbIX CNOCOOO0B, B TOM YMCe BUPTYasbHbIX nabopaTopuii U CUMYNSLIMOHHBIX
TEXHONOMNIA;
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- NpuMeHeHne oNCTaHUMOHHbIX o6paaoBaTeanb|x TEXHONOrnin ang nepegayv MHgopmauunmn, opraHndauum pasnmnyHbix
hopm I/IHTepaKTVIBHOI\/'I KOHTaKTHOM pa6OTbI o6y'-|a|ou4er009 C npenogaearenem, B TOM Hucne Be6I/IHapOB, KOTOpPbIE MOTyT
6bITb MCMONb30BaHbI AJ15 npoeeneHunsa BupTyanbHbIX NeKuMin ¢ BO3MOXHOCTbIO B3aUMOOENCTBUSA BCEX y4aCTHUKOB
ONCTaHUMOHHOIo O6y‘-IeHI/IFI, nposeneHns CeMmMHapoB, BbICTYMJIEHNA C AoKnagamm 1 3alTbl BbIMOTHEHHbIX pa60T,
nposeneHmnsa TpeHNHros, opraHn3aunm KONNEKTUBHOW pa6OTbI;

- NMPUMEHEHNE LUCTAHUMOHHbIX 0Bpa3oBaTenbHbIX TEXHONOMA 41 OpraHnu3aummn OopM TEKYLLETO U MPOMEXYTOYHOIO
KOHTpOns;

- yBenndeHne npogonxXnTtenbHOCT caoadun 06y'-|a+ou4v|Mcs| MHBaANNMOoOM Unn nnMUoM C orpaHM4eHHbIMMN BO3MOXKHOCTAMM
300p0BbS hopM I'IpOMe)KYTO‘-IHOI7I arrectauumm no OTHOWEHUIO K YCTaHOBﬂeHHOIﬁ NPOAONIXUTENIbHOCTU NX Coa4qu:

- NPOLONXNTENbHOCTM CAaun 3a4éta Unm aKk3ameHa, NPoBOAMMOrO B MUCbMEHHON POpMeE, - He Bonee YeM Ha 90 MUHYT;

- NPOOONXUTENBHOCTU MOArOTOBKM 06yYatolerocsi K 0TBeTy Ha 3a4éTe UM aK3aMeHe, MPOBOAUMOM B YCTHOW doopMme, - He
6onee 4eM Ha 20 MUHYT;

- NPOLONXNTENbHOCTMN BLICTYNNEHNS 0ByHatowWerocs npu 3awmnte KypcoBoi paboTbl - He 6onee YeM Ha 15 MUHYT.

Mporpamma coctaeneHa B cooteeTcTBMU ¢ TpeboBaHnamMm @rOC BO n yyebHbiM nnaHom no HanpasneHuto 09.03.04
"MporpammHas uHxeHepus" 1 NPocprnto NoAroToBkM "PaspaboTtka NporpaMMHO-UHGOPMALMOHHBIX CUCTEM".
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lMpunoxerne 2
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
b51.5.18 UHgbopmaumoHHas 6e30MacHOCTb

MepeueHb nuTepartypbl, HEOOXOAUMOM 4Nt OCBOEHUS OUCLMIUINHBI (MOLOYNS)

Hanpasnenune noarotosku: 09.03.04 - [NporpamMmmHas nHxeHepus

Mpodpunb noarotoBkn: Pazpabotka nporpamMMHO-UHGOPMALIMOHHBIX CUCTEM

KBanngpukaumst BeinyckHUKa: bakanasp

®dopma 0byyeHus: Ha 6aze CMNO

SA3bik 0by4eHmns: pycckuii

Non Havana obyyeHns no obpasoBatenbHoi nporpamMme: 2018

OcHoBHas nuTeparypa:

1. Bawnbi M. H. UHgopmaLumoHHas 6e30nacHOCTb 1 3awwmTa MHgopMaLuum [OneKTPoHHbIR pecypc] : yuebHuk / M. H.
Bawnbl, A. B. Babau, E. K. BapaHosa. - Mockea: /Ll PUOP, 2013. - 222 c. - ISBN 978-5-369-01178-2. - Pexum gocTyna:
http://znanium.com/go.php?id=405000.

2. KysHeuos . H. BusHec-6e3onacHocTb [OnekTpoHHbIi pecypc] / N. H. KyaHeLoB. - MockBa: Maaatenbcko-Toproeas
kopriopaums 'Hawkos n K', 2013. - 416 c. - ISBN 978-5-394-01438-3. ;http://znanium.com/go.php?id=430343.

3. MNpuMeHeHNe NCKYCCTBEHHBIX HEAPOHHBIX CETEW U CUCTEMbI OCTATOYHbIX KNACCOB B KPUNTOrpadoun [SneKTPOHHbIN
pecypc] / [H. U. Yepsskos n ap.]. - Mocksa: ®uamatnut, 2012. - 279 c. - ISBN 978-5-9221-1386-1. -
:http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=5300.

4. WaHbruH B. ®. KomnnekcHas 3awmta uHgoopmaumm B KOPropaTBHbBIX CUCTeEMax [DNeKTPOoHHbI pecypc]: yuebHoe
nocobue / B. ®. llanbruH. - Mocksa: ®OPYM, 2013. - 592 c. - ISBN 978-5-8199-0411-4. - Pexum gocTyna:
http://znanium.com/go.php?id=402686.

JononHutenbHasa nuTteparypa:

1. Xopes N. b. MeToabl 1 cpeacTa 3awwmTbl MHPOPMAaLMU B KOMMbIOTEPHbBIX cucTemax [TekcT] : yuebHoe nocobue ons
By30B / . b. Xopes .- 3-e n3g., ctep .- Mockea : Akagemus, 2007 .? 256 c. : un., Tabn.- (Bbicwee npodeccuoHanbHoe
obpazosaHue) .- Pek. YMO .- B nep .- Bubnuorp.: c. 251-252 .- ISBN 978-5-7695-4157-5 (10 aka3.)

2.KynpusiHoB A. V. OcHoBbI 3awmThl MHdpopMaLuun [TekcT] : yduebHoe nocobue / A. U. KynpusiHos, A. B. Caxapos, B. A.
LWeBuos .- 2-e uag., ctep .- Mockea : Akagemusi, 2007 .- 256 c. : un., Tabn. - (Beicwee npodyeccrnoHanbHoe
obpaszosaHue) (PagunoanektpoHuka) .- Fpudg YMO .- B nep .- Bubnuorp.: ¢. 251-252 .- ISBN 978-5-7695-4416-3 :
276-38 : 196-68 : 197-37 : 189-30 : 216-60 (29 ak3.)

3. MenbHukoB B. N. NHdopmaunoHHas 6esonacHocTb [TekcT] : yuebHoe nocobve / B. M. MenbHukos, C. A. KneiimeHoB,
A. M. MNMetpakos ; nog pen. C. A. KneimeHosa .- 8-e uag., ncnp .- Mocksa : Akagemuns, 2013 .- 336 ¢ : un .- (CpeaHee
npodpeccroHansHoe obpasosanme) .- Mpuc MO .- B nep .- bBubnuorp.: c. 327-328. (10 3k3.)

4. Mantok A. A. VIHchbopMaumoHHas 6e30nacHOCTb: KOHLEeNTyalnbHble Y METOLOMIOMNMYECKME OCHOBbI 3aWUThI
nHgpopmauumm [TekcT] : yduebHoe nocobue anst By3os / A. A. Mantok .- Mockea : Mopsiyast nuHusi-Tenekom, 2004 .-280c¢ :
un., Tabn .-Mpwn.: c. 233-275 .-M'pudp MO .- Brubnuorp.: ¢.276-278 .- ISBN 5-93517-197-X : 98-34. (26 ak3.)

5. TumowkwmH A. V. 3awuTta nHcpopmaumm [SnekTpoHHbIi pecypc]: YuebHoe nocobue / A.T1. Xyk, E.M. Xyk, O.M.
NenewkwuH, A.N. TumowkwmH. - 2-e naa. - M.: il PUOP: HAL NH®PA-M, 2015. - 392 c.: 60x90 1/16. - (Bbicwee
obpasosaHue: bakanaspuat; Maructpatypa). (nepennet) ISBN 978-5-369-01378-6 - Pexum goctyna:
http://znanium.com/catalog/product/474838
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lMpunoxerve 3
K pabo4eii nporpamme AUCLUNINHBI (MOAYNS)
b51.5.18 UHgbopmaumoHHas 6e30MacHOCTb

nepe'-IeHb MHPOPMaLIMOHHbIX TEXHONMOINMMK, UCNONb3YyeMbIX AJ1s1 OCBOEHUS AUCLUMIUHBI (MO,IJ,ynil), BKo4yas
nepe4yeHb nporpaMmMHOro obecneyeHns u MH(POPMaLIMOHHbIX CNPaBOYHbIX CUCTEM

Hanpasnenue noarotosku: 09.03.04 - [porpamMmmHas nHxeHepus

Mpogounb noaroToBkn: PaspaboTka NporpaMMHO-MHOPMALIMOHHBIX CUCTEM
KBanngpukaumst BeinyckHUKa: bakanasp

®dopma 0byyeHus: Ha 6aze CMNO

S3bIk 06y4eHNs: pyccKuii

oo Havana obyyeHns no obpasoBaTenbHoi nporpamMme: 2018

OcBoeHne oucuUnnInHbI (MO,EI,yl'IFI) npegnonaraet ncnosib3oBaHme cnenytowero nporpamMmHoOro obecrneyeHus 1
MHJPOpMaLMOHHO-CNPAaBOYHbIX CUCTEM:

OnepauunoHHas cuctema Microsoft Windows 7 MpodbeccuoranbHas unm Windows XP (Volume License)

MakeT odpucHoro nporpammHoro obecneverus Microsoft Office 365 nnu Microsoft Office Professional plus 2010
Bpayaep Mozilla Firefox

Bpaysep Google Chrome

Adobe Reader XI unn Adobe Acrobat Reader DC

Kaspersky Endpoint Security ang Windows

YyebHo-MeToAMYeCKas nutepatypa ons JaHHOW AUCLMMNANHBI UIMEETCS B HANMYMK B SNIEKTPOHHO-OMBNMOTEUHOI cucTeme
"ZNANIUM.COM", nocTyn K KoTopoii npenoctaeneH obyyatowmmes. I6C "ZNANIUM.COM" coaepXuT npon3BeneHns
KPYMHENWMX POCCUNCKUX YHEHbIX, PyKOBOAUTENEN rocy0apCTBEHHbIX OpraHoB, npenogaearenein segyLmx By30B CTPaHbl,
BbICOKOKBaNMULIMPOBAHHbLIX CMELMANNCTOB B pa3nnyHblx cdoepax busHeca. doHn 6ubnmotekn cpopMmnpoBaH C y4eToMm
BCEX M3MEHEHUA 06pa30oBaTeNbHbIX CTaHAAPTOB 1 BKNKOHYAET y4ebHMKN, y4ebHble nocobus, yuebHO-MeToanYeCcKme
KOMIekchbl, MOHOrpadoum, asTopedeparbl, AuccepraLmm, SHUUKIoNeaun, CnoBapu U CNpaBoYHNKN,
3akoHo4arteNbHO-HOPMaTUBHbIE [OKYMEHTbI, CrieumanbHble Nepuognyeckme n3gaHns n ndnaHusl, Boinyckaemble
nspartenbcteamu By30B. B HacTosiwee Bpems S5C ZNANIUM.COM cooTBeTCTBYET BCEM TPeOOBAHMSAM (oeepanbHbIX
rocynapcTBeHHbIX 06pasoBaTtenbHbIX CTaHAapToB Bbicwero obpasosaHust (PrOC BO) HoBOro NokoneHus.

YyebHo-meToamMYeckas nutepatypa s LaHHOW AUCLMNAUHBI UMEETCS B HANNYMU B SNEKTPOHHO-BMBNNOTEYHOR crncTeme
NapatenbcTBa "MaHb" , LOoCTyn K KOTOpOM NpepocTtasneH obyyatowmmes. 96C NapaTtenbcTea "MaHb" BktoyaeT B cebs
SNEKTPOHHbIE BEPCUM KHUT n3patenbcTsa "laHb" 1 opyrux BeLylwmx n3natenscts y4ebHoOM nuTepaTypsbl, a Takxe
SNEKTPOHHbIE BEPCUUN MEPNOANYECKUX U3OaHWUIA NO €CTECTBEHHbIM, TEXHUYECKUM U r'yMaHUTapHbIM Haykam. 9bC
N3paTenbcTea "MaHb" obecneunBaeT fOCTYN K HAYYHOW, y4ebHO NuTepaTtype 1 HayYHbIM NEPUOLNYECKAM U3LAHUSM MO
MakCMMarnbHOMY KONMYECTBY NPOOUNbHbLIX HANPaBReHUi A C COBNOAEHNEM BCEX aBTOPCKUX U CMEXHbIX Mpas.
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