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Mporpammy ouvcumnnuHbl paspaboTan(a)(n) accucteHT, K.H. MisaHos K.B. Kacbenpa
paguoacTtpoHomun OTaeneHne pagnonsnkn n nHpopmaumnoHHbIx cuctem , KVivanov@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

Llenamn ocsoeHus ancumnnudbl (mooyns) b3.10B8. "dunsnyeckme oCHOBbI 32Tl MIHOPMaLUA U
nHdopMaumnoHHasi 6e3o0nacHOCTb" SBNSIETCSA NOMyYeHne TeOPEeTUYECKNX 3HAHWUIA O MeTodax
obecneyeHns NHGOPMaLMOHHOK 6e30NacHOCTV NPEANPUSTUS HA OCHOBE NCMONb30BaHNS
COBPEMEHHbIX CPEeACTB 3aWnTbl U UHCTPYMEHTaNbHbIX CPEeACTB aAMUHUCTPUPOBAHUS N NPaKTUYeCcKue
HaBbIKV OpraHn3aunm obecrneyeHns 3awmnTbl MHPOPMAaLUM KOPNOPATUBHbBIX MHGOPMALMOHHbIX
cucteM, goopMmpoBaHna TpebosaHuin k npoektTupyeMoiM AC n MCIMOH n K KOMANEKCHOW cucteme
3awunTbl nHbopmaumm (C3U), nocTpoeHns 3awmileHHONn NHAOPMALMOHHOW CUCTEMDI,
doopMmpoBaHusa TpeboBaHuin K 0bcnyxmBaHMo komnnekcHo C3U

2. MecTO AMCUMNNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbLHOro o6pasoBaHus

JNaHHas yyebHas oncumnnnHa BktodeHa B pasgen " 53.0B.8 NpodeccrnoHanbHbIin" 0CHOBHOW
obpaszoBartenbHoit nporpamMmbl 011800.62 Paanodursnka n 0THOCUTCS K AUCUMMIMHAM MO BbIOOpPY.
OcBauBaetcs Ha 4 kypce, 7 CEMeCTp.

OducumnnmHa B3.1B8. " ®dunaunyeckne o0CHOBbI 3alUTbl MHGOPMaLUN U MHPOPMaLMOHHAS
6e30nacHOCTb " BXOAUT B LMK AUCUMNIMH "[ucumnnunHbl no Beibopy".

3. KomneTteHuuun obyuarowerocsi, popmMmpyemble B pe3ynibTate 0CBOEHUSA AUCLUMNIINHbDI
/mopynsi

B pe3ynbTate 0CBOEHUSI AMCLMNINHBI (OOPMUPYIOTCS CReaytowme KOMNeTeHUNN:

PacwmdopoBka
LLinchp komneTeHumu npuobpeTaemMon KOMNeTeHL U

OK‘1 2 6 6 -
(0BUIEKYNbTYPHbIE CMOCOBHOCTbLIO K MPaBM/IbHOMY NCMOb30BaHMIO OOWeHay4HOW 1
KOMMETEHLINN) crneunanbHON TEPMUHONOr UK

CNOCOBHOCTLIO K OBNafeHnto 6a3oBbiMM 3HaHMSMK B 06nacTu
OK-14 NHJPOPMATUKN N COBPEMEHHbIX MHPOPMALIMOHHBLIX TEXHONOT U,
(0BLweKkynbTypHbIE NPOrpamMMHbIMU CPEACTBAMM 1 HaBblkaMy paboTbl B
KOMNeTeHLmm) KOMMbIOTEPHBIX CETSX, NCMONMb30BaHNIO 623 faHHbIX 1 PeCypCcoB

NHTepHet
OK-15 CNOCOBHOCTBIO NONYYMTb OPraHN3aunoHHO-yNpaBneHYeckmne
(0bLwekynbTypHbIE HABLIKN y P ynp
KOoMreTeHuun)
OK-16 CNOCOBHOCTbIO OBNAaAEHUS OCHOBHbIMM METOLAMU 3ALUUTHI
(0BLwekynbTypHbIE NPON3BOACTBEHHOrO NepcoHana u HaceneHnsa ot BO3MOXHbIX
KOMNeTeHL M) NOCNeACTBUA aBapwuiA, KAaTacTpod, CTUXMIAHBIX 6eCTBUA
MK-2 CNOCOBHOCTbIO NMPUMEHSITL HAa NpakTnke 6a30Bble
(MpocpeccuoHanbHbie n OcpeCCVIOHaﬂbEble HaBbIKW P
KOMreTeHuunn) P
MK-3 CNOCOBHOCTBLIO NOHUMATbL NPUHLMMLI PaboTbl 1 METOLAbI
(npodpeccunoHanbHble aKcnnyaTtaunm CoBpeMeHHOM paanoanekTPoOHHOM 1 ONTUYECKOM
KOMNeTeHLmm) annapaTtypbl 1 06opynoBaHus

CMNOCOBHOCTBIO K BAAEHNIO KOMMNBbIOTEPOM Ha YPOBHE OMbITHOIO
MK-5 Nnonb3oBaTens, NPMMEeHEHNI0 NHAPOPMALNOHHbBIX TEXHONOI A
(npodpbeccmoHanbHble L5 pelweHns 3ana4y B 06nact pagnoTeXHUKK,
KOMMeTeHuun) PanMO3NIEKTPOHMKN N pagmodon3nkm (B COOTBETCTBUM C

npodpununsaumen)
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Lncpp komneteHLUN

PacwucpoBka
npuobpeTaeMoi KOMNeTeHL NN

MNK-6
(npodheccunoHanbHble
KOMMeTeHuunm)

CNOCOBHOCTBIO K NPOPECCUOHANBHOMY Pa3BUTUIO U
caMopasBuUTUO B 06NacT paanonanKi 1 aNeKTPOHNUKM

B pe3ynbTarte 0OCBOEHNA ONCUNMIINHDBI CTYOEHT:!

1.

OOJIXEeH 3HaTb:

OCHOBHbIE HanpasneHns pa3BnTnya COBPEMEHHbIX TEXHONOrnM 3aWnThbl I/IHd)OpMaLI,VII/I, nexaumux B
OCHOBE COBpPEMEHHbIX CpencTB 3allnTbl I/IHqOOpMaLI,I/IVI ABTOMATU3NPOBAHHbBIX CUCTEM;

2.

OONXeH yMeTb!:

BblOBUTATb TpGGOBaHl/IFI K cuctemam 3almTtbl MHpopmaLunm orpaHN4eHHOro 4ocTyna;

3.

OONnXeH BlaneTb:

HaBblKaMy OOPMMPOBAHNS NONNTMKM BE30NacHOCTY OpraHn3aumm.

4. nONXeH OEeMOHCTPNPOBaTb CMNOCOOHOCTb M FTOTOBHOCTb:
NPUMEHATb NONYYEeHHble 3HAHWNS Ha NPaKTKe

4. CTpyKTypa u cogepxaHve AUCLUMNIUHbI/ Moayns
Obwas TpyooeMKOCTb AMCLMMNANHBI COCTaBNSET 3 3a4eTHbIX(ble) eanHuL(bl) 72 4yaca(oB).
dopma NPOMEXYTOYHOro KOHTPONSA AUCLMUMINHBI 9K3aMEH B 7 CeMecTpe.

CyMMapHo no amcumnnnHe MoxHo nony4nts 100 6annos, N3 HMX Tekylwas paboTta oueHmBaeTcs B 50
6anno., ntorosas popma KoHTpons - B 50 6annos. MnHMManbHoe KONMYeCcTBO ANs AOMnycKa K 3a4eTy

28

6annos.

86 6annos 1 6onee - "OoTANYHO" (OTN.);
71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBnetBoputenbHO" (yO0B.);
54 6anna n MeHee - "HeynOBNEeTBOPUTENLHO" (Heya.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHon paboTtbl No gucuunamHe/ MOAyto
TemaTtnyeckuu nnaH gucUUNIUHbI/MOAyNS

Paspen
ducumnnuHbl/
Moayns

CemecTtp

Hepens
cemecTpa

Buabl n yachbl

ayauTOpPHOM p

aboTbl,

MX TPYAO0EMKOCTb
(B yacax)

Tekywue copmbl
KOHTpoOnsi

Nexkuun

MpakTnyeckue

NabopaTopHbie

3aHATUA

pabotbl

Tema 1. BeepeHue B
NHPOPMaLIMOHHYIO
6e30nacHoOCTb.
OCHOBHblEe TEPMUHbBI 1
onpeneneHns.
NHdpopmauns n eé
cBoKcTBa
‘|ABTOMaTn3npoBaHHas
cuctema n eé pecypchl

Peruct
CtpaHn

pay
Ha
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LocTyn n ero Buabl O630p NpobnemMHbix 0bnacTein NHPOPMaLMOHHOK 6E30MaCHOCTH

oT4ert
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Pasnen
AducunnnuHbl/
Monyns

CemMecTp

Henens
cemecTtpa

Bugbl n yachbl
ayauTopHOM paborThbl,
MX TPYAO0EMKOCTb
(B wacax)

Tekywiue coopmbl
KOHTpOns

Nekuunn

MpakTnyeckue
3aHATUA

NabopaTopHbie
paborbl

Tema 2. lNoaocuctembl
obecneyeHns
NHJoopMaLOHHOM
6e3onacHoCTH
KpunTorpaduyeckas
noacucrema
Moncucrtema
‘lynpasneHns oocTynom
Moncucrtema
obecneyeHns
LLeNOCTHOCTM
Moncucrtema
permcTpauuun n y4érta
cobbITniA

3-5

oT4yert

Tema 3. . Ya3BumocTn,
Yrpos3bl, ataku
NHPOPMAaLIMOHHbIX
CUCTEM N MeTOabl
60pbbbl C HAMK. YTPOo3bl
6e30mnacHoOCTM
nHpopmauum B AC
.|Knaccndpukauus yrpos
n yassumocten AHanns
yrpo3 AC Tunosble
yrpo3bl 6e30nacHOCTH
®asbl ataku [l Cetesble
ataku 1 cnocobsl
3awWnTbl OT HUX

6-8

oT4yert
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Pasnen
AducunnnuHbl/
Monyns

CemMecTp

Henens
cemecTtpa

Buabl n yachbl

ayauTopHOM paborThbl,
MX TPYA0EMKOCTb

(B yacax)

Nekuunn

MpakTnyeckmelllaboparopHbie

3aHATUA

paborbl

Tekywiue coopmbl
KOHTpOns

Tema 4.
OpraHusaunoHHo-Npaso
nonoepxka
NesaTenbHOCTU
agMuUHUCTpartopa
6e3onacHocTn. O630p
3aKOHOB "
Noa3aKOHHbIX aKTOB
P®, cBa3aHHbIX C
obecneyeHnem
NHGOOpMaLOHHOM
6e3onacHoCTH
CtpykTypa
rocynapCTBEHHbIX
OpraHos,
OCYLLECTBNSIOLWMNX
‘IKOHTpONb 3a
BbINOMIHEHNEM
TpeboBaHwWin N 3awmTe
nHdbopmaLmm [ Naker
PYKOBOASILUMX
[OKYMEHTOB
["ocTexkomunccum
Poccum [
CneunanbHble
TpeboBaHus u
pekoMeHaaunn rno
TEXHUYECKON 3alunTe
KOHGOM AeHUMaNbHoWM
nHpopmauum
OcobeHHOoCTU 3aWunThbl
NepCOoHasnbHbIX AaHHbIX

Bas

9-11

oT4yert

Tema 5.
MexayHapoaHble
cTaHpapThl
NHJOOpMaLMOHHOM
6e30MacHOCTN:
NCO/M3K 15408-2002,
1ISO17799 SO 15408.
Ob6wwue kputepum
Mpodpunu 3awmThl
®yHKUMOHANbHbIE
‘ITpeboBaHus
Tpe6oaruns nosepus [l
OcobeHHocTn ISO
15408 no cpaBHEHMIO C
LpyruMmn ctaHgapTamu B
obnacTtun 6e3onacHoCTu
[ Cranmapt ISO 17799
N ero CTpykTypa.
AHanuna prckos

12-14

oT4yert
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Buabl 1 yacbl
Pasgmen ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
N 'nuﬁﬁ""""HH/ CeMeCTpcemecrpa (B yacax) KOHTpOnsi
oayns
MpakTnyeckmelllaboparopHbie
3aHATUA paboTbi

Nekuunn

Tema 6. MNonuTtuka
NHpopMaLOHHOW
6e30nacHoOCTM
opraHusauuu.
Onpegnenexuns
NONNTUKN
NHpopMaLOHHOW
6e30nacHoOCTM

KoHuenuwns oTyeT
6. MNHPOPMALIMOHHOM / 15-16 | 2 3 0
6e30nacHoOCTM
opraHMsauum
JNokanbHble NONUTUKM
MHpopMaLOHHOW
6e30nacHOCTH 1
DONXHOCTHbIE
NHCTPYKUUN ABapUNHbINA
nnaH

Tema 7. O630p
CYLLeCTBYOWNX CPeOcTB
3awnTbl HGPOPMaLIUK.
ATTectaunsi 06EKTOB
nHpopmatTmnsauunm.
Mpobnema
aKcnnyaTaumm
3awuéHHbix AC,
aaMUHUCTPUpPOBaHMe

"|l6esonacHocTy / 1718 | 2 0 0
nHpopmauun AC. Buabl
DesaTenbHOCTH,
dPYHKLUM 1 3a0a4m
aOMUHUCTPUPOBAHNS.
Buaobl pearenbHocTn
agmunHucTparopa KC3.
DyHKUMN 1 3a8a4u
aoMUHNCTPUPOBAHNS.

Tema . Toroesas v 0 0 0 3K3aMeH
" |doopma KOHTpoOns

UTtoro 24 18 0

oT4yert

4.2 CopepxaHvue oUCLUMNUHbI

Tema 1. BBepeHue B UHhoOpMaLMOHHYIO 6e3onacHOCTb. OCHOBHbIE TEPMUHbBI U ONpefeneHns.
MHopmauusa n eé ceonctesa ABToMatuaMpoBaHHasi cuctema v eé pecypcol Jloctyn u ero
Buabl O630p NpobneMHbIX obnacrten MHPOPMaLNOHHOM 6e30MnacHOCTH

neKkumnoHHoe 3aHsitTne (4 yaca(os)):

BeeneHune B nHgopmaumnoHHyto 6esonacHoctb. OCHOBHbIE TEPMUHBI U onpeaeneHuns. Mindopmauus
n eé ceoiicTBa ABTOMaTU3NpPOBaHHas cuctema n eé pecypcbl JocTtyn n ero Buasl O63op
NpobneMHbix obnacrtei NHEPOPMaUNOHHOK 6e30MacHOCTU

npakTudeckoe 3aHsitne (3 yaca(os)):

KETPOHHBH
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BeeneHve B nHgopMaLmoHHyo 6e3onacHocTb. OCHOBHbIE TEPMUHBI U onpeaeneHns. VHdopmauums
n eé ceorictBa ABTOMaTU3NpoBaHHas cuctema u eé pecypcbl Joctyn u ero suabl O630p
NpobneMHbix obnactein NHPOPMaUNOHHOK 6e30MacHOCTU

Tema 2. NMopcucrembl o6ecneyeHns MHcpopmaumoHHom 6eaonacHocTu Kpuntorpacuyeckas
nopcucrtema Noacucrema ynpaeneHus poctynom Moacucrema obecneyeHns LeNOCTHOCTU
Mopcucrema peructpauum mn yuéra cobbitumn

neKkumnoHHoe 3aHsiTne (4 yaca(os)):

MoacucTtembl obecneyeHns MHOOPMaLMOHHOK 6e3onacHocTn KpunTtorpadpmyeckas nogcucrema
Moacuctema ynpaeneHns goctynom Moacuctema obecneyveHuns uenoctHoctum Moacmctema
permcTpaummn 1 y4éta cobbiTuii

npaktnyeckoe 3aHsitne (3 4aca(os)):

MoacucTtembl obecneyeHns MHOOPMaLMOHHOK 6e3onacHocTn KpunTtorpadgpmyeckas nogcucrema
Moacuctema ynpaeneHns goctynom Moacuctema obecneyeHuns uenoctHoctm Moacmctema
permcTpaummn 1 y4éta cobbiTuii

Tema 3. . YAA3BMMOCTH, Yrpo3bl, aTaku MHCPOPMaALLMOHHbIX CUCTEM M MeTOAbl 60pPbObl C HUMWN.
Yrpo3bl 6e3onacHocTu nHpopmauum B AC Knaccucpukaums yrpos u yasasumoctenn AHanus
yrpo3 AC Tunosble yrpo3bl 6eaonacHoctn I da3bl atakm I CeTeBble aTaku U cnocob6bl
3awmTbl OT HUX

JNIeKLMOHHOe 3aHsiTne (4 4yaca(os)):

YS13BUMOCTW, Yrpo3bl, aTakn MHOPMAaLMNOHHBIX CUCTEM U MeTObl 60pbObl C HUMK. YTpo3bl
6e3onacHocTn nHdpopmauum B AC Knaccndomkaums yrpos u yassmumocTein AHanms yrpo3 AC
TunoBble yrpo3sbl 6e3onacHocTu [ dasbl atakm [ CeTeBble atakm 1 cnocobbl 3awmTbl OT HIX

npaktnyeckoe 3aHsitne (3 4yaca(os)):

YS3BUMOCTW, Yrpo3bl, aTakn MHGOPMALNOHHBIX CUCTEM U METOLbI 60pbObI C HUMK. YTPOo3bl
6e3onacHocTn nHpopmaumm B AC Knaccudpukaums yrpos n yassmmocTtein AHanma yrpo3 AC
TunoBble yrpo3sbl 6e3onacHocTu [ dasbl atakm [ CeTeBble atakm 1 cnocobbl 3awmTbl OT HIX

Tema 4. OpraHn3aunoOHHO-NpaBoBas NoaaepxXKa oesaTeNbHOCTU agMUHUCTpaTopa
6e3onacHocTu. O630p 3aKOHOB M N0A3aKOHHbIX aKTOB PM, cBsizaHHbIX ¢ 06ecneyeHnem
MHcpopMaLMOHHOM 6e3onacHoCcTM CTPYKTypa rocy,napCTBEHHbIX OpraHOB, OCYLLLECTB/SIOLLLUX
KOHTPOJb 3a BbiNo/IHeHMeM TpeboBaHui No 3awmTe MHopmaumm [ MakeT pyKoBOOALLUX
[okymeHTOB Moctexkommuccum Poccun [ CneumanbHble Tpe6oBaHUS U peKOMeH4alum no
TEeXHUYEeCKoW 3aLiuTe KoHdouaeHumnanbHom nHcpopmauum I Oco6eHHOCTU 3aLLUTDI
NepcoHabHbIX JaHHbIX

JNeKLMoHHoe 3aHsiTne (4 4yaca(os)):

OpraHnsaunoHHO-NpaBoBas NognepXka LesTeNnbHOCTU agMuHMcTpaTopa 6esonacHocT. O630p
3aKOHOB 1 NOA3aKOHHbIX akTOB PD, cBA3aHHbIX ¢ 0b6ecnedyeHnemM MHopMaLUnoHHon 6e3onacHoCTu
CTpyKkTypa rocyaapCTBEHHbIX OPraHoB, OCYLLECTBASIOWMNX KOHTPOMb 3a BbIMOIHEHNEM TPeboBaHWiA
no 3awure nHopmaumm [ Naker pykoBoOswWmx okymeHToB [Toctexkommnccum Poccun 0
CneuvanbHble TpeboBaHUS U PpeKOMEHAALMM MO TEXHNYECKON 3almTe KOHPUAEHLMANBHON
nHgpopmaLmn | OcoBeHHOCTM 3awmnThl NEPCOHaNbHBIX AaHHbIX

npaktnyeckoe 3aHsitne (3 4yaca(os)):

OpraHun3aunoHHO-NpaBoBas NoaaepXxka AesaTenbHoCcTM aaMuHmcTpatopa 6esonacHoctn. O630p
3aKOHOB 1 NOA3aKOHHbIX akToB PD, cBA3aHHbIX ¢ 0b6ecnedyeHnem MHpopMaumnoHHon 6e3onacHoCcTu
CTpyKkTypa rocyaapCTBEHHbIX OPraHoB, OCYLLECTBASIOWMX KOHTPOMb 3a BbIMOIHEHNEM TpeboBaHWiA
no 3awure nHopmaumm [ Naker pykoBoOswWmMx OokymeHToB [Toctexkommnccum Poccum
CneuvanbHble TpeboBaHUS U PpeKOMEHAALUMM MO TEXHNYECKON 3almTe KOHPUAEHLMANbHON
nHgpopmaLmn I OcobeHHOCTM 3awmThl NepCoHanbHbLIX AaHHbIX

Tema 5. MexpayHapoaHble cTaHpapTbl MHopMaumnoHHon 6e3onacHocTn: UCO/MIK
15408-2002, ISO17799 [ SO 15408. O6wwme kputepum Mpocdunu 3awmntbl PyHKLMOHANbHbIE
TpeboBaHus TpeboBaHus nosepusi I OcobeHHocTn ISO 15408 No cpaBHEHUIO C ApYyruMn
craHpaptamm B obnactu 6esonacHoctn I CraHpapt ISO 17799 m ero cTtpyktypa. AHanus
puckos

neKkumnoHHoe 3aHsiTne (4 yaca(os)):

KTPOHHEBH
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MexayHapoHble cTaHaapTbl MHpopMaumnoHHoi 6esonacHocTn: MCO/M3K 15408-2002, ISO17799
[1SO 15408. O61wwe kpuTepum Mpodbunn 3awmThl yHKLUMOHABHBIE TpeboBaHUst Tpe6oBaHus
nosepusi I OcobeHHocTn ISO 15408 no cpaBHEHMIO C ApYyrMMK cTaHgapTamMm B obnacTu
6esonacHoctn [ Cranmapt ISO 17799 1 ero cTpykTypa. AHaNM3 puckos

npaktnyeckoe 3aHsitne (3 4yaca(os)):

MexayHapoHble cTaHaapTbl MHpopMaumnoHHoi 6esonacHocTn: MCO/M3K 15408-2002, ISO17799
[1SO 15408. O6wwe kpuTepum Mpocbunn 3awmTbl yHKLMOHABHbIE TpeboBaHus Tpe6oBaHus
nosepus [l OcoberHocTr ISO 15408 no cpaBHEHWIO C APYrMM CTaHaapTamy B 06nacTy
6esonacHoctn [ Cranmapt ISO 17799 1 ero cTpykTypa. AHaNM3 puckos

Tema 6. Monutnka nHcpopmauMoHHOM 6e3onacHOCTU opraHu3aumn. OnpeneneHns NONUTUKK
umHchopmMaLmnoHHon 6e3onacHocT KoHuenuus nHpopMaLnoHHON 6e30nacHOCTH
opraHusauum JlokanbHble NONUTUKU MHPOPMaLMOHHOM 6€30MacHOCTM U BONXHOCTHbIE
MHCTPYKL MU ABapUMHbIA NnaH

JNleKuMoHHoe 3aHsiTne (2 4yaca(oB)):

Monutnka nHpopMaumnoHHoi 6esonacHoOCTM opraHnsauun. OnpeneneHns NoAMTUKM
MHPOPMaLMOHHON 6e3onacHocTy KoHuenuns nHopMaLMoHHoM 6e30nacHOCTY OpraHn3aumm
NokanbHble NONMTUKM NHGOPMALIMOHHOW 6E30NMaCHOCTU U AOMKHOCTHbLIE MHCTPYKLUMN ABapUiiHbIN
nnaH

npaktnyeckoe 3aHsitne (3 4aca(os)):

Monutnka nHpopmMaumnoHHon 6esonacHoCTM opraHnsauun. OnpeneneHns NoAMTUKM
MHgPOPMaLMOHHON 6e3onacHocTy KoHuenuns nHopMaLmMoHHoOM 6e30nacHOCTY opraHn3aumm
NokanbHble NONMTUKM NHGOPMALIMOHHOW 6E30NaCHOCTU U AOMKHOCTHbLIE NHCTPYKLUMN ABapUiHbIN
nnaH

Tema 7. O630p CyLLECTBYIOLLUX CPEACTB 3aLuTbl MHpOpMaLMn. ATTecTauusi 06 bLEKTOB
nHcpopmaTnsaumu. NMpobnema akcnnyartauum 3awmi,éHHbix AC, apMMHUCTPUPOBaHME
6e3onacHocTu nHcpopmauum AC. Bupbl peatenbHOCTU, OYHKLMU U 3apa4mn
agMUHUCTpUpoOBaHUS. Buabl pestenbHocTn agMuHucTpatopa KC3. dyHKuUM u 3apaumn
aAMUHUCTPUPOBAHUS.

JIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

O630p cywecTByOWMX CPEACTB 3aWMTbl MHpopMauun. ATtectaunsi 06 bEKTOB MHApopMaTU3aLNN.
Mpobnema akcnnyataumm sawniwéHHbix AC, agMMHUCTpUpoBaHne 6esonacHocTy nHgopmaumm AC.
Bnabl nesitenbHoCTU, OyHKUMM U 3a4a4M aAMUHUCTPUPOBaHMS. Buabl oesTenbHocTy
agMuHucTpartopa KC3. ®yHKUMM 1 3a4a4v aaMUHUCTPUPOBAHUS.

4.3 CTpyKTypa u copepxaHue caMOCTOATE/IbHOM paboTbl AUCLUNNIUHBI (MOAYNS)

Buabi
CaMOCTOATENbHOWN
paboTbl
CTYyAEHTOB

DopMbl KOHTPONS
camoCTofiITeNIbHOMN
paboTbl

Hepens
cemecTpa

TPY.BOEeMKOCTb|

N Paspen
(B yacax)

IvcumnnuHbl CemecTp

Tema 1. BeeneHve B
NHJPOPMAaLIMOHHYIO
6e30nacHOCTb.
OCHOBHbIE TEPMMHBI U
onpeneneHus.
NHdoopmaums n eé
1 CBOWCTBA v
‘|ABTOMaTn3npoBaHHas
cuctema n eé pecypcl
Loctyn n ero sngpl
0630p NpobneMHbIx
obnacren
NHJOOPMaLIMOHHOM
6e3onacHocTn

noaroToBka K 4

1-2 oTyety

oT4yeT
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)
CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl CemecTp

Tema 2. MNogcuctembl
obecneyeHns
NHJOOPMaLINOHHOM
6e3onacHoCTH
KpunTorpadgudyeckas
nogcucrtema
» [loAcucTema v 3.5 |MoAroToeka K 4
yrnpasneHns 4OCTYrnom oTyeTy
Noncuctema
obecneyeHns
LLeNnOCTHOCTU
Noncuctema
perncTpaunm n y4éta
cobbITniA

Tema 3. . Ya3smmocTu
yrpo3bl, atakm
NHOPOPMaLIMOHHbIX
CUCTEM U METOAbI
60pb6bl C HAMK. YTPO3bl
6e3onacHoCTH
nHcpopmauum B AC
3.|[Knaccudpukaums yrpos 7 6-8
n ya3sumocTten AHanna
yrpo3 AC Tunosble
yrpo3bl 6esonacHocTu [l
®a3bl ataku [ Cetesbie
ataku 1 cnocobbl
3aWnTbl OT HUX

oT4yeT

noaroToBka K

4 TyeT
oTyeTty oTHE
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Paspen
AncumnnuHbl

CemecTp

Hepnens
cemecTpa

Buabi
CcaMoOCTOSsITe/IbHOM
paboTbl
CTYAEHTOB

TPyBOEeMKOCTb|
(B wacax)

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

Tema 4.
OpraHn3aumoHHO-Npaso,
nongepxka
nesaTenbHoOCTH
agMuHMCTparTopa
6e3onacHocTn. O630p
3aKOHOB U
NoaO3aKOHHbIX aKTOB
P®, cBa3aHHbIX C
obecneyeHnem
NHJOOPMaLINOHHOM
6e3onacHoCTH
CTtpykTypa
roCyaapCTBEHHbIX
OpraHos,
OCYLLECTBNSAOLNX
‘IKOHTPONb 3a
BbIMONHEHNEM
TpeboBaHwWii No 3awmnTe
nHcbopmMauun 0 Naker
PYKOBOAALWMX
LLOKYMEHTOB
["locTexkomuccum
Poccun [
CneumanbHble
TpeboBaHus
pekoMeHaauunm no
TEXHUYECKON 3alunTe
KOHCbnaeHUManbHom
NHpopMaLnm I
OcobeHHOCTH 3alunThbl
NepCoHanbHbIX AaHHbIX

Bas

9-11

noaroToska K
oTyety

oT4veT

Tema 5.
MexayHaponHble
cTaHaapThbl
NHJPOPMaLIMOHHOW
6e30mnacHOCTU:
NCO/M3K 15408-2002,
1ISO17799 [1SO 15408.
Obwue kputepum
Mpogonnum 3awmnThbl
DyHKUNOHANbHbIE
‘ITpeboBaHus
Tpeboarns nosepus [l
OcobeHHocTn ISO
15408 no cpaBHEHMUIO C
LPYrMMU cTaHaapTamu B
obnactn 6e3onacHoCTK
[ Cranpapt ISO 17799
N ero CTPyKTypa.
AHanus pnckos

12-14

MOAroToBKa K
oTyeTy

oT4yeT
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)

CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

Paspen

JucumnnvHbl Cemectp

Tema 6. lNonntuka
NHJPOPMaLIMOHHOW
6e3onacHoCTn
opraHusauum.
Onpepnenenus
NOSINTUKK
NHJPOPMaLIMOHHOW
6e3onacHoCTn
6. KoHuenuwns 5 v 15-1g |TOArOTOBKa K 5
NHJOOPMaLNOHHOM oT4yerty
6e3onacHoCTn
opraHusauuu
JlokanbHble NOAUTUKK
NHCPOPMaLIMOHHOW
6e30nacHoOCT 1
JONMXHOCTHbIE
NHCTPYKUUN ABApPUNHbIN
nnaH

Tema 7. O630p
CYyLWeCTBYOWNX CPenCcTB
3awmTbl HoOPMaLIUN.
ATTecTauusi 06 beKTOB
nHpopmaTmsaumn.
Mpobnema
aKcnnyaTtauuu
3awnwéHHbix AC,
afMUHUCTPUPOBaHME v 17.1g |1OAroTOBKa K
‘l6esonacHocTH oTyeTy
nHcpopmauumn AC. Buabl
NesATeNbHOCTH,
PYHKLNM 1 3a0a4n
aAMUHUCTPUPOBAHMS.
Buaobl pearenbHocTH
agmuHncTpartopa KC3.
DyHKUMN 1 3a0a4U
aAMUHUCTPUPOBAHMS.

NTtoro 30

oT4yeT

4 ortyer

5. O6bpa3oBarenbHble TEXHONOIMU, BK/IOYAA MHTEPaKTUBHbIE hOpMbl 06yUYeHUs

Kypc nekumi yntaetcs Ha OCHOBE MyNbTUMEANAHbIX TEXHONOMNIA, NPaKTU4YeCcKne 3aHATUS
NpoBOASTCS B B NabopaTtopui, OCHALLEHHON COBPEMEHHBIMY Y4EBOHBIMU KOMMEKCAMM 1
N3MepuTenbHON annapartypo.

6. OLeHOYHble cpeacTBa NS TEKYLLLEro KOHTPONS ycneBaeMoCT!, MPOMeXYTOYHOW
aTTecrauum rno MToramMm OCBOeHUsi AUCLUMINHDBI U y4eOHO-MeToauyeckoe obecneyeHune
camocTosiTeNIbHOM paboThbl CTYAEHTOB

Tema 1. BBepeHue B UHhoOpMaLMOHHYI0 6e3onacHOCTb. OCHOBHbIE TEPMUHbBI U ONpefeNneHns.
NHdopmauusa v eé ceorctsa ABToMatuanpoBaHHas cuctema n eé pecypcol [loctyn v ero
Buabl O630p NpobnemMHbIx obnacten MHpopMaLMOHHOM 6e3onacHOCTH

OTHET , NPUMEPHbIE BOMPOCHI:
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BeeneHve B nHgopMaLmoHHyo 6e3onacHocTb. OCHOBHbIE TEPMUHBI U onpeaeneHns. VHdopmauums
n eé ceorictBa ABTOMaTU3NpoBaHHas cuctema u eé pecypcbl Joctyn u ero suabl O630p
NpobneMHbix obnactein NHPOPMaUNOHHOK 6e30MacHOCTU

Tema 2. NMopcucrembl o6ecneyeHns MHcpopmaumoHHom 6eaonacHocTu Kpuntorpacuyeckas
nopcucrtema Noacucrema ynpaeneHus poctynom Moacucrema obecneyeHns LeNOCTHOCTU
Mopcucrema peructpauum mn yuéra cobbitumn

OT4yeT , NpMMepPHbIe BOMPOCHI:

MoacucTtembl obecneyeHns MHOOPMaLMOHHOK 6e3onacHocTn KpunTtorpadpmyeckas nogcucrema
Moacuctema ynpaeneHns goctynom Moacuctema obecneyveHuns uenoctHoctum Moacmctema
permcTpaummn 1 y4éta cobbiTuii

Tema 3. . YA3BMMOCTH, Yrpo3bl, aTaku MHCPOPMALLMOHHbIX CUCTEM M MeTOAbl 60pPbObl C HUMWN.
Yrpo3bl 6e3onacHocTu nHpopmauum B AC Knaccucpukaums yrpos u yassumocten AHanus
yrpo3 AC Tunosble yrpo3bl 6eaonacHoctn I da3bl atakm I CeTeBble aTaku U cnocobbl
3awmTbl OT HUX

OTHET , NPUMEPHbIE BOMPOCHI:

YS3BUMOCTW, Yrpo3bl, aTakn MHOPMAaLNOHHBIX CUCTEM U MeTObl 60pbObl C HUMU. YTpOo3bl
6e3onacHocTn nHdopmauum B AC Knaccndomkaums yrpos u yassmumocTein AHanms yrpo3 AC
Tunosble yrpoasbl 6esonacHocTu [l dasbl ataku I CeTesble aTaku 1 cnocobbl 3aWwmTbl OT HIX

Tema 4. OpraHusauunoHHO-NpaBoBas Nogaepxka AesaTebHOCTU agMUHUCTPaTopa
6e3onacHocTn. O630p 3aKOHOB U NOA3aKOHHbIX aKTOB P®, cBA3aHHbIX ¢ o6ecnevyeHnem
mHdopmauMoHHOM 6e3onacHoCcTU CTpyKTypa rocyaapCcTBeHHbIX OpraHOB, OCYLLLECTBSIIOLLLUX
KOHTPO/Ib 3a BbINOJSIHEHMeM TpeboBaHUM No 3awute uHcpopmaumm I MakeT pykoBOASALLLMX
[oKyMeHToB Noctexkomuccum Poccumn I CneumanbHble TpeboBaHUS U peKOMeHaaumm no
TeXHUYEeCKOW 3awuTe KoHcpuaeHunanbHon uHcpopmaumm I Oco6eHHOCTU 3aLLUTbI
nepcoHasnbHbIX OaHHbIX

OTYET , MPUMEPHbIE BOMPOCHI:

OpraHn3aunoHHO-NpaBoBas NogaepXxka AesaTenbHoCcTM aaMuHmcTpaTtopa 6esonacHoctn. O630p
3aKOHOB M NOA3aKOHHbIX akToB P®d, cBA3aHHbIX ¢ 0becnevyeHnemM MHopMaLMOHHOM 6e30MnacHoOCTH
CTpyKTypa rocynapcTBEHHbIX OPraHOB, OCYLWECTBASIOWMX KOHTPONb 3a BbINOHEHEM TpeboBaHwWiA No
3awmnTe nHdopmauum U MNakeT pykoBogawmx oOKyMeHToB [Toctexkommccum Poccum [ CneumanbHble
TpeboBaHMs 1 pekoMeHaaunn No TEXHNYECKONM 3awmTe KOHPUAEHUMANbHON NHdopMaLmMm
OcobeHHOCTM 3alNTbl NEPCOHANbHBIX OaHHbIX

Tema 5. MexayHapoaHbie cTaHpapTbl MHchopmaunoHHon 6e3onacHocTu: MCO/MIK
15408-2002, ISO17799 [ SO 15408. O6wwme Kputepum Mpocdnnm sawntbl PyHKLMOHANbHbIE
TpeboBaHnsa Tpeb6oBaHus posepusi | OcobeHHocTM ISO 15408 NoO cpaBHEHMIO C ApPYruMm
ctaHpapTtamm B obnactu 6esonacHoctn I CtaHaapt ISO 17799 m ero cTpykTypa. AHanus3
pUCKOB

OTHET , NPUMEPHbIE BOMPOCHI:

MexayHapoaHble cTaHaapTbl nHdopmaumoHHon 6esonacHoctn: MCO/M3K 15408-2002, ISO17799
SO 15408. O6wme Kputepun MNpodomnnn 3awmtbl PyHKUMOHANbHBLIE TpeboBaHmsa TpeboBaHms
nosepus [ OcoberHocTn ISO 15408 no cpaBHEHWIO C APYrMM CTaHAApTaMn B 061acTy
6esonacHoctn [ Cranpapt ISO 17799 u ero cTpykTypa. AHanM3 puckos

Tema 6. Monutnka nHcpopmauMoHHOM 6e30NacHOCTU opraHu3aumn. OnpeneneHns NONUTUKK
umHcpopmMaumnoHHon 6e3onacHocT KoHuenuus nHopMaLnoHHON 6e30nacHOCTH
opraHusauum JlokanbHble NONMUTUKU MHPOPMaALMOHHOW 6€30MacHOCTM U BONMXHOCTHbIE
MHCTPYKLUMKU ABapUrHbIA NnaH

OTHeT , NPpUMEpPHbIE BOMPOCHI:

Monutnka MHpopMaumnoHHo 6esonacHoOCTM opraHnsauunn. OnpeneneHns NoNMTUKM
MHgPOPMaLMOHHOI 6e3onacHocTy KoHuenumns MHopMaLMoHHOM 6e30nacHOCTY opraHn3aumm
NokanbHble NONMTUKM NHGOPMALIMOHHOW 6E30NMaCHOCTU U AOMXKHOCTHbIE MHCTPYKLUMN ABapUiHbIN
nnaH
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Tema 7. O630p CyLLECTBYIOLLUX CPEACTB 3alLuTbl UH(popMaumm. ATTtecTaumus 06HEKToB
umHchopmaTtnsauum. Mpobnema akcnnyaraumm sawu,éHHbix AC, aaMUHUCTPUpPOBaHUe
6e3onacHocT nHcpopmauum AC. Buapbl pestensHocTn, yHKLUN U 3apaumn
agMuUHUCTpupoBaHus. Buabl pearenbHocT agMmHucTpartopa KC3. dyHKUMK U 3apaum
agMUHUCTPUPOBaHUS.

OTHEeT , NPUMEPHbIE BOMPOCHI:

O630p cywecTByOWMX CPEACTB 3aWMTbl MHpopMauun. ATtectaunsi 06 bEKTOB MHApOpMaTU3aLNN.
Mpobnema akcnnyataumm sawmiwéHHbix AC, agMMHUCTpUpoBaHne 6esonacHocTy nHgopmaumm AC.
Buabl neatenbHOCTH, QOYHKLMM U 3a4a4v aAMUHUCTPUPOBaHNS. Buabl oesatenbHOCTH
agmuHncTpatopa KC3. ®yHKUMKM 1 3a4a4v afMUHUCTPUPOBAHNS.

Tema . UToroeasi popma KOHTpons

[MprMepHble BONPOCHI K 9K3aMeHy:

PaspaboTtaHHbIn 610K BOMPOCOB A1 KOMNbIOTEPHON cucTembl TecTupoBaHns TCExam.
Bonpochb! kK ak3ameHy:

1. nante onpeneneHuns

nonuTrka 6e3onacHoOCT, MPonb 3alNThI, YEPBD.

onpepneneHne NOHATUIA naoeHTndoukaumsa, ayteHTngoukaums, astopmsanns. Onuwnte MexaHn3am.
Kakve suabl ayTeHTudomnkaumn Bbl 3HaeTe.

3apaHue no 6e3onacHocTu, BUPYC, 06EKT AOCTyNa.

6M0YHbIN Wndp, cybbekT nocTyna, aBToMatMampoBaHHas cuctema

rpynna, gOCTyrn, MEXCEeTeBOWN 3KpaH

YA3BUMOCTb, yrpo3a, ataka

6e3onacHocTb UHdopmaumm, nepcoHan, KCA

nonuTrka 6e3onacHoOCT, ayamnT(Bce BO3MOXHbIE TPAKTOBKM), NONb30BaTENN
onpeneneHust scex Bnaos obecrneveHnst AC

2

lMpoBennTe cpaBHEHME PONEBOI U ONCKPELMOHHON Moaeneli 6e3onacHOCTEN, a Tak Xe NpuBeanTe
npuMepsbl, B Kaknx cgpepax aTm Moaenm MoryT ObiTb MPYIMEHEHDI.

O630p MEXAHN3MOB KPUNTOrpadoMyecKkor 3awmnTbl MHpopMaLnK
O630p PykoBoaswmx oOKyMeHTOB ["ocTexkommccum

0O630p cTaHOapTOB MHAPOPMaLMOHHOM 6e3onacHocTn MCO15408
CxeMbl poTaLmm HocuTenen nHgopmaLuu.

MpoBeauTe cpaBHeHVE PONEBOI U MaHAATHOW Moaenel 6e3onacHoCTelr, a Tak Xe npueeanTe
npuMepbl, B Kakux cdoepax aTm MoAenn MoryT ObiTb NMPUMEHEHDI.

MNpoBennTe CpaBHEHNE OUCKPELIMOHHOA N MaHOATHON Modenei 6e3onacHOCTEN, a Tak Xe
npueeanTe npumepsbl. B kakmx cdpepax aTm Mmogenu MoryT 6biTb MPUMEHEHDI.

O630p apxMTEKTYp CUCTEM PE3EPBHOMO KOMMPOBAHMS AaHHbIX. Kakne MexaHuambl Bbl NnaHupyeTe
Tam MCNonb30BaTb U NOYEMY.

O630p nokymeHTa "CTP-K". Kakne nokyMeHTbl Bbl Obl BKIHOYUAN B MOAUTMKY 6€30MacHOCTHU.

7.1. OcHOBHas nuTeparypa:

1. ABepueHkoB, B. V. OpraHnsaunoHHas 3awmTa nHdopMaLumm [aNeKTPoHHbIA pecypc] : y4eb.
nocobve anst By3os / B. V. ABepyeHkoB, M. tO. PbiToB. - 3-e n3g., ctepeotun. - M. : ®JIMHTA, 2011.
- 184 c. - ISBN 978-5-9765-1272-6. - Pexum goctyna:
http://znanium.com/bookread.php?book=453862

2. Xopes I1. B. NporpamMmHo-annapaTtHas 3awmTa uHgopmaumm: yiebHoe nocobue / N.6. Xopes. -
M.: ®opym, 2009. - 352 c. - Pexum goctyna: http://znanium.com/bookread.php?book=169345
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Mporpamma omcumnninHbl "dramyeckrne 0CHOBbI 3alWnTbl MHGOPMaLMK U MHopMaLMoHHas 6esonacHocTb"; 011800.62 Pagnogpusnka;
accucTeHT, K.H. MeaHos K.B.

3. Maptbika T. J1. Monoe W. V. MHdopmaumoHHas 6esonacHocTb: Y4ebHoe nocobve ons cTyaeHToB
yuypexaeHuii cpegHero npod. 0bp. / T.J1. Maptbika, N.W. MNonos. - 3-e na3a., nepepab. n gon. - M.:
dopyM, 2008. - Pexxmum goctyna: http://znanium.com/catalog.php?bookinfo=167284

4. 3awuTta KoHhunaeHumnanbHom nHcpopmaumn: yuebHoe nocobue / B.A. NweiHos, M.B. MeuatyHsH.
- M.: ®opym, 2009. - 256 c.: un.; 60x90 1/16. - (Bbicwee obpasosaHme). (nepennet) ISBN
978-5-91134-336-1, 2000 ak3. - Pexum goctyna: http://znanium.com/bookread.php?book=165929
5. MNporpamMmHo-annapaTHas 3awmta nHdopmaumnn: y4ebHoe nocobue / IN.6. Xopes. - M.: Dopym,
2009. - 352 c.: un.; 60x90 1/16. - (Bbicwee obpasosaHue). (nepennet) ISBN 978-5-91134-353-8,
1500 aka3. - Pexum goctyna: http:/znanium.com/bookread.php?book=169345

7.2. JlononHuTenbHasa nuteparypa:

1. KomnnekcHas 3awmTa nHgopmMaumm B KOpnopaTreHbIX cuctemax: YyebHoe nocobue / B.d.
WaHbrmH. - M.: O ®OPYM: HALL NHDPA-M, 2013. - 592 c.: nn.; 70x100 1/16. - (Bbicluee
obpaszoBaHue). (nepennet) ISBN 978-5-8199-0411-4, 2000 3k3. - Pexxum goctyna:
http://znanium.com/bookread.php?book=402686

2. Metposckuin B. L. Metposckuin B. B. Nosa B. V. KomnnekcHas 3awuta nHgopmaumm Ha

NpeanpuaTMn: MeTobl U Cnocobbl NPOTMBOAENCTBMSA CPEACTBAM TEXHUYECKUX Pa3Benok: y4ebHoe
nocobve. KasaHb [34-B0 KazaHCcKoro rocynapCTBeHHOr0 TEXHNYECKOro yHusepeuteta) 2012

3. Bawnel, M. H. MHdopmaumnoHHas 6e30nacHOCTb U 3awmTa MHpopMaumm [SnekTpoHHbI pecypc] :
YuebHuk / M. H. bawnebl, A. B. babauw, E. K. bapaHosa. - M.: PMIOP, 2013. - 222 c. - ISBN
978-5-369-01178-2. - Pexum goctyna: http://znanium.com/bookread.php?book=405000

7.3. UHTepHeT-pecypcChbl:

Lan Agent - MoHnTOpUHI KomnbioTepos J1C - hitp://www.lanagent.ru/
WHTtennexT-cepsuc - http://www.it-ic.ru/

CraHpapTbl UHCPOPMaLMOHHOK 6e30NacHOCTY -
http://www.arinteg.ru/articles/standarty-informatsionnoy-bezopasnosti-27697.html
depnepanbHas cnyxba no TEXHNYECKOMY 1 3KCMOPTHOMY KOHTponto - http:/fstec.ru/
Wkona IT-MmeHepxMeHTa - hitp://www.itmane.ru/mba-cso

8. MarepumanbHo-TexHU4Yeckoe obecrneyeHne oUCLUNNAUHbBI(MOAYNS)

OcBoeHure OncumnInHbl "dusnyeckme 0CHOBbI 3alWMTbl MHGPOPMaLIMKN 1 MHCDOPMALIMOHHAS
6e3onacHoOCTb" NpennonaraeT MCNonb30BaHME CNeayowero MaTepmanbHO-TEXHUYECKOro
obecneyeHuns:

KomnbtoTepHbI knacc, npeacraensowmii coboin paboyee Mecto npenogasaTtens n He meHee 15
paboymx MECT CTYAEHTOB, BK/IHOYAIOLWMX KOMMbIOTEPHbIN CTON, CTYN, NEPCOHASbHbIA KOMMbLIOTEP,
NVLEH3NOHHOE NporpaMmMHoe obecneyeHre. Kaxabii KOMAbIOTEP MMEET WNPOKOMONOCHBIV JOCTYN B
ceTb NHTepHeT. Bce koMnbioTepbl NOAKNIOYEHbI K KOPNOPaTMBHON KOMMboTepHON ceTn KDY n
HaxoOsTCs B €4MHOM OOMEHeE.

KoMnbloTepHbI knacc, no3sonsowmii pa3sépTtbiBaTb Ha kKaxaon 9BM He MeHee 2 BUPTyanbHbIX
MalLVH.

Mporpamma coctaeneHa B cootBeTcTBumM ¢ TpeboBaHnsmmn ®rOC BIO n yyebHbiM nnaHoM no
Hanpasnenuio 011800.62 "Paanoduauka” n npodounio nogrotoskm CneunanbHbie
paguoTexHn4eckmne CUCTEMBI .
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accucTeHT, K.H. MeaHos K.B.
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