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MporpamMmy avcumnnuHbl paspaboTan(a)(n) ooueHTt, K.H. MakciotnH C.B. Kadbeapa pannogounamnku
OtoeneHve paguoguankm 1 HPOPMaLMOHHbIX cucTeM , Sergey.Maksyutin@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

LeNblo JaHHOM OUCUUMNNIMHBI SBASETCA NONyYeHne 3HaHWIA U NPaKTUYeCKNX HaBbIKOB B 06nacTu
COBPEMEHHbBIX CETEBbIX TEXHONOMiA, NO3BONSIOWMUX NPOBOANTL 6A30BYIO OMArHOCTUKY U
obcnyxusaxue J1IBC.

2. MecTO AMCUMUNNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbLHOro o6pasoBaHus

JaHHas yyebHas oncumnnnHa BktodeHa B pasgen " M2.10B.4 NpodeccrnoHanbHbIi" 0CHOBHOM
obpaszoBartenbHoit nporpamMmbl 011800.68 Paanodursnka n 0THOCUTCS K AUCUMMIMHAM MO BbIOOpPY.
OcBauBaeTcs Ha 2 kypce, 3 CeMeCTp.

JuvcumnnuHa oTHocKTCS K 6a30BOiA YacTu 0blweHay4YHOro Lmkna obpasoBarenbHoro ctaHaapra
TpeTbero nokoneHus no HanpasneHunio 011800 - paonodgumaunka.

3. KomneTteHuumn obyuatowerocsi, popmMmpyemble B pe3ynbtate 0CBOEHUSA AUCLUMNIINHDI
/mopynsi

B pesynbTate 0CBOEHUSI AMCLMNINHBI (OOPMUPYIOTCS CReaytowme KOMNeTeHUNN:

Pacwudpposka
npuobpeTtaemor KOMNETeHUUN

CnocobHOCTbIO NcMnonb3oBaTb 6a30Bble 3HAHWS U HABbIKM

Lndop komMneTeHLUN

OK-10 yrnpasneHusa nHpopmasmen ons peweHns ncecnenosarenbckux
(0bLWeKyNbTypHbIE npodoeccrnoHanbHbix 3aaad, cobntoaartbs OCHOBHblE TpeboBaHUS
KOMMEeTeHLMN) MHCPOPMALIMOHHO 6e30MacHOCTH, 3alNTbl FOCYAaPCTBEHHOW
TanHbl (
CnoCcobHOCTbIO CaMOCTOATENBHO NPUOBPETATh C NOMOLLbLIO
OK-3 MHCPOPMALIMOHHBIX TEXHONOTMIA 1 UCMONBb30BaTb B
NPaKTUYECKOW OeATeNbHOCTM 3HAHWSA N YMEHUS, B TOM YMC/E B
(OBLLEKyNbTYPHBIE pa €CKOW OesaTenbHOCTN 3Ha yMeHus, B TO cne

HOBbIX 06/1aCTSX, HENOCPEACTBEHHO HE CBSI3aHHbIX CO cdhepol

KOMNeTeHL MM

oMneTeHLv) LNEeATENbHOCTU, pacWmMpsTb U yrnybnatb CBOE Hay4yHoe
MMPOBO33pEHNEe

OK-5

(0bLekynbTypHbIE CnocobHOCTbIO BblABMraTh HOBbIE MOEN

KOMreTeHuun)

B pe3ynbtaTe 0CBOEHUS OUCUUMANHBI CTYOEHT:
1. DONXEH 3HaThb:

- OCHOBHbIE€ HanpasneHnsa pa3BnUTnAa COBPEMEHHDbIX BbIHNCNTNTENIbHBbIX N KOMMYHUKAUNOHHbIX ceten;

- TEOPETNYECKME OCHOBbI MOCTPOEHMS CETEN U MPUHLUMNOB OYHKLMOHNPOBAHMMN annapaTtHbIX 1
NpOrpaMHbIX COCTaBASIIOWMX BbIYUCTUTENbHBIX CETEN.

2. IONXEeH yMeTb:
OcyuwecTBnatb 6a30Byt0 HACTPONKY U ANArHOCTUKY COCTOSIHUS NOKANIbHbIX BbIYUCIMTENbHBIX CETENA.

3. 0OMXEeH BnageTb:

COBpeMeHHbIMVI nporpaMMmHbiMn cpeacteamMmn ANarHOCTUKMN N MOHUTOPUHIa ceten - aHannaartopamm
CeTeBbIX NMPOTOKOJIOB 1N CETEBBIMU MOHNTOPAMN.
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4. NONXeH OEeMOHCTPUPOBaTb CMNOCOOHOCTb M FTOTOBHOCTb:

SkcnnyaTmpoBaTb COBPEMEHHOE CETEBOE 000PYynOBaHME, pelaTh 3a8aqm no obcnyXmBaHuio,
LNarHOCTUKE CeTeit, NNaHnpoBaTh CTPATErnio MOAEPHNIALMMN N PACLIMPEHUS NOKANbHbBIX CETEN.

4. CTpyKkTypa 1 cogepxaHvue OUCLMUMNIUHBI MOAyNs
Obwas TpyA0EMKOCTb AUCLMIMIMHBI COCTaBNSET 3a4eTHbIX(ble) eanHUL(bl) 72 yaca(oB).
dopMa NPOMEXYTOYHOr0 KOHTPONS AUCUUNANHBI 3a4€eT B 3 CeMeCTpe.

CyMMapHo No AMcumMnanHe MoxHo nony4ntb 100 6anno., U3 HMx Tekylwas paboTta oueHmBaeTcs B 50
6anno., nTorosas popma KoHTpons - B 50 6annos. MuHMManbHoe KONMYeCTBO ANst AOMNycKa K 3a4eTy
28 6annos.

86 6annos 1 bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBneTBOpUTENBHO" (YA0B.);

54 6anna n MeHee - "HeyOBNETBOPUTENbHO" (Heyn.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHomn paboTbl N0 AUCLMNINHE/ MOAYIO
Tematnyeckuin nnaH AUCUUNNUHBI/MOAYNS

Buabl n yachbl
Pasgmen ay,oMTOpHOM paboThbl,
Hepens MX TPYA0EMKOCTb Tekywue coopmbl

N 'D'"Kn"g"lr;;;vs""b'/ CemecTPemectpa (B yacax) KOHTpOnsi
MpakTnyeckuellabopatopHbie

3aHaTUA paboTbl

Nlekuunn

Tema 1. OBontoumns
JIBC. Cuctembl
pacnpeneneHHbIX
BbIYMCNEHWUA, NX
npenmyliecTsa u
1.|HepmocTatkn. Mpobnembl | 3 2 2 0
06 benHeHus
BbIYUCINTENbHbIX
CpencTB B CETU,
TUNOBbIE PELLEHNS.
CTtpykTypunsaums ceTen.

Tema 2.
MHoroypoBHeBas
Moenb CeTEBOro
B3aMMOOENCTBUS.
5 Monenb OSI. MNoHaTre 3 5 5 0

cTeka npoTOKOsIOB.
TpeboBaHus,
npeabsBnsemble K
BblYUCNIUTENbHbBIM
CEeTSM.

Tema 3.
XapakTepuCTUKN NUHWIA
CBSA3U. XapakTepucTuku
3.|[kabenbHbIX cUCTEM. 3 2 2 0
Tunbl kKabenbHbIX
CUCTEM.

PernctpaunoHHbin Homep 670617
CtpaHnua 4 ns 17.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

BAE
il YHH

AR 5 AN LM O
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Buabl 1 yacbl
ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
cemecTpa (B yacax) KOHTpOns
MpakTnyeckmelllaboparopHbie

3aHATUA paboTbi

Pasnen
N AducunnnuHbl/ CemecTp
Monyns

Nekuunn

Tema 4. dunsunyeckoe
KOOMpOBaHME:
aHanorosoe,
noTeHumnanbHoe,
NUMNYNbCHOE.
TpeboBaHus,
npeabsBAsSEMble K
4.|cnocobam 3 2 2 0
KOOMPOBaHMUSI.
ITornyeckoe
KoOMpoBaHMe.
CkpembnupoBsaHue.
O6wwue nprHUUNbI
nepenayn AaHHbIX Ha
KaHanbHOM YpOBHe.
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Pasnen
AducunnnuHbl/
Monyns

CemMecTp

Henens
cemecTtpa

Buabl n yachbl

ayauTopHOM paborThbl,
MX TPYA0EMKOCTb

(B yacax)

Nekuunn

MpakTnyeckmelllaboparopHbie

3aHATUA

paborbl

Tekywiue coopmbl
KOHTpOns

Tema 5. CTpykTypa
ctaHgapTos 802.X. LLC
- NPOTOKON,
nHkancynaumsa LLC
Kagpa B kagpa
KaHanbHOro ypoBHS.
Ctpyktypa LLC kanpos.
MeTtoq noctyna
CSMA/CD. lNpouegnypa
paspeleHns Konnn3unim.
Bpemsa nsonHoro
obopoTa kagpa.
Mpon3BoanTENbHOCTD
Ethernet ceten.
dopmartbl KaapoB
craHpaprta 802.3.
Dun3NYECKUN YPOBEHD
Ethernet (10 Base 5, 10
Base 2,10 Base T, 10
Base F, 10 Base FL).
MapkepHbIi MeToL,
noctyna. Cetn Token
Ring. ®opmaTtbl Kanpos
.|Token Ring.
Dn3NYECKUN YPOBEHD
Token Ring. Cetn FDDI
- 0COBEHHOCTN.
KaHanbHbIn 1
dON3NYECKNIA YPOBHU
ceten FDDI. CtraHpapt
802.3u: cpusnyeckui
yposeHb (100 Base FX,
100 Base TX, 100 Base
T4). NonoypoBHN MoZenu
OSI B pamkax
ctaHpapra 802.3u.
Knaccbl nostoputenei
802.3u. Obwwne
CBEeOEHNS O CeTsX
100VG - AnyLAN.
Cranpapt 802.3z -
obwune cBeneHusl.
Dun3nNYECKUN YPOBEHD
802.3z. Obwwme
CBEeOEHNS O CeTsX
craHpaprta 802.11.
OcobeH
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Paspen

Monyns

AducunnnuHbl/

CemMecTp

Henens
cemecTtpa

Bugbl n yachbl
ayauTopHOM paborThbl,
MX TPYAO0EMKOCTb
(B wacax)

Tekywiue coopmbl
KOHTpOns

Nekuunn

MpakTnyeckue
3aHATUA

NabopaTopHbie
paborbl

Tema 6. CeTeBble

paboTbl ceTeBOro
apantepa.
KoHueHTpaTopbl.
DyHKUMN
KOHLEHTpaTopOB.

KOMMYTaTOPOB,
0CODEHHOCTW.

KOMMyTaumm.
XapakTepucTukn

internetworking.

Anroputmbl

npotokon. OSPF

B IP ceTsax.

apantepbl. PyHKUNN
TpaHCUBEPOB N CETEBbIX
apantepos. AnNropuTm

MocTbl. MocToBblE
Tabnuubl. AnropuTMm
STA. Ctpyktypa BPDU.
HenocTtatkmu MOCTOB.
KommyTaropsl. Tunbl

MpvHUMnbl paboTsl
.[komMmmyTaTopoB. Pexumsl

KOMMYTaTOpPOB. [MoHsaTMe

MapwpyTtunsaTtopbl.
MapwpyTHble Tabnuubl.

mapuwpyTtusaumn. RIP

npotokon. ARP n RARP
npoTtokonbl. Agpecaums

cnonb3oBaHne Macok.
Ctpyktypa IP naketos.
TCP n UDP npoTtokonsbil.

COBPEMEHHbIX

CTtpykTypusaums
agpecHoro
NpoCTpaHCTBa.

‘[mpoTOKONOoB.

CraTtmnyeckasa u
OuMHaMmuyeckas
MapLpyTnaaums.

Tema 7. Aopecauns B

NOKaJIbHbIX CeT4X.

AHannsaTtopsbl ceTeBbixX

MHkancynsumns kanpos.
YA3BMMOCTM CUCTEMDI
paspelleHns aapecos.

.[Tema 8.

Tema 9.

PernctpaunoHHbin Homep 670617
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Buabl 1 yachbl
Pasgmen ayauTopHOM paborThbl,
Hepens UX TPYAOEMKOCTb Tekywime coopmbl
Nl Bwcuwunnaue/ - (CeMecTPoeyectpa (8 acax) Yovmpans
MpakTnyeckmelllaboparopHbie
Jlekunu 3aHATUSA paborbl

Tema . NToroeas 3avet
. 3 0 0 0

doopma KOHTpons

Ntoro 14 14 0

4.2 CopepxaHvue oUCLUMNUHDI

Tema 1. Osontouuns JIBC. CucteMbl pacrnpeneneHHbIX BbIYMCNEHUA, UX NpeuMyLLL.ecTBa U
HepocTtaTku. MpobneMbl 06 be AMHEHUS BIYUCNUTENbHBIX CPEACTB B CETU, TUMOBbIE PEeLLUEHUS.
CTpyKkTypn3saums ceten.

neKuMnoHHoe 3aHsiTne (2 yaca(os)):

osontouns JIBC. Cuctemsl pacnpeneneHHbIX BblY4MCNEHUI, UX npenMyulectesa n He4OCTaTKW.
|_|p06ﬂeMbI 06 beONHEHNS BbIYUCINTENBHbIX CpencTe B CeTU, TUNOBbIE PELUEeHUA. CprKTypmsame
ceten.

npaKkTudeckoe 3aHsitne (2 yaca(os)):
N3yyeHwne ctaHpapTos JIBC

Tema 2. MHOoroypoBHeBasi Moaesib ceteBoro B3aumoaencrens. Mopenb OSI. NMoHsATMe cTeka
npoTokonoB. TpeboBaHus, NpeabsABAsieMble K BbIYUC/TUTE/IbHBIM CETSIM.

JIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

MHoroypoBHeBas mofenb ceteoro B3ammonencTaus. Mogenos OSI. lNoHaTHe cteka NpoTOKONOoB.
TpeboBaHus, NPenbABNSEMbIE K BbIYUCIUTENBbHBIM CETSIM.

npaktnyeckoe 3aHsitne (2 4aca(os)):
N3yyeHmne n cpasHeHune moaenein OSI n SNA

Tema 3. XapakTepucTUKu NMHUN CBA3U. XapakTepucTukmu KabenbHbix cuctem. Tunbl
KabenbHbIX CUCTEM.

JNleKLLMOHHOe 3aHsiTue (2 4aca(os)):

XapakTepucTmkn NUHWIA CBA3N. XapakTepPUCTKMN KabenbHbIX CUCTEM. TUMbl KABENbHbIX CUCTEM.
npakTnyeckoe 3aHsitne (2 4aca(os)):

Cbop nHdopMauum o Tnax kabenbHbIX CUCTEM

Tema 4. Pusnyeckoe KogupoBaHue: aHanoroeoe, NOTeHUanbHoOe, UMMNYNbCHOE. Tpe603a|-|m|,
npenbssisieMmbie K cnocob6am KoaupoBaHus. Jlornyeckoe KogaupoBaHue. CKpEMﬁﬂMpOBaHMe.
O6wue npunHuunbol nepenay naHHbIX Ha KaHaIbHOM YpPOBHe.

JIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

dunsunyeckoe KoOupoBaHue: aHanoroeoe, noTeHunanbHoe, NMnynbCcHoe. Tpe6OBaHI/I9|,
npenbsaBndemMble K cnocobam KOOnpoBaHUA. Ilornyeckoe KoanposaHue. CerMﬁﬂl/IpOBaHVIe. Obuwne
npuHUMNbl nepenavn naHHbIX HA KaHanbHOM ypOBHe.

npaKkTudeckoe 3aHsitne (2 yaca(os)):
[MpakTnyeckmne 3apaHns Ha METObl KOANPOBAHUSA

Tema 5. CtpykTypa craHgaptoB 802.X. LLC - npotokon, uHkancynsiuua LLC kaapa B kagpa
KaHanbHoro ypoBHsi. CTpyktypa LLC kagpos. Meton noctyna CSMA/CD. MNMpouenypa
paspeLueHns konnmsuin. Bpems pBonHoro o6oporta kagpa. MpoussoagutensHoctb Ethernet
ceTen. dopmartbl Kagpos ctaHaapTta 802.3. Pusnyeckum yposeHb Ethernet (10 Base 5, 10
Base 2, 10 Base T, 10 Base F, 10 Base FL). MapkepHbin meton, noctyna. Cetn Token Ring.
dopmatbl kKappoB Token Ring. ®Pusnueckum yposeHb Token Ring. Cetn FDDI - oco6eHHOCTM.
KaHanbHbIY n cpnsuyeckumm yposHu cetenn FDDI. Ctanpapt 802.3u: chnsmyeckum yposeHb (100
Base FX, 100 Base TX, 100 Base T4). NoayposHu monenu OSI B pamkax ctaHaapTa 802.3u.
Knaccbl nosroputenen 802.3u. O6wume csepeHus o cetsix 100VG - AnyLAN. CranpapTt 802.3z -
obuime cBepeHus. Puanyeckun yposeHb 802.3z. O6wme cBepeHUs O CeTAX cTaHaapTa
802.11. OcobeHHOCTM AoCTyna cTaHuum K cetsm 802.11.
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NeKUuMoHHoe 3aHsiThe (2 yaca(os)):

CrpykTypa ctraHgaptos 802.X. LLC - npotokon, unkancynsumsa LLC kanpa B kagpa kaHanbHoOro
ypoBHs. CtpykTypa LLC kanpos. Meton goctyna CSMA/CD. lNpouenypa paspewweHns Konnmnsui.
Bpems nBoiiHoro obopoTta kagpa. MponssoantensHocTb Ethernet ceteir. @opmatbl kagpos
ctaHpapTa 802.3. dusunyecknin yposeHb Ethernet (10 Base 5, 10 Base 2, 10 Base T, 10 Base F, 10
Base FL). MapkepHbin Mmetoq noctyna. Cetn Token Ring. dopmartbl kagpos Token Ring.
dunsnyeckuin yposeHb Token Ring. Cetn FDDI - ocobeHHOCTU. KaHanbHbI 1 on3NYeCcknin ypoBHN
ceten FDDI. CtanpapTt 802.3u: dpuamyeckuin yposeHb (100 Base FX, 100 Base TX, 100 Base T4).
MoayposHn mogenu OSI B pamkax ctaHpapta 802.3u. Knaccel nostoputeneit 802.3u. Obwume
ceefeHuns o cetax 100VG - AnyLAN. Ctannapt 802.3z - obwme cBeneHns. Prsnyeckuin ypoBeHb
802.3z. Obwume cBeneHns o ceTsax ctaHaapTta 802.11. OcobeHHOCTN JOCTyNa CTaHUUIA K CETAM
802.11.

npakTudeckoe 3aHsitne (2 yaca(os)):
HabniogeHve pas3nuyHbiX TUMNOB KaapOB CETEBbIM aHANN3aToOPOM

Tema 6. CeteBble apantepbl. DYHKLMW TPAHCUBEPOB M CETeBbIX aganTepoB. ANroputm pabotbi
ceteBoro apanrtepa. KoHueHTpaTtopbl. DyHKUMUN KOHLUeHTpaTopoB. MocTtbl. MocToBbIe
Tabnuubl. Anroputm STA. CtpykTypa BPDU. HepocTtatku moctoB. KoMmmyTtatopbl. Tunbl
KOMMYTaTopoB, 0CO6eHHOCTU. MpUHLUNDbI paboTbl KOMMYTaTOPOB. PeXMUMbl KOMMyTaLUW.
Xapaktepuctukm kommytatopos. NoHsiTue internetworking. Mapwpytusaropbl. MapLupyTHbie
Tabnuubl. Anroputmbl MapwipyTusauun. RIP npotokon. OSPF npotokon. ARP n RARP
npotokonbl. Anpecauus B IP cetsax. Ucnonb3oBaHue macok. Ctpyktypa IP naketos. TCP u
UDP npoTtokonbil.

JNIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

CeteBble agantepbl. PyHKLUM TPAHCUBEPOB U CETEBbIX aaanTepos. ANropntM paboTbl CETEBOro
apantepa. KoHueHTpaTopbl. PyHKUMM KOHUEHTpaTopoB. MocTbl. MocToBblie Tabnuubl. Anropntm
STA. Ctpyktypa BPDU. Henoctatku moctoB. KommyTaTopbl. Tunbl KOMMYTaTopoB, OCOOEHHOCTH.
MpuHLUMNbl paboTbl KOMMYTATOPOB. PeXnMbl KOMMyTaLUMK. XapakTepuCTUKN KOMMYTaTopoB. MoHsTHe
internetworking. MapuwpyTtnsartopbl. MapwpyTHble Tabnuubl. Anroputmbl MapwpyTtmusaumm. RIP
npotokon. OSPF npotokon. ARP n RARP npotokonbl. Aopecauus B IP ceTsix. icnonb3osaHve
macok. CtpykTypa IP naketos. TCP n UDP npoTokonb..

npakTnyeckoe 3aHsitne (2 4aca(os)):
MpakTnyeckoe nlyyeHme ocobenHocten ARP npotokona

Tema 7. Appecauusi B COBpeMeHHbIX TOKalnbHbIX ceTax. CTpyKTypu3aumsa agpecHoro
npocTpaHcTBa. AHanu3aTtopbl ceTeBbIX MPOTOKONOB. MHKancynauusa Kkagpos. YA3BUMOCTU
CuUCTeMbl pa3pelueHns agpecoB. Ctatuyeckasi n AMHaMM4yeckas MapLupyTusauus.

JNeKuMoHHoe 3aHsiTne (2 4aca(oB)):

ALpecaumns B COBPEMEHHbIX NOKanbHbIX ceTax. CTpyKTypuaaums agpecHoro NnpocTpaHcTBea.
AHannsaTopbl CETEBbIX MPOTOKONOB. VIHKancynsumus kagpos. YSA3BUMOCTM CUCTEMbI Pa3peLLEHNS
agpecoB. Ctatuyeckas 1 AMHaMmyeckas MapLpyTmaaums.

npaKkTudeckoe 3aHsitne (2 yaca(os)):
MpakTnyeckne ynpaxHeHms Ha cnocobbl MapLpyTM3aumm

4.3 CTpyKTypa 1 copgepXxaHue caMOCTOSITENIbHOM paboTbl AUCUMMINHBI (MOLYNISA)

{ TPOHHB H
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

I
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Paspen
AncumnnuHbl

CemecTp

Hepnens
cemecTpa

Buabi
CcaMoOCTOSsITe/IbHOM
paboTbl
CTYAEHTOB

TPyBOEeMKOCTb|
(B wacax)

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

Tema 1. OBontoums
JIBC. Cuctemnbl
pacrnpeneneHHbix
BbIYUCNEHUN, NX
npenMyliecTsa u
.|HepocTatku. Mpobnemsbi
obbenuHeHns
BbIYUCNNTENbHbIX
CpencTB B ceTu,
TUNOBbIE PELLEHUS.
CTpykTypusaums ceten.

NnoBTOpPEHNE
martepuana
3aHATUI

onpoc

Tema 2.
MHoroyposHeBas
MoOenb CeTeBoro
B3aMMoO0encTBuS.
Monenb OSI. lNoHaTne
‘lcTeka NpoOTOKONOB.
TpeboBaHus,
npenbaBnsemble K
BblYNCNNTENbHbIM
ceTam.

NnoBTOpPEHNE
marepuana
3aHATUI

onpoc

Tema 3.
XapakTepucTukn NnMHNUI
CBSA3UN. XapakTepucTukm
.[kabenbHbIX cucTem.
Tunbl KabenbHbIX
cucrtem.

NoBTOpPEHNE
martepuana
3aHATUI

onpoc

Tema 4. dusunyeckoe
KOOMPOBaHME:
aHanorosoe,
NOTEHUManbHOE,
NMMNYNbCHOE.
TpebosaHuns,
npenbaBnseMble K
.[cnocobam
KOONPOBaHUSI.
Jlornyeckoe
KOONPOBaHME.
CkpembnnpoBaHue.
Obwme NprHUUNBbI
nepenayn OaHHbIX Ha
KaHasIbHOM YPOBHE

NOBTOpPEHNE
maTtepuana
3aHATUN

onpoc

PernctpaunoHHbin Homep 670617
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)

CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl Cemectp

Tema 5. CTpykTypa
ctaHpapTos 802.X. LLC
- NPOTOKON,
nHkancynauus LLC
Kagpa B kagpa
KaHanbHOro ypOBHS.
Crpyktypa LLC kanpos.
MeTton noctyna
CSMA/CD. lNpouenypa
paspelleHns KonImn3unia.
Bpemsa gsornHoro
obopoTa kagpa.
[MponssoanTenbHOCTb
Ethernet cetei.
dopmaTbl Kagpos
ctaHpaprta 802.3.
DU3nYeCcKnin ypoBeHb
Ethernet (10 Base 5, 10
Base 2, 10 Base T, 10
Base F, 10 Base FL).
MapkepHblii MeToq,
noctyna. Cetun Token
Ring. ®opmaTtbl kKanpos
Token Ring. NOBTOPEHME
5.|®dunsmnyecknin yposeHb 3 martepuana 6 onpoc
Token Ring. Cetn FDDI 3aHATUN
- 0COBEHHOCTMN.
KaHanbHbIn 1
PUINYECKMIA YPOBHM
cetennt FDDI. Ctanpapt
802.3u: pusnyeckui
ypoBeHb (100 Base FX,
100 Base TX, 100 Base
T4). MNonypoBHWM Mmoaenu
OSI B pamkax
ctaHpaprta 802.3u.
Knaccbl nostoputenei
802.3u. Obwwne
CBeOeHNs O CeTsX
100VG - AnyLAN.
CraHpapt 802.3z -
obwure ceeneHus.
DU3nYeCcKnin ypoBeHb
802.3z. Obwume
CBeOeHNs O ceTsX
craHpaprta 802.11.
OcobeHHoCTM pocTyna
CTaHUWM K CeTam
802.11.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)
CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl Cemectp

Tema 6. CeTeBble
apantepbl. PyHKUNN
TPaHCUBEPOB M CETEBbIX
apanTtepos. ANropuTm
paboTbl CETEBOrO
apantepa.
KoHueHTpaTopbl.
DyHKUMN
KOHLIEHTPaTopOB.
MocTbl. MocToBblE
Tabnuubl. Anroputm
STA. Ctpyktypa BPDU.
HenoctaTkn MOCTOB.
KommyTartopsl. Tunbl
KOMMYTaTOpOB,
0COBEHHOCTM.
MpuHLUMNbl paboTbl NOBTOPEHNe
6.[kommyTaTopoB. Pexumbl| 3 marepuana 6 onpoc
KOMMyTauumm. 3aHATUI
XapakTepucTunku
KOMMyTaTOopOB. [MoHsATME
internetworking.
MapLupyTnsartopsl.
MapwpyTHble Tabnuubi.
AnropuTmbl
mapwpyTtusaumm. RIP
npotokon. OSPF
npotokon. ARP n RARP
npoTokonbl. Agpecauus
B IP ceTsx.
Vicnonb3oBaHne Macok.
CrpykTypa IP nakeTtos.
TCP »n UDP npoTtokonbl.

Tema 7. Aopecauns B
COBPEMEHHbIX
NOKanbHbIX CETAX.
CTpykTypusauus
agpecHoro
NpoCTpaHCcTBa.
AHannsartopbl ceTeBbIX
‘InpoToKOonoB.
MHkancynsums kagpos.
YA3BMMOCTW CUCTEMDI
paspelleHns aapecos.
Cratnyeckas n
AnHammnyeckas
MapLpyTuaauus.

Ntoro 44

NOBTOPEHME
3 marepuana 8 onpoc
3aHATUN

5. O6bpa3oBarenbHble TEXHONOIMU, BK/IOYAA MHTEPaKTUBHbIE hopMbl 06yUYeHUs

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Kypc nekuwnii yutaetcs Ha OCHOBE MyNbTUMELMNAHbBIX TEXHOMOMNIA, NPaKTUYECKNe 3aHATUS
NPOBOASITCS B BbIMUCNUTENBHOM 3a/e U creunanna3npoBaHHoi nabopatopun.

6. OueHOYHble cpeacTBa AJisi TEKYLLLEro KOHTPOJISl yCreBaeMoCTu, MPOMeXYTOUHOM
aTTecTauum No UToram OCBOEHUS AUCLMMIMHBI U yYeOHO-MeToaMYeckoe obecneyeHune
CaMOCTOsITe/IbHOWU paboThl CTYAEHTOB

Tema 1. 3sontouus JIBC. Cucrembl pacnpeneneHHbIX BbIYMCIIEHUN, UX NpeuMyLLLecTBa 1
HepocTaTku. Mpobnembl 06 e AMHEHUSA BIYUCNTUTENbHBIX CPEACTB B CETU, TUMOBbIE PeLLUEHUS.
CtpykTypnsauus ceTen.

onpocC , NPUMEPHbIE BOMPOCHI:

Onpoc no TeMe 3aHaTMA NepeuncnnTb knaccudrkaumo Npobnem 06 beANHEHUS BbIYUCANTENBHbIX
cpencTs B cetu. [epeuncnutb knaccurkaumio CUCTEM pacnpeneneHHbIX BblYNCIEHNIA.

Tema 2. MHoroypoBHeBasi Moaesib ceTeBoro B3aumoaencrensi. Mopenb OSI. NMoHsiITME cTeka
npoTokonoB. TpeboBaHus, NpeabsaBAsieMble K BbIYUC/TUTE/IbHBIM CETSIM.

onpoc , MPUMEePHbIE BOMPOCHI:

Onpoc no TeMe 3aHaTnA MNepeuncnntb yposHU Mogenn OSI n nx goyekumoHan. MNepeyncnmTb
OCHOBHbIE CTEKW NPOTOKOJOB.

Tema 3. XapakTepucTuku nMHUN CBA3N. XapakTepucTuku KkabenbHbix cucteM. Tunbl KabenbHbIX
cucrem.

onpoc , npmMmepHbIE BOMPOCHI:

Onpoc no TeMe 3aHATUSA NepedncnnTb OCHOBHbIE 3apPakTEPUCTUKN NUHUIA CBA3W. [lepedncnntb TuMbl
KabenbHbIX CUCTEM NCMOOT3YEMbIX B COBpeMeHHbIX JIBC.

Tema 4. Pusnyeckoe KoaupoBaHue: aHanoroeoe, noteHuunanbHoe, UMNynbCHOeE. TPGGOBaHVIﬂ,
npenwbsiBNisieMmblie K cnocobam KOApoBaHUA. Nornueckoe KoaupoBaHue. CKpEMﬁHMpOBaHMe.
O6wue ApUHUUNbI Nnepenavyn gaHHbIX Ha KaHa/ibHOM YpPOBHe.

onpoc , NPUMEPHbIE BOMPOCHI:

OI'IpOC Nno TeMe 3aHATUA |_|pI/IBeCTI/| Knaccmgomkaumo MeTonoB on3N4eCcKoro KoanposaHus ¢
npunmepamm TUNoB KOL40B. an/IBeCTI/I Knaccumgomkaumo MeTooB IOrM4eckoro KoanposaHums ¢
npunMmepamm TUNoB KOL40B.

Tema 5. CtpykTypa craHgaptos 802.X. LLC - npotokon, uHkancynsuua LLC kaapa B kagpa
KaHanbHoro ypoBHsi. CTpyktypa LLC kagpos. Meton noctyna CSMA/CD. MNMpouenypa
paspeLueHus konnusuin. Bpems pBonHoro o6opota kagpa. MpoussoautensHocTb Ethernet
ceTen. dopmartbl KagpoB ctaHaapra 802.3. dPusnyeckum yposeHb Ethernet (10 Base 5, 10 Base
2,10 Base T, 10 Base F, 10 Base FL). MapkepHbin MeTon poctyna. Cetu Token Ring. ®opmarbl
kappoB Token Ring. Pnanyeckui yposeHb Token Ring. Cetn FDDI - oco6eHHOCTM.
KaHanbHbIY n cpnsuyeckunm yposHu ceten FDDI. Ctanpapt 802.3u: chnanyeckum yposeHb (100
Base FX, 100 Base TX, 100 Base T4). NoayposHu monenu OSI B pamkax ctaHgapTa 802.3u.
Knaccbl nosroputenen 802.3u. O6wume ceepeHus o cetsix 100VG - AnyLAN. CranpapTt 802.3z -
obwume ceBepeHns. Duanyeckum yposeHb 802.3z. O6uime cBeeHUs 0 ceTax ctaHpapTa 802.11.
Oco6eHHOCTM JocTyna cTaHUuuM K ceTsim 802.11.

onpoc , npuMepHble BOMPOChHI:

Onpoc no TeMe 3aHATUS Haseatb NpuymHbI OrpaHnyeHns pasmepa kagpos Ethernet. datb
onpeneneHne KoaguumeHTa yTmnmsaumm n ykasatb METObl €ro NOBbIWEHNS.

Tema 6. CeteBble apnantepbl. DYHKLMM TPAHCUBEPOB U CeTeBbIX aganTepoB. ANroputm pabotbl
ceteBoro apantepa. KoHueHTpaTopbl. ®yHKLUU KOHUeHTpaTopoB. MocTtbl. MocTOBbIE
Tabnuubl. Anroputm STA. Ctpyktypa BPDU. Hepoctatku moctoB. KommyTaTtopbl. Tunbl
KOMMYTaTopoB, 0co6eHHOCTU. MpUHLUNbI paboTbl KOMMYTaTOpoB. PeX1Mbl KOMMyTaL WM.
XapakTtepuctuku Kommytaropos. NoHsaTue internetworking. MapLwipytusaropbl. MapLupyTHbie
Tabnuubl. Anroputmbl Mapwpytusauum. RIP npotokon. OSPF npotokon. ARP n RARP
nportokosnbl. Agpecaums B IP cetax. Ucnonb3oBaHue macok. Ctpykrtypa IP naketos. TCP u UDP
NPOTOKO/bI.

onpoc , MPUMepHbIe BOMPOCHI:

PerncrpaumnoHHblii Homep 670617 DAEKTPOHHEH
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Onpoc no TeMe 3aHaTUA MNepeuncnmTb g-Un KOHLEHTPaTOPOoB. MepeyncnnTs go-Mnm KOMMYTaTOPOB.
MepeyncnnTb -1 MapLpyTU3aTOPOB.

Tema 7. Appecauusi B COBpeMeHHbIX TOKasnbHbIX ceTax. CTpyKTypu3aumsa agpecHoro
npocTpaHcTBa. AHanu3aTtopbl ceTeBbIX MPOTOKONOB. MHKancynauua Kkaapos. YA3BUMOCTU
CUCTeMbl pa3pelueHns agpecoB. Ctatuyeckasi u AMHaMM4yeckas mapLupyTusauus.

onpoc , NpPUMepHbIe BOMPOCHI:

Onpoc no Teme 3aHatusa Knaccol IPv4 agpecos. Vicnonb3osaHune macku B subnetting u supernetting.
[MpuBecTn kKnaccugukaumnio NPOTOKOOB MapLPyTU3aLNN.

Tema 8.
Tema 9.
Tema . UToroBasi oopma KOHTpOns

[MprMepHbIe BONPOCHI K 3a4eTy:
BOIMPOCbI K SAYHETY

1. Oontoums JIBC. CnucteMbl pacnpeneneHHbIX BbIYUCNEHWUA, X MPENMYLLECTBA 1 HEOOCTATKMU.
2. Mogenb OSI.

3. MNoHsATHe cTeka NpoTokonos. TpeboBaHus, NpeabsBAsSEMble K BbIYUCIUTENBHBIM CETSM.

4. XapakTepuUCTUKN NNHWI CBS3ML.

5. Xapaktepuctuku kabenbHbIx cUCTeM. Tunbl KabenbHbIX CUCTEM.

6. du3nyeckoe KOOMPOBAHMNE: aHANOroBoe, NOTEHLMANbHOE, UMMYNbCHoe. TpeboBaHus,
npenbsaBnseMble kK cnocobam KoanpoBaHus.

7. Nornyeckoe koguposaHune. CkpembnnposaHme.

8. CtpykTypa ctaHoaptos 802.X.

9. LLC - npotokon, nnkancynaumsa LLC kagpa B kagpa KaHanbHOro YPOBHS.

10. MeToq noctyna CSMA/CD.

11. NpounssogutenbHocTb Ethernet ceten.

12. ®opmatbl kagpos 802.3/LLC, Raw 802.3, Ethernet I, SNAP.

13. ®unsnyeckun yposeHb Ethernet (10 Base 5, 10 Base 2, 10 Base T, 10 Base F, 10 Base FL).
14. MapkepHbiin meTog goctyna. Cetn Token Ring.

15. dopmatbl kanpos Token Ring. ®uanyeckuin yposeHb Token Ring.

16. Cetn FDDI - ocobeHHocTW. KaHanbHbIl 1 domanyeckuii ypoeHmu cetein FDDI.

17. Fast Ethernet: conaunyeckuin yposeHb (100 Base FX, 100 Base TX, 100 Base T4).
18. NoayposHun monenun OSI Fast Ethernet. Knaccbl nosToputenein Fast Ethernet.
19. Gigabit Ethernet- obwme ceeneHuns. dusmyeckuin yposeHb Gigabit Ethernet.

20. Obwwue ceeneHns o ceTsx ctanHaapTta 802.11. OcobeHHOCTU BoCTyna cTaHumii kK cetsm 802.11.
21. CeteBble agantepbl. PyHKUMM TPAHCMBEPOB U CETEBbIX a4anTepos.

22. KoHueHTpatopbl. PYHKLUNN KOHLEHTPATOPOB.

23. MocTbl. MocToBbIE TAabNULBI.

24. Anroputm STA. CtpykTtypa BPDU.

25. KommyTatopbl. Tunbl KOMMYTaTopoB, 0COOEHHOCTN.

26. MprHUKMNbl paboTbl KOMMYTATOPOB. PeXuMbl KOMMyTaLMK.

27. MapuwpyTtmaatopbl. MaplwpyTHble Tabnuubl. ANropuTMbl MapLpyTU3aLmn.

28. RIP npotokon. OSPF npoTtokon.

29. ARP 1 RARP npoTokonsbl.

30. Agpecaumns B IP ceTax. Micnonb3oBaHme Macok.

31. CtpykTypa IP nakeTos.

32. TCP n UDP npotokonbil.

33. ISDN cetn. ISDN obopynosaHue. Anpecaunii B ISDN ceTsix.
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34. [NpoToKOnbl TMNAa ToYKa TOYKa.

7.1. OcHOBHas nuTteparypa:
OcHoBHasi nuTepartypa

1. Onudpep B. I'. OCHOBbI KOMNBIOTEPHBIX CETEN : [y4ebHOE Nnocobre : OCHOBbLI MOCTPOEHMS CETEN,
TEXHONOMMKN NOKaNbHbIX 1 rNobanbHbIX ceTer, 0630p NonynspHbIX ceTeBbIX CNyX6 n cepsucos] / B.
Onudpep, H. Onudpep .? CankT-Metepbypr [n ap.] : MNutep , 2014 .7 400 c.

2. NNexvH, C. H. CxemotexHuka BM / C. H. NlexuH. ? CI16.: BXB-MNeTepbypr, 2010. ? 663 c.
http://znanium.com/bookread.php?book=350620

3. MNonsik-bparuHckunii A. B. IlokanbHas cetb nog Linux / Anekcanap MNonsik-Bparuxckuia. ? Cl6.:
BEXB-lMetepbypr, 2010. ? 234 c.: un. ? (bubnuoteka MHY/IuHykcueHnTpa). - ISBN
978-5-9775-0171-2. http://znanium.com/bookread.php?book=350476

4. KomnbloTepHble ceTn: YyebHoe nocobue / A.B. KyauH. - 3-e uag., nepepab. u gon. - M.: dopym:
NHDPA-M, 2011. - 192 c.: nn.; 60x90 1/16. - (MpodoeccuoHanbHoe obpasosaHme). (nepennet) ISBN
978-5-91134-476-4, 1500 3k3. http://znanium.com/bookread.php?book=249563

7.2. JlononHuTenbHasa nuteparypa:

LononHutenbHas nnteparypa

1. CutHukos, Cepreii KOpbeBuy. KoMnbloTepbl M KOMMBIOTEPHBIE CUCTEMDI. JlokanbHble cetu: Yyeb.
nocobue no kypcy "KomnbioTepbl 1 koMnbioTepHble cuctembl” / C.HO. CutHukos, KO.K. CUTHKKOB;
KasaHckuin rocygapcteeHHbIn yHuBepcutet. duaunyeckuii pakynbtet. Kadpenpa pagnogonsnku,
9BM v Hay4HbIx uccnenosaHmin.KasaHb: dua. goak. K'Y, 2002.94c.

2. Cnoptak, Mapk. KomnbtoTepHble cetn u cetesble TexHonoruu: [[ep. ¢ aHrn.] / M. Cnoprak, ®.
Mannac.?M. n gp.: Toproso-usgat. gom "DiaSoft", 2002.711c.

3. CtmeeHc, Y. Puuapa. MNMpotokonsl TCP/IP: MpakT. pyk. /Y. Pnyapa CtuseHc; lNMep. ¢ aHrn. un
kommeHT. A.1O. Mebosckoro.Cl6.: Hesckuin ananekt: BXB-MNetepbypr, 2003.671c.

4. M. l'yk. AnnapaTHble cpencTBa nokanbHbix ceTei: SHumkN. / Muxamn N'yk.Cl6. n op.: MNMuTtep,
2002.572c.: un.Andp. ykaa.: ¢.544-572.

5. Hoeukos FO.B. JlokanbHble ceTn: apxuTekTypa, anroputmbl, npoektuposaHue / K0.B.Hoeurkos,
C.B.KoHngpaTteHko.M.: 3KOM, 2002.311c.

6. KeHuH, Anekcanap Muxannosny. Camoyyntenb CUCTEMHOro aaMuHUcTparopa / AnekcaHap
KenunH.CaxkT-MeTepbypr: BXB-MNetepbypr, 2006.?7451 c.

7.3. UHTepHeT-pecypcChbl:

Cisco Learning Network - https://learningnetwork.cisco.com/index.jspa
IT eBooks Group - http:/it-ebooks.info/

Telecommunication technologies - http://book.itep.ru/
NHopopmaumoHHbIi noptan no 6e3onacHocTtu - http://www.securitylab.ru/
Nabopatopus cetelr Cisco - http://www.ciscolab.ru/

8. MarepmanbHo-TexHU4eckoe obecrneyeHne QUCLMUNINHbI(MOAYNS)

OcBoeHve ancunnavHbl "BeldncnntenbHble ceTn" npegnonaraeT NCNONb3oBaHNe Cneayrowero
MaTepuanbHO-TEXHNYECKOro obecneyeHmns:

lMporpamma coctaeneHa B cooTBeTcTBUM ¢ TpeboBaHuamm ®IrOC BINO 1 ¢ y4eToM pekomeHaauuni
MpOOIT BINO no HanpaeneHuto 1 Npocunto noarotoskn Pagnodmsnka Pagnodunanyeckme metoabl
Nno 06nacTsiM NPUMEHeHWIA
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Mporpamma cocTtasneHa B cootBeTcTeum ¢ TpebosaHnsmm GrOC BIMO 1 y4ebHbIM nnaHoM no
HanpasneHuo 011800.68 "Pagunoduauka” n marmctepckorn nporpamme SneKTpoOMarHUTHbIE BOMHbI B
cpenax .
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B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

PerunctpaumnoHHbii Homep 670617 5AE
Crtpannua 16 n3 17. il YHITI

S OEALIK G



Mporpamma aucumnnuubl "BelancnutensHble cetn"; 011800.68 Paguodomamnka; noueHT, K.H. MakctotuH C.B.

ABTOpP(bI):
MakctotnH C.B.
" 201 r.

PeueH3eHT(bl):
WepcTiokos O.H.
v 201 __r.

PernctpaumnoHHbii Homep 670617 5AE
Crtpanvua 17 n3 17. il VHITI

A 5 (1,

KETPOHHBH
B_EPCHTET

SHHO AHATVTAHES AR CHCTEMA Kby



