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MporpamMmy avcumnnuHbl paspaboTan(a)(n) ooueHTt, K.H. MakciotnH C.B. Kadbeapa pannogounamnku
OtoeneHve paguoguankm 1 HPOPMaLMOHHbIX cucTeM , Sergey.Maksyutin@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

LeNblo JaHHOM OUCUUMNNIMHBI SBASETCA NONyYeHne 3HaHWIA U NPaKTUYeCKNX HaBbIKOB B 06nacTu
COBPEMEHHbBIX CETEBbIX TEXHONOMiA, NO3BONSIOWMUX NPOBOANTL 6A30BYIO OMArHOCTUKY U
obcnyxusaxue J1IBC.

2. MecTO AMCUMUNNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbLHOro o6pasoBaHus

JaHHas yyebHas oncumnnnHa BktodeHa B pasgen " M2.10B.4 NpodeccrnoHanbHbIi" 0CHOBHOM
obpaszoBartenbHoit nporpamMmbl 011800.68 Paanodursnka n 0THOCUTCS K AUCUMMIMHAM MO BbIOOpPY.
OcBauBaeTcs Ha 2 kypce, 3 CeMeCTp.

MecTto ancumnnuHbl B cTpykType OOl marmuctpatypsl

OucumnnnHa oTHocuTCs K 6a30BoW YacTh obleHay4Horo uukna obpasoBarefbHOro ctaHaapTa
TpeTtbero nokoneHus no HanpaeneHuo 011800 - pagnodomauka.

3. KomneteHuuu obyyarowerocs, hopMmpyemblie B pe3ynbTate 0CBOEHUS OUCLUM/INHDI
/mopyns

B pes3ynbTarte 0CBOEHUSA OUCLUMINHBI POPMUPYIOTCS crneaylowme KOMNeTeHUNNn:

PacwmcpoBka

npuobpeTaeMon KoMNeTeHL MU
CnocobHOCTbIO NCMONb30BaTh 6a30Bble 3HAHWNS U HABbLIK
ynpasneHns HpopMaLumen ons peweHns nccnenoBaTeibCKux
OK-10 NpogoeccroHanbHbix 3aaad, cobnoaartbs OCHOBHblE TpeboBaHUS
NHGOPMAaLUNOHHOK 6e30MacHOCTU, 3alNTbI FOCYAaPCTBEHHOM
TalHbI
CnocobHOCTbIO CaMOCTOATENBHO NpUobpeTaTb C NOMOLLbIO

MHCPOPMALIMOHHBIX TEXHONOT WA U UCMONb30BaTb B
NPaKTUYECKOW OeSTENbHOCTU 3HAHNS 1 YMEHNS, B TOM Y/CNE B

Lncpp komneteHLUN

OK-3 o
HOBbIX 06NACTSX, HENOCPEACTBEHHO HE CBSI3aHHbIX CO CAIepOl
L0esiITeNIbHOCTUN, PacWnpPsTh 1 yrnybnaTtb CBOE Hay4yHoe
MMUPOBO33pEHNE

OK-5 CnocobHOCTbIO BblABUraTh HOBbIE UOEN

MK-2 CNOCOOHOCTb MPUMEHSATb Ha NpakTuke 6a3osble

(MpocpeccuoHanbHbie n O(IpeCCVIOHaﬂprble HaBbIKW P

KOMreTeHuun) P

MK-6 cnocobHocTb cBOOOAHO BNafeTb NPodeccoHanbHbIMU

(npodpeccunoHanbHblie 3HaAHUSAMKN 4N aHanM3a u cnHTe3a PU3nM4eckom nHgopmaumnm

KoMneTeHuun) (B COOTBETCTBMM C NpOodomneM NOAroTOBKM)

B peaynbtate 0CBOEHWS ONCUMMNIUHBI CTYAEHT:
1. DONXeEH 3HaTb:

- OCHOBHbI€ HanpaBneHnsa pa3BnUTnAa COBPEMEHHDLIX BbIHNCNUTENbHBLIX 1 KOMMYHUKALIMOHHbIX ceTen;

- TEOPETNYECKME OCHOBbBI MOCTPOEHMS CETEN U MPUHLMNOB OYHKLMOHNPOBAHMM annapartHbIX 1
NPOrpamMHbIX COCTABASIOWMX BbIYUCTUTENbHBIX CETEN.

2. IONXEH yMeTb:
OcyuwecTBnsATb 6a30BYt0 HACTPONKY M ANArHOCTUKY COCTOSIHUS NOKaNIbHbIX BbIYUCTIMTENbBHbIX CETENA.
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3. 0ONXeH BnageTb:

CoBpEMEHHBIMU MPOrPaMMHbIMU CPEACTBAMU ANATHOCTMKU 1 MOHUTOPWHIA CeTel - aHanm3artopamu
CeTeBbIX MPOTOKONOB 1 CETEBLIMY MOHUTOPAMM.

4. nONXeH OEeMOHCTPNPOBaTb CMNOCOOHOCTb M FTOTOBHOCTb:

3KCI'IJ'IyaTV|pOBaTb COBpeEMEHHOE CeTeBoEe o6opyﬂosaH|/|e, pewartb 3anayn no O6CJ'Iy>KVIBaHI/IPO,
ONarHocTuke ceTei, NnaHMpoBaTb CTpaTernio MoOgepHN3aUMN N paclMpeHns NokKanbHbIX CETEN.

4. CTpyKkTypa 1 cogepxaHve OUCLUNIUHBI MOAyns
Obwas TpyA0EMKOCTb AUCLMIMIMHBI COCTaBNSET 3a4eTHbIX(ble) eanHUL(bl) 72 yaca(oB).
dopMa NPOMEXYTOYHOr0 KOHTPONS AMCUUNANHBI 3a4€eT B 3 CeMecTpe.

CyMMapHo no aMcumnanHe MoxHo nony4ntb 100 6annos, U3 HMx Tekylwas paboTta oueHmBaeTcs B 50
6annoe, nTorosas popma KoHTpons - B 50 6annos. MuHMManbHoe KONMYecTBO ANsl AOMnycka K 3a4eTy
28 6annos.

86 6annos 1 bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBneTBOpuUTENBHO" (YAO0B.);

54 6anna n MeHee - "HeyOBNETBOPUTENbHO" (Heyn.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHon paboTbl N0 AUCUMNIMHe/ MOAYNIO
TemaTnyeckum nnaH QUCUUMNANHBI/MOAYNA

Buabl n yachbl
ay,oMTOpHOM paboThbl,
Hepens MX TPYA0EMKOCTb Tekywue coopmbl
cemecTpal (B yacax) KOHTpOnsi
MpakTnyeckuellabopatopHbie

3aHaTUA paboTbl

Paspen
N OdvcunnnuHbl/ CemecTp
Moayns

Nlekuunn

Tema 1. OBontoums
JIBC. Cuctembl
pacnpeneneHHbIX
BbIYUCNEHUA, NX
npenmyliecTsa u
1.|HepnocTatkn. Mpobnembl | 3 2 2 0
06benHeHus
BbIYUCNINTENbHbIX
CpeacTB B CETH,
TUNOBbIE PELLEHUS.
CTtpykTypunsaums ceTen.

Tema 2.
MHoroyposHeBas
Moenb CETEBOro
B3aMMOOENCTBUS.
5 Monenb OSI. MNoHaTre 3 5

‘lcTeka NpoTOKOMOB.
TpeboBaHus,
npenbasnsemble K
BbIYUCNINTENbHbIM
CeTsM.

KETPOHHBH
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Pasnen
AducunnnuHbl/
Monyns

CemecTp

Henens
cemecTtpa

Bugbl n yachbl
ayauTopHOM paborThbl,
MX TPYAO0EMKOCTb
(B wacax)

Tekywiue coopmbl
KOHTpOns

Nekuunn

MpakTnyeckue
3aHATUA

NabopaTopHbie
paborbl

Tema 3.
XapakTepucTuku NnNHNin
cBA3K. XapakTepuCTuKu
.[kabenbHbIX cUCTEM.
Tunbl kKabenbHbIX
CUCTEM.

Tema 4. dunsunyeckoe
KOOMpPOBaHME:
aHanorosoe,
noTeHUManbHoe,
NMMYNbCHOE.
TpeboBaHus,
npeabsBNsieMble K
.lcnocobam
KOOMPOBaHMUSI.
Ilornyeckoe
KOOMpOBaHMe.
CkpembnupoBaHme.
O6wwue NprHUUNbI
nepenayn OaHHbIX Ha
KaHanbHOM YpOBHe.

PernctpaunoHHbin Homep 640617
CtpaHnua 5 ns 18.
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Pasnen
AducunnnuHbl/
Monyns

CemMecTp

Henens
cemecTtpa

Buabl n yachbl

ayauTopHOM paborThbl,
MX TPYA0EMKOCTb

(B yacax)

Nekuunn

MpakTnyeckmelllaboparopHbie

3aHATUA

paborbl

Tekywiue coopmbl
KOHTpOns

Tema 5. CTpykTypa
ctaHgapTos 802.X. LLC
- NPOTOKON,
nHkancynaumsa LLC
Kagpa B kagpa
KaHanbHOro ypoBHS.
Ctpyktypa LLC kanpos.
MeTtoq noctyna
CSMA/CD. lNpouegnypa
paspeleHns Konnn3unim.
Bpemsa nsonHoro
obopoTa kagpa.
Mpon3BoanTENbHOCTD
Ethernet ceten.
dopmartbl KaapoB
craHpaprta 802.3.
Dun3NYECKUN YPOBEHD
Ethernet (10 Base 5, 10
Base 2,10 Base T, 10
Base F, 10 Base FL).
MapkepHbIi MeToL,
noctyna. Cetn Token
Ring. ®opmaTtbl Kanpos
.|Token Ring.
Dn3NYECKUN YPOBEHD
Token Ring. Cetn FDDI
- 0COBEHHOCTN.
KaHanbHbIn 1
dON3NYECKNIA YPOBHU
ceten FDDI. CtraHpapt
802.3u: cpusnyeckui
yposeHb (100 Base FX,
100 Base TX, 100 Base
T4). NonoypoBHN MoZenu
OSI B pamkax
ctaHpapra 802.3u.
Knaccbl nostoputenei
802.3u. Obwwne
CBEeOEHNS O CeTsX
100VG - AnyLAN.
Cranpapt 802.3z -
obwune cBeneHusl.
Dun3nNYECKUN YPOBEHD
802.3z. Obwwme
CBEeOEHNS O CeTsX
craHpaprta 802.11.
OcobeH

PernctpaunoHHbin Homep 640617
CtpaHwnua 6 ns 18.
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Pasnen
AducunnnuHbl/
Monyns

CemMecTp

Henens
cemecTtpa

Bugbl n yachbl
ayauTopHOM paborThbl,
MX TPYAO0EMKOCTb
(B wacax)

Tekywiue coopmbl
KOHTpOns

Nekuunn

MpakTnyeckue
3aHATUA

NabopaTopHbie
paborbl

Tema 6. CeTeBble
apantepbl. PyHKUNN
TpaHCUBEPOB N CETEBbIX
apantepos. AnNropuTm
paboTbl ceTeBOro
apantepa.
KoHueHTpaTopb!.
DyHKUMN
KOHLIEHTPaTOpPOB.
MocTbl. MocToBbIE
Tabnuubl. AnropuTMm
STA. Ctpyktypa BPDU.
HenoctaTkn MOCTOB.
KommyTaropsl. Tunbl
KOMMYTaTOpOB,
0COOEHHOCTMW.
MpuHUMNBLI paboTbl
.[koMMyTaTOpOB. Pexumsl
KOMMyTaumm.
XapakTepucTukn
KommyTatopos. [MoHaTne
internetworking.
MapuwpyTnsartopbi.
MapwpyTHble Tabnuubi.
Anroputmbl
mapuwpyTtusaumn. RIP
npotokon. OSPF
npotokon. ARP n RARP
npoTokonbl. Agpecaums
B IP ceTtax.
cnonb3oBaHne Macok.
Ctpyktypa IP naketos.
TCP n UDP npoTtokonsbil.

Tema 7. Aopecauns B
COBPEMEHHbIX
NOKanbHbIX CETAX.
CTtpykTypusaums
agpecHoro
.[npocTpaHcTea.
[MpoTtokonsi
paspeLeHns anpecos
CraTtunyeckas n
InHamunyeckas
MapLpyTuaaums.

Tema . Toroesas
" |dpopma KoHTponsA

3avert

UToro

14

14

4.2 CopepxaHvue oUCLUNUHDI

PernctpaunoHHbin Homep 640617
CtpaHnua 7 ns 18.
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Tema 1. 3Bonouums JIBC. Cuctembl pacnpepneneHHbIX BbIYUCIIEHUIA, UX NPEeUMyLLLECTBA U
HepocTaTtku. Mpob6nemMbl 06 e AUHEHUS BbIYMCIUTENIbHBLIX CPEACTB B CETU, TUMOBbIE PEeLLUeHUS.
CTpyKTypUu3sauus cetem.

JIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

Osontouns JIBC. Cnctembl pacnpeneneHHbiX BbIYUCNEHNA, X NPEUMyLLECTBA N HEQOCTATKM.
MpobnemMbl 06 beANHEHUS BBIYUCIINTENBHBIX CPEACTB B CETU, TUMNOBbIE pelweHns. CTpyKTypraauus
ceTen.

npaktnyeckoe 3aHsitne (2 4aca(os)):

N3yyeHne ctangaptos JIBC

Tema 2. MHOroypoBHeBasi Moaesnb ceTeBoro B3aumonencrens. Mogenb OSI. NMoHsATMe cTeka
npoTokonoB. TpeboBaHus, NpeabABAAEMbIe K BbIYUC/TUTENIbHBIM CETSIM.

JNleKLLMOHHOe 3aHsiTue (2 Haca(os)):

MHoroypoBHeBas mofenb ceteBoro B3ammogenctaus. Mogeno OSI. [NoHaTHe cTeka NpoTOKONoB..
TpeboBaHus, NnpeabsSBNSEMbIE K BbIMUCIUTENBHBIM CETSM.

npakTnyeckoe 3aHsitne (2 4aca(os)):

N3ydyeHune n cpasHeHne moaenen OSI n SNA

Tema 3. XapakTepucTMKu NMHUNA CBA3N. XapaKkTepucTukn KabenbHbix cuctem. Tunbl
KabenbHbIX CUCTEM.

JNeKLMOHHOe 3aHsiTue (2 4yaca(os)):

XapakTepuCTrKn NMHUIA CBA3N. XapaKTEPUCTUKUN KabenbHbIX CUCTEM. TuMnbl KabenbHbIX CUCTEM.
npaKkTudeckoe 3aHsitne (2 yaca(os)):

Cbop nHdopMauum o Tnax KabenbHbIX CUCTEM

Tema 4. Du3nyeckoe KOAMPOBaHUE: aHANIOrOBOE, NOTEHLManbHoe, UMNyNbcHoe. TpeboBaHus,
npenbsBAsieMblie K cnocob6am KoaupoBaHus. Jlormyeckoe KkogupoBaHue. CKpembnupoBaHume.
O6LLmMe NPUHUMNbI Nepepayu AaHHbIX Ha KaHaNlbHOM YPOBHe.

JNleKLMoHHOoe 3aHsiTne (2 4aca(oB)):

dusnyeckoe KOAMPOBAHME: aHANOroBoe, NoTeHUManbHoe, UMNynbcHoe. TpeboBaHus,
npenbaBnseMble K cnocobam koamposaHus. Jlorndeckoe koanpoeaHue. CkpembnuposaHue. Obwne
NPVHUMNBI Nepefayn OaHHbIX HA KaHaNbHOM YPOBHE.

npaktnyeckoe 3aHsitne (2 4aca(os)):

MpakTuyeckmne 3afaHns Ha METObl KOANPOBAHUS

Tema 5. CtpykTypa craHgaptos 802.X. LLC - npotokon, uikancynsiuma LLC kaapa B kagpa
KaHanbHoro yposHsi. CTpyktypa LLC kapnpos. Meton noctyna CSMA/CD. MNMpouenypa
paspeLueHus konnmsuin. Bpems pBonHoro obopota kagpa. MpoussoautensHoctb Ethernet
ceten. Popmartbl Kagpos ctaHpapTa 802.3. Pusmyeckun yposeHb Ethernet (10 Base 5, 10
Base 2, 10 Base T, 10 Base F, 10 Base FL). MapkepHbin meton, noctyna. Cetn Token Ring.
dopmatbl kKappoB Token Ring. ®Pusnueckun yposeHb Token Ring. Cetn FDDI - oco6eHHOCTM.
KaHanbHbIY n ¢pnaunyeckum yposHu cetenn FDDI. Ctanpapt 802.3u: chnsmyeckum yposeHb (100
Base FX, 100 Base TX, 100 Base T4). lNoayposHu mognenu OSI B pamkax ctaHpoapTa 802.3u.
Knaccbl nosroputenen 802.3u. O6wme ceepeHns o cetsax 100VG - AnyLAN. Cranpapt 802.3z -
obuime cBepeHus. Puanyeckuin yposeHb 802.3z. Obwme cBepeHUs O CeTAX cTaHaapTa
802.11. OcobeHHOCTM AoOCTyna cTaHuum K cetsm 802.11.

NeKLuMoHHoe 3aHsiThe (2 yaca(os)):

KTPOHHEBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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CtpykTypa ctaHgaptos 802.X. LLC - npotokon, unkancynsaumsa LLC kagpa B kagpa kaHanbHOro
ypoBHs. CtpykTtypa LLC kagpos. Meton goctyna CSMA/CD. lNMpouenypa paspeleHms KOnamn3ui.
Bpems nBoliHoro obopoTta kagpa. lNMponssoantensHocTb Ethernet ceteir. @opmatbl kaapos
ctaHpapTta 802.3. dunsunyeckuin yposeHb Ethernet (10 Base 5, 10 Base 2, 10 Base T, 10 Base F, 10
Base FL). MapkepHbin MeToq noctyna. Cetn Token Ring. dopmartbl kagpos Token Ring.
dunsnyeckuin yposeHb Token Ring. Cetn FDDI - ocobeHHOCTU. KaHanbHbIA 1 oU3NYeCcKrii ypoBH
ceten FDDI. Ctanpapt 802.3u: cpuamyeckunii yposeHb (100 Base FX, 100 Base TX, 100 Base T4).
MoayposHn mogenu OSI B pamkax ctaHnapTta 802.3u. Knaccel nostoputeneit 802.3u. Obwume
ceefeHuns o cetsax 100VG - AnyLAN. CtaHnapt 802.3z - obwme cBeneHunsi. Prnsnmyeckuin ypoBeHb
802.3z. Obwme cBeneHns o ceTsix ctaHaapTta 802.11. OcobeHHOCTU AOCTyNa CTaHUUIA K CeTSM
802.11.

npaktnyeckoe 3aHsitne (2 4aca(os)):
HabniogeHve pasnuyHbiX TUMNOB KaOpOB CETEBbIM aHANN3aTOPOM

Tema 6. CeteBble apnantepbl. DYHKLMW TPAHCUBEPOB U CeTeBbIX aganTepoB. ANroputm pabotbl
ceteBoro apantepa. KoHueHTpaTopbl. ®yHKLMU KOHUeHTpaTopoB. MocTtbl. MocTOBbIE
Tabnuubl. Anroputm STA. Ctpyktypa BPDU. Hepoctatku moctoB. KomMmyTatopbl. Tunbl
KOMMYTaTopoB, 0co6eHHOCTU. MpUHLUNbI paboTbl KOMMYTaTOpOB. PeXMMbl KOMMyTaL WM.
Xapaktepuctuku kommytaropos. NoHaTue internetworking. Mapwipytusaropbl. MapLupyTHbie
Tabnuubl. Anroputmbl Mapwpytusauum. RIP npotokon. OSPF npotokon. ARP n RARP
npoTtokosnbl. Agpecaums B IP cetax. Ucnonb3oBaHue Mmacok. Ctpykrtypa IP naketos. TCP u
UDP npoTtokonbil.

JNleKLMoHHoe 3aHsiTne (2 4yaca(oB)):

CerteBble agantepbl. PyHKLMN TPAHCMBEPOB M CETEBLIX aaanTepoB. ANropntM paboTbl CETEBOrO
apantepa. KoHueHTpaTopbl. PyHKumMm KoHUeHTpaTopoB. MocTbl. MocToBble Tabnuubl. ANropuT™
STA. Ctpyktypa BPDU. Henoctatku moctoB. KommyTaTopbl. TUnbl KOMMYTaToOpOB, OCOOEHHOCTH.
MpuHLMNbl paboTbl KOMMYTATOPOB. PeXUMbl KOMMyTaUMK. XapakTepUCTUKN KOMMYTaToOpOoB. MoHsaTre
internetworking. MapwpyTtnsaTopbl. MapwpyTHble Tabnuubl. Anroputmbl Mapwpytudaumm. RIP
npotokon. OSPF npotokon. ARP n RARP npotokonbl. Agpecauus B IP ceTsix. Vicnonb3osaHue
macok. Ctpyktypa IP naketos. TCP 1 UDP npoTokonbi.

npakTnyeckoe 3aHsitne (2 4aca(os)):
MpakTnyeckoe nlyyveHme ocobeHHocTten ARP npotokona

Tema 7. Appecauusi B COBPEMEHHbIX JIOKalNbHbIX ceTaX. CTPyKTypu3auus agpecHoro
npocTtpaHcTBa. [poToKonbl pa3pelleHns agpecoB CTatmueckas U AuHaMmyeckas
MapLUpyTU3aLUS.

JIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

Appecaumsi B COBPEMEHHbIX NoKanbHbIX ceTsx. CTpyKTypu3aumns agpecHoro NpocTpaHcTea.
MpoTokonbl paspelweHns agpecos CTaTnyeckas U AuHaMmMyeckas MapLpyTusaums.

npakTnyeckoe 3aHsitne (2 4aca(os)):
MpakTnyeckne ynpaxHeHms Ha cnocobbl MapLypyTM3aumm

4.3 CTpyKTypa 1 copepXxaHume caMOCTOsITe/IbHOM paboTbl AUCLMMNINHBI (MOLYNSA)

Buabl
N Pasnen Cemecto| HeAens | camoctosirensHoi TpyaoemkocTh ;%%%:L:‘T’:;Eggﬂn
AucumnnuHel pcemeCTpa paboTbl (B yacax) 260TbI
CTYOEHTOB P

Tema 1. Osonoumns
JIBC. Cucremsbl
pacnpeneneHHbIX
BblYUCNEHWUI, UX
npeuMyLlecTea u
1.|HepocTtaTku. Npobnemsbl
ob6beanHeHns
BbIYUCNTNTENbHbIX
CpeancTB B cetu,

{ TPOHHB H
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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TUNoBble pelweHns. CTPyKTypr3auns ceTei.

noBTOpEHNE
3 marepuana onpoc
3aHATUN
PervnctpaunoHHbiii Homep 640617 - PAEKTPOHHBH
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)
CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl Cemectp

Tema 2.
MHoroyposHeBas
MOLeNb CeTEBOro
B3aMMOOeNCTBUS.
> Monenb OSI. lNoHaTne 3

‘lcTeka NpoTOKONOB.
TpeboBaHus,
npenbsaBnsaeMble K
BblYUCNNTENBbHbIM
CEeTSM.

Tema 3.

XapakTepuCTUKN NINHWIA
CBSA31. XapakTepuCTMKM NMOBTOPEHUE
3.[kabenbHbIX cucTem. 3 mMaTepuana 6 onpoc
Tunbl kabenbHbIX 3aHATUI
CUCTEM.

NoBTOPEHUE
marepuana 6 ornpoc
3aHaTUI

Tema 4. dusnyeckoe
KoOupoBaHue:
aHanorosoe,
noTeHumnanbHoe,
NMNYyNbCHOE.
TpeboBaHus,
npenbsBnsemMble K NOBTOPEHNe
4./cnocobam 3 marepuana 6 onpoc
KoOupoBaHus. 3aHATUI
Norunyeckoe
KogupoBaHue.
CkpembnupoBaHue.
O6wwme NnprHUMNbI
nepenfayv gaHHbIX Ha
KaHanbHOM ypOBHE

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)

CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl Cemectp

Tema 5. CTpykTypa
ctaHpapTos 802.X. LLC
- NPOTOKON,
nHkancynauus LLC
Kagpa B kagpa
KaHanbHOro ypOBHS.
Crpyktypa LLC kanpos.
MeTton noctyna
CSMA/CD. lNpouenypa
paspelleHns KonImn3unia.
Bpemsa gsornHoro
obopoTa kagpa.
[MponssoanTenbHOCTb
Ethernet cetei.
dopmaTbl Kagpos
ctaHpaprta 802.3.
DU3nYeCcKnin ypoBeHb
Ethernet (10 Base 5, 10
Base 2, 10 Base T, 10
Base F, 10 Base FL).
MapkepHblii MeToq,
noctyna. Cetun Token
Ring. ®opmaTtbl kKanpos
Token Ring. NOBTOPEHME
5.|®dunsmnyecknin yposeHb 3 martepuana 6 onpoc
Token Ring. Cetn FDDI 3aHATUN
- 0COBEHHOCTMN.
KaHanbHbIn 1
PUINYECKMIA YPOBHM
cetennt FDDI. Ctanpapt
802.3u: pusnyeckui
ypoBeHb (100 Base FX,
100 Base TX, 100 Base
T4). MNonypoBHWM Mmoaenu
OSI B pamkax
ctaHpaprta 802.3u.
Knaccbl nostoputenei
802.3u. Obwwne
CBeOeHNs O CeTsX
100VG - AnyLAN.
CraHpapt 802.3z -
obwure ceeneHus.
DU3nYeCcKnin ypoBeHb
802.3z. Obwume
CBeOeHNs O ceTsX
craHpaprta 802.11.
OcobeHHoCTM pocTyna
CTaHUWM K CeTam
802.11.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)
CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl Cemectp

Tema 6. CeTeBble
apantepbl. PyHKUNN
TPaHCUBEPOB M CETEBbIX
apanTtepos. ANropuTm
paboTbl CETEBOrO
apantepa.
KoHueHTpaTopbl.
DyHKUMN
KOHLIEHTPaTopOB.
MocTbl. MocToBblE
Tabnuubl. Anroputm
STA. Ctpyktypa BPDU.
HenoctaTkn MOCTOB.
KommyTartopsl. Tunbl
KOMMYTaTOpOB,
0COBEHHOCTM.
MpuHLUMNbl paboTbl NOBTOPEHNe
6.[kommyTaTopoB. Pexumbl| 3 marepuana 6 onpoc
KOMMyTauumm. 3aHATUI
XapakTepucTunku
KOMMyTaTOopOB. [MoHsATME
internetworking.
MapLupyTnsartopsl.
MapwpyTHble Tabnuubi.
AnropuTmbl
mapwpyTtusaumm. RIP
npotokon. OSPF
npotokon. ARP n RARP
npoTokonbl. Agpecauus
B IP ceTsx.
Vicnonb3oBaHne Macok.
CrpykTypa IP nakeTtos.
TCP »n UDP npoTtokonbl.

Tema 7. Aopecauns B
COBPEMEHHbIX
NIOKasbHbIX CETSIX.
CTpykTypusauus
aflpecHoro NoBTOPEHUE
7.|npocTpaHcTBa. 3 marepuana 8 onpoc
[MpoTokonsl 3aHATUN
paspeleHns aapecos
Cratunyeckasa n
ONHaMmmyeckas
MapLpyTU3aLms.

NTtoro 44

5. O6bpa3oBarenbHble TEXHONOIMU, BK/IOYAA MHTEPaKTUBHbIE hOpMbl 06yUYeHUs

Kpr NneKumin YuTaeTcs Ha OCHoBe MyﬂbTVIMG,EI,VIVIHbIX TEXHONOrnn, npakTn4eckmne 3aHATnA
NnpoBOAATCA B BbIHNCNTUTENIBHOM 3alie N CI'IeLI,VIaJ'II/I3VIp0BaHHOI7I na6opaTop|/||/|.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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6. OLeHOYHble cpeacTBa ANs TEKYLLLEro KOHTPONS ycneBaeMoCTh, MPOMeXYTOYHOWM
aTTecrauum rno MToramMm OCBOeHUsi AUCLUMINHDBI U y4eOHO-MeToauyeckoe obecneyeHune
camocTosiTeNIbHOM paboThbl CTYAEHTOB

Tema 1. dsonoums JIBC. Cuctembl pacnpeaeneHHbIX BbIYUCIEHUI, UX NPenMyLL,ecTBa 1
HepocTatku. Mpo6neMbl 06beANHEHUS BbIYUCIUTENBbHbIX CPEACTB B CETU, TUMOBbIE PELLEHUS.
CTpyKTypu3auus ceTen.

onpoc , NPUMEepPHbIE BOMPOCHI:
Onpoc no TeMe 3aHATUSA

Tema 2. MHoroypoBHeBasi Moaesb ceTeBoro B3aumoaencrens. Mopenb OSI. NMoHsATMe cTeka
npoTokonoB. TpeboBaHus, NpeabABASEMble K BbIYUC/TUTE/IbHBIM CETSIM.

OnpocC , NPUMEPHbIE BONPOCHI:
Onpoc no TeMe 3aHATUSA

Tema 3. XapakTepucTUKU NMHUN CBA3U. XapaKTepucTuku KabenbHbix cucteM. Tunbl KabenbHbIX
cuctem.

OnpocC , NPUMEPHbIE BOMPOCHI:
Onpoc no Teme 3aHATUS

Tema 4. dusunyeckoe KogupoBaHue: aHanoroeoe, noreHuyuasrbHoe, UMNyJsibCHoe. Tpe6OBa|-W|9|,
npenbss/isieMblie K cnocobam KoOoupoBaHusl. Norunyeckoe KogoupoBaHue. CKp&MGﬂVIpOBaHVIe.
06u1,|/|e npuHuunbol nepepadyM gaHHbIX Ha KaHa/1IbHOM YpPOBHe.

OnpocC , NPUMEPHbLIE BONPOCHI:
Onpoc no TeMe 3aHATUSA

Tema 5. CtpykTypa craHgaptoB 802.X. LLC - npotokon, uikancynsiuua LLC kaapa B kagpa
KaHanbHoro ypoBHsi. CTpyktypa LLC kapnpos. Meton noctyna CSMA/CD. MNMpouenypa
paspeLueHus konnmsuin. Bpemsi pBonHoro obopota kagpa. MpoussoautensHoctb Ethernet
ceten. Popmartbl KagpoB ctaHgapTa 802.3. Pusmnyeckuin yposeHb Ethernet (10 Base 5, 10 Base
2,10 Base T, 10 Base F, 10 Base FL). MapkepHbin MeTon goctyna. Cetn Token Ring. Popmartbl
kappoB Token Ring. ®nanyeckum yposeHb Token Ring. Cetn FDDI - oco6eHHOCTM.
KaHanbHbIY n pnsuyeckum yposHu ceten FDDI. Ctanpapt 802.3u: chnsnmyeckum yposeHb (100
Base FX, 100 Base TX, 100 Base T4). NoayposHu mogenu OSI B pamkax ctaHaapTa 802.3u.
Knaccbl nostoputenen 802.3u. O6wume ceepeHns o cetsax 100VG - AnyLAN. Cranpapt 802.3z -
obuime cBeneHus. duamnyeckumn yposeHb 802.3z. O6Lume cBepeHUs 0 ceTsix ctaHpapTa 802.11.
Oco6eHHOCTM JocTyna cTaHuuM K ceTsim 802.11.

onpocC , NPUMEPHbIE BONPOCHI:
Onpoc no TeMe 3aHATUSA

Tema 6. CeteBble apantepbl. DYHKLMN TPAHCUBEPOB M CETeBbIX aganTepoB. ANroputm pabotbi
ceteBoro apantepa. KoHueHTpaTopbl. ®yHKLUMU KOHUEeHTpaTopoB. MocTtbl. MocTOBbIE
Tabnuubl. Anroputm STA. CtpykTypa BPDU. HepocTtatku moctoB. KommyTtatopbl. Tunbl
KOMMYTaTopoB, 0C06eHHOCTU. MpUHLMNDbI paboTbl KOMMYTaTOPOB. PeXMUMbl KOMMyTaUUW.
Xapaktepuctukm kommytatopos. NoHsiTue internetworking. Mapwpytusaropbl. MapLipyTHbie
Tabnuubl. Anroputmbl MapwipyTtusauun. RIP npotokon. OSPF npotokon. ARP n RARP
npotokonbl. Aapecauus B IP cetax. Ucnonb3oBaHne macok. Ctpykrypa IP naketos. TCP u UDP
NPOTOKO/bI.

onpoc , NpuMepHble BOMPOCHI:
Onpoc no TeMe 3aHATUSA

Tema 7. Appecauusi B COBpeMeHHbIX TOKalnbHbIX ceTax. CTpyKTypu3aumsa agpecHoro
npocTtpaHcTBa. NpoTtokonbl pa3pewweHns agpecos Ctatnyeckas n AMHamm4yeckas
MapLUpyTU3auus.

onpoc , NPUMEPHbIE BOMPOCHI:
Onpoc no TeMe 3aHATUSA
Tema . UToroeasi popma KOHTpons

{ TPOHHB H
B_EPCHTET
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[MprMepHbIe BONPOCHI K 3a4eTy:

BOMNPOCbHI K SAYHETY

1. 9sonoums JIBC. Cuctembl pacnpeneneHHbiX BbIYUCNEHWIA, UX MPenMyLecTsa U HegocTaTku.
2. Mogenb OSI.

3. MNoHATue cteka NpoTokonos. TpeboBaHWs, NpeabaBNSEMbIE K BbIYNCIUTENBHbBIM CETSAM.

4. XapakTepuCTUKN NINHUIA CBA3N.

5. XapakTtepucTtnkum kabenbHbix cUCTeM. Tunbl KabenbHbIX CUCTEM.

6. dnsmyeckoe KoANPOBaHNE: aHaNoroBoe, NoTeHUManbHoe, UMnynbcHoe. TpeboBaHus,
npenbsBnsieMble K crocobam KoanupoBaHUsI.

7. Nornyeckoe koguposaHune. CkpembnnposaHme.

8. CtpykTypa ctaHgapTtos 802.X.

9. LLC - npotokon, nnkancynsumsa LLC kanpa B kagpa KaHanbHOro ypoBHSI.

10. MeToq noctyna CSMA/CD.

11. MNpownssogutenbHocTb Ethernet ceten.

12. ®opmatbl kagpos 802.3/LLC, Raw 802.3, Ethernet I, SNAP.

13. dusmnyecknin yposeHb Ethernet (10 Base 5, 10 Base 2, 10 Base T, 10 Base F, 10 Base FL).
14. MapkepHbii MeTog goctyna. Cetn Token Ring.

15. ®opmaTtbl kagpos Token Ring. ®uanyeckuin yposeHb Token Ring.

16. Cetn FDDI - ocobeHHocTW. KaHanbHbIl 1 donanyeckuii ypoeHmu cetein FDDI.

17. Fast Ethernet: donaunyeckuin yposeHb (100 Base FX, 100 Base TX, 100 Base T4).
18. NoayposHu mooenu OSI Fast Ethernet. Knaccbl nosToputenein Fast Ethernet.
19. Gigabit Ethernet- obwme ceeneHus. dusnyeckuin yposeHb Gigabit Ethernet.

20. Obwwe ceBeneHus o ceTsx ctaHpapTta 802.11. OcobeHHOCTM OocTyna cTaHumin kK cetam 802.11.
21. CeTteBble agantepbl. PyHKLUMM TPAHCMBEPOB M CETEBbIX a4anTepoB.

22. KoHueHTpaTtopbl. PYHKLUUN KOHLEHTPATOPOB.

23. MocTbl. MocToBbIE TAbONULBI.

24. Anroputm STA. Ctpyktypa BPDU.

25. KommyTatopbl. Trnbl KOMMYTaToOpoB, 0COBEHHOCTMU.

26. MpuHUMNbl paboTbl KOMMYTATOPOB. PexXnMbl KOMMyTaLMN.

27. MapwpyTtumaatopbl. MaplwpyTHble Tabnuubl. ANropuTMbl MapLpyTU3aLmn.

28. RIP npotokon. OSPF npotokon.

29. ARP n RARP npoTtokonsbil.

30. Aopecaums B IP cetax. Micnonb3oBaHmne Macok.

31. CtpykTypa IP nakeTtos.

32. TCP n UDP npotokonbil.

33. ISDN ceTn. ISDN obopynosaHue. Anpecaunii B ISDN ceTsix.

34. lNpoToKonbl TMMNa To4Ka To4Ka.

7.1. OcHOoBHas nuTeparypa:

OcHoBHas nuteparypa

1. Onudgoep B. I'. OCcHOBbI KOMMbIOTEPHBIX cCeTel : [y4ebHoe Nocobue : OCHOBbI MOCTPOEHMNS CETEN,
TEXHONOrUM NOKanbHbIX 1 rnobanbHbIX ceTein, 0630p NONyNsPHbIX ceTeBbIX CnyX6 n cepsucos] / B.
Onundoep, H. Onndoep .? Cankt-MNeTtepbypr [v ap.] : MNutep , 2014 .7 400 c.

2. lexuH, C. H. CxemoTexHuka 9BM / C. H. JlexuH. ? CI16.: BXB-MeTtepbypr, 2010. ? 663 c.
http://znanium.com/bookread.php?book=350620

3. Monsk-bparuHckuin A. B. JNlokanbHas ceTb nopg Linux / Anekcanap Monsk-BparmHckuia. ? CI16.:
BEXB-lMetepbypr, 2010. ? 234 c.: un. ? (bubnuoteka MHY/NluHykcueHTpa). - ISBN
978-5-9775-0171-2. http://znanium.com/bookread.php?book=350476
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4. KomnbtoTepHble cetn: YyebHoe nocobue / A.B. KyauH. - 3-e uag., nepepab. n gon. - M.: dopym:
NH®DPA-M, 2011. - 192 c.: nn.; 60x90 1/16. - (MpodoeccrnoHanbHoe obpasosaHue). (nepennet) ISBN
978-5-91134-476-4, 1500 ak3. http://znanium.com/bookread.php?book=249563

7.2. lononHutenbHasa nuteparypa:

JononHutenbHasa nuteparypa

1. CutHnkoB, Ceprein FOpbeBny. KoMnbioTEPbl U KOMMNBIOTEPHBIE CUCTEMBI. JloKanbHble cetu: Y4eb.
nocobue no kypcy "Komnbiotepbl 1 komnbtoTepHble cuctemsl” / C.HO. CutHmkos, KO.K. CUTHMKOB;
KasaHckuin rocygapcteeHHbIn yHuBepcuteT. duaunyeckunii cpakynbtet. Kadpenpa pagnogonsnku,
9BM n HayuHbIx nccnenosaHuin.KasaHb: dus. goak. K'Y, 2002.94c¢.

2. Cnoptak, Mapk. KomnbtoTepHble cetn u cetesble TexHonoruu: [[ep. ¢ aHrn.] / M. Cnoprak, ®.
Mannac.?M. n gp.: Toproso-usgat. gom "DiaSoft", 2002.711c.

3. CtmeeHc, Y. Puuapa. MNMpotokonsl TCP/IP: MpakT. pyk. /Y. Pnyapa CtuseHc; lNMep. ¢ aHrn. un
kommeHT. A.1O. Mebosckoro.Cl16.: Hesckuin gnanekt: BXB-MeTtepbypr, 2003.671c.

4. M. l'yk. AnnapaTHble cpencTBa nokanbHblx ceTei: QHumkN. / Muxann 'yk.ClM6. n op.: MNMuTtep,
2002.572c.: un.Andp. ykaa.: ¢.544-572.

5. Hoeukos FO.B. JlokanbHble ceTn: apxmTekTypa, anroputmel, npoektuposaHue / K0.B.Hosurkos,
C.B.KoHgpaTteHko.M.: 3KOM, 2002.311c.

6. KeHuH, Anekcanop Muxannosuy. Camoyyntenb CUCTEMHOro aaMuHUcTparopa / AnekcaHap
KenuH.CaHkT-lNeTepbypr: BXB-MeTtepbypr, 2006.?7451 c.

7.3. UHTEepHeT-pecypcChl:

Cisco Learning Network - https://learningnetwork.cisco.com/index.jspa
IT eBooks Group - http:/it-ebooks.info/

Telecommunication technologies - http://book.itep.ru/
NHopopmaumoHHbIi noptan no 6e3onacHocTtu - http://www.securitylab.ru/
NabopaTtopus ceteir Cisco - http://www.ciscolab.ru/

8. MarepuanbHo-TexHU4YeckKoe obecrneyeHme oUCLUNAUHBI(MOAYNS)

OcBoeHne gncumnnuHbl "BelumcnmtenbHble ceTn” npegnonaraet UCnonb3oBaHMe Cneayouwero
MaTepuanbHO-TEXHNYECKOro obecneyeHus:

MynbTumMeauiiHas ayautopusi, BMECTUMOCTbO 6onee 60 Yenosek. MynbTumMeaniiHas ayautopus
COCTOUT N3 UHTErPUPOBAHHBIX UHXEHEPHbIX CUCTEM C €ANHOWN CUCTEMON yNpaBneHns, OCHaLWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanv3auum noboit Buaeo n ayamno
NHdpopMauuu, NOyYeHNs 1 nepenadn SNeKTPOHHbIX JOKYMEHTOB. TUNoBasi KOMMIeKTaLms
MyNbTUMEOANAHON ay AUTOPUN COCTOUT U3: MyNbTUMELMNIHOrO NPoeKTopa, aBTOMaTN3NPOBAHHOIO
MPOEKLIMOHHOI0 3KpaHa, akyCTUYECKO CUCTEMDI, a TaKXe MHTepPaKTMBHONM TpMbyHbI NpenoaaBsaTens,
BK/lOYaloLWen Ta4y-CKpMH MOHUTOP C AMaroHasnblo He MeHee 22 Ol0IMOB, NepCoHalbHbI KOMMbIOTEP
(Cc TexHnyecknmm xapaktepucTukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHJoepeHL-MUKPOOH, 6ecnpoBoaHOM MUKPOGOOH, 610K ynpaeneHns obopynoBaHueM, MHTEPAENChHI
noakntoyerms: USB,audio, HDMI. MiHTepakTBHas TpmbyHa npenoaaBaTtens sBnsieTCs KMo4eBbIM
3N1EMEHTOM yrpaBneHns, 06 beaANHSIOWNM BCE YCTPONCTBA B EANHYIO CUCTEMY, U CIYXUT
NONHOLIEHHbIM paboymM MecToM npenoaasatens. lNpenoaasatens MMeET BO3MOXHOCTb NIErKO
ynpaBnsiTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSIET MPOBOANTL NEKLMMW, MPaKTUYEeCKNe
3aHATWA, Npe3eHTauun, BebrHapbl, KOHEPEHUMM U Opyrie BUObl ayAUTOPHON Harpy3Ku
obyyatowmxcs B yA06HON 1 DOCTYMHOW ANSt HAX CPOPME C MPUMEHEHNEM COBPEMEHHbIX
NHTEPaKTMBHbIX CPeaCcTB 0Oy4eHMs, B TOM YMC/E C MCNONb30BaHMEM B NpoLiecce 0by4yeHuns Bcex
KoprnopaTusHbIX pecypcoB. MynbTumMeouinHaa ayautopus Takxke oCHaleHa WupPOoKOronOCHbIM
LOCTYNOM B CETb MHTEpHET. KomnbloTepHoe 060pynoBaHMEM NMEET COOTBETCTBYIOWEE
NMLEH3MOHHOE NporpaMmMHoe obecneyeHue.

KETPOHHBH
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AHATTAMECKAR CrCTEMA KPY

PerunctpaumnoHHbii Homep 640617 5AE
CrtpaHnua 16 n3 18. 111 YHI:I
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Mporpamma aucumnnuubl "BelancnutensHble cetn"; 011800.68 Paguodomamnka; noueHT, K.H. MakctotuH C.B.

MporpamMma cocTtasneHa B cootBeTcTeum ¢ TpebosaHusmm GroOC BIM1O n ¢ yueToM pekomeHaauuii
MpOOIT BINO no HanpaeneHuto 1 Npounto noarotoskn Pagnodgmsnka Pagmnodunanyeckmne metoabl
no obnacTsiM NPUMEHEHW

Mporpamma coctaeneHa B cootBeTcTBum ¢ TpeboBaHnsmmn ®rOC BIO n yyebHbIM nnaHoM no
HanpasneHuo 011800.68 "Pagnoduauka"” n marnctepckor nporpamme ViHdpopmaumoHHble
NpoLecchl 1 CUCTEMBI .

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

PerunctpaumnoHHbii Homep 640617 5AE
Crtpanvua 17 n3 18. il YHITI
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Mporpamma aucumnnuubl "BelancnutensHble cetn"; 011800.68 Paguodomamnka; noueHT, K.H. MakctotuH C.B.

ABTOpP(bI):
MakctotnH C.B.
" 201 r.

PeueH3eHT(bl):
WepcTiokos O.H.
v 201 __r.

PernctpaumnoHHbii Homep 640617 5AE
CrtpaHnua 18 n3 18. iis yHlf[
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SHHO AHATVTAHES AR CHCTEMA Kby



