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Mporpamma ancumnivHbl "AOMUHUCTPUPOBaHME NOKaNbHbIX ceTer u 3awuta nHgopmaumm”; 03.03.03 Pagnodusnka; craplimi
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Mporpammy oncuunnuHbl paspaboTan(a)(m) ctapwwuin npenonaeartens, 6/c KopyaruH MN.A. Kadenpa
paguounaunkm OtaeneHme pagmounank n MHPOPMaLMOHHbIX cucTteM , Pavel.Korchagin@kpfu.ru

1. LLlenu ocBoeHUs AMCLUUMIUHDI

Llensmm ocBOEHNS OUCUMMNINHBI SBASIOTCS doopMmnpoBaHue y CTyaeHToB 06meKyanyprlx n
npogoeccnoHanbHbIX KOMMeTeHUUn, CBA3aHHbIX CO cneayrowmnmm obbekTamu npon3BoACT-

BEHHO-TEXHONIOMMYECKO 1 OpPraHmn3aLUroHHO-YNPaBIeHYeCckoi MPOdECCMOHANbHOM 0eATENbHOCTM:
? nporpaMmMHOe obecneyeHne 3aWmnTbl 4aHHbIX,

? cMCTEMHOE MporpaMMHoe obecneyeHme,

? ceTeBoe agMMHUCTPUPOBaHME

2. MecTO AMCUMNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbHoro obpasosaHus

[aHHas yyebHas oucumnnnHa BktodeHa B pasgen "B1.B.0B.8 OucumnamHbel (Mooynn)" OCHOBHOA
obpasosatenbHoi nporpammbl 03.03.03 Pagnochunanka n 0THOCMTCS K AUCUUNAMHAM MO BbIOOPY.
OcBavBaeTcs Ha 4 Kypce, 8 cemecTp.

Ons yCcnewHoro ocsoeHnsa ancumnnyinHbl Tpe6nyTC$| obnapaHue cnenyruwmmMn 3HaHUAMN, YMEHUAMIN 1
HaBblKaMW:

cB0OOOHO BnageTb 06WMMM NOHATUSMU UHZDOPMATUKN 1 MATEMATUKM;
yMETb NCMOMb30BaTb MONCKOBbIE NHOPMALIMOHHBIE CUCTEMbI;

3HaTb OCHOBbI OPraHM3aunmn 1 NOCTPOEHMNS KOMMbIOTEPHBIX CUCTEM U CETEN;
3HaTb OCHOBbI OpPraHM3aumm 1 NOCTPOEHMS ONePaLMOHHbIX CUCTEM;
LOMXEH YMETb NPOrpaMMMpoBaTh Ha SA3blKe BbICOKOTO YPOBHS.

3. KomneteHuuu obyuarowierocs, hopMmpyemble B pe3ynbTate 0CBOEHUS OUCLUMINHDI
/mopynsi

B pes3ynbTarte 0CBOEHUSA OUCLUMINHBI POPMUPYIOTCS crneaylowme KOMNeTeHUnn:

Pacwum
Lincpp komnereHumn npuoﬁpe:l:emoglagg;ﬁaewuuuu
OlK-1 CNOCOBHOCTLIO K OBNaneHnto 6a3oBbiMM 3HaHUSAMK B 06nactu
(npodpeccunoHanbHble mMareMaTukn N ecTecTBeHHbIX HayK, X UCMONb30BaHNIO B
KOMNeTeHLmm) npogoeccroHanbHoON OeaTelbHOCTH
CNoCOBHOCTb pelaTtb CTaHAAPTHbIE 3aaayn NPOGECCMOHANTBHOWA
OriK-3 LesiTENbHOCTN HA OCHOBE MHAPOPMALMOHHOM 1 Bubnmnorpadoryeckoi
(npodpbeccmoHanbHble KynbTypbl C NpUMEHeHNneM NHAPOPMAaLIMOHHO-KOMMYHUKALIMOHHbIX
KOMMeTeHuun) TEXHONOMIA U C YH4ETOM OCHOBHbIX TPeboBaHN MHOPMALIMOHHOA
6e3onacHoCTM
CNOCOBHOCTb NOHMMATb CYLHOCTb U 3HAYeHNE MHpopMaLunn B
OrK-4 PasBUTUM COBPEMEHHOIO 0bWeCTBa, CO3HaBaTb ONACHOCTA 1 Yrpo3bl,
(npodpeccunoHanbHble BO3HMKaloWMe B 3TOM npoLecce, cobnoaatb OCHOBHbIe TpeboBaHMS
KOMNeTeHLmm) NHGOPMALIMOHHO 6€30NacHOCTW, B TOM YMCNE 3alNTHI
rocynapCcTBeHHOW TalHbl
(rll'll[<)01(2peCCVIOHaﬂbele CNOCOBHOCTBIO MPUMEHSTL HAa NpakTnke 6a30Bble NPOKECCHMOHANbHbIE
HaBbIKN
KOMMeTeHuun)
MK-4 CNOCOBHOCTLIO K BNAAEHMNIO KOMNBIOTEPOM HA YPOBHE OnbITHOrO
nonb3oBaTens, NPUMEHEeHUI0 NHAPOPMAaLIMOHHbBIX TEXHONOMMA Ans
(npodhbeccmnoHanbHble 6
KOMNETEHLIN) peweHns 3aaad B 00n1acTv paanoTEXHIKM, PaAMOSNEKTPOHMKM U
paguogunankm (B COOTBETCTBUN C Npoounmsaumen)

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

PernctpaunoHHbIn HoMep 5AE
Ctpanuua 3 13 12. EiE YHH
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Mporpamma ancumnivHbl "AOMUHUCTPUPOBaHME NOKaNbHbIX ceTer u 3awuta nHgopmaumm”; 03.03.03 Pagnodusnka; craplimi
npenonaeatens, 6/c KopyarvH M.A.

B peaynbtate 0CBOEHUS ONCUMMNNHBI CTYAEHT:

1. DONXeH 3HaTb:

OCHOBbI OpraHn3aumm nokasnbHbIX ceTemn

0COBEHHOCTM OpraHn3aummn CeTEBOro NPorpaMMHoro obecneyeHms
ocobeHHOCTM BHeapeHus ceTeln Ethernet

0C0beHHOCTM BHEOPeHNst 6ecnpoBOAHbIX CeTel

OCHOBHbIE TEXHONOrMM obecneyeHns 6e3onacHOCTU CeTel
cpencTsa 3aWmnTbl CETEBbIX COEAUHEHWI

cTparernm n MeETOAMKN ynpasneHns N agMMHUCTPUPOBAHNS
ceTeBble TEXHONOrMW, NONOXeHHble B ocHoBy cetet TCP/IP
Ha3Ha4YyeHne OCHOBHbIX NpoTokonos ceten TCP/IP

0COBEHHOCTM aAMUHUCTPUPOBAHNS OHOPAHIOBbLIX CETEN Ha OCHOBE
Windows

KOHLEeNuumM ncnonb3oBaHms cnyx6 katanoros

norn4eckyto n gomandeckyto cTpyktypy Active Directory
0C0BEHHOCTM agMMHUCTPUPOBaHUS Linux

0COOEHHOCTM CETEBOr0 KOHPUIYPMPOBaHNS B Pa3NNYHbIX OAMCTPUOYTUBaX
Linux

cpencTtea 3awmntbl cetn B Linux

2. DONTXEH yMeTb:

NpoeKkTnpoBaTb, co3dnaeartb 1 BHeapaTb cetn Etherner n WLAN
NPUMEHSTb CpeacTBa 3alnTbl CETEBbIX COeANHEHNI

BHeLPSATb 0O0CHOBAHHbIE CTPATEr U METOANKM YNPaBNEHNS 1 aAMUHUCTPUPOBAHNS
paspabaTtbiBaTh Npasuna 6e3onacHoCTu

HacTpamBaTb KOMMNbIOTEPLI paboymx rpymnn

HasHayaTtb npasa nocTyna

OpraHn3o0BbIBaTb COBMECTHOE MCMONb30BaHME PECYPCOB

npoekTuposaTtb 1 BHeapaTb Active Directory

agmnHuctpuposartb Active Directory

OpraHn3oBbiBaTb MOHUTOPUHI U BOccTaHoBneHune Active Directory
KoHdpurypmposatb cnyx6bl DNS n DHCP

OpraHn3oBbIBaTb COBMECTHOE MCMNONb30BaHME PECYPCOB B CETU Ha base
Linux

3. DONIXEH BnafeThb:

cpencrTesamy KOHOUIypmpoBaHus OLHOPAHrOBbIX CeTe

WNHCTPYMEHTaMN 1 METOOMNKAMU PELEHNS CETEBbIX NPobnem
NHCTPYMEHTanbHbIMU cpeacTBamMu agMuHncTpuposanus Active Directory
WHCTPYMEHTaNbHbIMU CPeACTBaAMU afMUHUCTPUPOBAHUS ceTu B Linux
MeTOOMKaMM N UHCTPYMEHTaNbHbIMK CPeaCcTBaMU MPOEKTUPOBAHNS ceTein
Ethernet 1 WLAN

NporpaMMHbIMU cpefcTBamMm obecneveHns cetTeBoi 6e30nacHOCTM
OpraHn3auMoHHO-yNpaBneHYeckMM HaBbikamm B obnacTtn 6e3onacHocTu
ceTten

cTpaTternsiMm n MeTogukamu ynpasneHus 1 agMMHUCTPUPOBAHUS

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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4. nONXeH OEeMOHCTPUPOBaTb CMNOCOHOHOCTb M FTOTOBHOCTb:

4. CTpyKTypa 1 cogepXxaHvue OUCLUMNIUHBI MOAYNs
Obwas Tpya0eMKOCTb AUCLIMIMIMHBI COCTaBNSET 2 3a4eTHbIX(ble) eanHuL(bl) 72 Yyaca(os).
dopmMa NPOMEXYTOHHOIr0 KOHTPONSA AUCUMNMNNHBIL: 3a4€eT B 8 ceMecTpe.

CyMMapHo no amcumnanHe MoxHo nony4ntb 100 6anno., N3 HMX Tekylwas paboTta oueHmBaeTcs B 50
6anno., ntorosas popma KoHTpons - B 50 6annos. MnHMManbHoe KONMYeCTBO NS fOoMnycKa K 3a4eTy
28 6annos.

86 6annos 1 6onee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBnetBoputenbHO" (YO0B.);

54 6anna n MeHee - "HeyOBNETBOPUTENBLHO" (Heya.).

4.1 CTpyKkTypa u coaepxaHue ayauTopHON paboTbl MO AUCLMNIMHE/ MORYIO
TemaTuueckui NnaH AUCLUNINHBI/MOAYNS

Bupabl n yacobl
ayauToOpHOM paborThbl,

Pasnen MX TPYAO0EMKOCTb
N LucumnnuHbl/ CemecTp c':ﬁgg:"al (B yacax) TeK)I’(l(l)J-:T% 33,'0""'
Moayns P MpakTu-|abopa-
Nexuum| yeckme | TOpHbie
3aHATUS | paboTbl
1. [Tema 1. BBeneHue 8 1 4 0 0 YCTHBII 0npoc
Tema 2. CeTb Ethernet. YCTHbIN onpoc
2. BecnposogHbie cetn (WLAN). 8 2-3 4 0 0
3. [Tema 3. Cetnt TCP/IP 8 | 45 | 4 0 g [|YcTHeI onpoc
4. |Tema 4. be3onacHocTb ceTen. 8 6-7 4 0 0 YCTHbIiA onpoc
KoHTponbHas
5 Tema 5. CTpaterumn n MetToankn 8 8-9 4 0 0 |pabora

ynpasneHns n aAMUHUCTPMPOBAHUS

Tema 6. AODMUHUCTPUpPOBaHME
6. |oOHOPAaHroBOW CeTn Ha OCHOBE 8 10-13 6 0
Windows.

Tema 7. AODMUHUCTpPUpPOBaHME
NOKanbHOM CETN Ha OCHOBE
cepBepHO onepaunoHHON CUCTEMDI
Windows Server

8 Tema 8. AODMUHUCTPUpPOBaHME 8 17 4 0 0 YCTHbIN onpoc
" [nokanbHoM ceTn Ha ocHoBe Linux.

0 YCTHbIN onpoc

8 14-16 6 0 0 YCTHbI onpoc

Tema . Itoroeast popma KOHTPONS 8 0 0 0 Saqet

NTtoro 36 0 0

4.2 CopepxaHvue oUCLUNMUHbI
Tema 1. BBepeHune

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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JNeKuMoHHoe 3aHsiTne (4 4yaca(os)):

KomnbloTepHble ceTu: NOHATUE, Ha3HaYeHne, knaccudpmkaums. JlokanbHble cetn. ObopynoBaHme
nokanbHbIx ceteir. OpraHnsauns ceTeBoro nporpamMHoro obecrneveHns. Cnyx6bl U NPOTOKONbI.
OTanoHHble Mogenn. ObbenuHeHue ceTel ? internet.

Tema 2. Cetb Ethernet. BecnposogHbie cetu (WLAN).
neKkumnoHHoe 3aHsiTne (4 yaca(os)):

Kabenn. MaHyectepckuin kog. Popmart kagpa. MAC-anpeca. YnpasneHue LOCTYMNoOM K cpene
CSMA/CD. Fast, Gigabit n 10 Gigabit Ethernet. WLAN. ApxuTekTypa, cnyx6bl n npotokonsi 802.11

Tema 3. Cetn TCP/IP
JNleKLMoHHOoe 3aHsiTne (4 4yaca(os)):

Mpotokon IP. IPv6. IP-agpeca. Ynpasnstowume npoTtokonsbl internet. Cuctema DNS n DHCP.
Mpotokonbl TCP n UDP. TexHonorns NAT.

Tema 4. BesonacHoCTb ceTewn.
neKkumnoHHoe 3aHsitTne (4 yaca(os)):

OcHosbl kpunTorpadpun. CtaHgapTbl wngposaHns gaHHbix DES n AES. Cuctembl wndgoposaHus ¢
OTKPbITbIM KNto4oM. Lindoposble noanucu. NpoTokonbl ayTeHTudukaunmn. 3awmTa ceTesbIx
coeaunHeHuit: IPSec, bpaHamayapbl, BUpTyanbHbie YacTHble cetn n 6esonacHocts WLAN.

Tema 5. Ctparerum u MeTogMkKu ynpasneHusi 1 agMUHUCTPUPOBAHUA
JNIeKLMOHHOe 3aHsiTne (4 4yaca(os)):

KoMnoHeHTbl oyHKLUMOHANbHOM opraHusaunn. Ponn agMMHUCTPUPOBaHNS, pa3paboTky u onepauuii.
TpebosaHus k paboTe otTaena nogaepXxku. JlokymeHtaums. CucteMbl 0OTCNEXnBaHUS 3anpoCcoB U
yBEeOOMIEHM 0 npobnemax. BocctaHoBneHue nocne asapwii. MNpaeunna 6e30nacHOCTW.

Tema 6. AoMMHUCTpPUpOBaHWe ogHopaHroson cetu Ha ocHose Windows.
JNIeKLMOHHoe 3aHsiTue (6 4aca(oB)):

CerteBble anemeHTbl Windows 1 ux HacTpoiika. Paboume rpynnel. Cuctema 6e3onacHocTtu. Npasa
noctyna. JlokanbHas nonutuka 6esonacHoctu. COBMECTHOE NCMONb30BaHNE CETEBLIX PECYPCOB.
ABTOHOMHbIE (halinbl U Nanku. VIHCTPYMEHTbI 1 METOLAMKU PELEHNS CETEBbIX NPOBNeEM.

Tema 7. ADMMHUCTPUPOBaHUE NOKaNbHOW CETU Ha OCHOBE CEepBEepPHOM onepaLMoOHHON
cuctembl Windows Server

JNIeKLMOHHOe 3aHsiTue (6 4yaca(oB)):

Cnyx6a kartanoros Active Directory (AD). Jlornyeckas n couaundeckas ctpyktypa AD.
AnomuHuctpuposanue AD. Mpynnoeble nonnTnkn. MoHUTOPUHE 1 obcnyxusanue AD.

Tema 8. ABMMHUCTpPUpPOBaHUE NOKaNbHOW CeTU Ha ocHoBe Linux.
JNeKuMoHHoe 3aHsiTne (4 4yaca(os)):

MoaknioyeHne koMnbioTepa k ceTn. CeTeBoe KOHPUIYPMPOBaHUE B PA3NNYHBIX AMCTPUOYTMBAX.
KoHdourypmposaHue DNS n DHCP. NAT B Linux. 3awwuTta cetn B Linux. CeteBas goannosas
cuctema NFS. CoBMeCTHOE MCMONb30BaHME CUCTEMHbBIX (parnoBs. YnpaBneHne, MOHUTOPUHT U
obcnyxusaHue ceTei.

4.3 CTpyKTypa 1 copgepXxaHue caMOCTOSITeNIbHOM paboTbl AUCLMMNINHBI (MOLYNISA)

dopmMbl
Hepe- Bunopbi Tpyno- K OI-(I)T":) ons
N Pasnen Ce- | nsa camocCTosITe/IbHOM eMKOCTb| o
AUCLUN/INHBI MecTp| ceme pab6ortbl (B ATENbHON
cTpa CTYLEeHTOB yacax) paoTb
1 Tema 1. BeegeHve 8 { |nOAroToBKa K yCTHOMY OMpOCy 4 YCTHbIN
. onpoc

KTPOHHEBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

PernctpaunoHHbIn HoMep 5AE
CrpaHunua 6 us 12. il YHI:I
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Hepe- Bunbi Tpyno- KgJI-IOTF;)T)IJ::IISI
N Pasnen Ce- | nsa camocCTosITe/IbHOM eMKOCTb| 1o
ANCUunniinHbl MecCTp| ceme paﬁoTbl (B ATenbHOM
cTpa CTYAEHTOB yacax) paGoTh
Tema 2. CeTb
5 Ethernet. g | 0.3 |[MOAroTOBKA K yCTHOMY OnpoCy 4 YCTHbIN
" |BecnpoBoaHble onpoc
cetn (WLAN).
Tema 3. Cetu MOAroTOBKa K YCTHOMY OMpocy YCTHbIN
3. 8 | 4-5 4
TCP/IP Onpoc
Teva 4. NoAroToBka K yCTHOMY OnpocC YCTHbI
4. |besonacHoCTb 8 | 6-7 y y onipocy 4 ONDOC
ceTen. p
Tema 5.
Crpartermm n o KoHTponby
NOAroToBKa K KOHTPONbHOM T
5. [MeToOuku 8 g-g [OArOTOBKA K KOHTPONBHO pabote 4 |Has
ynpaeneHns un pabota
afMUHUCTPUPOBaHNA
Tema 6.
AoMunHUCTpUpoBa-
6. [H1e 8 |10-13|M0AroTOBKA K YCTHOMY OMPOCY 6 YCTHbI
" |oOHOpaHrosom onpoc
CeTu Ha OCHOBe
Windows.
Tema 7.
AIOMUHUCTpPUpOBA-
HWe nokanbHomn
- |ceTn Ha ocHoBe 8 |14-1g|MOArOTOBKA K YCTHOMY ONPOCY 6 YCTHbIN
" |cepsepHon onpoc
onepaunoHHOn
cuctembl Windows
Server
Tema 8.
AoMunHUCTpUpOBa- o
- NoAroToBka K yCTHOMY On
8. [Hne nokanbHoM 8 17 |MOArOTOBKA KyCTHOMY Onpocy 4 ZI(_:IT:ZM
CeTu Ha OCHOBe P
Linux.
WNtoro 36

5. O6pa3oBarenbHble TEXHONOIMU, BK/IHOYAA MHTEPaKTUBHbIE hOpMbl 06yUYeHUs

Mpu NpoBeneHNN 3aHATUIA UCMONb3YTCS MHTEPaKTUBHbIE (POPMbI 0OY4EHNS: ONCKYCCUs,
nekumsa-becepna.

6. OLeHOYHble CpeacTBa ANs TEKYLLLEro KOHTPONS ycneBaeMoCTh, MPOMeXYTOYHOW
aTTecrauum rno MToramMm OCBOeHUsi AUCLUIMINHDBI U y4eOHO-MeToauyeckoe obecneyeHune
camocTosiTeNIbHOM paboTbl CTYAEHTOB

Tema 1. BBegeHue
YCTHbI ONpOC , NPMMEPHbIE BOMPOCHI:

YCTHbI onpoc no TemaMm: 1. KOMNbIOTEPHbIE CETU: MOHATME, HA3HAYeHNe, Knaccudukaums. 2.
NokanbHble ceTn. ObopynoBaHmne nokanbHbIx ceTei. 3. OpraHnsaumnst CeTeBOro NPOrpamMmMHoOro
obecneyeHnsi. Cnyx6bl 1 NPo- TOKONbI. 4. STANOHHbIE MOAENN.

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY

PernctpaunoHHbIn HoMep 5AE
CrtpaHnua 7 us 12. il VHI:I
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Tema 2. Cetb Ethernet. BecnposogHbie cetu (WLAN).
YCTHbI ONpOC , NPUMEPHbIE BOMPOCHI:

YcTHblih onpoc no temam: 1. Cetb Ethernet. Kabenun. MaH4ectepckuin kog. @opmat kagpa. MAC-
agpeca. 2. YnpaeneHue pnoctynom Kk cpeae CSMA/CD. 3. Fast, Gigabit n 10 Gigabit Ethernet. 4.
BecnpoBogHbie cetn (WLAN). ApxuTekTypa, cnyx6bl n npotokonsl 802.11.

Tema 3. Cetu TCP/IP
YCTHbIA ONpOC , NPUMEPHbIE BOMPOCHI:

YcTHbih onpoc no temam: Npotokon IP. IPv6. 1.IP-agpeca. 2. Ynpaensiowme npoTokonbl internet.
3.Cuctema DNS 1 DHCP. 4. NMpotokonbl TCP n UDP. 5. TexHonorua NAT.

Tema 4. Be3onacHoCTb ceTen.
YCTHbI ONpocC , NPYMEpPHbIE BOMPOCHI:

YcTHbIn onpoc no temam: 1.CtaHgapThl wngposaHns gaHHbix DES n AES. 2.Cuctembl wndposaHus
C OTKPbITbIM KNto4oM. 3. Lindoposble noanucu. 4. NpoTokosnbl ayTeHTudrkaumn. 5. 3awmra ceTeBblx
coeaunHeHuit: IPSec, bpaHamayapbl, BUpTyanbHbie YacTHble cetn n 6e3onacHocts WLAN.

Tema 5. CTpaterum n MeToamMKu ynpasnieHUsi U aaMUHUCTPUPOBaAHUS
KoHTponbHas pabota , npuMepHble BOMPOCHI:

Mpumep KoHTponbHOro 3adaHus: 1. Kakme TpeboBaHusi K cnoxHocTn napons npeabsasnset OC
Windows? 2. OCHOBHbIMU NprHUMNamMn paboTbl oTaena noaaepXxXky Nonb3oBaTtenei SBnsTCS. ........
3. Kakue y4yeTHble 3anvcu, no ymMon4aHuio, co3narotcs onepaunoHHom cunctemoin Windows 77

Tema 6. AoMMHUCTpPMUpOBaHWe ogHopaHroson cetu Ha ocHose Windows.
YCTHbIV ONPOC , MPUMEPHbIE BOMPOCHI:

YCTHbIA oNpoc no TemMam: AOMUHUCTPUPOBAHME O4HOPaHroBon cetn Ha ocHose Windows. 1.CeTteBble
anemeHTbl Windows 1 nx Hactporika. 2. Paboune rpynnbl. Cuctema 6e3onacHocTu. MNpasa goctyna.
3.JlokanbHas nonutuka 6esonacHoctn. 4.CoBMECTHOE NUCMONb30BaHNE CETEBbLIX PECYPCOB. 5.
ABTOHOMHbIE (hainbl U Nanku. 6. VIHCTPpyMEHTbI 1 METOAMKMN PELIEHNS CETEBLIX NPOONEM.

Tema 7. ADMUHUCTPUpPOBaHUE NTOKaNIbHOW CETU Ha OCHOBEe CepBepPHOM onepaLoOHHON CUCTEMbI
Windows Server

YCTHbI 0Npoc , NpYMepHble BOMPOCHI:

YCTHbIA onpoc no TeMam: 1. AODMUHUCTPUPOBAHME NOKaNbHOW CETU HA OCHOBE CEPBEPHON
onepauuoHHo cuctemol Windows Server. 2.Cnyx6a katanoros Active Directory (AD). 3.Jlornyeckas
n dpusundeckas ctpyktypa AD. 4. AomnHucTpuposarue AD. 5. ['pyrinosbie nonutukun. 6. MOHUTOPUHT
n obcnyxusaHune AD.

Tema 8. ABMMHUCTpPMpPOBaHUE NOKaNbHOW CeTU Ha ocHoBe Linux.
YCTHbIA ONpOC , NPUMEPHbIE BOMPOCHI:

YcTHbI onpoc no Temam: 1. OcobeHHOCT aaMUHUCTPUPOBAHNS NTOKANbHON CeTn Ha ocHoBe Linux.
2.CeTeBoOe KOHUrypmpoBaHue B pas3nnyHbix auctpmbytumeax Linux. 3.KoHdurypmnposaHne DNS n
DHCP B Linux. 4. NAT B Linux. 5. 3awwnTta cetn B Linux. 6.CeTteBas channosas cuctema NFS.
7.COBMeCTHOE MCMONb30BaHMe CUCTEMHbBIX (pannos B Linux. 8. YnpaBneHne, MOHUTOPUHT U
obcnyxusaHue ceteit B Linux.

Utorosasa chopma KOHTpoOns
3a4eT (B 8 cemecTpe)

MprMepHbIE BOMPOCHI K MTOroBoW hopMe KOHTPONS

1. KOMNblOTEPHbIE CETU: MOHATME, HA3HAYeHNE, Knaccudmkaums.

2. lokanbHble cetn. O6opynoBaHME NOKaNbHbIX CETEN.

3. OpraHunsaums ceTeBoro nporpamMmHoro obecnedeHms. Cnyxobl 1 npo-
TOKONbI.

4. OTanoHHbIE MOOENW.

5. Cetb Ethernet. Kabenn. MaHyectepckuin kon. Popmart kagpa. MAC-
agpeca.
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6. YnpaeneHne pnoctynom k cpeae CSMA/CD.

7. Fast, Gigabit n 10 Gigabit Ethernet.

8. becnpoBopgHbie cetn (WLAN). ApxuTekTypa, cnyx6bl 1 NpOTOKONbI
802.11.

9. MNpotokon IP. IPv6.

10.IP-appeca.

11. Ynpasnsiowue npotokonsbl internet.

12.Cnctema DNS n DHCP.

13. MNpoTokonsl TCP n UDP.

14. TexHonorusa NAT.

15.CtaHpapTbl wmndgoposaHusa gaHHbix DES n AES.

16.CncTeMbl WMEPOBAHUS C OTKPbITHIM K/THOYOM.

17. Undpposble nognucu.

18. [poTOKONbI ayTeHTUgMKaLNN.

19. BawwuTa ceTteBbix coeanHeHwnii: IPSec, 6paHamayapbl, BUPTyanbHble Ya-
CTHble ceTu n 6e3onacHoctb WLAN.

20.Ctparternvm n MeToankuy yrnpasneHus 1 agMMHUCTPUPOBAHKUS.
21.KOoMMoHeHTbl PYHKLUNOHANBbHOW OpraHn3aumn.

22. Ponn agMUHUCTPUPOBaHnS, pa3paboTkm n onepaunii. TpebosaHus K pa-
60Te oToena noaaepXKu.

23.CncTeMbl OTCNEXMBAHUS 3aNPOCOB 1 YBEAOMNEHMI O Npobnemax.
24.BoccTaHoBneHve rnocne aBapuii.

25. MNpaewuna 6e3onacHocTL.

26. AOMVHUCTpUpPOBaHWe 0OHOPaHrosom cet Ha ocHose Windows.
27.CeTteBble aneMeHTbl Windows 1 ux HacTporika.

28. Pabouve rpynnbl. Cuctema 6e3onacHocTu. Mpaea goctyna.
29./lokanbHas nonutmka 6e3onacHoOCTW.

30.CoBMeCcTHOE MCrnonb30BaHMe CETEBLIX PECYPCOB.

31. ABTOHOMHbIE doarsbl U Nankwu.

32. VIHCTpYMEHTbI 1 METOAMNKN PELEHNS CETEBbLIX NPOONEM.

33. AOMVHMCTPUPOBaHME NOKasIbHOW CETU Ha OCHOBE CEepBEPHOI onepaumn-
OHHoW cuctembl Windows Server.

34.Cnyxba katanoros Active Directory (AD).

35.Jlornyeckas n dusmnyeckas ctpyktypa AD.

36. AomuHucTpuposaHme AD.

37. 'pynnoBble NONNTUKMN.

38. MoHuTopuHr 1 obcnyxnsaxue AD.

39. OcobeHHOCTM aagMMHUCTPUPOBAHUS NIOKaNbHO CeTN Ha OCHOBE Linux.
40.CeTeBoe KOHGMIypmpoBaHne B pasnnyHbix auctpmnbytusax Linux.
41.KoHgourypuposaHme DNS n DHCP B Linux.

42. NAT B Linux.

43. 3awwuTta cetun B Linux.

44 .CeteBas hannosas cuctema NFS.

45.COBMeCTHOE MCMNOoNb30BaHWe CUCTEMHbIX doannos B Linux.

46. YnpaBneHue, MOHUTOPWHT 1 06CnyXunBaHmne cetei B Linux.
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7.1. OcHOoBHas nuTeparypa:

1.CeTeBas 3awmta Ha 6ase TexHonoruin pupmbl Cisco Systems. MpakTuyeckuin kypc: YuebHoe
nocobue / AHgpoHdnk A.H., Konnepos A.C., CuHanckuin H.W., - 2-e uaa., ctep. - M.:®nnHTa, 2018. -
178 c.: ISBN 978-5-9765-3523-7 - Pexxum goctyna: http://znanium.com/catalog/product/965101

2. Microsoft Windows 7. PykoBoacteo agMuHucTparopa: lNpaktuyeckoe pykoBoACTBO / Hekmapes
A.H. - CM6:BXB-MeTtepbypr, 2010. - 883 c. ISBN 978-5-9775-0497-3 - Pexum goctyna:
http://znanium.com/catalog/product/350800

7.2. lononHutenbHasa nuteparypa:

1. Xykos, B. I'. BesonacHocTb BbluncnntensHbix cetein. Y. |. Basosble npotokonsl cteka TCP/IP
[OnekTpoHHBbIN pecypc] : y4eb. nocobue / B. . Xykos. - KpacHosipck : Cnb. roc. aapoKocMmy. yH-T,
2012. - 124 c. - Pexwum gocTtyna: http://znanium.com/catalog/product/463062

2.TexHonormm orn3ny4ecKoro YpoBHs rnepenadn aHHbix : yuebHuk / 6.B. Koctpos, A.B. KuctpuH,
A.W. Edpumos, [0.W. YcTiokos; nog ped. 6.B. Koctposa. - M.: KYPC: UH®PA-M, 2019. - 208 c. -
Pexwum poctyna: http:/znanium.com/catalog/product/1016018

3. besonacHocTb 1 ynpasneHe OOCTYNOM B MHDOPMAaLMOHHBIX cuctemax : yueb. nocobue / A.B.
Bacunbkos, N.A. Bacunbkos. ? M. : POPYM : UH®PA-M, 2019. -368 c. - Pexum goctyna:
http://znanium.com/catalog/product/987224

7.3. UHTepHeT-pecypcChbl:

ALMUHUCTPUPOBAHNE NOKanbHbIX ceTen - Linux no-pyccku -
http://rus-linux.net/lib.php?name=/txt/lvs-admin.koi

INexunn no agmnHuctpuposanuto J1IBC - https://www.rosnou.ru/~rdima/it_ad_net/it_ad_net7.pdf
CETEBOE AOMNHNCTPUPOBAHWE - http:/inftis.narod.ru/adm/ais-n4.htm

CuctemHbln agMuHUCTpaTop (gopyM) - hitp://samag.ru/forum/message/524

Temartunyeckuin popym - http://forum.ru-board.com/topic.cgi?forum=8&topic=2859

8. MarepumanbHo-TexHU4Yeckoe obecrneyeHne oUCLUNNAUHBI(MOAYNS)

OcBoeHve ancumnavHbl "AGMUHUCTPUPOBAHME NoKabHbIX CETEN 1 3awmuTa MHdopmauun"
npennonaraeT NCMNONb30BaHME CNeLyOWero MaTepuanbHO-TEXHNYECKOro obecneyeHns:

MynbTumMeouiiHas ayantopus, BMECTUMOCTbIO 6bonee 60 yenosek. MynbTumMeauiiHas ayamtopums
COCTOMT U3 UHTErpUPOBaHHbIX NHXEHEPHbIX CUCTEM C €OUHON CUCTEMON ynpaBseHuns, OCHaLWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanu3auum noboin BuaAeo n ayamno
NHpopMauun, NoNy4eHNs 1 nepenadn dNeKTPOHHbIX JOKYMEHTOB. TNoBas KoMnnekraums
MyNbTUMELMAHON ayanuTOpUM COCTOUT U3: MyNbTUMEONAHOrO NPOEKTopa, aBTOMaTU3NPOBAHHOIO
NPOEKLIMOHHOrO 3KpaHa, akyCTUYeCKON CUCTEMDI, a TaKXe MHTEPAKTMBHOW TpMbyHbI NpenonaBsartens,
BK/IOHAIOLWEN Tay-CKPUH MOHUTOP C AuaroHanblo He MeHee 22 OI0MOB, NePCOHaNbHbIA KOMMbIOTEP
(c TexHnyecknmm xapaktepucTukamm He HuXxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOH(pepeHL-MUKPOOOH, 6ecnpoBofHOM MUKPOMOH, 610K ynpaBneHus 060pynoBaHNEM, UHTEPECHI
noakntouermns: USB,audio, HDMI. MiHTepakTmBHas TpmbyHa npenoaaBatens SBnseTCs KnoyeBbiM
3NEMEHTOM yNpaBnieHns, 06 bEANHSIOWMNM BCE YCTPONCTBA B EOMNHYIO CUCTEMY, U CIYXUT
NONHOLIEHHbIM paboymm MecToM npenoaasatens. lNpenonasartens MMEET BO3MOXHOCTb NTIErKO
ynpaBnsTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSET NPOBOANTL NEKLMMW, MPAKTUYECKUE
3aHATWA, Npe3eHTauunn, BebrHapbl, KOHPEPEHLNM U Opyrie BUObl ayAUTOPHON Harpy3Ku
obyyarowwmxcs B yAOOHON 1 BOCTYMHOW ANS HAX POPME C NMPUMEHEHNEM COBPEMEHHbIX
MNHTEPAKTMBHbIX CPEACTB 0Oy4eHMS, B TOM YMCE C MCNONb30BaHMEM B NpoLecce 0byyeHns BCex
KoprnopaTtusHbIX pecypcos. MynbTuMeouinHas ayamtopust Takxxe OCHaleHa WMpPOKOMOI0CHbIM
LOCTYNOM B CETb MHTEPHET. KoMnbloTepHOE 060pyn0oBaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3NOHHOE NPOrpaMmMHoe obecneyeHue.
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KomnbloTepHbIli knace, npeacrasnsowmii cobor paboyee MecTo npenofasatens u He meHee 15
pabo4mnx MECT CTYLEHTOB, BK/IIOHAIOLWNX KOMIMbIOTEPHbIV CTOM, CTY/, NEPCOHANbHbIA KOMMbIOTEP,
NIMLLEH3NOHHOE NporpamMmmMHoe obecneyeHne. Kaxabiii KOMMbOTEP MMEET WNPOKOMOMOCHBIA OOCTYN B
ceTb VIHTepHeT. Bce KoMMbioTEpPbl MOAKIOYEHbBI K KOPNOPaTMBHOW KOMMbIOTEPHON ceTn KDY n
HaxogaTcsa B €ANHOM JOMEHeE.

YyebHo-MeToan4eckas nutepartypa ans 4aHHOW ONCLMMNINHBI UIMEETCS B HAIMYUN B
3NeKTPOHHO-6nbnnoTeyHoi cucteme "ZNANIUM.COM", poctyn K KOTOPOW NpeLoCTaBNEH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT nponsseneHns KpynHENWmnX POCCUNCKNX YYEHbIX, PYKOBOOUTENEN
rocyapCTBEHHbIX OpraHoB, Npenogasartener BeayLwmx By30B CTpaHbl, BbICOKOKBANUGIULMPOBAHHbIX
CreunanncToB B pasnunyHbix cdoepax brusHeca. PoHL 6nbnmMoTekn cpopMMpPOBaH C y4ETOM BCEX
N3MEHEHMN 0BpasoBaTENbHbIX CTAHAAPTOB M BKKOYAET y4ebHMKM, yuebHble nocobus, YMK,
MOHOrpadun, asTopedoeparbl, guccepraLmm, SHUUKNONEann, CAOBapy U CPaBOYHNKN,
3aKkoHo4aTeNbHO-HOPMATMBHbIE JOKYMEHTbI, CNeunanbHble Nnepnognyeckme n3gaHms n n3gaHus,
BbiNyckaeMble nsgatenbcrsamm By30B. B HacToswee spems 95C ZNANIUM.COM cooTteetcTByeT
BceM TpeboBaHMAM pefepanbHbIX roCyaapCTBEHHbIX 0O6pa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasoeanust (PrOC BI1O) HoBoro nokoneHus.

Y4yebHo-mMeToanyeckas nutepatypa ons 4aHHOW OMCUMNAVHBI UMEETCS B HANNYUN B
9NEKTPOHHO-bMbNMoTeyHom cnucteme MiaparenocTea "/laHb" , BOCTYN K KOTOPOW NpenocTaBneH
ctyneHtam. O6C Mapatenbctea "[laHb" BKItoYaeT B cebst aNeKTPOHHbIE BEPCUUN KHUT N3OaTenbCcTBa
"laHb" 1 opyrux BeOylwmnx N3natenbCcTB y4ebHOM nMTepaTyphbl, a TakXe 3N1eKTPOHHbIE BEpCUn
Nepuoanyeckmx N3aaHnim No eCTeCTBEHHbIM, TEXHUYECKNM U r'yMaHUTapHbiM Haykam. OBC
N3patenbctBa "[laHb" obecneymBaeT 4OCTYN K HAy4YHOW, y4ebHON nuTepatype N Hay4HbIM
nepuoan4yecknm n3aaHmsam no MakCManbHOMY KONMMYECTBY NPOOUbHbLIX HanpasneHui ¢
cobnofeHneM BCeEX aBTOPCKMX N CMEXHbIX Npas.

KomnbloTepHbiii knacc Ha 10 pabounx mect. Cuctembl BUpTyanuasauun. JlokanoHasi CeTb C BbIXOOOM B
Internet.

MNporpamma coctaeneHa B cooTBeTcTBUM € TpeboBaHnsamMm @I OC BINO un yyebHbIM NnaHom no
HanpasneHuo 03.03.03 "Pagnoduamka” n npocunio nogrotToBkn TenekoMMyHUKAUNOHHbIE CUCTEMbI
N NHCPOPMALMOHHbIE TEXHONOMNN .
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