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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
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Mporpammy oucumnavHbl paspaboTan(a)(n) npodoeccop, a.H. (npodeccop) Kapnoe A.B. Kadenpa
paguounaunkm OtoeneHme pagnouankm 1 MHPOPMaLMOHHbIX cucTeM , Arkadi.Karpov@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

OucunnnuHa "Kpuntorpaguyeckre Metoapl 3awmTbl MHpopMaumn" CooepXnuT OCHOBHbIE
NONOXEHNS KpunTorpadum, 3HaKOMUT ¢ Hanbonee pacnpPoCTPaHeHHbIMU TUNaMK WNKPOB 1
MeTodamm ux KpuntoaHannaa, NoOHATUSAMMU LLeNTOCTHOCTU MHGDOpMaLIMK, KpUnTorpaguyecknmm
NpOTOKONaMu , 3NeKTPOHHOM noanucbio. ObBbSCHAETCS MateMaTnyeckas Teopusi, nexauwasi B OCHoBe
KpunTtorpadun (Teopus rpynr, nonewn [ranya, HENPUBOAUMbIE MHOMOYNIEHbI, TEOPUS YUCEN,
nceBaoOCnyYanHble nocnenosarenbHOCT 1 ap.). CTaBaTcsa BONPOCH! peann3aunmn anroputMoB
WNdpoBaHUS N KpMnToaHannaa.

2. MecTO AMCUMUNNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbLHOro o6pasoBaHus

HaHHas yyebHas aucuunnnHa BkntodeHa B pasgen " 51.6.16 ducumnnuHbl (Mogynn)" OCHOBHOW
obpaszoBartenbHoit nporpammel 10.03.01 MiHdopmaumnoHHas 6e30nacHOCTb N OTHOCUTCSA K 6a30BoWA
(obwenpodpeccrnoHanbHom) yactu. OcBamBaeTcs Ha 4 kypce, 8 ceMecTp.

OucunnnmHa n3 uukna NMpodeccunoHanbHbln. CTyaeHT AONXEH BnanetTb ANCUMNANHAMN
obwwenpoteccrMoHanbHOro LMka, yMeTb: MOHUMATb, U3naratb U KPUTUYECKN aHaNnM3npoBaTb
6a30Byt0 0061Wed3NYECKYO MHCPOPMALIMIO; UCMONIb30BaTb MaTeMaTMYECKMIA annapar, UICNonb30BaTh
HaBbIKW 3KCNepUMeHTanbHoOM paboTbl; BNaneTb avcumnianHamm MpogeccrnoHanbHoro umMkna, OomKeH
3HaTb OCHOBHbIE MEPONPUATMSA MO OPraHM3aLMOHHO- NPABOBOMY 0becnedYeHnio MHOPMaLNOHHOW
6e30MacHOCTN; Kak OCYLWEeCTBNSIOTCS NporpaMMHoO-annapaTHblie CpeacTBa 3awmnTbl MHOPMaLMK;
OCHOBHble 513blk1 NporpammmpoBaHns. OCcHOBbI MHpOPMaLMOHHO 6e3onacHocTy, beaonacHocTb
BbI4MCNNTENbHbIX ceTel, [porpaMmMHo-annapaTHble cpeacTea 3awmTtbl UHGOpMauumu, Teopetmnyeckune
OCHOBbI KOMMbIOTEPHO 6€30MacHOCTN MOrYT paccMaTpMBaTbCS Kak NpelwecTByoWmMe AUCUNNANHDI.
3HaHUA 1 HaBbIKKU, NOMYYEHHbIE NPU U3yYeHUn gucumnnnnHbl Kpuntorpagouyeckme MeTonbl 3amTbl
nHdoopmaum bynyt ucnonb3oBaHbl Npy paboTte Had KypPCOBbIMA 1 AUMNOMHbLIMUA MPOEKTaMMK U
auccepraunamu.

3. KomneTteHuumn obyuatowerocsi, popMupyemble B pe3ynbTate 0CBOEHUSA AUCLUMNIINHDI
/mopynsi

B pe3ynbTate 0CBOEHUSI AMCLMNINHBI (OOPMUPYIOTCS CReaytowme KOMNeTeHUNN:

B pesynbrate 0CBOEHUS OUCUUMINHBLI CTYOEHT:
1. DONXEH 3HaThb:

-MEeCTO KpunTorpadgun B 3agadye VIHCpOpM&Ll,I/IOHHOVI 6e3onacHoCTn ” NOCTPOEHUA 3alnLLEHHbIX
WHPOPMALIMOHHbIX CUCTEM ;

-OCHOBHbIE MOHSATUNS TEOPMUN KprnTorpadomu:

-K/laccuyeckme UcTopmnyeckmne wmdpbl U METobl aTak Ha 3TU WNMPbI, COBPE-MEHHbIE WNJOPbI -
KpunTtorpadguyeckmne NpoToKOsbl U 31IEKTPOHHYIO MNOAMUCH;

- TMNMYHbIe cnabocTu peanuaauun Kpuntorpadmyeckmx cuctem (PGP,RC4, Windows n op.);

- TeopeTnyeckmne oCcHoBbl "xopowero" wugopa no LeHHoHy;

AL

- TeopeTn4eckne OCHOBbI "xopowen" kpuntocucTems (npasuna Kupxrodpda)

2. DONIXEH yMeTb:

- NPaBWNbHO BbIOMpPATb TUM WKAPa B COOTBETCTBMMN C MOCTABNEHHON 3a4a4en ;

- Ka4eCTBEHHO peann3osartb anropuTM WKpPoBaHNS;

- peann3oBblBaTb aTaky Ha Knaccmyeckue Wwuapbl (MCTOPUYECKUE U COBPEMEHHbIE) , ;
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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
I.H. (npocbeccop) Kapnos A.B.

3. OONXEeH BnageTb:

MaTeMaTnyeckmne OCHOBbI KpunTorpacun ( HENPUBOAMMbBIE MHOTOYNEHbBI, TEOPUS YMCEN,
nceBLO-CNnyyaliHble NOCNenoBaTeNbHOCTY,

- BbICTPbIe anropuTMbl B ANCKPETHON MateMaTuke ) NPUMEHNTENBHO K KpUNTOrpagouu;
4. NONXeH OeMOHCTPUPOBATb CNOCOOHOCTb N FOTOBHOCTb:

Ncnonb3oBatb kpuntorpagouyeckne MeToapl Npu opraHnsauum paboT no 3awmTe nHopMaumm.
PeannsoBaTb COBpeMeHHbIE KpunTorpadrnyeckme noaxoabl, OCHOBAHHbIE HA NCMOMb30BAHNM
YHUKaNbHbIX CBONCTB (OM3NYECKNX KAHANIOB CBA3N.

4. CTpyKTypa U cogepxaHue OUCLUNIUHBI MOAYnNs
Obuwas Tpya0eMKOCTb ANCLMMNIMHBI COCTaBNSET 4 3a4eTHbIX(ble) eanHuL(bl) 144 yaca(os).
dopma NPOMEXYTOYHOro KOHTPONS AMCUUNANHBI 3K3aMeH B 8 ceMecTpe.

CyMMapHo No OMcumMmnInHe MoxHo nony4ntb 100 6annos, n3 HMX Tekylas paboTta oueHmBaeTcs B 50
6annos, nTorosasi popma KoHTpons - B 50 6annos. MuHuManbHoe KOnM4ecTBo Onst Aonycka K 3a4eTy
28 6annos.

86 bannos 1 6onee - "OTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "yooBneTBOpUTENBHO" (YAO0B.);

54 6anna n MeHee - "HeynoBNEeTBOPUTENLHO" (Heya.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHoun paboTtbl No gucuunavHe/ MOAynto
TemaTtnyeckuu nnaH guCUUNAUHbI/MOAYNS

Buabl n yachbl
ayauTOpHOM paborThbl,
N Paspen ; c Henens NX TPyAOEMKOCTb Tekywme dopMbl
'D'"KIIL:)"‘:J"-;,‘:_IV;'IHH emeCTpcemecrpa (B yacax) KOHTpOnsi
Nex ImI'Ipal(wmecmeJ1a60parop|-u>|e
. 3aHATUSA paborbl

Tema 1. BeegoeHue B YCTHbI onpoc
1'|<p|/||'|Torpa(:]:>|/no. . 8 3 6 0 6
5 Tema 2. CummeTpuyHbie 8 4-9 12 0 12 YCTHbI onpoc

KPUNTOCUCTEMDI.

Tema 3. KoHTponbHas

Kpuntorpaduyeckue pabota
3. CUCTEMBI C OTKPbITbIM 8 10-16 14 0 14 YCTHbI onpoc

K/HOYOM. .

Tema 4.

KpunTorpadguyeckne

CUCTEMbI, OCHOBAHHbIE i YCTHbIN onpoc
4. Ha PU3N4YeckKmx 8 17-18 8 0 8

MexaHM3Max 3awuThbl

nHpopmauunm.

Tema . NToroeas OK3ameH
. 8 0 0 0

doopma KOHTpoOnsA

Ntoro 40 0 40

4.2 CopepxaHvue JUCLUMNMUHbBI
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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
I.H. (npocbeccop) Kapnos A.B.

Tema 1. BBepeHue B Kpuntorpadcputo. .
JIeKLMOHHOe 3aHsitne (6 4yaca(oB)):

BeeneHune B kpuntorpaduio Victopusa kpunrtorpadumn. KpuntocTonkocTb. Teopus BEPOSTHOCTU U
Kpuntorpadus.

naboparopHas pabora (6 4aca(oB)):

Wndpp 3ameHbl 3apaHne 1. Cospatb NPOrpaMmHyto peanmsaunio wmudpa MoHoan-gaBnTHOM
3ameHbl. TpeboBaHus k nporpamme: ?LngppoBaHmnio NoaBeEpPraeTcs TEKCT HA PYCCKOM S3bIKE,
3anuncaHHbI B TEKCTOBOM channe ?3amdpoBaHHbIA TEKCT COXPaHSETCS B APYroM TEKCTOBOM
Goaiine ?Tabnvua 3aMeHbl (KoY WGPOBAHNS) reHepupyeTCs CryYaiHbiM 06pa3oM 1 COXpaHSEeTCS
B OTOENbHbI harin ?lNporpamma fonXHa NO3BONSATb paclNPOBbIBATbL TEKCTOBBIA (parin Ha OCHOBE
KNnto4a, CO34aHHOro B Npouecce wugposaHns ?PacumpoBaHHbIi TEKCT COXPaHSeTCs B
oTAeNbHbIA hainn ?Mo-yMmonyaHuio TEKCT XpaHMTcS B koamposke cpi1251. 3anaHune 2.
Pacwndgposatb 3awmngpoBaHHbIA TEKCT, NPEensIOXEHHbIN npenogasaresnieM, Npu 0TCYTCTBUK Kto4a
wudoposaHus. Banom wndppa ocylecTsnseTcs ¢ NoMOLLbIO YaCTOTHOro KpuntoaHanmaa.
HopmaTtumBHbI andbaBmT cogepXxuT BykBbl pycckoro andasnTa, a Tak xe cumeon npobe-na.
3awmncpoBaHHbIA TEKCT 3anmcaH B koauposke cp1251.

Tema 2. CUMMeTpUYHbIE KPUNTOCUCTEMbI.
JNleKLMoHHoe 3aHsiTue (12 yaca(os)):

CuMmeTpuyHble wudpsbl. MNoToyHble Wwndpbl. BnoyHble wngpsl. M3yveHne kpuntocuctemol DES.
PacnpeneneHne cnMMeTpuyHbIX Kntoden. PasgeneHne cekpera.

naboparopHas pabota (12 yaca(oB)):

MoTo4yHble wndpbl 3agaHus 1. Ha ocHoBe nonnMHoMa obpaTtHol CBS3W, 3a4aHHOro
npenogaearenem, peanusosatb reHepatop M-nocnenosarenbHocTh. 2. [lpoTecTuposatb
NONyYeHHYI0 NoCNenoBaTeNbHOCTb C MOMOLLbIO CTAaTUCTUYECKMX TecToB. 3. Peann3oBatb nporpammy
wugppoBaHus/pacwmgpoBaHmsa gavna ¢ no-mouwbio M-nocneposarenbHoCTU. B kayecTse knoya
MCNONb30BaTb HAYa/lbHOE 3HAYEHNe perncTpa CABUra, KOTopoe COXpPaHSAeTCs BO BHELWHEM doaine
key.txt. CoxpaHuTb 3aWmMpoBaHHbIA TEKCT BO BHEWHWIA doarn. 4. [IpoTecTMpoBaTh MCXOOHbIA 1
3alngOPOBaHHbBIA goarnbl C MOMOLLBK CTAaTUCTUYECKUX TECTOB.

Tema 3. Kpuntorpadounuyeckme CUCTEMbI C OTKPbITbIM KJ/THOYOM. .

JNeKunoHHoe 3aHsitne (14 yaca(os)):

ApudgomeTmka octatkoB. OgHocTopoHHME doyHKumK. Anroputm RSA. Kpuntocuctema 9nb-Iamans.
Kpuntocncrtema PabuHa. Cxembl undoposoit noanucu: 1) RSA, 2) DSA, Xaw-gyHKunS

naboparopHas pabora (14 yaca(oB)):
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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
I.H. (npocbeccop) Kapnos A.B.

. Kpuntocucrtembl ¢ oTKpbITbIM KOHOM 3a8aHusa 3agaHue 1. NporpaMMHO peanusoBaTtbh npouenypy
reHepauum OTKPbITOro 1 3aKpbITOro Ktoyen 3agaHHon anvHbl L (128, 256, 512). B kayecTtse
OTKPbITOM 9KCMOHEHTbI NCNONb30BaTb 04HO U3 Yncen depma (3, 17, 257, 65537). 3anaHue 2.
[MporpaMMHO peanuadosaTb Npoueaypbl W1pPoBaHNS U fewndpoBaHms cornacHo anroputmy RSA.
Vicnonb3oBaTtb OTKPbITbIA 1 3aKPbITbIA K4, CHOPMUPOBaHHbIE B 3adaHumn 1. Ha Bxo4 nporpammbl
WwndopoBaHMs NoaaeTcs TEKCTOBbI goaiin original.txt, koTopblil pazbusaeTcst Ha 610K ANNHOWA
B=L/4 6utoB (B monxHa 6bITb KpaTHa 8, 4Tobbl 610K comepxan uenoe 4ynucno b6antos). Kaxobli
6nok, cogepxawmii B/8 cumeonos, npencraensieTcs B BUAe Lenoro yucna mi ?
nocnenoBatenbHoCcTM B 6utoB. 3710 yncno wndppyetcs nocpeacTsom anroputma RSA, B pesynbtate
4ero rnosyyYaeTcs 4YMCno Ci, KOTOpoe 3anucbiBaeTCS B BbIXOOHOW dpann encrypted.ixt B TeKCTOBOM
BMAae. Hucna ci xpaHatcs B oTAaenbHbIX CTpokax panna encrypted.ixt B necatnyHom cncreme
cuucneHus. NMpu pacwmndgoposbiBaHnn paina encrypted.ixt N3 Hero cHUTLIBAKOTCSH CTPOKMU,
cogepxalime OecAaTUYHyo 3anuchb Lenoro yucna. 91o YMCNo pacwmdpoBbIBAETCS C MOMOLLbIO
3aKpbITOro Kfto4a, pasbreaeTcs Ha rpynnbl N0 8 6UTOB 1 3anNNCbIBAETCS B BbIXOOHOM dhaiin
decrypted.txt B cumBonbHOM Buae. 3anaHue 3. Npoeeputb paboty anroputmMa RSA B cnyyae, korna
P 1 q HE SBASIOTCA NPOCTbIMK Ynucnamun. 3agaHve 4. NMporpaMMHO peann3oBatb ataky Ha anroputMm
RSA (BbluMcneHme 3akpbiTOro Knto4ya no M3BeCTHOMY OTKPbITOMY K/HO4YY) C MCMONb30BaHUEM pP-
aBpucTukn Monnapaa. PesynbtatoM paboTbl NporpamMMbl AOMXKHO ObiTb pasnoXeHne 3a4aHHoro
yucna n Ha ABa NPOCTbIX MHOXMUTENS p 1 g. [1oBeCcTn ataky Ong pasnuyHbIX OJWH KoYa, Ha4mHas ¢
70. Y6eauTbCs, 4TO C pOCTOM BUTOBOW ONUHBI KNtoYa (T. €. Ynucna n= p-q ) pacteT AnUTeNbHOCTb ero
goakTopmsauun. MNoctponTb rpadouk 3aBMCUMOCTI 3TON ONUTENbHOCTU OT ANMHbI KNto4va (noka
BpeMsi paboTbl NpOrpaMmbl He NMPEBBLICUT HECKONbKMX MUHYT). 3adaHne 5. B ctaHaapTHOM
anroputMe RSA npennonaraetcs, 4T0 Y1Cna P U q UMEIOT OAMHAKOBYIO OMTOBYIO ONUHY.
HeobxonmMmo npoBepuThb, Kak 3TO COOTHOLEHME BIMSIET HA CKOPOCTb PasfoXeHUst Yyucna n Ha
MHOXUTENW. [ns atoro 6epetcs MakcMManbHas 4fvHa ki4a, HaingeHHas B 3anaHum 4, KOTOpyo
0603Ha4nm BykBoii L. 3aTteM reHepumpytoTCs NPoCcTble Yucna p 1 g, umetowme onvHy 0,25L n 0,75L
COOTBETCTBEHHO. H1CNo N= p-q HY>XHO PasfnoXunTb HA MHOXMUTENN

Tema 4. Kpunrorpacunyeckue CUCTEMbI, OCHOBaHHble Ha (hU3NYECKUX MeXaHU3Max 3aLluTbl
nHdopmauun.
NeKLuMoHHoe 3aHsiThe (8 yaca(os)):

Kpunrtorpadguyeckne cucteMbl, OCHOBaHHbIE HA (PU3NYECKMX NPUHLUMNAX 3aWmnTbl UHGOpMaL K.
KeaHToBas kpuntorpadus, MeteopHas kpunrtorpadus. Kpunrtorpadgpuyeckme cuctemsl
OCHOBaHHbIE Ha CBONCTBAax MHOrony4eBoro pacnpocTpaHeHus paanoBOSiH.

naboparopHas pabora (8 4aca(oB)):
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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
I.H. (npocbeccop) Kapnos A.B.

KpunTtorpaduyeckas xaw-goyHkuma 3anaHusa 3agaHue 1. lNMporpamMmHo peanudosatb anroputm MD4
X3WNPOBAHNS CUM-BOMIbHOW CTPOKW. X3LW-KoA NpeactasmTb B Buae 16-puyHoro ymcna. 3agaHve 2.
Y6eantbcs B HaNM4mMm naBnuHHOro agogpekTa. [Ins 3Toro B MICX0A-HOM CUMBOSIbHOW cTpoke M
N3MEHWTb OJMH MPOM3BOSLHLIN 61T 1 nonyunTs cTpoky MI. Boiuncnnts v cpaBHNTL Xaw-koabl h =
H(M) n hll = H(MI ). OnpenenuTs, Kakoe konMyecTBo 61UTOB B h? U3MEHMNOCH, MO CPaBHEHWIO ¢ h.
Llnsi 3TOro MOXHO UCNONb30BaTh CNOXEHMe No Moaynto |2|. HYucno pasnnyHbix 6utos B h n h? bynert
PaBHO YMCNY eOUHUYHBIX Pa3psnoB B h [ hil. 3apanue 3. [MporpamMMHO peannsosaTb Npouenypy
novcka konnuaum anro-putMa MD4 ong xaw-kona pasnuyHon gnvHel n. [na cokpaweHus
KonuyecTsa ornepauui (~ 2n) o pasyMHOro KOnnM4ecTsa 1UCronb3oBaTh HE BECb X3W-KOM, a NULlb
ero yactb. [lyctb anroput™ MD4 Bo3BpalLaeT xaw-koa B Buae Yetbipéx cnos A, B, C, D. Torna B
KayecTBe xawWw-koaa bynem ncnonb3oBatb TONbKO Mnaawve k 6utos cnosa A (T.e. k He LOMXHO
npesblwatb 32). MNonck KonnMamm Npon3BoanTb cneayowmnm obpasom. MNMocnenosatenbHoO
reHepupoBatb Ncesaocny4yariHble CTPOKM OUKCUPOBAHHOW ANUHbI L 1 BBIYNCNATL UX XawW-Koabl. [ns
XpaHeHWs pe3ynbTaTtoB 3TUX ornepaunini MCNonb3oBaTh 2 MaccuBa: B OAVH MacCuB 3annCbiBalOTCS
CreHepupOBaHHbIE CTPOKM, a BO BTOPOW ? COOTBETCTBYIOWME UM X3LW-KOAbl. YKa3aHHble OeCTBUS
npoaonxaTb A0 0OHaPYXeHWS OBYX OANHAKOBbIX 3/IEMEHTOB B MACCMBE X3LW-KOA0B. BbiBECTM Ha
3KpaH COOTBETCTBYIOWME CTPOKN ? 0BHAPYXEHHYIO KONMMN3NIO, @ TakXe KONMYeCTBO
CreHepupoBaHHbIX Npw eé noncke cTpok. 3ajaHue 4. NMporpaMMHO peann3oBaTtb NOMCK Npoobpasa
N 3a0aHHOro xawW-koaa HEKOTOPOW CTPOKU. B kayecTBe xaw-koaa TakXke Ucnonb3oBaTb TOMbKO
yacTb peanbHoro xaw-koaa (cM. 3apaHue 3). MicxooHblM coobleHeM aBRsSeTCs NaponbHas dpasa,
L/151 KOTOPOW BbIMUCNSAETCS YaCTUYHbIM X3aW-Ko4 ANMHOM K Mnaawux 6ut cnosa A. MNytem
doopMNPOBAHNA NCEBOOCNYYANHbBIX CTPOK HANTN CTPOKY, OAOLWYH TOT X€e CaMbli YHACTUYHbIA X3LLU.
BbiBECTU HaAEHHYO CTPOKY 1 KONMYECTBO NoTpeboBaBlwmxcs ntepaunii. B sapaHum 4 ons
reHepauumn CTPOK UCMONb30BaTb TOMbKO NeYyaTHbIe CUMBOJIbI.

4.3 CTpyKTypa 1 comepXaHue camocTosiTesibHoM paboTbl AUCLUNINHBI (MOOYNS)

Buabi
N Paspnen Cemect Hepens | camocTosiTensHon [TpyA0eMKOCTb mﬂﬁbﬁgﬁﬁgﬂ
AvcuvnnuHbl pcemeCTpa paboTbl (B yacax) 260TbI
CTYyOEeHTOB P
noarotoBka K
YCTHOMY OMpocy
1'IGV|M§T;.r B:;ﬂ%me B 8 3 |M3y4yeHnue 4 YCTHbI ONpocC
P P o nnTepartypbl no
Teme
Tema 2. CumMmeTpUyHbIE NoAroToBka K o
2. ) 4- 4 THbIA On
KPUNTOCUCTEMDI. 8 9 YyCTHOMY onpocy ye onpoc
noaroToBka K
Tema 3. KgﬁTgo?le?)Vl 5 KOHTPONbHAA
Kpuntorpadgpuyeckue 6 paboTta
3. 8 10-16 [padoTte
CUCTEMbI C OTKPbITbIM NOATOTOBKA K
KNHOYOM. . 4 THBIT O
YyCTHOMY onpocy ye onpoc
Tema 4.
Kpnntorpadpuyeckue
CUCTEMbI, OCHOBaHHbIE noarotoBka K -
4, ’ 17-1 2 THbIA on
Ha PU3N4Yecknx 8 8 YCTHOMY Ornpocy ye onpoc
MexaHuM3max 3awnThbl
nHopMaLnn.
Ntoro 19

5. O6bpa3oBartenbHble TEXHONOIMU, BK/IHOYAsA MHTEPaKTUBHbIE hOpMbl 06yUYeHUs

Kpr NneKumin YutTaeTcsa Ha OCHoBe MyﬂbTVIMe,D,VIVIHbIX TEXHONOrnn, npakTn4eckmne 3aHATnA
NpPoBOAATCA B Knacce MHOronoib3oBarte/ibCKOro TepMmHanbHOro gocrtyna.
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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
I.H. (npocbeccop) Kapnos A.B.

6. OLueHOUYHble cpeacTBa OJisl TEKYLLLEro KOHTPONS yCrneBaeMoCTU, NPOMEXYTOUHOM
aTTecTauum rno UToram OCBOeHUs UCLUNIMHBbI U yuebHO-MeToauueckoe obecneueHne
CaMOCTOsITe/IbHOW paboTbl CTYAEHTOB

Tema 1. BBeneHue B Kpuntorpacuio. .
YCTHbIA ONPOC , NPUMEpPHbIE BONPOCHI:

NcTopunyeckue wudppsl. Wundpp cosura. Wndpp 3amensl. Wundgp BepHama. BoiumcnutenbHo
3awwmweHHas kpuntocuctema. ABContoTHO cTorikas kpuntocuctema. Teopema LeHHoHa 06
abCconTHO CTOMKOW KpuntocucTeme. SHTponus. HeonpeaeneHHOCTb kntoya. PaccTosHue
€[MHCTBEHHOCTU. JIOXHbIA KNtoY. PUKTUBHBIA KITHOM.

Tema 2. CAMMeTpUUYHbIE KPUNTOCUCTEMBI.
YCTHbI ONPOC , NPUMEPHbIE BOMPOCHI:

CuMmeTpuyHble KpunTocucTembl. OCHOBHbIE NPUHLMUMBI COBPEMEHHbLIX CUMMETPUYHbBIX anropuTMOB.
[MoTo4yHble wudopbl. BroyHblie WKpbl. [PUYNHBI HEHAAEXHOCTU KPUNTOCUCTEM. [1puHLMM
Kepkxodpdpa ans kpuntocmcteMbl. [[feHepaTopbl NceBaocny4YaiHbix Ynucen. BaxHocTb noabopa
napameTpoB. CTaTtu4HbIf KoY. dpeMepHblin kntod. Komnpometauus knoya. Peanusaums
npouenypbl pacnpeneneHus knoden. Bpems xusnm knoya. Cxema noporoBoro pasaeneHus.
[Moporoeas cxema Lammpa. MNMNpoTokonbl pacrnpeneneHns CEKPETHbIX KIoYen.

Tema 3. Kpunrorpacdpuuyeckume CUCTEMbI C OTKPbITbIM KJ/THOUOM. .
KOHTpOnbHas paboTa , NpUMepHbIe BONPOCHI:

KoHTponbHas paboTta conepxuT 4 3agaHus 1. PewnTtb ypaBHEHE HA MHOXECTBE OCTaTKOB 2.
PewnTtb ypaBHEHe Ha MHOXECTBE 0cTaTKoB 3. HaliT o6paTHOE YMCO Ha MHOXECTBE OCTaTKOB 4.
Pewntb cncteMy Ha MHOXECTBE OCTaTKOB

YCTHbIA ONPOC , NPMMEPHbIE BOMPOCHI:

Kpuntocuctema ¢ oTKpbITbIM KNto4oM. Kpuntorpaduyeckast 0OGHOCTOPOHHAS doyHKLUMSA. BaxHenwne
Kpuntorpadguyeckme 0gHOCTOPOHHUE pyHKUMN. OueHka cnoxXHocTn 3aaay. CnoXHoOCTb anroputMma:
MonnHoMMHanbHas, aKCnoHeHumnanbHas, cybakcnoHeHumanbHas Opakyn. CpaBHUTENbHbIN aHann3
CNOXHOCTU KpunTorpadomyeckux anropnutmoB (6e3 nokasartenocrea). Anroputm RSA. WndposaHue B
RSA. HewndposaHve B RSA. [lokasartenbctBo anroputma. . Anroputm RSA. 3apada
kpuntoaHanuTtuka. Kpuntoctomkoctb RSA Kpuntocuctema 9nb-l"amans. [NapameTpbl gomMeHa.
LncpposaHwre. OdewndgposaHue. Kpuntocuctema PabuHa. Anroputwm. WndgposaHue.
HDewndpposanue. MNpocTbie yncna. BaxHocTb npobnembl TECTUPOBaHNS NPOCTbIX Yncen. MpobHoe
neneHvie. BeposaTHOCTHbIN noaxon npw onpeaeneHmum npoctoro yucna. Tect depma. Tect Munnepa
? PabuHa. Pacnpenenenune kntoyern Oudpcpm ? Xennmana. Anropntm. CTorikocTb. ATaka YenoBek
nocepenvHe. Heo6xo0AMMOCTb MCNONBb30BAHUS LMAPPOBOIA NoANMCH. ANrOPUTMOM LINGOPOBON
noanucu RSA Kpuntorpaduyeckasa Xaw-goyHkumns. CBoMCTBa KpUNTOrpagonuyeckom
XawW-pyHKLUMN.CBONCTBO OAHOCTOPOHHOCTN 3alMNWEHHOCTb OT MOBTOPEHWUIA, 3aLNLWEHHOCTbIO OT
BTOPbIX NP006pa3oB. ANropmTMoM LmdgpoBoin nognucy DSA OTeyecTBEHHbI CTaHOapPT LMAPOBOIA
noanucu FOCT P 34.10-94

Tema 4. Kpuntorpadounyeckme cMcteMbl, OCHOBaHHble Ha PU3NYECKUX MeXaHU3Max 3aLluTbl
nHdopmauun.

YCTHbI/A ONPOC , NPUMEPHbIE BOMPOCHI:

KeaHToBas kpuntorpadus ['eHepauns CEKPETHbIX K/oYe B MHOroly4eBOM paamnokaHane
["eHepaLmsa cekpeTHbIX K/loYer B MeTEOPHOM paauokaHane

Tema . UToroesasi popma KOHTpons

MprMepHble BONPOCHI K 9K3aMeHY:
Bonpocekl k aK3aMeHy.

1. OCHOBHbIE MOHATUSA, TEPMUHbI, onpeaenenns. Kpuntonorus, Kpuntorpagousi, KpuntoaHanms,
ayTeHTudomkaums, naeHtupmkauns. OCHOBHbIE MPUYUHBI UCMONb30BAHMS KPUMTOCUCTEM.
CuMMeTpuryHas KpunTocmucTema.

2. Uctopnyeckme wungopsl. Wngop cosura. Wudpp 3amensl. [NonnandaentHbin wndp. Wndp
BuxeHepa. Wndp BepHama. Hepgocrtatkn ncropmyeckux wmdgopos. (MiHpopmaunmoHHasa CTONKOCTb).
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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
I.H. (npocbeccop) Kapnos A.B.

3. VIHghopMaumnoHHas CTONKOCTb KpUNTorpatnyecknx cuctem BolumcnmtenbHO 3aluueHHas
Kpuntocuctema. OCHOBHblE NPOBNEMbI BbIYUCTMTENBHO 3aLUMLLEHHON KpUNTOCUCTEMBI. ABCONIOTHO
cToriKas (CoBeplieHHas) KpuntocmcrTema.

4. K kKakoMy Knaccy KpunTOCUCTEM - BbIYMCIIUTENBHO 3alUMNILEHHON UN aBCONOTHO CTOWKONA
OoTHOCSATCS cneayowme kpuntocuctembl: Windp casura. Wndp 3amensbl. Wndp Buxenepa. Wndp
BepHama ?

5. MNoHsATMe "abCcontoTHOM CTOMKOCTU" B TEPMUHAX TEOPUM BEPOSITHOCTU. Teopema LlleHHoHa:
KpuTepuin abcontoTHOWM CTOMKOCTM Wwndppa. MIHTepnpeTaumst Ha npumepe wndpa BepHama.

6. DHTpONUS cny4anHom Benn4mHbl. CBONCTBA SHTPOMUN. COBMECTHAS SHTPONUS OBYX ClyYanHbIX
BE/IMYMH. YCNOBHAsA SHTPONNS OBYX ClyyanHbIX BENUYMH. HeonpeaeneHHOCTb Ktoya.

7. DQHTPONMS eCTECTBEHHOrO s3blka. PaccTosHMe eQUHCTBEHHOCTHY Windgppa.
8. KpunTtocuctema ¢ cekpeTHbiM kntodoM. MpuHumn Kepkxododoa. MNoTouHble 1 6noyHbIe Wwindopbl.

9. MNoToyHble wndpbl. FeHepaTop knto4eBoro notoka. CBoOMCTBA reHepaTopa Knto4eBoro noroka.
"eHepaTop NceBoOCNyYalHbIX YACEN, OCHOBAHHbBIA HA MCMONb30BaHMM anrebpanyecknx CBOMNCTB
M-nocnepoBaTtenbHoOCTEN

10. CTatucTnyeckmne TecTbl reHepaTopoB KNKYEBOro NOTOKA.

11. BnoyHble wngppsbl. Anroputm DES. MNepectaHosku. PayHabl. Anroputm denctens npu
WndopoBaHUM 1 gewmngpoBaHni.

12. CpaBHeHMe 6104HbIX U MOTOYHBIX WKdpoB. MeToabl opraHmM3auun npoueaypbl UCNpPaBneHns
owmnbok.

13. CTaTnyHbIR KoY. SgoemepHbIi kKoY. PacnpeneneHue kntoyen. OCHOBHbIE MyTW peweHns
npobnembl pacnpeneneHms Knoyei. (puandeckne metoapl, NMpoToKobl C CEKPETHBIM KITHOUOM,
[MpoToKONbl C OTKPLITLIM K/HOYOM, COBPEMEHHbIE (PU3NYECKMEe METOb).

14. PaspeneHue cekperta. Cxema noporoeoro pasgeneHuns cekpeta. ( T, W) - noporosas cxema
Wamupa.

15. lNMpoTokonbl pacnpeneneHns cekpeTHbix knoyen. OCHOBHbIE Lieny NpoToKona pacnpeneneHns
kntoyei. MNMpotokon bappoysa.

16. [NpoTOKONbI pacnpeneneHns cekpeTHbIX knden. OCHOBHbIE LIENN NPOTOKONa pacnpeneneHns
knoden. Npotokon Hnoxenma-UWpenepa

17. MNpoTokonbl pacnpeneneHns cekpeTHbIx Knoyern. OCHOBHbIE Lienn NpoTokona pacnpeneneHuns
kntoyei. Npotokon OTB3n-Puca.

18. MpoTokonbl pacnpeneneHunsi ceKpeTHbIxX kntoyein. OCHOBHbIE Lenn NpPoToKona pacnpeneneHus
kntoyeit. Liepbep

19. Apndpmetuka octatkos. CpaBHeHue No moaynio. PeweHne ypaBHeHns ax = b (mod N).

20. dyHKuMs Diinepa. MynbTunnvkatmeHble obpaTtHble no moaynto N. Teopema JlarpaHxa. Manas
Teopema Pepma. [NpumeHeHne B KpunTtorpaduu.

21. Anroputm EBknunpa. Kntarickas teopema 06 octatkax. PacwmpeHHbiin anroputm EBknnpa.
[MpuMeHeHne B KpunTorpadgun.

22. KpunTtocucTtema ¢ OTKpbITbIM Ko4oM. Kprntorpadgpuyeckas 0GHOCTOPOHHAS OYHKLIMS.
BaxHeinwwre kpuntorpagpuyeckme og4HOCTOPOHHME CPYHKLUUN.

23. OueHka cnoxHoctn 3aaay. CnoxHocTb anropuTtma: MonnMHoMMHaNbHas, aKCroHeHUnanbHas,
cybakcnoHeHumanbHas Opakyn. CpaBHUTENbHbI aHaNM3 CNOXHOCTU KPUNTOrpadpnuyeckux
anroputMoB (6e3 nokasaTtenbcTea).

24. Anroputm RSA. WndpposaHre B RSA. HewndposaHne B RSA. [lokaszaTtenbCTBo anroputma.
25. Anroputm RSA. 3apaya kpuntoaHanuTtuka. Kpuntoctorkoctb RSA

26. Kpuntocmuctema Onb-l"amans. MNapametpbl gomeHa. WndposaHue. JewndposaHue.

27. Kpuntocuctema PabuHa. Anroputm. Wndpposaxme. LewmngpoBaHue.

28. lNMpocTble yncna. BaxHocTb NpobneMbl TECTUPOBaHUS NPOCTLIX Yncen. [NpobHoe aeneHue.
BeposATHOCTHBIN Nnoaxon nNpu onpeaeneHnn NpocToro yucna. Tect @epma. Tect Munnepa ?
PabuHa.

29. Pacnpegenenue kntoden Oudpdpm ? Xennmana. Anroputm. CTOMKOCTb. ATaka 4yenosek
nocepenvHe. Heobxo0AMMOCTb MCNONBb30BAHMS LIMCPPOBOM MOAMUCH.
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30. AnroputmoMm undgpposoin nognncu RSA

31. Kpuntorpadguyeckas Xaw-gyHkums. CBoNCTBa KpMnTorpacpnieckoin xaw-gpyHkummn.CBoncTeo
OLHOCTOPOHHOCTM 3aWMIWEHHOCTb OT MOBTOPEHWIA, 3aWMILEHHOCTbBIO OT BTOPbIX NPO06pa30B.

32. AnroputmoMm undgpposoin nognncu DSA

33. OTteyecTBeHHbIN cTaHaapT undgoposoin nognucu FOCT P 34.10-94
34. KBaHTOBag kpunrorpadus

35. NeHepaumsa cekpeTHbIX K/loYer B MHOroNny4eBOM pagunokaHane
36. ['eHepaumns CeKpPETHbIX KTOYEn B METEOPHOM pagmnokaHane

7.1. OcHOoBHas nuTeparypa:

1. Xyk A. . 3awunta nHcpopmaumn: YuebHoe nocobue / A.M. Xyk, E.M. Xyk, O.M. NNenewkunH, A.W.
TuMowkuH. - 2-e n3a. - M.: I PUOP: HNLU MH®PA-M, 2015. - 392 c.:
http://znanium.com/bookread.php?book=474838

2. MNpaktnyeckas kpuntorpadoms: NMocobue / MacneHHmkos M.E. - CIM6:6XB-IMeTepbypr, 2015. - 465
c. ISBN 978-5-9775-1884-0 http://znanium.com/bookread2.php?book=944503

3. BeeneHue B kpuntorpaduio. Kypc nekuuin / B.A. PomaHbkoB. ? 2-e n3g., ucnp. n gon. ? M. :
®OPYM : UHDPA-M, 2017. ? 240 c. ? (Bbiclwee obpasoBaHue).
http://znanium.com/bookread2.php?book=914480

4. MongossH H. A. MonpossiH H.A. TeopeTn4yecknin MUHUMYM 1 anropuTMbl LMCPPOBO MOLAMMUCH. -
CI6.: BXB-Metepbypr, 2010. - 293 c. - (Y4ebHoe nocobue)
http://znanium.com/bookread.php?book=351283

7.2. lononHutenbHasa nuteparypa:

1. BapaHosa E. K. MogennpoBaHne cuctembl 3awmtbl MHpopmaumu: Mpaktukym: YuebHoe nocobue /
E.K.BapaHosa, A.B.babauw - M.: Ll PUOP: HALL MIHDPA-M, 2015 - 120 c.
http://znanium.com/bookread.php?book=476047

2. Maptbika T. J1. MHdopmaumnoHHas 6e3onacHocTb: YuyebHoe nocobue / T.J1. MapTbika, N.W. Monos.
- 5-e n3ga., nepepab. n gon. - M.: dopym: HALL UHDOPA-M, 2014. - 432 c.
http://znanium.com/bookread2.php?book=420047

3. KHay6 /1. B. HoBukos E. A. WnuTtos tO. A. HanmeHoBaHue: TeopeTrko-4MCneHHbIe METOObI B
Kpuntorpadumm YuebHoe nocobue. ? KpacHosipck: CDY, 2011. ? 161 ¢. ? ISBN 978-5-7638-2113-7.
http://znanium.com/bookread2.php?book=441493.

7.3. UHTepHeT-pecypcCbl:

"noccapwin no kpunTtorpadouu - https://hpc.name/text/get/82/p1.html
nutepartypano kpunrtorpadoun - http://www.proklondike.com/books/crypto.html
cainT nabopartopun pagmocuctem (kagoeapa pannoguanku) - http://radiosys.ksu.ru
Cant no kpuntorpadoum - http://kek.ksu.ru/Student/Crypto/Main.htm

SNEeKTPOHHbIE KHUIK Mo KpunTorpadun - hitp://www.knigka.info/kriptograf/

8. MarepumanbHo-TexHU4YecKoe obecrneyeHne oUCLMMIUHbBI(MOOYNS)

OcBoeHve gncunnnuHbl "Kpuntorpaguyeckue MeTobl 3aWwmTbl MHopMaumn" npegnonaraet
NCMONb30BaHNE CNEeayoLWEro MaTepmnanbHO-TEXHNYECKOro obecneyeHmns:
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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
I.H. (npocbeccop) Kapnos A.B.

MynbTumMeauiiHas ayautopusi, BMECTUMOCTbO 6onee 60 Yenosek. MynbTumMeaniiHas ayautopus
COCTOUT N3 UHTErPUPOBAHHBIX UHXEHEPHbIX CUCTEM C €AUHOWN CUCTEMON yNpaBneHns, OCHalWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanu3auum noboit Buaeo n ayamno
NHdpopMauuu, NOyYeHNs 1 nepenadn SNeKTPOHHbIX JOKYMEHTOB. TUNoBasi KOMMIeKTaLms
MyNbTUMEOMNAHOM ay AUTOPUN COCTOUT U3: MyNbTUMELMIHOrO NPoeKTopa, aBTOMaTN3NPOBAHHOIO
MPOEKLIMOHHOrO 3KpaHa, akyCTUYECKO CUCTEMDI, a TaKXe MHTepPaKTMBHONM TpMbyHbI NpenoaaBsaTens,
BK/IlOYaloLWen Ta4y-CKpMH MOHUTOP C AMaroHasnblo He MeHee 22 Ol0IMOB, NepCcoHalbHbI KOMMbIOTEP
(C TexHnyecknmm xapaktepucTukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHJOepeHL-MUKPOOH, 6ecnpoBoaHOM MUKPOGIOH, 610K ynpaeneHns obopynoBaHUeM, MHTEPAENChHI
noakntoyermns: USB,audio, HDMI. MiHTepakTBHas TpmbyHa npenoaaBaTtens sBnsieTCcs KMo4eBbIM
3N1EMEHTOM yrpaBneHns, 06 beANHSIOWMNM BCE YCTPONCTBA B EANHYIO CUCTEMY, U CIYXUT
NONHOLIEHHbIM paboymm MecToM npenoaasatens. MNpenoaaeatens MMeEET BO3MOXHOCTb JIErKO
ynpaBnsiTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSIET MPOBOANTL NEKLMMW, MPaKTUYEeCKNe
3aHATWA, Npe3eHTauun, BebrHapbl, KOHEPEHUNM U Opyrie BUObl ayAUTOPHON Harpy3Ku
obyyatowmxcs B yA06HON 1 DOCTYMHOW ANSt HAX CPOPME C MPUMEHEHNEM COBPEMEHHbIX
NHTEPaKTMBHbIX CPeaCcTB 0Oy4eHMs, B TOM YMC/e C MCNONb30BaHMEM B NpoLiecce 0by4yeHuns Bcex
KopnopaTuBHbIX pecypcoB. MynbTumMeouinHas ayautopus Takxke oCHalleHa WupPOoKOrnonOCHbIM
LOCTYNOM B CETb MHTEpHET. KomnbloTepHoe 060pynoBaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3NOHHOE NporpaMmMHoe obecneyeHue.

KomnbtoTepHbIl kKnacc, npeacraensowmii coboi paboyee Mecto npenogasaTens n He MeHee 15
paboymx MECT CTYAEHTOB, BK/IHOYAOLWMX KOMMbIOTEPHbIN CTOM, CTYN, NEPCOHANbHbIA KOMMbLIOTEP,
NVLEH3NOHHOE NporpaMMHoe obecneyeHre. Kaxablii KOMAbIOTEP MMEET WNPOKOMONOCHbBIV JOCTYN B
ceTb NHTepHeT. Bce koMnbioTepbl NOAKNIOYEHbI K KOPNOPaTMBHON KOMMbioTepHON ceTn KDY n
HaxoOsTCs B €4MHOM OOMEHe.

YyebHo-MeToaAn4eckas nutepartypa ans 4aHHOW ONCLMMNINHBI UIMEETCS B HAIMYUN B
3NEeKTPOHHO-6nbnmnoTeyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpenoCTaBNeH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT npon3seneHns KPYnHENWNX POCCUNCKNX YYEHBIX, PYKOBOOUTENEN
rocynapCTBEHHbIX OpraHoB, Npenogasartener Beaylmx By30B CTpaHbl, BbICOKOKBANUULMPOBAHHbIX
CreunanncToB B pasnunyHbix cdoepax brusHeca. PoHL 6nbnmoTekn cpopMMpPOBaH C y4ETOM BCEX
N3MEeHeHNn obpa3oBaTtenbHbIX CTAHOAPTOB U BKOYaeT y4ebHukK, y4ebHble nocobus, YMK,
MOHOrpadun, asTopedoeparbl, guccepraLmm, SHUMKNONEANN, CAOBapU U CPaBOYHNKN,
3aKoHO4AaTEeNbHO-HOPMATMBHbIE OOKYMEHTbI, CNeLunanbHbie Nepruoanyeckme n3gaHms n n3gaHus,
BbiNyckaemble nagatenncrsamm By30B. B HacTosuwee spems O95C ZNANIUM.COM cooTteeTtcTBYyET
BceM TpeboBaHusaM penepanbHbIX rocyAapCTBEHHbIX 06pa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasoeanust (PrOC BI1O) HoBoro nokoneHus.

Knacc MHOrononb30BaTeNnbCKOro TEPMMHaNbHOrO AOCTyNa, CepBep.

Mporpamma cocTtasneHa B cootBeTcTBum ¢ TpeboBaHnsmm ®rOC BINO 1 y4ebHbIM nnaHoM no
HanpaeneHunto 10.03.01 "MiHdopmaumnoHHast 6e3onacHOCTb" 1 Npodouno NoaroToBku besonacHocTb
aBTOMATU3NPOBAHHbIX CUCTEM .
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AHATTAMECKAR CrCTEMA KPY

PerunctpaumnoHHbin Homep 623318 5AE
CrtpaHnua 11 n3 12. 111 VHI:I
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Mporpamma aucumnnuHbl "KpunTorpadgpmyeckue MeTodbl 3awwmTbl nHpopmaumn”; 10.03.01 MHdopmaumoHHas 6e3onacHocTb; npodpeccop,
I.H. (npocbeccop) Kapnos A.B.

ABTOpP(bI):

Kapnos A.B.

" 201 __r.
PeueH3eHT(bl):
NwmypaTtos P.A.

" 201 __r.

PernctpaumnoHHbii Homep 623318 5AE
Crtpannua 12 n3 12. il VHITI
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SHHO AHATVTAHES AR CHCTEMA Kby



