Mporpamma amcumnnimHel "BesonacHocTb onepaumoHHbIx cuctem"; 10.03.01 MHdpopMaLMoHHas 6e30nacHOCTb; AOLEHT, K.H. PsabueHko

MWHUCTEPCTBO OEPA30OBAHWSA 1 HAYK POCCUNCKOW dEOEPALN
denepanbHoe rocyaapcTBEHHOe aBTOHOMHOE yYpeXaeHune
BbICLIEr0 NPOJECCMOHaNbHOro 06pa3oBaHus

"KasaHckuin (Mpusonxckuin) doenepanbHblin yHuBepcutet"
NHCTuTyT comsnkn

*-!-““ 'I'E-'G"-Fp

4 Bt o
'”. eATENLHOCTH KDY

20 r.

nognucaHo SﬂeKTpoHHO-LlMCppDBOﬁ noganncero

I'Iporpamma ANCUUMNINHDbI
Be3onacHocTb onepaumnonHbix cuctem 61.B.011.1

HanpaBneHue nogrotoeku: 10.03.01 - iHdopmaumnoHHas 6e3onacHoCTb
Mpodounb noaroToekun: besonacHOCTb aBTOMaATU3NPOBAHHBIX CUCTEM
KBanudomkaums BbinyckHuka: 6akanasp

dopma 0by4eHUs: o4HOE

SA3bIk 00y4eHNs: pyccKuia

ABTOp(bl):

PabyeHko E.1O.

PeueH3eHT(bl):

WepcTiokos O.H.

COIMACOBAHO:

3asenyownin(as) kagenpon: Wepctiokos O. H.

MpoTtokon 3acenanuns kadpenpbl No or" " 201_r
YyebHo-meToan4eckas kommcems NHeTmuTyTa o|ov|3vn<|/|

MpoTtokon 3acepnaHnsa YMK No or" 201_r

PeructpaunoHHbii No 658518
KasaHb
2018

KTPOHHB H
BEPCPITET

TAHECAAR CHTTEMA Ky

5AE
PernctpaunoHHbii Homep 658518 il VH H

ARl | AL O



Mporpamma amcumnnimHel "BesonacHocTb onepaumoHHbIx cuctem"; 10.03.01 MHdpopMaLMoHHas 6e30nacHOCTb; AOLEHT, K.H. PsabueHko
0.

ConepxaHue
1. Llenn ocBOeHUS oucCUMnInHbI
2. MecTo ancumnnvHbl B CTPYKTYpe OCHOBHOM 06pa3oBaTeNibHOM Nporpammbl
3. KomneTteHumm obyyatouerocs, (oopMmnpyeMble B pe3dynbTate 0CBOEHUS AMCLMMANHBI /MOaYNS
4. CTpyKkTypa 1 cogepxaHve oUCLMnAnHbI/ Moayns
5. Obpa3zoBaTtenbHble TEXHONOMMK, BKNIOYAS UHTEPAKTUBHBIE (OOPMbI 00y4eEHNS

6. OLeHOoYHble cpeacTBa Ons TEKYWEero KOHTPONS YCrNeBaeMoCT, MPOMEXYTOYHOW aTTecTauun no

MTOraM OCBOEHUS ANCUMMINHBI 1 y4eBHO-MeToanYeckoe obecrneyeHne caMocToATENbHOM PadoThl
CTYyLLEHTOB

7. Nlutepatypa
8. HTepHeT-pecypchbl

9. MatepuranbHo-TexHN4Yeckoe obecneyeHne AUCUMNINHBI/MOAYNS COrNacHO YTBEPXAEHHOMY
y4yebHOMy nnaHy

PerunctpaumnoHHbin Homep 658518 5AE
CrtpaHnua 2 us 12. il VHITI

A 5 (1,

KETPOHHBH
B_EPCHTET

SHHO AHATVTAHES AR CHCTEMA Kby



Mporpamma amcumnnimHel "BesonacHocTb onepaumoHHbIx cuctem"; 10.03.01 MHdpopMaLMoHHas 6e30nacHOCTb; AOLEHT, K.H. PsabueHko

Mporpammy ancumnanHbl paspaboTan(a)(n) ooueHT, K.H. Psab4eHko E.HO. Kadenpa paanodunsmkm
OtneneHune pagnodnankm n nHpopmaumoHHbix cuctem , Eugene.Ryabchenko@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

Llenn ocBOEHNS ONCUMNNIVHDI - U3y4YEeHNE NPUHLMMOB NOCTPOEHNS COBPEMEHHbIX
MHOrOMNONb30BaTeNbCKMNX onepaunoHHbix cuctem (OC), BKNoYas NoACMCTEMbI 3aWMTbI AaHHbIX 1
KOHTpons goctyna kK pecypcam OC.

2. MecTO AMCUMUNNUHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpammbl BbICLLETO
npocpeccuoHanbLHOro o6pasoBaHus

HaHHas yyebHas ancumnnvnHa sknodeHa B pasgen " 51.B.0M.1 OucumnauHbl (Moaynn)" OCHOBHOM
obpaszoBartenbHoit nporpamMmbl 10.03.01 MIHdopmaumnoHHas 6e30nacHOCTb M OTHOCUTCS K
obsi3aTtenbHbiM gucumnnnHam. OcBavBaeTcs Ha 3 Kypce, 6 cemecTp.

OvcumnanHa BXxoauT B NPOMPECCHMOHAlbHBIA LK U SBASIETCS 0053aTeNbHON NS N3y4eHus rno
OCHOBHOW 06pasoBaTenbHON NporpaMMe BbICLIErO NPOGECCUOHANBHOro 06pa3oBaHns No
cneumnanbHocTh: 10.03.01 NHopMaumoHHas 6e30nacHOCTb.

3. KomneTteHuuun obyuarowerocsi, popMupyemble B pe3ynbTate 0CBOEHUSA AUCLUMNIINHDI
/mopynsi

B pesynbTate 0CBOEHUSI AMCLMNINHBI (OOPMUPYIOTCS CReaytowme KOMNeTEeHUNN:

B pesynbrate 0CBOEHUS OUCUUMINHBLI CTYOEHT:
1. DONXEH 3HaTb:

OCHOBbI apXUTEKTYpPbl COBPEMEHHbIX ONMepaunOHHbIX CUCTEM, NPUMEHAEMbIX ONA NOCTPOEHUNA
XpaHunuu, gaHHbIX, CeTeBbIX CepPBEPOB, MHPOPMALIMOHHbBIX U BbIYNCNNUTENbHbBIX CUCTEM.

2. IONXeH yMeTb:

yCTaHaBnmBaTtb 1 KOHUrypmpoBaTb COBPEMEHHbIE MHOrononb3osaTensckne OC, aHannmanposaTb
CTeneHb 3alWMILEHHOCTN OaHHbIX 1 PecypcoB, onpenenstb NONUTMKy 6e30nacHoCTM 1 HacTpamBaThb
CUCTEMbl KOHTPONS JoCTyna.

3. 0OMXEeH BnageTb:

HaBblkaMy aAMUHUCTPMpPOBaHNs coBpeMeHHbIx OC 1 paspaboTku cLueHapreB KOHUTyprpoBaHNS
Ha Hanbonee pacnpocTpaHeHHbIX s3bikax nporpammmupoBanust ons OC cemeiicte UNIX n Windows.

4. nONXeH OEeMOHCTpPUpoOBaTb CMOCOBHOCTb 1 FOTOBHOCTb:

KOHTPONMPOBATb 3alMWEHHOCTb AaHHbIX 1 pecypcoB OC 0T BHELWHNX 1 BHYTPEHHNX NOTEHUMANbHbIX
HapyweHi NoNTUKM 6e30MacHOCTY C MPUMEHEHEM BCEro CnekTpa CPeacTB, NpeaocTaBnsieMblx
naHHon OC.

4. CTpyKTypa U cogepxaHve AUCLUUMNINHDBI/ MOoayns
Obwas Tpy[0EMKOCTb AUCLIMIMIIMHBI COCTaBNSET 4 3a4eTHbIX(ble) eanHnL(bl) 144 yaca(os).
dopma NPOMEXYTOYHOrO KOHTPONSA AUCLMMANHBI 9K3aMeH B 6 cemecTpe.

CyMmMapHO no aucumnanHe MOXHO nony4ntb 100 6annos, n3 HUX Tekywas paboTta oueHnBaeTcs B 50
6anno., ntorosas cpopma KoHTpons - B 50 6annos. MMHMManbHoe KONMYECTBO ANS AOMyCcKa K 3a4eTy
28 6annos.

86 6annos 1 bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBneTBOpUTENBHO" (YAO0B.);

54 6anna n MeHee - "HeyLOBNETBOPUTENBHO" (Heyn.).
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4.1 CTpyKTypa 1 comepXxaHue ayauTopHon paboTbl N0 AuCUMnIMHe/ MOAYNIO

TemaTtnyeckum nnaH gucum ﬂﬂVIHbI/MO,IJ,yJ'IH

Paspen
ducumnnuHbl/
Monyns

CemecTp

Hepens
cemecTtpa

Buabl un yachbl

ay,oMTOpHOM paboThbl,

MX TPYO0eMKOCTb
(B yacax)

Nlekuunn

MpakTnueckuellabopatopHbie

3aHATUA paﬁoTH

Tekywue coopmbl
KOHTpoOns

. |(OC). CtpykTypa un

Tema 1. O630p
apXMTEKTypb
onepaLoHHbIX CUCTEM

PyHKLUNN
onepaunoHHOM
CUCTEMDI.

1,2

Tema 2. dannosas
cuctema. ObobuieHne
NOHATUA dhanna.
YcTtponcTea kak
06bekThl OC.

3,4,5

TecTnpoaHue

Tema 3.
MHorononb3oBaTenbckas
cpena.

»

6,7,8

TectupoBaHue

Tema 4. lNpoueccsl.

9,10,11

TecTnposaHue

Tema 5. Cpenctea
MEXMNPOLLECCHOro
B3aMMOOENCTBUS.

12,13

TectupoBaHue

Tema 6. IHTepgoeric
nonb3oBaTens.

14

Tema 7.
NHnumnannsauum n
JoyHKLMOHNpOBaHMe
OC.

15,16

Tema 8. OcHOBHble
MOHATUSA B CUCTEMAX
s3awunTtbl OC.

17,18

Tema 9. OcHOBbI
paboTbl B pexunme
komaHgHon ctpokn OC
UNIX.

1,2,3

10.

Tema 10.
JunckpeumnoHHas
crucTemMa KOHTpons
Jocryna.

4,5,6

TectupoBaHue

11

"laAMUHNCTPUPOBAHNS

Tema 11. OcHOBbI
aBTomMaTmMsauum 3anav

OC.

7,8

12.

Tema 12. YnpaeneHue
npoveccamu 1
3agadamu.

9,10
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Buabl v yachbl
Pasgen ayauTopHOM paborThbl,
Henens MX TPy AO0EMKOCTb Tekywume dopmbl
N ‘D'"Kn":')v;:%v;“b'/ Cemectp cemecTtpa (B yacax) KOHTpoOns
Nekumu MpakTnyecknelllaboparopHbie
3aHATUSA paboTbi

Tema 13. OCHOBHble

cpencrtea

aAMNUHNCTPUPOBaHUA
13.|y4eTHbIX 3anucen 6 |11,1213| O 0 4

nonb3oBaTenemn u

MONUTUKKN

6e30nacHoCTW.

Tema . NIToroeas OK3aMeH

6 0 0 0
doopma KOHTpons
Ntoro 36 0 36

4.2 CopepxaHue OUCLUMNIMUHbBI

Tema 1. O630p apxXuTEKTypbl onepaunoHHbiX cuctem (OC). CTpykTypa u coyHKL MM
onepauuoOHHOW CUCTEMbI.

JNeKLMoHHoe 3aHsiTne (4 4yaca(os)):

CTpyKTypa 1 pyHKLMN onepaunoHHol cuctembl. AnnapaTHoe obecneyeHme MHOro3anaqyHoro
pexuma. TexHonormm noctpoeHns aapa. [NporpamMmHbin nHTEepdoenc. Nonb3oBarennckas cpena.

Tema 2. dannosas cuctema. O606L,.eHNE NOHATUA hanna. YcTponcTaa Kak 06bekTbl OC.
neKkumnoHHoe 3aHsitTne (6 yaca(os)):

OpraHusaumns xpaHeHus faHHbIX. PU3nMYEeCcKnin yposeHb doannoson cuctemol. Onepauun B
charinosbix cuctemax. ObobuweHne noHATus cpaina. CtpykTypa dparnosoii cuctembl OC UNIX.
NoeHTudprkaumns o6 beKToB 1 cebinku. YcTpoiicTea kak 06bekTbl OC. CMBONbHbIE U 6N104YHbIE
ycTponcTtea. NoeHTndpukaums n MOHTMpPOBaHUE OUCKOBbIX pasaenos. BupTyanbHble yCTponcTBa.

Tema 3. MHorononb3oBaTenbCcKasa cpepa.
JNIeKLMOHHOe 3aHsiTne (6 4aca(os)):

Monb3oBatenu u rpynnol. Cynepnonb3oBatesb. Y4YeTHble 3anucu. [MCKpeLunoHHas cuctema
KOHTpons pnoctyna. JononHutenbHble aTpubyThbl AocTyna.

Tewma 4. lNMpouecchol.
JNIeKLMOHHoe 3aHsitue (6 4aca(os)):

Pexumbl n coctosiHus npouecca. KoHTekcT npouecca. CosnaHune v 3aseplueHve npolecca.
[NepemeHHble okpyxeHus. Tunbl npoueccos. [MpropuTteT NpoLeccos.

Tema 5. CpencTtBa MeXNpPOLLECCHOroO B3aUMO0eNCTBUS.
JNIeKLMOHHOe 3aHsiTne (4 4yaca(os)):

0O630p cpencTs B3auMoaencTaus npoueccos. MexaHnam curHanos. CtTaHOapTHbIE MOTOKK
BBOAA-BbIBOAA M KaHanbl. iIMeHoBaHHble kaHanbl. CokeTbl. Cemadpopbl. Oyepenmn coobleHunii.
Pasnensemasa namsaTtb.

Tema 6. UHTepcheinc nonb3oBarens.
JNleKL,MoHHoe 3aHsiTne (2 4yaca(oB)):

KomaHaoHas obonoyka. AnchaBuTHO-LMGPOBbLIE TEPMUHANBI. Y BaNeHHbIi CeTeBOW LOCTYn.
"padpuyeckas cuctema X Window. TepmuHanbl Tuna "TOHKUA KINEHT".

Tema 7. UHuumannsaumm n oyHkunoHuposaHue OC.
neKkumnoHHoe 3aHsiTne (4 yaca(os)):

3arpyska 1 nHnumanusaumst agpa OC . Mpouecc init n ypoBHM BbiNONHEHWS. ['pynnbl U ceaHcsl
NPOLLEeCCOB.

Tema 8. OCHOBHbIe NOHATUA B cuctemax 3awutbl OC.
JNeKLMoHHoe 3aHsiTne (4 4yaca(os)):
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Knaccudpumkauns cuctem koHTpons goctyna. Cnnckum koHTpons goctyna ACL. MaHpaTtHoe
pasrpaHnyeHne gocryna.

Tema 9. OcHOBbI paboThbl B pexunme KomaHaHoun ctpoku OC UNIX.
naboparopHasi pabora (8 yaca(oB)):

KomaHabl goainosoi cuctembl. OCHOBHbIE NONb30BaTENbCKME KOMaHbl. [lepeHanpasneHne
MOTOKOB AaHHbIX HA OCHOBE Chalinos.

Tema 10. JuckpeLumoHHas cucTeMa KOHTpons AocTtyna.

naboparopHas pabora (8 yaca(oB)):

Moaundukauns noeHtugomkaTopa snagensua npouecca. Cnncku koHTpons goctyna ACL.
Tema 11. OcHOBbI aBTOMaTU3aLUun 3agad4 agMuHucTpuposaHus OC.

naboparopHasi pabora (8 yaca(oB)):

OcHoBbl aBTOMaTU3aummn 3anady agmuHmuctpuposanms OC. CueHapum obonoyku shell.
AnroputMmmnyeckmne cpeacTea M BbI30B KOMaHL.

Tema 12. YnpaBneHue npoueccamu 1 3agadyamu.
naboparopHasi pabora (8 yaca(oB)):

YnpasneHue npoueccamu 1 3agadamu. Cpeacrsa MEXNPOLLECCHbIX B3aUMOLENCTBUN.
HeumeHoBaHHble kaHanbl (pipes). ViMeHoBaHHble kaHanbl (FIFO). CokeTbl.

Tema 13. OCHOBHbIe cpencrtea agMMHUCTPUPOBaHUSA YYeTHbIX 3anucen nosib3oBaresien u
NONUTUKM 6e30nacHOCTU.

naboparopHasi pabora (4 4aca(oB)):

OcCHOBHbIE CpeacTBa aAMUHNCTPUPOBAHNS YYETHBIX 3annceli Nonb3oBaTenel n NoANTUKK
6e3onacHocTn. AyanT cuctemHoi 6eaonacHocT. Cpeactea KOHTpons fgoctyna k pecypcam OC.

4.3 CTpyKTypa 1 copgepXxaHue caMOCTOSITe/IbHOM paboTbl AUCLUMINHBI (MOLYNISA)

Bupbl
N Paspen Cemect Hepens | camocTtositenbHoM [TpynoemMKOCTb ;%%%:Lﬁg:;gzg;
AducumnnnuHel pcemecrpa paboTbl (B yacax) 260TbI
CTYyOEeHTOB P
Tema 2. darinosas
cuctema. ObobuieHne
2. [noHATNS hbanna. 6 3,4,5 :ggTrV?Tg:gﬁ;D 8 TecTupoBaHue
YcTpoicTsa kak P
06bekTbl OC.
Tema 3.
3. |MHorononb3oBartenbckag 6 6,7,8 rnoaroToska K 4 TecTnpoBaHue
TECTUPOBAHUIO
cpena.
NnoaroToBka K
4. |[Tema 4. lNpoueccsl. 6 1(9,10,11 TECTUPOBAHMIO 8 TecTupoBaHue
Tema 5. Cpeanctea
noaroToBka K
5. [MexnpoueccHoro 6 12,13 Tgélw? gsaivno 4 TecTupoBaHue
B3aMMOLENCTBUA. P
Tema 10.
IunckpeunoHHas noaroToBka K
10. cuctema KOHTpons : 45,6 TECTMPOBAHMIO 12 TecTuposahue
nocTyna.
NTtoro 36

5. O6pa3oBartenbHble TEXHONOIMU, BK/IHOYAA MHTEPaAKTUBHbIE hOpMbl 06yUYeHuUs

Kpr NneKumin YynTaeTcsa Ha OCHoBe MyﬂbTMMe,ﬂ,MVIHbIX TEXHONOrnn, npakTn4eckmne 3aHATnA
NPoOBOOATCA B KnacCe MHOronob3oBarte/ibCKoOro TepMmHabHOro goctyna.
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6. OueHOUYHble cpeacTBa OJ1sl TEKYLLLEro KOHTPOS yCreBaeMoCT!, NPOMEXYTOYHOMN
aTTecTauum no UToram OCBOEHUS OUCLIMINIIMHBI U y4eBHO-MmeToanyeckoe obecneyeHme
CaMOCTOSITe/IbHOW paboTbl CTYAEHTOB

Tema 1. O630p apxuTEKTypbl onepaunoHHbix cuctem (OC). CTpykTypa u coyHKL MM
onepauuoOHHOW CUCTEMbI.

Tema 2. dannosas cuctema. O606L,.eHNEe NOHATUA channa. YCTponcTaa Kak 06bekTbl OC.
TecTnpoBaHue , NPUMEpPHbIE BOMPOCHI:

1. BolbepuTe HenpasunbHOE yTBEPXAEHME: 1) Bnanenew-nonb3oBartesib 06bekta palinoBoil CMCTEMDI
BCera MOXeT NonyyYnTb K HeMy 4OCTynN, 2) Bnagenew-nonb3osartesb (He root) o6bekta paiinoBon
CUCTEMbI HE MOXET N3MEHNTb BnagenbLa AaHHOro obbekTta, 3) Bnaneneu-nonb3osartesb 06bekTa
oainoBo CUCTEMbI MOXET M3MEHSTb NpaBa [ocTyna K 00bekTy, 4) rpynna-enagenew obbekTa
MOXET MMETb MEHbLLE NMpaB Ha 0O BEKT, YEM OCTaNbHble NONb30BaTENN, 5) OCTaNbHbIE NONb30BaTENN
MOryT MMeTb 6onblue NpaB Ha 06bEKT, YeM Bnamdenew-nonb3osarenb. 2. Kakme npasa A4ocTyna Hy>XHO
YCTaHOBUTb CUCTEMHOMY aAMMHUCTPATOPY Ha 0BLWECUCTEMHDIV KaTanor BpeMeEHHbIX dpainos (/tmp)?
1) 1777, 2) 0644, 3) 0755, 4) 4777, 5) 4755.

Tema 3. MHorononb3oBatenbckasa cpepa.

TecTupoBaHue , NpUMepHbIE BONPOCHI:

1. Kakylo 13 nepeyncneHHblx onepawumii He CMOXET BbINOMHUTbL NONb30BaTeNb (He root), ecnu oH
MMEeT pPexmnM OocTyna --x ons katanora /dir? 1) nony4nTb KpaTkumii nepevyeHb 06 LEKTOB KaTanora
6e3 BO3MOXHOCTU NpocMoTpa Ux aTpmnbyToB, 2) yoanutb MHpopMaumto u3 cparina /dir/file, ecnn gns
Hero UMeeTcs pexum goctyna rw-, 3) nony4ntb Bce aTpubyThl dpaiina /dir/file, ecnn ons Hero
NMEeeTCs pexmnm JocTtyna ---, 4) nony4nTb OOCTyn K o6bektam katanora /dir/tmp, ecnv ans Hero
NMEETCH pPexmnM OoCcTyna r-X, 5) coenatb OaHHbIA Katanor Tekywmm. 2. Ykaxumnte KoOMaHay, BAMSHOLWYO
Ha dpainn /etc/shadow B OC UNIX 1) passwd, 2) groupdel, 3) groupadd, 4) groupmod, 5) useradd.

Tewma 4. lNMpouecchobl.
TecTupoBaHue , NpMMepHbIE BOMPOCHI:

1. B kakoe cocTosiHMe nepexoamT NpoLecc BO BPEMS BbIMOMHEHUS CUCTEMHOrO Bbi3oBa open()? 1)
pexuM a4pa, 2) pexum 3anadu, 3) pexum octaHosa, 4) coctosiHue defunct, 5) coctosHne zombie. 2.
BbibepuTe neitcTBre, KOTOpPOe He BbinonHseT doyHkums fork(). 1) noyepHemy npoueccy
BO3BpallaeTcsa naeHTUdUKaTop PoamMTENbCKOro npoLecca, 2) Ang Ao4epHero rnpolecca KonmpyeTtcs
KOHTEKCT POAMTENbCKOro npoLecca, 3) 0TBOANTCA MeCTO B Tabnuue NpoLeccoB NoA HOBbIV NpoLecc,
4) NOpPOXAEHHOMY NPOLLECCY NpUcBanBaEeTCs YHUKANbHbIA MAEHTUdUKaTop, 5) poantTenbckomy
npoLeccy Bo3BpallaeTcs naeHTugmkaTop 4o4epHero npolecca.

Tema 5. CpenctBa MeXMNpPOLLECCHOIO B3aUMO0ENCTBUS.
TecTupoBaHue , NpYMepHbIE BONPOCHI:

1. Kakasg n3 nepeyncneHHbIX XxapakTeEPUCTUK HE MMEET OTHOWEHUS K MOTOKOBOMY COEANHEHUIO Yepe3
cokeTbl? 1) BO3BMOXHOCTb CO34aHNS HEMMEHOBAHHOIO KaHana obmeHa gaHHbiMy, 2) Bydhepmsaums
nepenaBaeMblX AaHHbIX, 3) BOBMOXHOCTb NPUMEHEHNS NHTEPAOEca NPOorpaMmMmnpoBaHns
aHanornyHo dpannam,\ 4) BO3MOXHOCTb CO3[4aHUS COeAUHEHNS TUNa 7KNNEeHT-cepeep?, 5)
rapaHTMpoBaHHasa goctaeka gaHHbiX. 2. Kakon n3 mexaHmamos IPC no3sonsieT opraHm3oBartb
nenTtarpamMMHoe coeanHeHue? 1) ceTeBol COKeT, 2) pasgensemas namstb, 3) cemagoopsbl, 4)
nmeHoBaHHbI kaHan FIFO, 5) ouepenb coobleHuii.

Tema 6. UHTepcheinc nonb3oBarens.

Tema 7. UHuumannsaumm n coyHkunoHuposaHue OC.

Tema 8. OcHOBHbIe NOHATUS B cuctemax 3awwutbl OC.

Tema 9. OcHOBbI paboTbl B pexuMme KomaHgHomn ctpoku OC UNIX.
Tema 10. uckpeumoHHasa CUCTEMa KOHTPOJS JOCTyna.
TecTnpoBsaHve , NpUMepHbIe BONPOCHI:
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1. B kakoM cny4ae npu HacTPoiKe CUCTEMbI aOMUHUCTPATOP JonyckaeT ownbky? 1) chmod 640
/etc/shadow; chmod 666 /etc/passwd, 2) chmod 755 /usr; chmod 755 /usr/bin; chown -R root /usr/bin,
3) mkdir /home; chmod o+x /home; chown root /home, 4) mkdir /tmp; chmod 777 /tmp; chmod o+t
/tmp, 5) mkdir /var; chgrp root /var; chmod o-w,u+x /var. 2. lNMpogonxute cpasy: 6ut SGID
NCNoNb3yeTcs Ons UAMeHeHus... 1) npaBuna onpeneneHns BnagenbLa-rpynnbl Ans HOBbIX 06 bEKTOB
KaTtanora, 2) rpynnbl-Bnagensua gaHHOro katanora, 3) pexuma gocTtyna K HOBbIM KaTtanoram,
co3faBaeMbiM BHYTPY OAHHOrO KaTtanora, 4) pexuma goctyna K HoBbIM dhainam, co3naBaemMbiM
BHYTPW OAHHOro Karanora, 5) agoekTMBHOro naeHTudmkaropa nonb3osBaTens npouecca ans
NCMNONMHSAEMbIX parnos.

Tema 11. OcHOBbI aBTOMaTM3aLUMK 3agad4 agMuHucTpuposaHus OC.
Tema 12. YnpaBneHue npoueccamu N 3agadyamu.

Tema 13. OcHOBHbIe cpeacTBa aAMUHUCTPMPOBaHUS YYeTHbIX 3anucen nonb3osarenen n
NonMTUKMN 6e30nacHoOCTM.

Tema . UToroBasi oopma KOHTpOns

[MpvMepHble BOMPOCH! K 3K3aMeHy:
buneTtbl K aKk3aMeHy
BUNET & 1

1. i3bupartenbHoe (OMCKpeLMOoHHOe) pasrpaHnieHne noctyna. (20 6annos)
2. ®yHKUMKM Npouecca init n cBA3aHHblE C HUM CUCTEMHbIE chainbl. (30 6annos)

BUNET & 2

1. CMMBONbHbIE 1 XECTKNE CCbINKW: Ha3Ha4YeHne, kKomaHabl, pa3nuyus. (20 6annos)

2. O630p cpencTB B3aMMOAENCTBNS NPOLIECCOB C NPMBELEHNEM Kpyra pewaembix 3aaad. (30
6annos)

BUJIET & 3

1. CMMBONbHbIE 1 BNOYHbIE YCTPOCTBA: pas3nuyus, npumepsl. (20 6annos)
2. MexaHn3Mm curHanos. NepedYeHb OCHOBHbIX CUrHaNoB (M3 Tabnuubl). (30 6annos)

BUJIET & 4

1. YyeTHble 3anncu Nonb3oBaTtene n cBsA3aHHble C 3TUM CUCTEMHbIe dpaiinbl. (20 6annos)
2. CpefcTtBa MEXNPOLECCHOr0 B3anMoaencTBus: coketol. (30 6annos)

BUNET & 5

1. @yHKUUKN 1 CTPYKTYpa ONepauLmoHHOM CUCTEMBI (annapaTHble CpeacTsa, NpoLuecchl, goannosas
cuctema, namsitb 1 np.). (20 6annos.)

2. 'pacomyeckas cuctema X Window: npuHumn noctpoeHnust. (30 6annos)
BUNET & 6

1. BupTyanbHble ycTporicTea (mpmBecTtu npumepsl). (20 6annos)

2. CtaHpapTHble MOTOKM BBOLAA-BbIBOAA Y HEUMEHOBAHHblE KaHanbl. [MpreecTn npumMepsl
KOHBeWepHoin 0bpaboTku. (30 6annos)

BUJIET & 7

1. KomaHgHas obonoyka kak OCHOBHOWM nHTepdeiic nonb3osatens. (20 6annos)

2. CpencTBa MEXNPOLIECCHOr0 B3aMOAENCTBMS: cemadoophbl, o4epean coobleHnid, pasaensiemas
namsTb. (30 6annos.)

BUJIET & 8

1. ®darnoBas cuctema: OyHKUUM 1 OpraHn3aumns XpaHeHns OaHHbIX, ouanyeckui yposeHb. (20
6annos)

2. Tunbl npoueccos. MprnoputeT npoueccos. (30 6annos)

BUJIET @ 9
A
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1. Onepauuu B cpaiinosbix cuctemax. (20 6annos)
3. NoneHTndomkaumus 1 MOHTMPOBaHME OMCKOBLIX pa3aenos (Mpueectu npumepsl). (30 6annos)

BUNET @ 10

1. lNepeMeHHbIe OKPYXEHNS (MPUBECTU NepeYeHb OCHOBHbIX NepeMeHHbIx). (20 6annos)
2. 3arpyska u nauumanmsaums sapa OC. (30 6annos)

BUNET & 11

1. OdpdhekTmBHbIN naeHTudukaTop nonbaosarensd EUID: HazHavyeHne 1 BapmaHTbl UCMONb30BaHUS.
(20 6annos)

2. YPOBHMU BbINONHEHUSI. KoMaHabl U3MEHEHMS! YPOBHS BbinonHeHust. (30 6annos)
BUJIET & 12

1. AncpaBnTHO-UMPpPOBLIE TEpMUHANDI. (20 6annos)

2. HepocTtatkm Knaccmyeckom ANCKpPeLMoHHOM cucteMbl npae goctyna. Cuctema ACL (cnucknm
KOHTpons poctyna). (30 6annos)

BUJIET @ 13

1. YnaneHHblin ceteBoit goctyn. Mpotokonbl. (20 6annos)

2. Knaccuyeckast ONCKpeLMoHHas cucteMa npas 4OCTyna: pexuM AocTyna Ha ocHoBe 6a30Bbix 9
6uT. (30 6annos)

BUNET & 14

1. NMonHoMo4YHOEe (MaHOaTHoe) pasrpaHunyeHme goctyna. (20 6annos)

2. Knaccunyeckas ouckpeumoHHas cuctema npas 4ocTyna: gononHutenoHole 3 6uta (SetUID,
SetGID, Sticky bit). (30 6annos)

BUNET & 15

1. KoHuenuum noctpoeHmst cuctem npaes goctyna B coBpemeHHbix OC (PolicyKit, RBAC). (20
6annos)

2. CpeacTtBa MEXMPOLECCHOMO B3anMOAENCTBUS: UMEHOBaHHble kaHanbl. (30 6annos.)

BUJIET & 16

1. TepmuHanbl Tvna "ToHKMiA KnneHT". (20 6annos)
2. CtpykTypa dhaiinosoi cuctembl OC UNIX (ctangapt FHS). (30 6annos)

BUNET & 17

1. OcHOBHble chyHKLMKN 1 ocobeHHoCcTH noacucTembl 3awmTtbl OC. (20 6annos)

2. CospnaHve 1 3aBeplieHme npouecca (MpMBeCTN NepevyeHb BO3MOXHbIX COCTOSAHWIA npouecca). (30
6annos)

BUNET & 18

1. peHTndomkauus, ayteHTdomkaumns n astopudauns cyobektoB goctyna. O6bekT u cybbekT,
MeTon 1 npaeo Joctyna. (20 6annos)

2. AnnapatHoe obecneyeHne MHOro3anad4Horo pexmma. TexHonorum noctpoeHns sapa OC
(MOHONUTHbIV N MUKPOSIOEPHbIA Nnoaxoabl). (30 6anno.)

BUNET & 19

1. Nonb3oBatenu n rpynnbl. oeHtudpmkatopsl UID n GID. Cynepnonb3oBaTenb root: 0cobeHHOCTU
n npusuneruu. (20 6annos)

2. KoHTekceT npouecca. (30 6annos)

7.1. OcHOBHas nuTteparypa:
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1. PsabyeHko E.1O. Apxutektypa n 6e30nacHOCTb onepaumoHHbIX cuctem. YyebHoe nocobue. / E.1O.
PsibuyeHko. - KasaHb: KasaH. yH-T, 2015. - 157 c.
http://dspace.kpfu.ru/xmlui/bitstream/handle/net/20351/06_42_001103.pdf

2. Hazapoe C.B. OnepauunoHHble cpenbl, cucteMbl 1 060n104kn. OCHOBbBI CTPYKTYPHOW 1
PyHKLIMOHANbHOW opraHmaaumm: Yueb. Mocobue. - M.: KY ONL-MPECC, 2007. - 504 c.
http://znanium.com/bookread.php?book=369379

3. MapTtbika T.J1., Monos N.M. OnepaunoHHble cucteMbl, cpeabl U 060no4km: y4ebHoe nocobue. - 3-e
n3a., nepepab. n gon. - M.: POPYM, 2010. - 544@c.
http://znanium.com/bookread.php?book=224882

4. CtaxHoB A.A. Linux: 4-e n3g., nepepab. M non. - CI6.:6XB-MeTepbypr, 2011. - 752 c.
http://znanium.com/bookread.php?book=355362

5. TaHeHbaym 3. CoBpeMeHHble onepaumnoHHble cucTemsl. - 3-e nsa. - Cro.:Mutep, 2015. - 1115 ¢.

7.2. lononHutenbHasa nuteparypa:

1. KonucHnyenko 0. H. CepBepHoe nprmeHeHue Linux. ? 3-e uag., nepepab u gon. - CI16.:
BEXB-lMetepbypr, 2011. - 514 c.: un. Pexum gocrtyna:
http://znanium.com/bookread.php?book=355187

7.3. UHTepHeT-pecypcChbl:

KyaHeuos C.[l. OnepaumoHHasa cuctema UNIX. -
http://citforum.ru/operating_systems/unix/contents.shtml

Kypsuui .B. OnepauunoHHas cuctema UNIX. - VIHTepHeT yHuBepcuTeT MHPOPMaLNOHHbBIX
TexHonoruin, 2004. - http://www.intuit.ru/department/os/osunix/

PsbueHko E.FO. Apxutektypa onepaumoHHbix cuctem cemeinctea UNIX. YyebHoe nocobue -
http://radiosys.ksu.ru/?p=14

Pabuenko E.1O. BesonacHoctb OC. MpakTtnyeckuin kypc. - http://radiosys.ksu.ru/?p=117

depnocees A. UNIX: yyebHbIli kypc. - 2006. -
http://www.openspin.org/materials/courses/admin/index.html

8. MarepuanbHo-TexHM4Yeckoe obecrneyeHme oUCLMMINHBI(MOAYNS)

OcBoeHve gncumnnnuHbl "BesonacHoCTb onepaumoHHbIX CUCTEM" NpegnonaraeT UCNonb3oBaHme
cnepyolero MatepranbHO-TEXHNYECKOro obecneyeHms:

KomnbtoTepHbIl knacc, npeactaensowmii coboi paboyee Mecto npenoaasaTens n He MeHee 15
paboyrx MECT CTYAEHTOB, BK/IOYAIOLWMX KOMMbIOTEPHbIA CTOM, CTYN, NePCOHasbHbIA KOMMbIOTEP,
NMLEH3MOHHOE NporpaMMHoe obecneyeHne. Kaxablii KOMAbOTEP MMEET WPOKOMONOCHbBIA JOCTYN B
ceTb VIHTepHeT. Bce KoMmnbioTepbl MOAK/IOYEHbBI K KOPNOPaTMBHOW KOMMbIOTEPHON cetTn KDY n
HaxogaTcsa B €AMHOM JOMEHE.

YyebHo-MeToAnYeckas nutepartypa ans 4aHHOW ONCLMMNINHBI UIMEETCS B HAMYUN B
3NeKTPOHHO-6nbnnoTeyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NPefoCTaBNEH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT nponsseneHns KpynHEeNWmnx POCCUNCKNX Y4EHbIX, PYKOBOOUTENEN
rocynapCTBeHHbIX OpraHoB, nNpenogasartenei Bedywmx By30B CTpaHbl, BbICOKOKBANMGULMPOBAHHbIX
CMeunanncToB B pasnunyHbix cdoepax brnsHeca. PoHL 6nbnmMoTekn chopMMpPOBaH C y4ETOM BCEX
N3MEHEHMN 06pa3oBaTENbHbIX CTAHAAPTOB M BKKOYAET y4ebHMKM, yyebHble nocobus, YMK,
MOHOrpadun, asTopedoeparbl, guccepraumm, SHUUKNONEaNn, CAOBapy U CNPaBOYHNKN,
3aKkoHo4aTeNbHO-HOPMATMBHbIE OOKYMEHTbI, CreunanbHbie Nnepnognyeckme n3gaHms n n3naHus,
BbiNyckaeMble nsgatenncrsamm By30B. B HacToswee Bpems 95C ZNANIUM.COM cooTteetcTByeT
BCeM TpeboBaHMaM hefepanbHbIX rOCyAapPCTBEHHbIX 0Opa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasosanust (PrOC BI1O) HoBoro nokoneHus.

Knacc MHOrononb3oBaTeNnbCckoro TepM1MHanbHOro AocTyna, cepeep.
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Mporpamma cocTtasneHa B cootBeTcTeum ¢ TpebosaHnsmm GrOC BIMO 1 y4ebHbIM nnaHoM no
HanpaeneHuto 10.03.01 "MiHdbopmaumoHHasi 6e3onacHOCTb" 1 Npoduno NoaroToBku besonacHocTb
aBTOMATU3NPOBAHHbIX CUCTEM .
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