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Mporpammy oucumnavHbl paspaboTan(a)(n) npodoeccop, a.H. (npodeccop) Kapnoe A.B. Kadenpa
paguounaunkm OtoeneHme pagnouankm 1 MHPOPMaLMOHHbIX cucTeM , Arkadi.Karpov@kpfu.ru

1. LUenn ocBOEHNS AUCLUMINHBI

Llenbto ocBoeHus aucumnnmHbl 'OCHOBbLI MHPOPMaUMOHHOK 6e3onacHocTh' siBnsieTcst obyyeHmne
CTYAEHTOB NPVHUMNAM U METOAAM 3alMTbl MHEPOPMAaLMK, KOMMNEKCHOTO NPOEKTUPOBAHNS,
NOCTPOEHNS, 0O6CNYXMBaHUS U aHanM3a 3alMILEHHbIX aBTOMaTU3NpPoBaHHbIX cucteM. Kypc copepxut
OCHOBHbIE MONOXEHNs KpunTorpadonm, 3HaKOMUT ¢ Hambonee pacnpPoCTpaHeHHbIMU TUNaMu WNGPOB
1 MeTodamm UX KpUNToaHannaa, NoHSATUSMM LENOCTHOCTM MHGDOPMALIMK, KPUNTOrpadonyeckuMm
NpOTOKONaMu, 3NEKTPOHHON NOAMNNCHIO.

2. MecTO AMCUMUNNNHBI B CTPYKTYype OCHOBHOM 06pa3oBaTtefibHOM NPOrpamMmmbl BbICLLETO
npocpeccuoHanbLHOro o6pa3oBaHus

HaHHas yyebHas ancumnnvHa sknodeHa B pasgen " 51.B.0OM.7 OucumnauHbl (MOoynn)" OCHOBHOM
obpaszoBartenbHoit nporpammbl 03.04.03 Pannodumanka n oTHOCUTCSA K 06513aTeNbHbIM ONCUUMNIVHAM.
OcBawuBaetcs Ha 1 kypce, 1 ceMecTp.

[aHHas yuebHas aucuunnnHa BkntodeHa B pasaen 'b61.B.04.7 OucumnnmHbl (Mogynn)' OCHOBHOM
npogoeccrnoHanbHom obpasoeatenpHoi nporpammel 03.04.03 'Paanodusunka (MHdopMaunoHHble
NPOLLECChl N CUCTEMBI)' U OTHOCUTCS K 06513aTENbHBIM ANCLUMNHAM BAPUATMBHOW YacTw.
OcBavBaetcs Ha 1 kypce, B 1 ceMecTpe.

OucumnnuHa Bxoout B MNMpodoecrnoHanbHblid k. MarmcTpaHT npucTynaeT K U3y4eHuto 3Toi
OUCUMNNINHBI NMOCNe OCBOEHUSI OCHOBHbIX 06pa3oBaTesNbHbIX Nporpamm 6akanaspuara v AUCUMnInH
obuweHay4Horo umkna marmctpatypbl. OH AONXeEH BnaneTb avcumunianHamm 6akanaBpckoro Kypca,
yMEeTb: MOHMMATb, U3naraTb U KPUTUYECKN aHann3nposatb 6a30Byto 06Ledr3nyeckyio
MHCpOpMaLIMIO; MCMONb30BaTb MaTEMATUYECKUIA annapar, NCNofb30BaTb HABbLIKM
aKcnepuMeHTanbHol paboTbl M pagnoguanyeckmne MetToabl Ha npaktTuke. OH [OMXEH UCMONb30BaTh
6a30Bble TEOPETUYHECKME 3HAHNS ONS PeLeHUst NPOECCOHANbHbIX 3a4aY, AOMXEH NOHMMATb
NPUHLMNBLI PaboTbl U METOLbI 3KCNyaTauuy COBPEMEHHON PafN0aNeKTPOHHOM U ONTUYECKON
annapartypbl 1 060pynoBaHUS; BNafeTb KOMMbIOTEPOM HA YPOBHE OMbITHOMO NMONb30BaTENS,
NPUMEHSITb MHCPOPMALIMOHHbIE TEXHONOTMU. B CTpyKType Marnctpatypbl NpealwecTByOWnMI
oucumnnuHamm sensietcst 'KoMnbtoTepHble TeXHonorum'

3. KomneTteHuumn obyuarowerocsi, popmMupyemble B pe3ynbTate 0CBOEHUSA AUCLUMNIINHDI
/mopynsi

B pe3ynbTate 0CBOEHUS AMCLMNINHBI (OOPMUPYIOTCS CReaytowme KOMNeTEeHUNN:

Pacwucposka
LLinchp komneTeHumu npuobpeTaemMon KOMNeTeHL MU

OrlK-3 CnocobHOCTb K CBOOOLHOMY BNafeHNO 3HAHUSIM
(npodpbeccmoHanbHble doyHIOaMeHTaNbHbIX pa3aenoB PU3NKN N pagnogn3nKu,
KOMNeTeHLmMm) HEeobX0AMMbIX ONS PEWEHNs HayYHO-UCCneaoBaTeNbCKUX 3aaad
Or1K-3 CnocobHOCTb K CBOOOLHOMY BNafeHNO 3HAHNSMU
(npodpeccunoHanbHble doyHOaMeHTaNbHbIX pasaenos OU3nKn n pagnogusnku,
KOMNeTeHLmm) HEeobX0AMMbIX ANS PeLeHNs HayYHO-UCCneaoBaTenbCKux 3aaad

B pesynbtate 0CBOEHUS ONCUMMNUHBI CTYAEHT:
1. QONXEeH 3HaThb:

MECTO KpunTorpadum B 3aaa4e NHOPMaLMoHHOK 6e30NacHOCTY U MOCTPOEHNS 3aLUMLLEHHbIX
NHPOPMALIMOHHBIX CUCTEM ;

-OCHOBHbIE MOHSATUS TEOPUUN KprnTorpadoumm:
- KpunTorpaunyeckne NpoToKObl 3NEKTPOHHOW NOAMUCH;
- TUNUYHbIE cNabocTn peanuaaumm KpUnTorparuyeckmx CUCTEM;
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-MaTemMaTnyeckme OCHOBbI KpunTorpadum (HENPUBOAMMbIE MHOFOYIEHbI, TEOPUS YnCer,
nceBno-crnyyariHble NocneaoBaTeNnbHOCTH,

2. DONTXEH yMeTb:
npaBubHO BblIBMpaTh TWMN WUMpPa B COOTBETCTBUM C NOCTAB/IEHHON 3aaa4el ;
- Ka4eCTBEHHO peann3oBartb anropuTM WKpPoBaHNS;

- peann3oBbiBaTb ataky Ha knaccumyeckune wndopbl (MCTOPUYECKME N COBPEMEHHDIE) , B HACTHOCTU -
peanv3oBaTb NpoCTewmne anropmTMbl nogbopa naponei ;

3. nonxeH Bnagetb:

MaremaTtnyecknmm metogamm Kpuntorpagoum

4. NONXeH OeMOHCTPUPOBATb CNOCOOHOCTb Y FOTOBHOCTb:
PasBuBaTb COBpeMEHHble huanyeckne MeToabl KpUunTorpagoum

4. CTpyKTypa u cogepxaHve AUCLUMNIUHbI/ Moayns
Ob6was TpyooemMKOoCTb OAMCLMMANHBI COCTABASIET 2 3a4eTHbIX(ble) eanHuL(bl) 72 Yyaca(oB).
dopma NPOMEXYTOYHOro KOHTPONS AUCUMMANHBI 3a4eT B 1 cemecTpe.

CyMMapHo no AMcumnanHe MoxHo nony4ntb 100 6anno., U3 HMX Tekylwas paboTta oueHmBaeTcs B 50
6anno., ntorosas popma KoHTpons - B 50 6annos. MnHMManbHoe KONMYeCcTBO ANs OMnycKa K 3a4eTy
28 6annos.

86 6annos 1 6onee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynosnetBoputenbHo" (yaooB.);

54 6anna n MeHee - "HeynoBNeTBOPUTENbHO" (Heya.).

4.1 CTpyKTypa 1 comepXxaHue ayguTopHon paboTtbl No gucuunnmHe/ MOaynto
Tematnyeckun nnaH gucUUNIUHbI/MOAYNS

Buabl v yachbl
Pasgen ayauTopHOM paborThbl,
Henens WX TPy A0EMKOCTb Tekywume copmbl
N ‘D'"Kn"gv;lr;,'}r;“b'/ CeMechcemecha (B yacax) KOHTpOnsi
Nex ImI'IpaxmqecmeJ1a60parop|-u>|e
u 3aHATUSA paborbl

Tema 1. BeepgeHue B o
1.|MHbopMaLnOHHYIO 1 2 2 0 yCTHEIN Onpoc

6e30nacHoOCTb

Tema 2. Kpuntorpagous 1 4 4 0 YCTHbIA ONpocC

‘|C cekpeTHbIM KHo4OoM
Tema 3. Kpuntorpagowus KOHTpONbHas
C OTKPbITbIM K/OYOM. 1 5 5 0 pabota
"|OnekTpoHHas YCTHbIA ONPOC

LumdbpoBas noannchb

Tema 4.

KpunTorpadguyeckne

CUCTEMbI, OCHOBaHHbIE -
4.|Ha Ncnonb3oBaHUM 1 2 2 0 yCTHBI onpoc

YHUKaNbHbIX CBONCTB

don3nN4eckmnx kaHanos

CBS3U
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.B.

Bugbl n yachbl
Paspen ayauTopHoOW paboTbl,
Henens UX TPYAO0EMKOCTb TexyLume dopMbI
N .D.VIKIIL‘I.)VIHJ',I.II/;I'HI:I/ Cemecrpcemecha (B yacax) ‘ll(omp(c)t:l ,.p
ay. nemmnpaxmqecmenaﬁoparopuue
3aHATUA pa60-|-b|

Tema . Itoroeas pv—

doopMa KOHTpon4

Ntoro 13 13 0

4.2 CopepxaHvue oUCLUMNUHDI
Tema 1. BBepeHue B MHhoOpMaLMOHHYIO 6e30NacHOCTb
neKuMnoHHoe 3aHsiTne (2 yaca(os)):

BeeLneHve B nHpopmaLmoHHyto 6e3onacHocTb. MNpeamert 3awmtbl. Yrpo3bl 6e30nacHoCTW. MprymnHbI
nckaxeHuns nHgoopmaumn. Buabl atak. Kadanbel goctyna. Metogbl npotnsogenctems. (Metonbl
3awuTbl MHpopmauwmm). MonuTtrka 6esonacHocTn. Victopusa kpuntorpadomu. Wudpp casura. Wndp
3ameHbl. llngop BepHama.

npakTudeckoe 3aHsitne (2 yaca(os)):

Paspabotka MO wudopa 3ameHbl. Ldewndpaums wmngpotekcta. Pasdpabotka MO wudgoparopa Ha
OCHOBE reHeparopa ncesnocny4anHbIx Yncen, OCHOBAHHOIO Ha CBOMCTBAX
?M-nocnenoBaTtenbHOCTH.

Tema 2. Kpunrorpadgums ¢ ceKpeTHbIM K/TH04OM
JIeKLMOHHOe 3aHsiTne (4 4yaca(os)):

BbluncnutenbHo 3awmuieHHast kpuntocuctema. AGCONIOTHO CToMKas Kpuntocmctema. Teopema
LLleHHOHa 06 abCcoNOTHO CTOMKOM KpunToCcUCcTEME. Teopurs BEPOSITHOCTA 1 KpUnTorpacus.
CuMMeTpuryHble Windopbl. MNpuynHbl HeHaaexHocTn kpuntocucTteM. MpuHumn Kepkxodgodpa ans
KpMNTOCUCTEMBI

npakTnyeckoe 3aHsitne (4 4aca(os)):

Paspabotka NO wugparopa Ha OCHOBE reHepaTopa NcesaoclyyaiiHbiX YACes, OCHOBAHHOMO Ha
cBovcTBax ?M-nocnenoBaTenbHOCTH.

Tema 3. Kpunrorpacdums ¢ OTKpbITbIM KJIFOHOM. DNeKTPOHHasA uncposas NoanuCb
JNIeKLMOHHOe 3aHsiTue (5 4aca(os)):

OpOHocTopOHHME doyHKLUMK. MpuMepbl 04HOCTOPOHHUX cPyHKUMIA. PakTopmaauuns. LienoyncneHHoe
n3BnevyeHve KkBaapartHbix KopHen. [uckpetHoe norapudpmmposaHmve. Anroputm RSA.
Kpuntocucrtema 9nb-lamans. Kpuntocucrema PabuHa.

npakTnyeckoe 3aHsitne (5 yaca(os)):
MporpammHas peanusauuns anroputma RSA.

Tema 4. Kpuntorpadunueckme cUCteMbl, OCHOBaHHbIe Ha UCMNONTb30BaHNMN YHUKaJbHbIX
CBOMCTB (pM3N4YECKNX KaHanoB CBA3MN

JIeKLMOHHOe 3aHsiTue (2 4aca(oB)):

KpunTtorpaguyeckne cucTemMbl, OCHOBaHHbIE Ha (ON3NYECKMX MPUHLIMNAX 3aWUTbl MHOOPMaLUK.
KBaHTOBas kpuntorpacdus,

npaKkTudeckoe 3aHsitne (2 yaca(os)):

KpunTorpaguyeckme cmctemMbl OCHOBaHHbIE HA CBOMCTBAX MHOMO/y4E€BOro PacnpoCTpaHeHns
panuoBonH. MeTeopHas Kpuntorpadus.

4.3 CTpyKTypa 1 copepXxaHume caMoCTOsITeNIbHOM paboTbl AUCLMMNINHBI (MOLYNSA)

Bupbl
N Pasnen Cemectn| HeAens | camocrosTenbHoit [TpynoemkocTh ;%%%:L:‘T’:;Ezga
JducunnnuHbl pcemeCTpa paboTbl (B yacax) 260ThI
CTYOEHTOB P

Tema 1. BBeneHuve B

4
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Buabl
Pasnen Cemect Henens | camoctositenbsHon [TpymoeMKOCTb gﬁ%ﬁ:;ﬁ?:;ﬁﬁgz
AducumnnuHbl pcemeCTpa paborthbl (B yacax) 260TbI
CTYLEHTOB P
Tema 2. Kpuntorpadus 1 noarotoska K 14 YCTHBIM OMpOC
‘|c CekpeTHbIM K/04OM yCTHOMY onpocy
noarotoBka K
Tema 3. Kpuntorpagoms KOHTPOTbHON 8 KOHTpONbHas
C OTKPbITbIM K/THOHOM. 6 pabota
3. 3 1 paoore
NleKTPOHHa NOAroTOBKA K

umcppoBas noanuchb YCTHOMy OMPOCY 8 YCTHbI ONPOC
Tema 4.

Kpnntorpadpuyeckue

CUCTEMbl, OCHOBaHHbIE

4.|Ha ncnonb3oBaHUK 1 ngﬂg;osoKr? 'é c 8 YCTHbIA ONpocC

YHUKaNbHbIX CBONCTB y y onpocy

don3nyecknx kaHanos

CBA3U

Ntoro 46

5. O6pazoBarenbHble TEXHONOIUU, BK/IOYAA MHTEPaKTUBHbIE hOpPMbl 06yUeHUs

Kpr NeKunin YNTaeTcs Ha OCHOBE MyNbTUMEOUNHBIX TEXHONMOMNIA, NPakTUYeckKne 3aHATUS
npPoBOOATCA B Knacce MHOronosib3oBaTte/ibCKOro TepMmHanbHOro gocrtyna

6. OueHOUYHble cpeacTBa OJ1sl TEKYLLLEro KOHTPOJS yCreBaeMoCT!, NPOMEXYTOYHOMN
aTTecTauum no UToram OCBOEHUS OUCLIMIMIIMHBI U y4ebHO-MmeToanyeckoe obecneyeHme
CaMOCTOSITe/IbHOW paboTbl CTYAEHTOB

Tema 1. BBepeHue B MH(hOpMaLMOHHYIO 6e30NacHOCTb
YCTHbI ONPOC , MPUMEpPHbIE BOMPOCHI:

BeeneHve B nHgpopMaLmoHHyto 6e3onacHocTb. OCHOBHbIE TEPMUHbBI U onpeneneHns. BeeaeHve B
Kpuntorpaduio. CumMMeTpuryHble KpuntocucTembl. Kpnntorpagouyeckne CUCTEMbI C OTKPbITbIM
kntoyoM. Kpuntorpaduyeckmne CUCTeMbl, OCHOBaHHbIE HA (PU3NYECKNX MEXaHM3MaX 3alunThl
NHpopMaLnmn

Tema 2. Kpuntorpacpums ¢ ceKpeTHbIM K/1H04OM

YCTHbIV ONpPOC , NPUMEpPHbIE BOMPOCHI:

NcTopunyeckue wugppsl. Wudpp casura. Wndpp 3amensl. Wundgp BepHama. BoiumcnmutenbHo
3awuweHHas kpuntocuctema. ABContoTHO cTorikas kpuntocuctema. Teopema LeHHoHa 06
abCconTHO CTOMKOW KpuntocucTeme. SHTponus. HeonpeneneHHoCTb kntoya. PacctosHme
€0MHCTBEHHOCTU. JIOXHbIA KoY. PUKTUBHBIA Kntod. CuMMeTpuyHble KpuntocmucTeMbl. OCHOBHblE
MPUHLNMbI COBPEMEHHbBIX CUMMETPUYHbIX anropnTMoB. [MoTo4YHbIEe Wwndpbl. BnoyHble Wwndps.
MprynHbl HeHanexHocTn kpuntocucTeM. MpuHumn Kepkxodpdpa ans kpuntocuctemsl. ['eHepatopbl
ncesnocnyvanHbix yncen. BaxHoctb nogbopa napametpoB. CTaTUYHbIA KoY. SGOEMEPHBINA KHOM.
Komnpometaumsa knoya. Peannsaumsa npouenypbl pacnpeneneHms knoden. Bpems XusHm knoya.
Cxema noporosoro pasaeneHus. lNoporosas cxema Wamupa. MNpoTokonbl pacnpeneneHns CeKpeTHbIX
KIOYen.

Tema 3. Kpunrtorpacums ¢ OTKPbITbIM KJIFOHOM. DNeKTPOHHas uncposast NoANUCh
KOHTponbHas paboTa , NpUMepHble BONPOCHI:
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KOHTpONbHas paboTa , NpUMepHble BONPOChHI: TeMbl U NPUMepPbl 3aAaHnii Ha KOHTPoNbHbIX 1. Wndop
3ameHbl PacwungpoBaTth 3awmngpoBaHHbIA TEKCT, MPeaN0OXEHHbIN npenogasarenem, npyu OTCyTCTBUMK
Knto4ya wudoposaHns. Banom wndgppa ocylwecTBnseTcs ¢ NOMOLLbIO YaCTOTHOrO KpuntoaHanmsa. 2.
MoTo4HbIA wngp. Ha ocHoBe nonnHoma obpaTHO CBSI3W, 3a4aHHOIO NpenoaaBaTenem,
peannaosaTtb reHepaTtop M-nocnegosatensHocTU. 3. Kpuntorpadoums ¢ OTKPbITbIM K/THOHOM.
Peannsosatb ataky Ha anropnt™ RSA (Bbl4MCNEHNE 3aKPbITOro KAtya no n3BeCTHOMY OTKPbITOMY
Kno4y) NyTEM doakTopusauum Moayns n no Metoay p-aspuctukm MNonnapaa. BxogHeiMn napameTtpamu
nporpamMmbl LOMXKHbI ABAATLCA: OTKPbITLIA KoY (N, €). B Ka4yecTBe BbIXOOHbIX AAHHbIX NPeabABUTb
yucnap, g, d.

yCTHbIVI ornpoc , npuMepHble BOMNPOCHI:

Kpuntocuctema ¢ oTkpbITbIM Kto4OM. KpunTtorpadomyeckast 04HOCTOPOHHSAS (PyHKUMS. BaxHenwwe
Kpuntorpadunyeckme 0gHOCTOPOHHUE pyHKunn. OueHka CnoxXHoCcTK 3anay. CnoXxHoCTb anroputMma:
MonnHoMMHanbHas, akCrnoHeHumnanbHas, cybakcnoHeHumanbHas Opakyn. CpaBHUTENbHbIA aHann3
CNOXHOCTW KpunTorpadumyeckmx anroputmos (6e3 nokasatenbctsa). Anroput™m RSA. LWndgposaHne B
RSA. OewndposaHme B RSA. [JokasatenoctBo anroputma. Anroputm RSA. Sapava
KpunTtoaHanuTuka. Kpuntoctoikocte RSA Kpuntocuctema 9nb-lamans. Kpuntocucrema Pabuna.
MpocTble Yncna. BaxHocTb Npobnembl TECTUPOBaHUS NPOCTLIX Ynucen. MNpobHoe neneHue.
BeposiTHOCTHbLIV Noaxon nNpu onpeneneHnn npocToro ynucna. Tect ®epma. Tect Munnepa ? PabuHa.
29. Pacnpegenenue knoden Oudbcpm ? Xennmana. Anroputm. CTOMKOCTb. ATaka 4yenoBek
nocepenvHe. Heob6xoAMMOCTb MCNONBb30BAHUS LMAPPOBOIA Noanucy. ANropuTtMoM LINGOPOBON
nognucu RSA Kpuntorpaduyeckas Xaw-dgoyHkumns. CBOMCTBA KPUATOrpagonyeckom
Xaw-pyHKLMN.CBONCTBO OAHOCTOPOHHOCTM 3alMNWEHHOCTb OT MOBTOPEHUIA, 3alNLEHHOCTBIO OT
BTOPbIX NP006pa3os. ANropmTMoM UmdgopoBoit noanuncy DSA OTeyecTBEHHbIN CTaHOapPT LMAPOBOIA
nognucu NOCT P 34.10-94

Tema 4. Kpuntorpadouyeckune cucteMbl, OCHOBaHHble Ha UCNOJIb30BaHUM YHUKalNlbHbIX CBOUCTB
c¢pm3mnueckmnx KaHanoB CBS3U

YCTHbIA ONPOC , NPUMEpPHbIE BOMPOCHI:

Kpunrtorpaduyeckne cucteMbl, OCHOBaHHbIE HA (PU3NYECKMX MEXaHM3MAX 3alMTbl MHGPOpPMaLMK.
KeaHToBas kpuntorpadus. MHoronydesas kpuntorpadus. MeteopHas kpuntorpagous.

Tema . UToroBasi oopma KOHTpOns

[MprMepHbIe BONPOCHI K 3a4eTy:
Bonpocsl k 3a4eTy:

1. OCHOBHble NOHATUSA, TEPMUHbI, onNpegeneHns. Kpuntonorus, Kpuntorpagus, KpuntoaHanms,
ayTeHTudpukaums, naeHtngmkaums. OCHOBHbIE MPUYNHBI UCNOMb30BaHUS KPUMTOCUCTEM.
CummeTpuyHas kpuntocuctema. 2. ictopudeckme wudppsl. Wndp caosura. Wndgp 3ameHb..
MonnandpasutHbln wndpp. Wndp BuxeHepa. Wndp BepHama. Hegoctatkm ncropmyeckux wWmgopos.
(MHpopmMaLoHHas cTonkocTb). 3. IHhopMaumoHHas CTOMKOCTb KPUNTOrpadonyeckmx CUCTEM
BbluncnutensbHo 3awmweHHas kpuntocuctema. OCHOBHbIE NPOBNEMbI BLIMUCANTENBHO 3aWMNLWEHHOW
KpunTtocmcTeMbl. ABCONIOTHO CToKas (CoBepleHHas) kpuntocuctema. 4. K kakomy knaccy
KPUNTOCUCTEM - BbIYMCAUTENBHO 3alMILEHHO UNK aBCONOTHO CTOMKOM OTHOCATCS Cneayowmne
kpuntocuctemsl: Wundpp cosura. Wndpp 3amensl. Wudpp BuxeHepa. Wndp BepHama ? 5. MNoHsTHE
"abCoNOTHON CTOMKOCTW" B TEPMUHAX TEOPUN BEPOSTHOCTU. Teopema LLieHHOHA: KpuTepuit
abconoTHOM cTonkocTn wndopa. NHTepnpetauns Ha npumepe wudpa BepHama. 6. SHTponus
cny4anHow Benn4ymHbl. CBONCTBA SHTPOMUN. COBMECTHAS SHTPONUS OBYX CNyYamHbIX BENMNYMH.
YcnoBHast SHTpoNus AByX CnydYanHblX BenvyvH. HeonpeneneHHoCcTb KnoYa. 7. QHTPOonus
€CTeCTBEHHOro s3blka. PacctosiHme eguHCTBEHHOCTU wndppa. 8. Kpuntocucrema ¢ CEKPETHbIM
kntoyoM. MpuHumn Kepkxodgodpa. MoTouHble 1 6noyHble wudppsbl. 9. MNoTo4Hble wndpsbl. MeHepaTop
Kntoyesoro notoka. CBONCTBA reHeparopa K/o4eBoro notoka. 'eHepaTop ncesnocny4amHblx Ymucen,
OCHOBaHHbIi Ha CNONb30BaHUN anrebpanyecknx ceoncTe M-nocnenoBatenbHOCTEN

Mporpamma oucumnnvHbl "OcHOBbI MHPOPMaLMOHHOK Be3onacHocTn"; 011800.68 Pannodunsnka;
npodoeccop, a.H. (npogoeccop) Kapnos A.B.
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10. CtaTncTnyeckme TecTbl reHepaTopos kn4eBoro notoka. 11. bnoyHblie wndpsl. Anroputm DES.
MepectaHoBku. PayHabl. Anroputm derictens npu wudposaHum n gewmndposarHmnn. 12. CpaBHeHune
6NOYHbIX U MOTOYHBIX WMAPPOB. MeToabl opraHM3aumm npouenypbl UCnpaBneHns ownbok. 13.
CraTunyHbIn KoY. SgoemMepHbIr KoY. PacnpeneneHue kntoyen. OCHOBHble MyTU peweHns
npobnembl pacnpeneneHns Kinodei. (pusnyeckme MeToabl, [MpoOTOKOMbI C CEKPETHBIM KITKOHOM,
[MpoTokonbl C OTKPLITLIM KHOYOM, COBPEMEHHbIE (hmnaunyeckme metonbl). 14. PasneneHne cekpera.
Cxema noporosoro pasaeneHus cekpeta. ( T, W) - noporosas cxema LLamupa. 15. lNpoTokonsl
pacnpeneneHuns cekpetHbix Knoven. OCHOBHbIE Lienn NpoToKona pacrnpeneneHms Knyen.
MpoTtokon Bappoysa. 16. [poTokonbl pacnpeneneHns cekpeTHbxX Kntoyen. OCHOBHbIE LiENK
npoTokona pacnpeneneHns knoden. lNpotokon Hnaoxenma-Wpenepa 17. MNpoTokonsl
pacnpeneneHuns cekpetHbix Knoden. OCHOBHbIE Lienn NpoToKoNa pacrnpeneneHms Knyen.
Mpotokon OtBan-Puca. 18. NpoTokonbl pacnpeneneHns cekpeTHbixX Kntoyen. OCHOBHbIE LIENu
npoTokona pacnpeneneHus knodei. Liepbep 19. ApudpmeTtrka octatkos. CpaBHeHME MO MOAYNHO.
PeweHune ypaBHeHns ax = b (mod N). 20. dyHkuus diinepa. MynbTunnmkatueHble obpaTtHble No
monynio N. Teopema JlarpaHxa. Manas teopema depma. NprmeHeHune B kpuntorpadgpun. 21.
Anroputm EBknnpa. Kutaiickas Teopema 06 octatkax. PacwupeHHblii anroput™ EBknunaa.
[MpumeHeHve B kpuntorpadumn. 22. KpuntocmucTema ¢ OTKpbITbIM Kto4oM. Kpuntorpadpuydeckas
OLHOCTOPOHHSAS dPyHKUMS. BaxHenwme kpuntorpadguyeckme o4HOCTOPOHHME (PyHKUMK. 23.
OueHka cnoxHocth 3agad. CnoxHocTb anroputMa: lNonnHoMmnHanbHas, aKCrnoHeHUnanbHas,
cybakcnoHeHumanbHas Opakyn. CpaBHUTENBHbIA aHaNM3 CNOXHOCTU KpUNTOorpadonieckmx
anroputMoB (6e3 nokasatenbcTea). 24. Anroputm RSA. WngposaHue B RSA. LewndgpoBaHue B
RSA. [okasartenoctBo anroputma. 25. Anroputm RSA. 3agada kpynrtoaHanutmka.
KpuntoctonkocTb RSA 26. Kpuntocuctema dnb-Iamans. Mapametpbl noMeHa. WudgpposaHue.
Dewndpposanue. 27. Kpuntocuctema PabuHa. Anroputm. LLncpposarne. OdewndgposaHue. 28.
MpocTble Yncna. BaxHocTb Npobnembl TECTUPOBaHUS NPOCTLIX Ynucen. MNpobHoe neneHue.
BeposATHOCTHBIN Nnoaxon nNpu onpeaeneHnn NpocToro yucna. Tect @epma. Tect Munnepa ?
PabuHa. 29. PacnpeneneHue knoden dudpdon ? Xennmana. AnroputM. CToinkocTb. ATaka 4YenoBek
nocepennHe. HeobxoAMMOCTb MCNONBb30BaHUS LMAPPoBoi noanucu. 30. ANropnTtMoOM LiMAOPOBON
nognucu RSA 31. Kpuntorpadgumyeckas Xaw-cyHkuma. Ceoinctea kpunTorpagpuyeckon
Xaw-pyHKLMN.CBONCTBO OAHOCTOPOHHOCTM 3alMNWEHHOCTb OT MOBTOPEHWIA, 3alLNLEHHOCTBIO OT
BTOpPbIX Npoobpaszo.. 32. AnropntmoM undoposoit noanucy DSA 33. OTeyecTBeHHbI cTaHaapT
undpposoin nognucu MOCT P 34.10-94 34. KeaHToBag kpuntorpadus 35. lNepenaya cekpeTHbIx
Knoyen no paguokaHany

7.1. OcHOBHas nuTeparypa:

1. Xyk A. N. 3awmTa nHdopmaumm: YuebHoe nocobue / A.IN. Xyk, E.M. Xyk, O.M. JlenewkunH, A.W.
TuMowkuH. - 2-e n3a. - M.: I PUOP: HNL MH®DPA-M, 2015. - 392 c.:
http://znanium.com/bookread.php?book=474838

2.Babaw A. B. Kpuntorpaguyeckne Metoapl 3awwmtbl MHGOpMaLmmn. Y4ebHo-MeToan4eckoe
nocobue / A.B. bBabau. - 2-e nsg. - M.: W PUOP: HNL MHDPA-M, 2014. - 216 c.
http://znanium.com/bookread.php?book=432654

3. bapaHoea E. K. MonenupoBaHune cucteMbl 3awmnTbl nHpopmMauuu: MNMpaktukym: YyebHoe nocobue
/ E.K.BapaHoBa, A.B.Babaw - M.: VLL PMOP: HUL MHDPA-M, 2015 - 120 c.
http://znanium.com/bookread.php?book=476047

4. Maptoika T. J1. NHdpopmaumoHHasa 6e3onacHocTb: YuebHoe nocobue / T.J1. MapTbika, N.W. Monos.
- 5-e n3n., nepepab. n gon. - M.: dopym: HALL UHDOPA-M, 2014. - 432 c.
http://znanium.com/bookrea,d.php?book=420047

5. MonpgossH H. A. MongossaH H.A. TeopeTn4ecknin MUHUMYM 1 anropuTMbl LUGOPOBOW NOAMUCH.
CI6.: BXB-Metepbypr, 2010. - 293 c. - (Y4ebHoe nocobue)
http://znanium.com/bookread.php?book=351283

7.2. lononHutenbHasa nuteparypa:

1.4Ymopa A. J1.. CoBpeMeHHas npuknagHas kpuntorpadms: Yy4eb. nocobue : Nennoc APB,
2001.256¢.:
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2. lonaTtnH B. H. NHdopmaumoHHas 6e3onacHocTb Poccum: CI16.: doHp 'YHusepcutet', 2000.
426cC..

3. babauw, A. B. Kpuntorpadcpus M.: COJTOH-P, 2002.?509c.

4. NNesnH M. Kpuntorpadomsa: Pykosoacteo nonb3osatens M.: [No3HaBaTenbHas kHura ninoc,
2001.319c.

5. CronnuHrc B. OcHoBbl 3awnTtbl ceTen. MNpunoxerHns n ctangaptol ?M.: spat. oM '‘Bunbamc',
2002.429c

6. CtonnuHre, Bunbam. Kpuntorpadgomsa u 3awmra cetei. [NpuHuunnel n npaktvka ?M.: M3gat. Jom
'Bunbsamc', 2001.669c.:

7.3. UHTepHeT-pecypcChbl:

["noccapwin no kpuntorpadouu - https://hpc.name/text/get/82/p1.html

nuteparypano kpuntorpadgpuu - http://www.proklondike.com/books/crypto.html

Caiit nabopartopum pagmocuctembl (kadenpa paonodusnkn) - http://radiosys.ksu.ru
Cant no kpuntorpadoum - http://kek.ksu.ru/Student/Crypto/Main.htm

9NEKTPOHHbIE KHUMM NO KpunTorpadum - http://www.knigka.info/kriptograf

8. MarepumanbHo-TexHU4YecKoe obecrneyeHne oUCLUNAUHbI(MOAYNS)

OcBoeHune ancumnnmHbl "OCcHOBbI MHGIOPMaLMOHHO Be3onacHoCTW" NpeanonaraeT UCnonb3oBaHne
cnenylowWero MmaTepuanbHO-TEXHUYECKOro obecrneyeHmns:

MynbTumMeouiiHas ayantopus, BMECTUMOCTbO bonee 60 yenosek. MynbTumMeauiiHas ayamtopums
COCTOMT U3 UHTErpUPOBaHHBIX NHXEHEPHbIX CUCTEM C €OUHON CUCTEMON YnpaBs/ieHns, OCHaLWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yan3auum noboin Buaeo n ayamno
NHpopMauun, Nony4eHNs 1 nepenadn dNeKTPOHHbIX JOKYMEHTOB. TNoBas KoMnnekraums
My/NbTUMELVIHON ayanuTOpPUM COCTOUT U3: MyNbTUMEONAHOrO NPOeKTopa, aBTOMaTU3NPOBAHHOIO
NPOEKLIMOHHOr0 9KpaHa, akyCTUYeCKON CUCTEMDI, a TAKXEe MHTEPAKTMBHONW TpMbyHbI NpenoaaBsartens,
BK/IOHAIOLWEN Tay-CKPUH MOHUTOP C AnaroHanblo He MeHee 22 OI0MOB, NePCOHaNbHbIA KOMMbIOTEP
(c TexHnyecknmm xapaktepucTtukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHpepeHL-MUKPOOOH, 6ecnpoBofHOM MUKPOMOH, 610K ynpaBneHus 060pynoBaHNEM, UHTEPGECHI
noakntouermns: USB,audio, HDMI. MiHTepakTmBHas TpmbyHa npenoaaBatens SBnseTCcs Kno4eBbiM
3NEMEHTOM yNpaBneHns, 06 bEANHSIOWMNM BCE YCTPONCTBA B €OMNHYIO CUCTEMY, U CIYXUT
NONHOLEHHbIM paboymm MecToM npenoaasatens. lNpenoaasartens MMEET BO3MOXHOCTb NIErKO
ynpaBnsTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO NO3BONSET NPOBOANTL NEKUMW, NPaKTUYeckme
3aHATWA, Npe3eHTaunn, BebrHapbl, KOHPEPEHLNM U Opyrve BUAbl ayAUTOPHON Harpy3Ku
obyyarowwmxcs B yAOOHON 1 OOCTYMHOW ANS HAX POPME C NPUMEHEHNEM COBPEMEHHbIX
MHTEPAKTMBHbIX CPEACTB 0Oy4eHMs, B TOM YMCNe C MCNONb30BaHMEM B npoLecce 0by4yeHuns Bcex
KopropaTtusHbIX pecypcoB. MynbTuMeouinHas ayamtopust Takxxe ocHaleHa WMpPOoKOMoIOCHbIM
LOCTYrNOM B CETb MHTEPHET. KoMnbloTepHOe 060pynoBaHMEM NMEET COOTBETCTBYOWEE
NVLEH3NOHHOE NPOrpaMmMHoe obecneyeHue.

KomnbtoTepHbIli kKnacc, npeactaensowmii coboi paboyee Mecto npenogasaTens n He MeHee 15
paboyrx MECT CTYAEHTOB, BK/IOYAIOLWMX KOMMbIOTEPHbIM CTOM, CTYN, NePCOHasbHbIA KOMMbIOTEP,
NMLEH3MOHHOE NporpaMMHoe obecnedyeHne. Kaxablii KOMAbOTEP MMEET WNPOKOMONOCHBIA JOCTYN B
ceTb VIHTepHeT. Bce KoMmnbioTepbl MOAK/IOYEHbI K KOPNOPaTMBHOW KOMMbIOTEPHON cetTn KDY n
HaxogaTcsa B €AMHOM [JOMEHeE.
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YyebHo-MeToan4eckas nutepartypa ans 4aHHOW ONCLUMMINHBI UIMEETCS B HAIMYUN B
3NEeKTPOHHO-6nbnnoTeyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpefoCTaBNeH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT nponsseneHns KpynHENWUX POCCUNCKNX YYEHBIX, PYKOBOAUTENEN
rocyaapCTBEHHbIX OpraHoB, Npenogasartener Beaylmx By30B CTpaHbl, BbICOKOKBANUULMPOBAHHbIX
CreunanncToB B pasnnyHbix cdoepax brusHeca. PoHL 6nbnmoTekn cpopMMpPOBaH C y4ETOM BCEX
N3MEHeHWNn obpa3oBaTenbHbIX CTAHOAPTOB U BKAOYAET y4ebHUKK, y4ebHble nocobus, YMK,
MOHOrpadun, asTopedoeparbl, guccepraLmm, SHUUKNONEANnN, CAOBapU U CPaBOYHNKN,
3aKkoHO4AaTeNbHO-HOPMATMBHbIE OOKYMEHTbI, CNeunanbHbie Nnepnoanyeckme n3gaHms n n3gaHus,
BbiNyckaeMble nagatenncrsamm By30B. B HacToswee spems 95C ZNANIUM.COM cooTteeTcTBYET
BceM TpeboBaHusaM penepanbHbIX rocyaapCTBEHHbIX 06pa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasoeanust (PrOC BI1O) HoBoro nokoneHus.

MynbTumMeauiiHas ayamtopus, BMECTUMOCTbIO 60nee30 yenosek. MynbTumMeauiiHas ayamtopums
COCTOMT U3 UHTErpUPOBaHHBIX NHXEHEPHbIX CUCTEM C €OUHON CUCTEMON ynpaBseHuns, OCHaLWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanv3auum noboin BuaAeo n ayamno
NHpopMaLuun, Nony4eHNs 1 nepenadn dNeKTPOHHbIX JOKYMEHTOB. TNoBas Komnnekraums
MyNbTUMEAVAHON ayanuTOpUM COCTOUT U3: MyNbTUMEONAHOrO NPOEKTopa, aBTOMaTU3NPOBAHHOIO
MPOEKLIMOHHOrO 3KpaHa, akyCTUYECKON CUCTEMDI, a TAKXEe MHTEPAKTMBHONW TpMbyHbI NpenoaaBsartens,
BK/IOHAIOLWEN Tay-CKPUH MOHUTOP C AuaroHanblo He MeHee 22 OI0MOB, NePCOHaNbHbIA KOMMbIOTEP
(Cc TexHnyecknmm xapaktepucTukamm He Huxe Intel Cre i3-2100, DDR3 4096Mb, 500Gb),
KOHpepeHL-MUKPOOOH, 6ecnpoBofHOM MUKPOMOH, 610K ynpaBneHus 060pynoBaHNEM, UHTEPOECHI
noakntouerms: USB,audi, HDMI. NHTepakTnBHas TpnbyHa npenonasBatens SBnseTcs Kno4YeBbiM
3NEMEHTOM yNpaBNeHns, 06 bEANHSIOWMNM BCE YCTPONCTBA B EOMHYIO CUCTEMY, U CIYXUT
NONMHOLEHHbIM paboymm MecToM npenoaasatens. lNpenonasartens MMEET BO3MOXHOCTb NIErKO
ynpaBnsTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSET NPOBOANTL NEKLMMW, NPAKTUYECKUE
3aHATWA, Npe3eHTauun, BebrHapbl, KOHEPEHLNM U Opyrie BUObl ayAUTOPHON Harpy3Ku
obyyarowwmxcs B yAOOHON 1 DOCTYNHOW ANS HAX POPME C MPUMEHEHNEM COBPEMEHHbIX
NHTEPAKTMBHbIX CPEACTB 00y4eHMs, B TOM YMCNE C MCNONb30BaHMEM B MpoLecce 0by4yeHuns BCex
KoprnopaTtusHbIX pecypcos. MynbTuMeouinHas ayamtopust Takxxe OCHaleHa WMPOKOMOIOCHbIM
LOCTYNOM B CETb MHTEPHET. KoMnbloTepHOE 060pyn0BaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3NOHHOE NporpaMmMHoe obecneyeHne. KOMNbOTEPHbIN Knacc, NpeacTaBnsowmin coboi
paboyee MecTo npenopasatens u He MeHee 15 paboymx MeCT CTyAEHTOB, BKOYAOLWMX
KOMMbIOTEPHBIA CTONM, CTYN, NEPCOHANbHbIA KOMMNbIOTEP, MNLIEH3NOHHOE NPOrpamMMHOe obecneyeHue.
Kaxabli KOMNbOTEP MMEET WNPOKOMONOCHbIN A0CTYyN B ceTb VIHTepHeT. Bce komnbioTepsl
NOOK/IOYEHbI K KOPropaTUBHOM KOMMbloTEPHOM ceTn KDY 1 HaxoasTcs B eAMHOM JOMEHE.
YyebHo-MeToanYeckas nutepartypa ans 4aHHOW ANCLMMNANHBI UIMEETCS B HAIMYUN B
3NeKTPOHHO-6ubnnoteyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpeLoCTaBNEH CTyAEHTaM.
9BC "ZNANIUM.COM" conepXuT nponsseneHns KpYnHENWmnX POCCUNCKNX Y4EHbIX, PYKOBOOUTENEN
rocynapCTBEHHbIX OpraHoB, nNpenogasartenei Beayuwmx By30B CTpaHbl, BbICOKOKBANMULMPOBAHHbIX
CMeunanncToB B pasnunyHbix cdoepax brusHeca. PoHL 6nbnmoTekn chopMMpPOBaH C y4ETOM BCEX
N3MEHEHMNI 0Bpa3oBaTENbHbIX CTAHAAPTOB M BKKOYAET y4ebHMKM, yyebHble nocobus, YMK,
MOHOrpadoun, asTopedoeparbl, guccepraLmm, SHUMKNONEONnN, CAOBapu U CNPaBOYHNKN,
3aKkoHo4aTeNnbHO-HOPMAaTUBHbIE OOKYMEHTbI, CreunanbHbie Nnepnognyeckme n3aaHms n n3naHus,
BbiNyckaeMble nsgatenncrsamm By30B. B HacToswee Bpems 965C ZNANIUM.COM cooTteetcTByeT
BCceM TpeboBaHMaM hefepanbHbIX roCyAapPCTBEHHbIX 0Opa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasosanus (PrOC BIO) HoBoro nokoneHus. Knacc
MHOroOMNONb30BaTENbCKOro TePMUHANBbHOro AOCTYyNa, CepBep.

Mporpamma coctaeneHa B cootBeTcTBumn ¢ TpeboBaHnsmm ®rOC BIO n yyebHbIM nnaHoM no
HanpasneHuio 03.04.03 "Pagnodunamka” n marmctepckom nporpamme VIHpopmaunoHHble npoLeccsl
N CUCTEMBDI .
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