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Mporpamma gucumnnuHel "MexaHn3mbl 3awmTtbl yoaneHHoro goctyna”; 09.03.03 MNpuknagHas uHgopmMaTtrka; ctapwmin npenogasarenb,
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Mporpammy ovcumnnuHbl paspabotan(a)(1) cTapwuii npenoaaeaTesnb, K.H. MiBaHos K.B. kadpeapa
NHTENNEeKTyanbHON PobBOTOTEXHUKM Bbicwas wkona MHOPMaLNOHHbBIX TEXHONOT WA 1
NHpopMaumnoHHbIX cuctem , KVivanov@kpfu.ru

1. Uenn ocBOEHNS AUCLUMINHBI

Llenb kypca:

- DaTb 0630p MEXAHM3MOB yOANEHHOrO AOCTyMNa B KOHTEKCTE M3MEHEHUS NapaaurMbl 06paboTkm
NHCpopMaLUK B pa3nnyHbIX CUCTEMAX;

- O3HakoMuUTb cnylwarenen ¢ MexaHuamamy 1 MeTogamn 3alnTbl yoanéHHoro 4ocTyna;

- Natb npakTn4eckme HaBblkK YCTAHOBKU U HaCTp0I7IKVI MEeXaHN3MOB 3alluThbl y,ﬂaﬂéHHOFO gocrtyna.

2. MecTo OUCLMN/MNHDLI B CTPYKTYpe OCHOBHOM o6pa3oBaTtenibHOM NPorpaMmbl BbiCLLIEro
npodpeccrmoHanbHoro o6pa3oBaHus

DaHHas yyebHas aucuunnmnHa BkntodeHa B pasgen " 51.B.[0B.8 ducumnnmHbl (Mogynn)" OCHOBHOM
obpasoBaTtenbHol nporpammbl 09.03.03 MNpuknagHas HopMaTkKa u OTHOCKMTCS K AUCUMUMANHAM MO
Bbibopy. OcBanBaeTcs Ha 4 Kypce, 8 cemecTp.

CJ'IYI.IJaTeJ'IVI IOMXHblI 06nagatb 3HAHUSMA Y HaBblKaMu, rnoJiydaemMbiMh B XO04€ OCBOEHUA KypCOB

"KomnbtoTepHble cetn”, "OnepaumoHHble cnctemsl”, "MHGopMaumoHHas 6e30nacHoCTb".

3HaHI/I9I, nony4yeHHble Npn n3y4eHnin 9TON ANCUUMNVHBI, I'IOTpe6yIOTC$I nanee npn HanncaHum
BbIMYCKHbIX KBaJ'II/ICpI/IKaLI,I/IOHHbIX pa60T, a TakK>Xe B Xo4e OoCylWeCcTBeHNA I'IpOI/I3BO,EI,CTBeHHOI7I
neAaATenbHOCTN.

3. KomneteHuuu obyyarolerocs, hopMmpyemble B pe3ynbTtate 0CBOEHUS AUCLUMIUHDI
/mopynsi

B pe3ynbTate 0CBOEHUSI AMCLMNINHBI (OOPMUPYIOTCS CReaytowme KOMNeTeHUNN:

Pacwucposka
LLincpp komnereHumu npuobpeTaemMon KOMNETeHL MU
MK-5
n HOCTbHO BbIMNOMHATb TEXHUKO-39KOHOMUYECK

(MpocpeccuoHanbHbie g6ggggsggme€| oeISTnglx eﬁJeHw‘f PHOMONIREEKo®
KOMreTeHuunn) P P

CNocobHOCTb pewartb CTaHAapPTHbIE 3a4a4n
OrMK-4 NpodoecCUoHanbHON AeATENbHOCTU HA OCHOBE
(NPOCECCHOHANbHbIE NHGOOPMAaLMOHHOR 1 BUbnnorpadonyeckon KynbTypbl C
KOFI?M'IeTeHLI,I/IVI) NPUMEHEHMEM NHAOPMALMOHHO-KOMMYHUKALWUOHHbIX

TEXHONOMUIA N C Y4ETOM OCHOBHbIX TpeboBaHWi

MHCPOPMALMOHHON 6e30MacHOCTM

B peaynbtate 0CBOEHUS ONCUMMINHBI CTYAEHT:
1. DONXeH 3HaTb:

- MPUHLKUNbI PYHKLUMOHNPOBAHNS MEXaHN3MOB 3allTbl MHPOpMaLKW, MPUMEHSAEMbIX B X04€e
opraHmsauum 3almieéHHOro yaanéHHoro 4ocTyna;

- MEXaHU3Mbl U METObI 3aLMTbl MHPOPMALMK, NMPUMEHSEMbIE MPW NOCTPOEHNM UHAOPMALIMOHHbIX
CUCTEM, 3aluMTe NepcoHanbHbIX KOMMbIOTEPOB, CEPBEPOB 1 MOBUNBHbBIX YCTPOWCTB, UCMONb30BaHNE
KOTOpPbIX NOAPa3yMeEBAET NPUMEHEHNE PA3NINYHBIX TEXHOMOMMIA yAanéHHOro NoCcTyna;

- BOBMOXHOCTW MO KOMMNEKCHOMY NMPUMEHEHUIO PA3/INYHBIX MEXaHN3MOB 3alMThl yAANEHHOIO
00CTyna;

2. NONXEeH yMeTb:

- HacTpavBaTb Hambonee nonynspHble 6pay3epbl C LEeNbio 3alnEHHON paboTbl B HeAOBEPEHHbIX
ceTsx;
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- HacTpauBaTtbh cBOOOAHO pacnpPoCTpaHseMble MPOKCU-cepeepa;

- HacTpanBaTb U KOPPEKTHO NPUMEHSITb MEXCETEBbIE 3KPaHbl, BXOASIME B COCTaB ANCTPMOYTMBOB
OC cememnctea Windows u Linux;

- HacTpamsaTb 1 ncnonb3osartb TexHonorun VPN (Ha npumepe open VPN)

- MPUMEHSATb TEXHONOrNN 3alWNIWEHHOTO TEPMUHANBHOIO AOCTYNa;

3. nonxeH Bnagetb:

-HaBblKaMM1 UCMOIb30BaHNSA TEXHONOMMIN MEXCETEBOr0 9KPaHNPOBaHUS;

-HaBblKaM1 UCMONb30BaHNS TEXHONOMMI NOCTPOEHUS BUPTYasIbHbIX YHACTHbIX CETEN;
-HaBbIKaM1 NPUMEHEHUS HAACTPoek be3onacHocT Hanbonee NonynsapHbIX 6pay3epos;

-HaBbIKaMW MCMOMb30BaHMS NMPOKCU CEPBEPOB CTOPOHHENO pasMeLleHust, a Takxe NPoKCK-CEPBEPOB
COOCTBEHHOI HACTPOMKM.

4. nONXeH OJEMOHCTpUMpoOBaTb CNOCOBHOCTb 1 FOTOBHOCTb:

- MpMMeHsITb N3y4YeHHble MEXaHN3Mbl CPeCcTBa ANs obecneyeHuns 3awmnTbl MHopMaLmK,
obpabatbiBaeMoli B MH(POPMALIMOHHBIX CMCTEMAX, NPeayCMaTprBatoLWKMX NCMONb30BaHNE YAANEHHOMO
LOCTYyNa;

- MpoekTupoBaTbh NHPOPMALIMOHHbIE CUCTEMBI C Y4ETOM HEOOXOAMMOCTI peann3aumnmn MexaHm3mMoB
3aWuTbl MHCbopMaLUMK yaanéHHoro gocTyna.

4. CTpyKkTypa 1 cogepxaHve OUCLUNMUHBI MOAyNs
Obwas Tpya0eEMKOCTb AUCLMIMIIMHBI COCTaBNSEeT 5 3a4eTHbix(ble) eanHnL(bl) 180 yaca(os).
dopMma NPOMEXYTOYHOro KOHTPONS AMCUUNANHBI 9K3aMeH B 8 ceMecTpe.

CyMMapHo No AMcumnanHe MoxHo nony4ntb 100 6anno., U3 HMx Tekylwas paboTta oueHmBaeTcs B 50
6anno., nTorosas popma KoHTpons - B 50 6annos. MuHMManbHoe KONMYeCcTBO ANst AOoMnycka K 3a4eTy
28 b6annos.

86 6annos 1 bonee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBneTBOpUTENBHO" (YAO0B.);

54 6anna n MeHee - "HeyLOBNETBOPUTENbHO" (Heyn.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHon paboTbl N0 AUCLMNIMHe/ MOAYNIO
Tematuyeckuin nnaH AUCUUNNUHBI/MOAYNSA

Buabl n yachbl
Pasne ayoMTOpHOM paboThbl,
aen
Hepens MX TPYA0EMKOCTb Tekywume coopmbl
N 'D'"Kn"g;lr;;m""b'/ CeM(:’cmcemecrpa (B yacax) KOHTpOnS
Nek ImI1pal(wwecmeJ1a60paTop|-|b|e
u 3aHATUSA paboTtbl

Tema 1. OBontouus

cucTeM yaanéHHoro

noctyna. MNapagurma

& Y, Tyer

1.lyoanéxHom un 8 1 0 0 2 Orie

pacnpenenéHHom

06paboTku

nHpopmauum

Tema 2. Ataku Ha

S yet

5 [CMCTeMbI ynanéHHoro 8 5 0 0 5 OTt4e

[ocTtyna u aTtanbl ux

OCYILECTBNEHNSA
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Buabl 1 yacbl
Pasgmen ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
N 'nuﬁﬁ""""HH/ CeMeCTpcemecrpa (B yacax) KOHTpOnsi
oayns
MpakTnyeckmelllaboparopHbie
3aHATUA paboTbi

Nekuunn

Tema 3. O630p
KOMMOHEHT NOACUCTEM
yOanéHHoro focTyna,
onpenensowmx
3.lypoBeHb 8 2-3 0 0
3alMIWEHHOCTH, Ha
npuMepe NoACUCTEMBI
TEPMUHANbHOIO
noctyna

Tema 4. O630p
4.|MexaHn3mMOoB 3aluThbl 8 3-4 0 0 2
yOoanéHHoro noctyna.

Tema 5. MexaHn3mbl 1
TEXHONOrnm Tyer

5. 8 0 0 4 Otue
ynpasneHnem

yOanéHHbIM 0OCTYMNoM

Tema 6. MexaHn3mbl 1
TexHonorum 8
‘IMmexceTeBoro

9KpaHNpPOBaHWS

Tema 7. MexaHn3mbl 1
TEXHONOrMU NOCTPOEHNSA Ortyer

7.[BUPTYanbHbIX YaCTHbIX 8 6 0 0 6 YCTHbIN onpoc
ceTen.

Otyer
6 KoHTponbHas
paboTta

Ortyer

Ortyer

Tema 8. CueHapun
COBMECTHOr0

8.|npnmeHeHNs 8 7-8 0 0 8
MEXaHW3MOB 3alnThbI
yoanéHHoro gocryna.

Tema . Toroesas OK3aMeH
" |doopma KoOHTpONSA 8 0 0 0

Ntoro 0 0 36

Ortyer
KoHTtponbHas
paboTta

4.2 CopepXxaHue ONCLUMIUHDI

Tema 1. 9BONtouus cuctem yananéHHoro gocryna. Napapurma ynanéHHon v pacnpenenéHHomn
06paboTku uHcpopmaumm

naboparopHas pabora (2 yaca(oB)):

OcHOBHble TepMUHbI 1 onpeaeneHns. ManHgpermbl 1 TepMUHanbl. JlokanbHble BbIMUCIUTENbHbBIE
cetn. KnueHt-cepeepHas apxutekTypa. [1Byx3BeHHas n Tpéx3BeHHas apxmTtektypa. CepBepHbie u
LeHTpbl 06paboTkn gaHHbiX. ObnayHas nHGPACTPyKTypa. SBONOLMS OT aBTOMATU3MPOBAHHBIX K
NHGOPMALMOHHBIM cucTtemaM. PasBEépTbiBaHNE OCHOBHBIX 9N1EMEHTOB UH(PpacTpykTypbl AD:
LomeH-koHTponnep; Cnyx6a DNS; BknioyeHne B nomeH knueHtckoro APM;

Tema 2. ATaku Ha CUCTEMbI YOanéHHOro AoCTyrna U aTanbl UX OCYLLLEeCTB/IEHUS
naboparopHas pabora (2 4aca(oB)):
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Onpegnenexne atakun. Paabl ataku. MpuaHakm atakn. CeTesble atakm 1 cnocobbl 3aWmTbl OT HUX.
YcraHoeka Kali Linux Ha BupTyanbHyto MawmHy. YctaHoska JononHeHuii roctesor OC VirtualBox
anga Kali Linux 2.0. lNposepka n BocctaHosneHve pernosntopres B Kali Linux n3 komaHgHoOM CTPOKW.
CwMmeHa cpenpbl paboyero ctona B Kali Linux. [JobaBpeHue v yoaneHne obbl4HOro (He
agMuHucTpartopa) nonb3osatens B Kali Linux. Cépoc naponb roota B Kali Linux.

Tema 3. O630p KOMMOHEHT NOACUCTEM YAANEHHOI0 A0CTYNa, oNpenensouLmX YpoBeHb
3alUULLLEHHOCTU, Ha NpUMepe NoACUCTEMbl TEPMUHANIBHOIO A0CTyNna

naboparopHas pabora (6 4aca(oB)):

KoMnoHeHTbI ceTu, onpeaensiiowme ypoBeHb 3aWmnWwEHHOCT: Y3nbl (aBTOMATU3NPOBaHHbIE paboumne
MecTa 1 cepBepa) 1 Ux ceTeBble agantepbl. AKTUBHOE ceTeBoe 0bopynoBaHue. CTpyKTypupoBaHHAS
kabenbHas cuctema. Cxema u onncaHme NoACUCTEMbI OTKA30yCTONYMBOro TEPMUHANBHOMO JOCTyNa.
ocobeHHocTn peanu3daunn Active Directory. PasasépTbiBaHne chepMbl TEPMUHANBHBIX CEPBEPOB:
YcTtaHoBka 1 HacTporka napbl TEPMUHANbHbBIX CEePBEPOB, BKNIOYEHHbIX B IOMEH; YCTaHOBKA U
HacTpoiika bpokepa. [JoHacTpoiika AD; HacTporika nocpenHvka noaknto4eHns K doepme
TEepPMUHasbHbIX CepBepOoB; VIHnumnannsaumnsa gpepmbl 1 co3gaHune nonb3oBaTenei.

Tema 4. O630p MeXaHU3MOB 3aLLUTbl yAanéHHoro aocTyna.
naboparopHas pabora (2 4aca(oB)):

O630p MEXAHN3MOB 1 TEXHONOrMin ayTeHTudpunkauun. O63op MexaHU3MOB 1 TEXHOMOT WA
pasrpaHunyeHns ynanénHoro noctyna. O630p MEXaHN3MOB M TEXHONOMUIA WMAPPOBaHNS. YCcTaHoBKa
n Hactporika TORbrowser. AHOHMMHOE NOAKOYEHNE B CETb Nepefayn AaHHbIX.

Tema 5. MexaHU3Mbl M TEXHONOMMU ynpasneHUeM yaanéHHbIM OCTYNOM

naboparopHasi pabota (4 4aca(oB)):

AyTeHTuprkaumns cybbekToB n 06bekTOB; AyTeHTUMKALMS YCTPOWCTB 1 nonb3oBaTeneit; CeTeBoi
KOHTPONb [OCTyna. HacTpoiika cpencTB pasrpaHMyeHns 4OCTyna Ha akTMBHOM CETEBOM
obopynoBaHuN.

Tema 6. MexaHM3Mbl M TEXHONOMMN MEXCETEBOro aKpaHUpOBaHUS

naboparopHasi pabora (6 4aca(oB)):

Onpegnenexne n knaccugomkaumm mexceTtesbix 9KpaHoB. OCHOBHbIE KOMMOHEHTbI MEXCETEBbIX
9KpaHoB. MexaHn3mbl MEXCETEBOIO 3KPaHNUPOBAHNS, UCMONb3YEMbIE HA Pa3HbIX YPOBHSAX MOOENN
OSI. TexHonoruu, peansyemble Ha 6a3e MeEXCETEBBIX 3KPAHOB. TeCcTMpoBaHNE MEXCETEBbIX
9KpaHOoB. YCTaHOBKa 1 HacTporika Npokcu cepeepa. N3ydeHmne BoamoxHocTen M3, BCTPOEHHOMO B
OC cewmelictBa Windows, npegHasHadveHHyto ansa APM. N3yyeHme BodaMoxHocTen M3, BCTPOEHHOO
B OC cemelictBa Windows, npefnHasHa4YeHHyo 0ns cepeepos. 3yyeHne BO3MOXHOCTEN
MEXCETEBOro akpaHa iptables

Tema 7. MexaHU3Mbl U TEXHONIOTMM MNOCTPOEHUS BUPTYalibHbIX YaCTHbIX CETEM.
naboparopHasi paborta (6 4aca(oB)):

Onpepenenmne n knaccugomkauum VPN. OcHosHble koMnoHeHTbl VPN. TexHonorum VPN.
TectnposaHve VPN 1 Tunosble cueHapumn ncnonb3osaHus. YctaHoska cepsepa OpenVPN.
YcraHoeka knmeHta OpenVPN. PassépTtbiBaHne VPN "ceTb-ceTb". PassépTtbhiBaHne VPN
"y3en-y3en". PassépTtbiBaHne VPN Ha 6a3se IPsec.

Tema 8. CueHapum COBMECTHOIro NPMMeHeHNa MexaHU3MOB 3aLUUTbl yaanéHHoro gocryna.
naboparopHasi pabora (8 waca(oB)):

Conpsaxerve nonutuk M3 n VPN. BapnaHTbl coBmecTHoro nogkntodeHms M3 n VPN. Peannsaunn
apxuTekTypbl "Bactnon" Peannsauns apxutektypsl "demunntaprnsoBaHHas 3oHa". ObecneyeHmne
3awuwéHHor paboTbl C TEpMUHANbHOK dhepMoii. JlononHeHNe CxeMbl YCTAHOBKOWM NPOKCU-CepBepa.
MMonknioyeHne K TepMnHanbHoOM doepme ¢ ucnonb3osaHnem TexHonormm VPN

4.3 CTpyKTypa 1 copepXxaHume caMOCTOSITe/IbHOM paboTbl AUCUMMIUHBI (MOLYNSA)
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Buabl
N Pasnen Cemect Henens | camoctositenbsHon [TpymoeMKOCTb g‘:ﬂ%’:::;?:’:gzga
AducumnnuHbl pcemeCTpa paborthbl (B yacax) 260TbI
CTYLEHTOB P
Tema 1. Osontouus
cuctem yaanéHHoro
noctyna. lNMapaonrma
1.lyDanéHHom v 8 1 g?f.e.rsTOBKa « 12 OTYET
pacnpenenéHHom y
06paboTku
nHpopmMaLum
Tema 2. Ataku Ha
CUCTEMbI YOaNEHHOIO noarotoBka K .
2. [ocTyna un atanbl nx 8 2 OTYETY 12 oTHeT
OCYLLECTBNEHNA
Tema 3. O630p
KOMMOHEHT NOACUCTEM noarotoBka K
yAanéHHoro nocryna, KOHTPOMBHOVA 14 Kgg;ﬁg”b”a"
OnpenensioLLmnX pabore P
3.lypoBeHb 8 2-3
3alMIWEHHOCTH, Ha
npunmepe noacncTembl noaroToBka K
TEPMUHANBHOIO oTuety 12 oTHer
nocTyna
Tema 4. O630p
4.|MexaHn3mMoB 3aWunThbl 8 3-4 g?lf.e.r?TOBKa K 12 OT4YEéT
yAanEHHOro 4ocTyna. y
Tema 5. MexaHu3Mbl 1
TEXHONOr M noarotoBka K .
5. ynpasneHnem 8 OTYETY 12 oTHeT
yOanéHHbIM JOCTYMNOM
Tema 6. MexaHn3mbl 1
TEXHONOr MU noaroToBka K
: 4- 14 TYeT
6 MEXCeTeBOro 8 5 oTyeTy Orue
9KpaHNpPOBaHMS
Tema 7. MexaHU3Mbl 1
TEXHONOM MM MNOCTPOEHUS
7.[BUpTYyanbHbIX YaCTHbIX 8 6 g?fgSTOBKa € 12 Ortyer
ceTen. y
Tema 8. CueHapuu NOAroTOBKA K KoHTponbHas
COBMECTHOrO KOHTPO/bHOW 2 pabota
8.[npMeHeHns 8 7-8 |pabote
MEXaHN3MOB 3alnTbl noaroToBka K 6 0
yOanéHHoro JocTyna. oT4ety THer
Ntoro 108

5. O6bpa3oBarenbHble TEXHONOrMU, BK/IOYAA MHTEPaKTUBHbIE hOpMbl 06yUYeHus

O6yqu|/|e npoucxoamT B oopme NeKUMOHHbIX K na6opaToprlx 3aHATUN, a TaKXXe CaMOCTOATENbHOMN
pa6OTbI CTyOEHTOB. TeOpeTMLIeCKMIZ mMarepuan nanaraetcs Ha nekuumsx. I'Ipmqu KOHCMNEeKT nekuun,
KOTOprI7I OCTaeTCsa y CTyaeHTa B pe3dynbTare npocnywmBaHna nekunmn He MOXeT 3aMeHUTb yqe6H|/||<.
Ero Lenb-goopMynnpoBKa OCHOBHbIX yTBep)l(,D,eHVIVI " Oﬂpe,ﬂ,eﬂeHl/IVI. I'IpocnyLuaB Nnekunto 1 BbIMOTHUB
na6opaTopHoe 3adaHune, None3Ho O3HAKOMUTLbCA C bonee I'IO,D,pO6HbIM N3N10KEHNEM Matepumnana B
KHUrax.
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Mporpamma gucumnnuHel "MexaHn3mbl 3awmTtbl yoaneHHoro goctyna”; 09.03.03 MNpuknagHas uHgopmMaTtrka; ctapwmin npenogasarenb,
K.H. NBaHoB K.B.

MN3yyeHne kypca noapasyMeBaeT He TONbKO OBMaAeHUE TEOPETUYECKMM MaTEPManom, HO 1
Nony4YyeHne NPakTUYecKnx HaBbIKOB Ons Gonee rnybokoro NOHMMaHUs pasnenoB Ha OCHOBE PelLleHNs
3a4ay v ynpaxHeHui, UNMICTPUPYIOLWNX 00Ka3biBaeMble TEOPETUYECKMNE MOMNOXEHUS, a TaKXe
pa3BuTNE abCTPaKTHOrO MbIWIEHNS 1 CMNOCOOHOCTM CaMOCTOSITENBHO [0KA3bIBaTh YTBEPXAEHUS.

CamocToaTenbHas pa60Ta npeanonaraetT BblNONMHEHNE JOMallHNX pa60T. npaKTI/I‘-IeCKI/Ie 3adaHuns,
BbIMOJIHEHHbIE B ayANTOPUN, NpeHa3Ha4YeHbl 014 yKa3aHns obwwmx MeToooB peweHns 3ana-
onpeneneHHoro Tuna. 3aerI'II/ITb HaBblK/ MOXHO NUWb B pe3dynbTarte CaMOCTOATENbHOMN pa6OTbI.

Kpome Toro, camoctosiTenbHas paboTa BKIo4YaeT NoaroToBKy K ak3aMeHy. [Npu noarotoeke kK coade
aK3aMeHa Becb 06beM paboTbl PeKOMEHIyeTCst pacnpenensiTb PaBHOMEPHO MO OHSM, OTBEAEHHbIM
ONS NOArOTOBKM.

6. OueHOUYHble cpeacTBa OJ1sl TEKYLLLEro KOHTPOS yCrneBaeMoCT!, NPOMEXYTOYHOMN
aTTecTauum no UToram OCBOEHUS OUCLIMIMIIMHBI U y4ebHO-MmeToanyeckoe obecneyeHme
CaMOCTOSITeNIbHOW paboTbl CTYAEHTOB

Tema 1. 9BONouus cuctem yaanéHHoro gocryna. Napapurma ynanéHHon v pacnpenenéHHomn
06paboTku uHcpopmaumm

OTYET , NPUMEpPHbIE BOMPOCHI:

PasBépTbiBaHNE OCHOBHbIX 9N1EMEHTOB UHGPACTPYKTYpbl AD: JomeH-koHTponnep; Cnyx6a DNS;
BkntoyeHne B nomeH knueHtckoro APM;

Tema 2. ATakm Ha CUCTEeMbI YAANEHHOro [0CTyNna U 3Tanbl UX OCYLL,ECTB/IEHUS
OTYET , MPUMEPHbIE BOMPOCHI:

YctaHoska Kali Linux Ha BupTyanbHyto mawmHy. YctaHoska JJononHeHuin rocteson OC VirtualBox
ans Kali Linux 2.0. lNposepka 1 BocctaHoBneHune penoautopmes B Kali Linux n3 KoMaHOHOW CTPOKM.
CmeHa cpenpbl paboyero ctona B Kali Linux. [obaBpeHue n ynaneHne obbl4HOro (He
agMuHucTpartopa) nonb3osatens B Kali Linux. Copoc naponb roota B Kali Linux.

Tema 3. O630p KOMMOHEHT NOACUCTEM yAaNEHHOro AOCTyMNa, ONpenensioLLux ypoBeHb
3aLLMLLLEHHOCTU, Ha NpUMepe NOACUCTEMbl TEPMUHANBHOMO AOCTyNa

KOHTpO/bHas paboTa , NpUMepHbIe BOMPOCHI:

1.CBoiicTBa 1 ya3BUMOCTHY Y310B ceTu. 2.CBONCTBA 1 YA3BMMOCTU KOMMyTaTopoB 3. CBOMNCTBA U
YySI3BMMOCTU MaplpyTm3atopos. 4. [lomeHHble rpynnbl 5. OnpeneneHne OCHOBHbLIX 9N1EMEHTOB
nHppacTpykTypbl AD 6. Cxema 0TKa30yCTON4MBON TEPMUHANBHON (DEPMbl CEPBEPOB.

OTHEeT , NPUMEPHbIE BOMPOCDI:

Pa3BépTbiBaHNE KOHTPONNEPOB AOMeHa 1 cnyx6bl Active Directory. Pa3sépTbiBaHne 1 HacTporika
TepMUHaNbHbIX cepBepoB. HacTporika nocpeaHnka nogknovyeHns K oepme TepMnHanbHbIX
cepsepos. Hnumnannsauns pepmbl 1 co3gaHne nonb3oBartenen.

Tema 4. O630p MeXaHU3MOB 3aLLLUTbl yAANEHHOrO A0CTYyNa.

OTYET , NPUMEPHbIE BONPOCHI:

YcraHoeka n Hactporka TORbrowser. AHOHMMHOE NoAkNYeHe B CeTb Nepefayn AaHHbIX.
Tema 5. MexaHU3Mbl U TEXHONOMMU ynpasfieHUEM yAaNEHHbIM OOCTYNOM

OTYET , NPUMEPHbIE BONPOCHI:

O630p cpencTs pasrpaHnyeHns ocTyna Ha akTMBHOM CETEBOM 0bopyaoBaHuu Vicnonb3oBaHune
CPELCTB pasrpaHnyeHns [oCTyna Ha HECKONbKMX KoMMmyTaTtopax Co3paHve n yoaneHume
BUPTyanbHbIX ceTelt Ha kommyTaTope Catalyst 2950 KoHdourypuposaHme cpeacTs 3awmTbl,
BCTPoeHHbIX B Cisco IOS

Tema 6. MexaHM3Mbl M TEXHONIOTMN MEXCETEBOro 3KPaHUPOBaHUS
Ot4eT , NpUMepHbIE BOMPOCHI:

YcTtaHoBka 1 HacTporka npokcu cepsepa. N3yyeHne sBosmoxHocten M3, sctpoeHHoro B8 OC
cemenctea Windows, npenHasHadeHHyto anga APM. MiayyeHne Bo3amoxHocTen M3, BCTPOEHHOrO B
OC cemenctea Windows, npeaHa3Ha4YeHHy0 4ns cepBepoB. 3yyeHne BO3MOXHOCTEN MEXCETEBOro
9KpaHa iptables
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Tema 7. MexaHU3Mbl U TEXHONOINN MOCTPOEeHUust BUPTYya/ibHbIX YAaCTHbIX ceten.
Ortyer, npuMepHbIe BOMPOChHI:

YcrtaHoBka cepsepa OpenVPN. YctaHoska knneHta OpenVPN. Pa3séptbiBaHune VPN "ceTb-ceTb".
PaseéptbiBaHne VPN "y3en-y3en". PasséptbiBaHne VPN Ha 6ase IPsec.

Tema 8. CueHapun COBMECTHOrO NPMMEHeHUsi MeEXaHM3MOB 3aLUUTbl yOanéHHoro pocryna.
KoHTponbHas pabota , npuMepHble BONPOCHI:

1.CkaHupoBaHue ceTel. [Nepexeat oaHHbIX B ceTsx. 2. Atakm Ha naponu. bpytdopcuHr. 3. AHanns
ySI3BMMOCTE B OnepaLroHHbIX CUCTEMAxX U CepBEepPHOM NporpaMmMHoM obecnedeHnn. 3.AHann3
ysa3BmMMocTeii B Beb-npunoxerusx. 4. Ctpecc-TecTbl ceTu. 5. TecTupoBaHme Ha NPOHMKHOBEHMWE
6ecnpoBOHbIX CEeTEN.

OTt4eT , NpUMepHbIE BOMPOCH!:

Peanunzauus apxutektypbl "OemunutapunaosaHHas 3oHa". ObecneyeHve 3awwmniléHHon paboTbl ¢
TepMuHanbHou doepMont. [lononHeHme cxembl yCTAHOBKOW Npokcu-cepeepa. lNoaknoyeHne K
TepMUHanbHOM doepMe ¢ ncnonb3osaHnem TexHonorum VPN

Tema . UToroBasi oopma KOHTpOns

[MpvMepHble BOMPOCHI K 3K3aMeHy:

MpaBuna HanucaHus 1 NPeLocTaBNeHNs 0TYETOB Mo nabopatopHbIM paboTam
1. OT4eT QONXeH NMeTb 3arofioBOK CO crnenytowein nHpopmaumnen

€ hamnnna n.0. CTyaeHTa,

© rpynna,

© Tema nabopartopHoit paboTbl (Ha3BaHme)

@ CopepxaHue , Bkovatowee B cebs Kak MUHUMYM Ha3BaHWS YNPaXXHEHW, BKIOYEHHBIX B OTYET(
noapsn nnv BbIBOPOYHO, ECNIN 3TO HEOOXOAMMO).

2. OTYeT M0 Kax,aoMy ynpaxHEHUIO COCTaBNsIeTCA B Criedytoleil nocnenoBaTe/ibHOCTU.
2.1. MNocTaHoBKa 3a0a4m:
€ hopMynMpoBKa 3a4aHuns K ynpaxHeHuno nabopatopHoi paboThbi;

© Uenb (3aaaHre BbINonHseTCs paan HabntoaeHMs HeKOTOPOoro adpdpekTa, N3y4eHnst TUNNYHOM
0CcO0OEHHOCTY; 3aaHNe MOLENVPYET pacnpoCTPaHEeHHYI0 Ha NpakTke cuTyaumio 1 T.n.). B gaHHOM
MyHKTE NPOBEPSETCS NOHMMaHWe CTyOeHTa, Kakoi pe3ynbTaT 0XWOAeTCs NonyYnTb, 3a4eM emy
nosny4Yaemblii pe3ynbTar, rae ero MoXHO NPUMEHUTb. TakXe OUKCUPYIOTCS OXUOAHUS CTYAEHTa;

9 Kakune CpeLcTBa MCMONb3yOTCS; eCnv OOPMyNIMPOBKa ocTaBnseT csobony Bbibopa kakmx-nmbo
METOLOB UM NAapPaMeTpPoB, MPOU3BECTN N 0OOCHOBATL 3TOT BbIOOP.

2.2. HayanbHasi cutyaums (nog4epkHyTb, 4To ByaeT co3naHo, M3MEeHEHO, OOMOIHEHO UK yaaneHo B
X0[e BbIMOMHEHNS 3a0aHNS) - eCNU NPUMEHUMO.

2.3. BbinonHeHue 3anaHus:

€ anropuTM BbINOMHEHNS 3a0aHNS U MOSICHEHUS K €ro waram;

€ Kakune npobnembl BO3HUKIN 1 KakK OHW Bbinn peLeHbl

€ Kakve pesynbTaTtbl 4OCTUTHYTbI (MOATBEPANTL NUCTUHIAMW/CHUMKAMK 3KpaHa, BblAeNUTb
OCHOBHOW MOMEHT).

3. MNpun HanucaHnn oTyeTa cnefsyeTt CTPEMUTBLCS K CXaTOMy, HO YHETKOMY U3/TOXKEHUIO.
PykoBoACTBYATECH KPUTEPMEM: OTYET [OMKEH ObITb MOHATEH YATATENIO, HE 3HAKOMOMY C 3a4aHNEM,
HO SBNAIOWEMYCS 4OCTATOYHbIM CMEeLNanncTom B aTol obnacTw.

4. OTYeT, MOEHTUYHBINA LENNKOM 1K doparMeHTammn paHee NoCTyNMBLIEMY OTHETY APYroro CTyAeHTa,
He3aBMCKMO OT TOr0, COBMECTHO UNK pa3aenbHO BbiNoNHsSNack paboTa, Npu BbiCTaBNeHUN
PENTUHIOB B PACHET HE MPUHUMAETCS U HaKas3biBA€TCS AOMONHUTENbHBIM BOMPOCOM/3a4aHEM Ha
3ayére.

5. Bonbuwe TpeboBaHUit K 0OOPMIIEHNIO OTHETA U CTUIO N3NOXEHUS HET. B TO Xe BpeMsi OT4eT, He
COOTBETCTBYOWMIA TpeboBaHMsAM Nn. 1-4, OLLEHNBAETCS C CYLECTBEHHbIM WTpadom(no 50% 6annos).
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6. OTyeTbl N0 3a4aHUSAM BbIMONHAOTCS B 9NEKTPOHHOM BUAe, B 0gHOM 13 dhopmatos winword-DOC,
RTF, ODT. Mo kax o TeMe peKkOMeHAyeTCSa COCTaBNATb OAMH OTYET, OXBaTbIBAIOWMNIA BCE 3a4aHNS
TEMbI.

7. M5 cpaina otyera:
name_labN.ext

roe name - pammnmsa CTyaeHTa natuHckumm byksamu, N - HoMep Tembl, ext - paclumpeHne daina
(doc, txt, rtf), Hanpumep: "ivanov_lab2.doc"; nnu:

name_labN_K-M.ext
roe K, M - Homepa 3agaHui( onumnoHanbHo), Hanpumep: "ivanov_lab2_1-3.doc".

Bonpochb! kK ak3ameHy:

1. Ataka. ®asbl ataku. [leatenbHOCTb HapYWUTENs Ha Kaxaon hase ataku.
2.CBoWicTBa 1 yS93BUMOCTM Y3M0B CETH.

3.CBowicTBa 1 y93BUMOCTM KOMMYTaTOPOB

4. CBOINCTBA M YA3BMMOCTN MapLipyTU3aToOpOB.

5. [loMeHHbIe rpynnbl

6. OnpeneneHne OCHOBHbIX 31EMEHTOB UHMPPacTpykTypbl AD

7. Cxema 0TKa30yCTOMYNBON TEPMUHANBHOW (PepMbl CEPBEPOB.

8. MexaHun3Mbl 1 TEXHONOrMK ayTeHTUguKaumnn.

9.MexaHun3Mbl U TEXHONOrMK pasrpaHnyeHmns yoanéHHoro gocTyna.

10 MexaHun3Mbl 1 TEXHONOrMK WNPPOBAHNUS.

11.0npeneneHne n knaccugukaumm MeXceTeBbIX 9KPaHOB.

12. OCHOBHblE KOMMOHEHTbI MEXCETEBbIX 9KPAHOB.

13. MexaHn3Mbl MEXCETEBOr0 9KPaHMPOBaHUS, NCNOMb3yeMble Ha pa3HblX YPoBHSX Mogenun OSI.
14. Onpenenexune n knaccugukaumm VPN.

15. OcHoBHble KOMMNOHEHTbI VPN.

16. Tunosble cueHapum ncnonb3osaxmsa VPN.

17. Peannsauum apxutekTypbl "Bactnonr”

18. Peanuzauns apxutektypbl "demmunntapnsosaHHas 3oHa"

7.1. OcHOBHas nuTeparypa:

1. MweiiHos B. 4. MeuatyHsiH M. B. OCHOBHbIe NONOXEHNS HPOPMALMOHHON 6€30NacHOCTMU:
YyebHoe nocobue/B.A.NweinHos, M.B.MeuaTtyHsH - M.: ®@opym, HULL MHDPPA-M, 2015. - 208 c.:
60x90 1/16. - (MpodeccuoHanbHoe obpasosaHme) (Obnoxka) ISBN 978-5-00091-079-5
http://znanium.com/catalog.php?bookinfo=508381

2.KonucHuyeHko, . H. BecnposogHas ceTb goMa 1 B odouce [ONeKTPOHHbIA pecypc] : camoydnTenb
/ O.H. KonncHuueHko. ? CI16.: BXB-MNetepbypr, 2009. ? 454 c.: un. ? (Camoyuntens) - ISBN
978-5-9775-0427-0 http://znanium.com/catalog.php?bookinfo=489446

3. Makcum, M. Be3zonacHocTb 6ecnpoBOLHbIX ceTel [OnekTpoHHbI pecypc] / Mepputt Makcum,
Hasug MonnunHo; Mep. ¢ anrn. A. B. CemeHosa. - M. : Komnanua AinTu : MK lNpecc, 2008. - 288 c.:
un. - (MHcbopMaumnoHHbIe TexHONOrnM anga nHxeHepos). - ISBN 5-98453-007-4 (AiiTwn), ISBN
5-94074-248-3 (MK Tllpecc). http://znanium.com/catalog.php?bookinfo=408862

7.2. lononHuTenbHasa nureparypa:

1. Aranos, A. B. ObpaboTka n obecrnevyeHne 6€30nacHOCTV NEKTPOHHbIX OaHHbIX [ONEeKTPOHHbI
pecypc] : y4eb. nocobue / A. B. Aranos, T. B. Anekceesa, A. B. Bacunbes 1 gp.; non pea. . B.
HeHuncosa. - M.: M®I1Y CuHeprus, 2012. - 592 c. - (Coaem rocaksameH). - ISBN 978-5-4257-0074-2.
http://znanium.com/catalog.php?bookinfo=451354
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2. Orntpwn, T. Firewalls. [NpakTuyeckoe NpUMEHEHNE MEXCETEBbIX 3KPAHOB [DNEKTPOHHbIN pecypc] /
T. OrnTpu; Mep. ¢ anrn. - M.: MK Tpecc, 2008. - 400 c.: un. - (Cepua "3awmrta n
aamumHucTpuposanme"). - ISBN 5-94074-037-5. http://znanium.com/catalog.php?bookinfo=407600

7.3. UHTepHeT-pecypcChbl:

Basza 3HaHuii no UserGate Proxy & Firewall -
http://support.entensys.com/index.php?/ru/Knowledgebase/List/Index/

Bubnunoteka Online - http://citforum.ru/

€3aB1CUMbIA NHJPOPMALIMOHHO-aHANNTUYECKUIA LLEeHTP, NOCBSALWEHHbIN NHJOOPMaLNOHHOM
6e3onacHocTu. - http://www.anti-malware.ru

NabopaTtopus ceteBoit 6esonacHocTu - http://ypn.ru/
AMmynATop paboTbl MeXCeTEBbIX 9KpaHOB - http://www.fwbuilder.org/

8. MarepumanbHo-TexHU4YecKoe obecrneyeHne oUCLUNAUHbI(MOAYNS)

OcBoeHne ancumninnHbl "MexaHnambl 3aWmThbl yoaneHHoro goctyna" npeagnonaraeTt UCnoJsib3oBaHNE
cnepnytouero MmatepmalibHO-TEXHNHECKOro obecneyeHuns:

MynbTumMeouiiHas ayautopus, BMECTUMOCTbO 6bonee 60 yenosek. MynbTumMeauiiHas ayamtopus
COCTOMT U3 UHTErpPUPOBAHHBIX MHXEHEPHbIX CUCTEM C €OUHON CUCTEMON YnpaBs/eHns, OCHaLWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanv3auum noboin Buaeo n ayamno
NHpopMauun, Nony4eHNs 1 nepenadn dNeKTPOHHbIX JOKYMEHTOB. TNoBas KoMnnekraums
MyNbTUMELVIAHON ayanuTOPUM COCTOUT U3: MyNbTUMEONAHOrO NPOEKTopa, aBTOMaTU3NPOBAHHOIO
NPOEKLIMOHHOIO 3KpaHa, akyCTUYECKON CUCTEMDI, a TAKXEe MHTEPAKTMBHOW TpMbyHbI Npenonasartens,
BK/IOHAIOLWEN Tay-CKPUH MOHUTOP C AnaroHanblo He MeHee 22 OI0MOB, NePCOHaNbHbIA KOMMbIOTEP
(c TexHnyecknmm xapaktepucTukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHpepeHL-MUKPOOOH, 6ecnpoBofHOM MUKPOMOH, 610K ynpaBneHus 060pynoBaHNeEM, UHTEPGECHI
noakntouermns: USB,audio, HDMI. MHTepakTmBHas TpmbyHa npenoaaBatens SBnseTCcs KnoyeBbiM
3NEMEHTOM yNpaBneHns, 06 bEANHSIOWNM BCE YCTPONCTBA B €OMHYIO CUCTEMY, U CIYXUT
NONHOLEHHbIM paboymm MecToM npenoaasatens. lNpenoaasartens MMEET BO3MOXHOCTb NIErKO
ynpaBnsTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO NO3BONSET MPOBOANTL NEKUMW, NPaKTUYeckme
3aHATWA, Npe3eHTaunn, BebrHapbl, KOHPEPEHLNM U Opyrie BUObl ayAUTOPHON Harpy3Ku
obyyarowwmxcs B yA0OHON 1 OOCTYNHOW ANS HAX POPME C NMPUMEHEHNEM COBPEMEHHbIX
MHTEPAKTMBHbIX CPEACTB 0Oy4eHMs, B TOM YMCNE C MCNONb30BaHMEM B npoLecce 0by4yeHns Bcex
KopropaTtusHbIX pecypcoB. MynbTuMeouinHas ayamtopust Takxxe ocHaleHa WMpPOoKOMOoIOCHbIM
LOCTYNOM B CETb MHTEPHET. KoMnbloTepHOe 060pynoBaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3MOHHOE NPOrpaMmMHoe obecneyeHue.

KomnbtoTepHbIli knacc, npeactaensowmii coboi paboyee Mecto npenoaasaTens n He MeHee 15
paboyrx MECT CTYAEHTOB, BK/IOYAIOLWMX KOMMbIOTEPHbIV CTOM, CTYN, NePCOHasbHbIA KOMMbIOTEP,
NMLEH3MOHHOE NporpaMMHoe obecnedyeHne. Kaxablii KOMAbIOTEP MMEET WNPOKOMONOCHBIA JOCTYN B
cetb VIHTepHeT. Bce KoMMnbioTepbl MOAK/OYEHbI K KOPNOPaTMBHOW KOMMbIOTEPHON cetn KDY n
HaxogaTcsa B €AMHOM JOMEHeE.

YyebHo-MeToanYeckas nutepartypa ans 4aHHOW OMCLMMNANHBI UIMEETCS B HAMYUN B
3NeKTPOHHO-6ubnnoTeyHol cucteme "ZNANIUM.COM", pocTyn K KOTOPOW NpefoCTaBNEH CTyAEHTaM.
9BbC "ZNANIUM.COM" conepXuT nponsseneHnst KpynHEeNnwmnx POCCUNCKNX Y4EHbIX, PyKOBOOUTENEN
rocynapCTBeHHbIX OpraHoBs, npenogasarenei Beaylmx By30B CTpaHbl, BbICOKOKBANNULIMPOBAHHbBIX
CMeunanncToB B pasnunyHbix cdoepax brusHeca. PoHL 6nbnMoTekn chopMMpPOBaH C y4ETOM BCEX
N3MEHEHMNI 06pasoBaTeNbHbIX CTAHAAPTOB M BKKOYAET y4ebHMKM, yyebHbie nocobus, YMK,
MOHOrpadoun, asTopedoeparbl, guccepraumm, SHUMKNONEONN, CIOBapu U CNPaBOYHNKN,
3aKkoHo4aTeNnbHO-HOPMaTMBHbIE OOKYMEHTbI, CNeunanbHbie nepnognyeckme n3aaHms n n3naHus,
BbiNyckaemble napnatenncrsamm By30B. B HacToswee Bpems 95C ZNANIUM.COM cooTteetcTByeT
BCeM TpeboBaHMaM hefepanbHbIX roCyaapCTBEHHbIX 0Opa3oBaTeNbHbIX CTAHAAPTOB BbICLIErO
npogoeccrnoHanbHoro obpasosanust (PrOC BI1O) HoBoro nokoneHus.
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NeKUMOHHbIE 3aHATMSA MO OUCUMNAVHE NPOBOAATCS B ayAMTOPWM, OCHALLEHHOW MPOEKLMOHHbLIM
obopynoBaHueM. JlabopaTopHble 3aHATUS NMPOBOASITCS B CNEUManM3NpOBaHHbIX KOMMbIOTEPHbIX

KabuHeTax MHPOPMATUKM U BbIYUCTINTENbHBIX TEXHONOMMIA C BbIXOAOM B IHTEPHET 1 yCTaHOBNEHHOA
WHTEePakTMBHOW OOCKOW.

MNporpamma coctaeneHa B cooTBeTcTBUM € TpebosaHnamm @I OC BIO un yyebHbiM nnaHom no
HanpasneHuio 09.03.03 "MpuknanHaa nHpopmatmka" n NPoguso NOAroTOBKN HE NPenyCMOTPEHO .
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