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Mporpammy avcumnnuHbl paspabotan(a)(n) AoUeHT, K.H. (aoueHT) AkdypuH A L. Kadenpa
pagmoacTtpoHoMum OTaeneHme pagnopuankm n nHgopmaumnoHHboix cuctem , Adel.Akchurin@kpfu.ru
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1. Uenn ocBOEHNS AUCLUMINHBI

Llenamn ocsoeHus aucumnnunbl (mogyns) b1.B.[B.12 'dusnyeckne 0CHOBbI 3aWmTbl UHGOPMALUKN U
NHgPOPMaLMOHHas 6e30MacHOCTL' SIBNSIETCS MNOMlyHYEHME TEOPETUYECKMX 3HAHUIA O MeTOAAX
obecneyeHns NHGPOPMaLIMOHHOK 6e30NacHOCTV NPEANPUSTUS HA OCHOBE NCMONb30BaHNS
COBPEMEHHbIX CPeACTB 3aWnNTbl U UHCTPYMEHTaNbHbIX CPEeACTB aAMUHUCTPUPOBAHUS N NPaKTU4eCcKue
HaBbIKW OpraHn3auun obecnedeHns 3awmnTbl HGOOPMAaLIMM KOPNOPaTUBHBIX MHAPOPMALMOHHbIX
cucteM, goopMmpoBaHna TpebosaHuin k npoektTupyeMoiM AC n MCIMOH n K KOMANEKCHOW cucteme
3awunTbl nHpopmaumm (C3U), nocTpoeHns 3awmiLeHHON NHAOPMALMOHHOW CUCTEMDI,
doopMmpoBaHns TpeboBaHuin K 0bcnyxmBaHMo komnnekcHo C3U

2. MecTo OUCLMN/NHDbI B CTPYKTYpe OCHOBHOM o6pa3oBaTtesnibHOM NPorpaMmbl BbiCLLEro
npodpeccrmoHanbHoro o6pa3oBaHus

HaHHas yuebHas aucuunnmHa BkntodeHa B pasaen ' 51.B.0B.12 MNpogeccrmoHanbHblin' OCHOBHOM
obpaszosatenbHoi nporpammbl 03.03.03 Pagnochunanka n 0THOCMTCS K AUCUUNAMHAM MO BbIOOPY.
OcBaviBaeTcs Ha 4 Kypce, 7 ceMecTp.

OucunnnuHa b1.B.[1B.12 ®unsnyeckne 0CHOBbI 3aWWUTbl MHGOPMaLMK 1 MHPOPMaLIMOHHAS
6e30nacHOCTb ' BXOAUT B LMK gucunnavH 'ducumnanHel no Buibopy'.

3. KomneTteHuumn obyuarowerocsi, popMupyemble B pe3ynbTate 0CBOEHUS AUCLUMIINHDI
/mopyns

B pe3ynbTate 0CBOEHUS AMCLMNNNHBI (QOPMUPYIOTCS CReaytowme KOMNeTEeHUNN:

Pacwmndpposka
LLincpp komneteHumu npuobpeTaeMor KoMneTeHLUU

OK'1 2 6 6 -
(O6ILEKyNbTYPHbIE CNOCOBHOCTbIO K NPaBUIbHOMY MCMONb30BaHMIO 00LIEHaY HOM 1
KOMMETEHLM) crneumanbHOM TepMUHONOI A

CNOCOBHOCTLIO K 0BNageHno 6a3oBbIMM 3HaHUAMK B 06nacTu
OK-14 NHCJPOPMATUKU N COBPEMEHHbIX MHPOPMALMOHHbIX TEXHONOINNA,
(0blWeKynbTypHbIE NPOrpamMMHbIMU CPEACTBAMM N HaBblkaMun paboTbl B
KOMMETEHLMN) KOMMbIOTEPHBIX CETSX, NCMONb30BaHNIO 623 faHHbIX 1 PecypcoB

NHTepHet
k-2 CNOCOBHOCTBIO NPUMEHSTD Ha NpakTnke 6a3oBble
(MpocpeccmonantHbie n OC*)eCCVIOHaHbEbIe HaBbIKW P
KOMNeTeHLmm) P
nK-3 CMNoCoBHOCTbIO MOHUMATbL NPUHLMMLI PaboTbl 1 MeToAbI
(npodbeccrnoHanbHble aKcnnyaraunum CoBpeMeHHOM paanoanekTPOHHOW U ONTUYECKOMn
KOMNeTeHLmm) annapaTtypbl 1 06opynoBaHus

CMNOCOBHOCTLIO K BNAAEHNIO KOMNBIOTEPOM HA YPOBHE OMbITHOIO
MK-5 nonb3oBarens, NPUMEHEHNI0 MHOPMaLIMOHHbBIX TEXHONOMNIA
(npodheccunoHanbHble LN peleHns 3ata4d B 06nact pagnoTeXHUKN,
KOMNeTeHLmm) pPagnoaneKkTPOHUKN 1 pagnoguamnkm (B COOTBETCTBUN C

npocomnuaaumnen)

B pesynbtaTe 0CBOEHUS OUCUUMINHbLI CTYOEHT:
1. DONXEH 3HaThb:
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OCHOBHbIE HanpasneHns pa3BnTnga COBPEMEHHbIX TEXHONOrniM 3aWnThbl I/IHCpOpMaLI,I/II/I, nexauwmux B
OCHOBE COBpPEMEHHbIX CpencTB 3allnTbl I/IHC*)OpMaLI,I/II/I aBTOMATN3NPOBAHHbBIX CUCTEM

2. DONIXEH yMeTb:

BblABUraTb TpebOBaHNS K cUCTEMaM 3aWmnTbl MHCPOPMaLMK OFPaHUYEHHOr0 AOCTYNa
3. [ONXeH BnaneTb:

HaBblkaMy OOPMMPOBAHNS NONUTMKM BE30MACHOCTY OpraHn3aumm

4. NONXeH OeMOHCTPUPOBATb CNOCOOHOCTb N FOTOBHOCTb:

NPUMEHATb NONYyYEeHHbIe 3HaHUSA Ha NpakTuke

4. CTpyKTypa u cogepxaHve AUCLUMNIUHbI/ MOoayns
Obwas TpyooeMKOoCTb AMCLMMNANHBI COCTaBNseT 3 3a4eTHbIX(ble) eanHmu(bl) 108 yaca(os).
dopma NPOMEXYTOYHOro KOHTPONSA AUCLMMINHDI: 9K3aMeH B 7 CeMecTpe.

CyMMapHo No OucumnanHe MoxHo nony4ntb 100 6annos, n3 HUX Tekylas paboTta oueHmBaeTcs B 50
6anno., nTorosas popma KoHTpons - B 50 6annos. MuHMManbHoe KONM4ecTBo Onst Aonycka K 3adeTy
28 6annos.

86 bannos 1 6onee - "oTANYHO" (OTN.);

71-85 6annos - "xopowo" (xop.);

55-70 6annos - "ynoBnetBoputenbHO" (yaoo0B.);

54 6anna n MeHee - "HeynOBNEeTBOPUTENLHO" (Heya.).

4.1 CTpyKTypa 1 comepXxaHue ayauTopHon paboTtbl No gucuunamHe/ MOAynto
TemaTtnyeckuu nnaH gucUUNAUHbI/MOAYNS

Buabl n yachbl
Paspen ayauTopHon paboThl,
MX TPYO0EeMKOCTb
N D.MKIIL:)ILF;,T’I.IVSI'HH/ CemecTp| czﬁ‘;i?:a ’()g yacax) TeK¥(L(I)J.|-':ITep g;szb,
neKu““I'IpaKmquKueﬂaﬁopaToprle
3aHATUNA pa60Tbl
Tema 1. BBeneHune B
NHCPOPMALMOHHYIO
6e30nacHoOCTb.
OCHOBHbIE TEPMUHBI U
onpeneneHus.
NHdopmauus n eé
cBoOMCTBa Orer
1-|AgTomaTHampoBarHas 7 1-2 4 4 0
cuctema n eé pecypchl
LocTyn 1 ero subl
0630p NPobNEMHbIX
obnacrei
VHOPOPMALIVIOHHOA
6e3onacHoCTH
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Buabl 1 yacbl
ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
cemecTpa (B yacax) KOHTpOns
MpakTnyeckmelllaboparopHbie

3aHATUA paboTbi

Pasnen
N AducunnnuHbl/ CemecTp
Monyns

Nekuunn

Tema 2. lNoaocuctembl
obecneyeHns
NHJoopMaLOHHOM
6e3onacHoCTH
KpunTorpaduyeckas
noacucrema
5 Moncucrtema
‘lynpasneHns oocTynom
Moncucrtema
obecneyeHns
LLeNOCTHOCTM
Moncucrtema
permcTpauuun n y4érta
cobbITniA

Tema 3. Ysa3BMMOCTHU
Yrpos3bl, ataku
NHPOPMAaLIMOHHbIX
CUCTEM N MeTOabl
60pbbbl C HAMK. YTPOo3bl
6e30mnacHoOCTM
nHpopmauum B AC
‘IKnaccugomkaums yrpos
n yassumocten AHanns
yrpo3 AC Tunosble
yrpo3bl 6e30MacHOCTH.
®daasbl ataku. CeTeBble
ataku 1 cnocobsl
3aWmnTbl OT HUX

0 Ortyer

Ortyer
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Buabl 1 yacbl
ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl

cemecTpa (B yacax) KOHTpOns
MpakTnyeckmelllaboparopHbie

3aHATUA paboTbi

Pasnen
N AducunnnuHbl/ CemecTp
Monyns

Nekuunn

Tema 4.
OpraHn3aunoHHo-npaBopas
nognepxka
nesaATenbHoCTn
agMuHMCTparTopa
6e3onacHocTn. O630p
3aKOHOB 1
NnoA3aKOHHbIX aKTOB
P®, cBa3aHHbIX C
obecneyeHnem
NHGOOpMaLOHHOM
6e3onacHocTn
CtpykTypa
rocy1apCTBEHHbIX
OpraHos,
4.|oCcyuwecTBnsAoWmX 7 9-11 4 4
KOHTPONb 3a
BbINONHEHNEM
TpeboBaHwWin No 3awmTe
nHpopmauuum . lMNMaket
PYyKOBOAAWMX
DOKYMEHTOB
"ocTexkomunccum
Poccun.CneunanbHble
TpeboBaHus n
pekoMeHgauumn no
TeXHUYecKkow 3awmTe
KOH(pUAEHUNanbHOM
nHpopmauunm.
OcobeHHOCTU 3aWKnTbI
NepCoOHanbHbIX AaHHbIX

Tema 5.
MexayHapoaHble
cTaHgapTbl
NHJOOpPMaLOHHOM
6e30MacHOCTN:
NCO/M3K 15408-2002,
ISO17799 SO 15408.
Ob6wue kputepum
Mpodpunu 3awmThl
®yHKUMOHANbHbIE
‘ITpeboBaHus
TpeboBaHns nosepus.
OcobeHHocTn ISO
15408 no cpaBHEHMIO C
OpyrumMu ctaHgapTamm B
obnactu 6e3onacHoCTy.
Cranpapt ISO 17799 n
ero cTpyktypa. AHanus
pUCKOB

0 Ortyer

7 | 1214 | 4 4 0 Orver

KETPOHHBH
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Buabl 1 yacbl
Pasgmen ayauTopHOM paborThbl,
Hepens MX TPy AO0EMKOCTb Tekywume copmbl
N 'nuﬁﬁ""""HH/ CeMeCTpcemecrpa (B yacax) KOHTpOnsi
oayns
MpakTnyeckmelllaboparopHbie
3aHATUA paboTbi

Nekuunn

Tema 6. MNonuTtuka
NHpopMaLOHHOW
6e30nacHoOCTH
opraHusauuu.
Onpegnenexuns
NONNTUKN
NHpopMaLOHHOW
6e30nacHoOCTM

KoHuenuus Otyet
6. MNHPOPMALIMOHHOM / 15-16 | 2 4 0
6e30nacHoOCTM
opraHMsauum
JNokanbHble NONUTUKM
MHpopMaLOHHOW
6e30nacHoOCTN 1
DONXHOCTHbIE
NHCTPYKUUN ABapUNHbINA
nnaH

Tema 7. O630p
CYLLeCTBYOWNX CPeOcTB
3awnTbl HGPOPMaLIUK.
ATTectaunsi 06EKTOB
nHpopmatTmnsauunm.
Mpobnema
aKcnnyaTaumm
3awuéHHbix AC,
aaMUHUCTPUpPOBaHMe

"|l6esonacHocTy / 1718 | 2 6 0
nHpopmauun AC. Buabl
DesaTenbHOCTH,
dPYHKLUM 1 3a0a4m
aOMUHUCTPUPOBAHNS.
Buaobl pearenbHocTn
agmunHucTparopa KC3.
DyHKUMN 1 3a8a4u
aoMUHNCTPUPOBAHNS.

Tema . toroeas 9k3ameH
" |doopma KOHTpoOns / 0 0 0

WNtoro 24 30 0

Ortyer

4.2 CopepxaHvue oUCLUMNUHbI

Tema 1. BBepeHue B UHhoOpMaLMOHHYIO 6e3onacHOCTb. OCHOBHbIE TEPMUHbBI U ONpefeneHns.
MHopmauusa n eé ceonctesa ABToMatuaMpoBaHHasi cuctema v eé pecypcol Jloctyn u ero
Buabl O630p NpobneMHbIX obnacrten MHPOPMaLNOHHOM 6e30MnacHOCTH

neKkumnoHHoe 3aHsitTne (4 yaca(os)):

BeeneHune B nHgopmaumnoHHyto 6esonacHoctb. OCHOBHbIE TEPMUHBI U onpeaeneHuns. Mindopmauus
n eé ceoiicTBa ABTOMaTU3NpPOBaHHas cuctema n eé pecypcbl JocTtyn n ero Buasl O63op
NpobneMHbix obnacrtei NHEPOPMaUNOHHOK 6e30MacHOCTU

npaktudeckoe 3aHsitne (4 yaca(os)):

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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BeeneHve B nHgopMaLmoHHyo 6e3onacHocTb. OCHOBHbIE TEPMUHBI U onpeaeneHns. VHdopmauums
n eé ceorictBa ABTOMaTU3NpoBaHHas cuctema u eé pecypcbl Joctyn u ero suabl O630p
NpobneMHbix obnactein NHPOPMaUNOHHOK 6e30MacHOCTU

Tema 2. NMopcucrembl o6ecneyeHns MHcpopmaumoHHom 6eaonacHocTu Kpuntorpacuyeckas
nopcucrtema Noacucrema ynpaeneHus poctynom Moacucrema obecneyeHns LeNOCTHOCTU
Mopcucrema peructpauum mn yuéra cobbitumn

neKkumnoHHoe 3aHsiTne (4 yaca(os)):

MoacucTtembl obecneyeHns MHOOPMaLMOHHOK 6e3onacHocTn KpunTtorpadpmyeckas nogcucrema
Moacuctema ynpaeneHns goctynom Moacuctema obecneyveHuns uenoctHoctum Moacmctema
permcTpaummn 1 y4éta cobbiTuii

npaktnyeckoe 3aHsitne (4 4aca(os)):

MoacucTtembl obecneyeHns MHOOPMaLMOHHOK 6e3onacHocTn KpunTtorpadgpmyeckas nogcucrema
Moacuctema ynpaeneHns goctynom Moacuctema obecneyeHuns uenoctHoctm Moacmctema
permcTpaummn 1 y4éta cobbiTuii

Tema 3. YS13BUMOCTH, YrpO3bl, aTaku UHGOPMAaLMOHHbIX CUCTEM U METOAbl 60PbObI C HAMM.
Yrpo3bl 6e3onacHocTu nHpopmauum B AC Knaccucpukaums yrpos u yasasumoctenn AHanus
yrpo3 AC TunoBble yrpo3bl 6e3onacHocTi. Pa3bl ataku. CeTeBble aTaku U cNoco6bl 3aLLUThbI
OT HUX

JNIeKLMOHHOe 3aHsiTne (4 4yaca(os)):

YS13BUMOCTW, Yrpo3bl, aTakn MHOPMAaLMNOHHBIX CUCTEM U MeTObl 60pbObl C HUMK. YTpo3bl
6e3onacHocTn nHdpopmauum B AC Knaccndomkaums yrpos u yassmumoctein AHanms yrpo3 AC
Tunosble yrpo3bl 6esonacHocTu. dasbl atakn. CeTeBble ataky U Cnocobbl 3alWmUTbl OT HUX

npakTnyeckoe 3aHsitne (4 4aca(os)):

YS3BUMOCTW, Yrpo3bl, aTakn MHGOPMALNOHHBIX CUCTEM U METOLbI 60pbObI C HUMK. YTPOo3bl
6e3onacHocTn nHpopmaumm B AC Knaccudpukaums yrpos n ysassmmocTtein AHanma yrpo3 AC
Tunosble yrpo3bl 6esonacHocTu. dasbl atakn. CeTeBble aTtaky U Cnocobbl 3alnTbl OT HUX

Tema 4. OpraHn3aunoOHHO-NpaBoBas NoaaepxXKa oesaTeNbHOCTU agMUHUCTpaTopa
6e3onacHocTu. O630p 3aKOHOB M N0A3aKOHHbIX aKTOB PM, cBsizaHHbIX ¢ 06ecneyeHnem
MHcpopMaLMOHHOM 6e3onacHoCcTM CTPYKTypa rocy,napCTBEHHbIX OpraHOB, OCYLLLECTB/SIOLLLUX
KOHTPOJb 3a BbiNoJIHeHMeM TpeboBaHUM No 3awmte uHdpopmaumm . MakeT pyKoBOOALLUX
nokymeHTOB Noctexxkomuccum Poccuun.CneumanbHbie Tpe6oBaHUS M peKOMeH4alum no
TEeXHUYEeCKOoW 3aLiuTe KOHdouaeHumnanbHom nHcpopmauumn. Oco6eHHOCTU 3aLLUTDI
NepcoHabHbIX JaHHbIX

JNeKLMoHHoe 3aHsiTne (4 4yaca(os)):

OpraHnsaunoHHO-NpaBoBas NognepXka LesTeNnbHOCTU agMuHMcTpaTopa 6esonacHocT. O630p
3aKOHOB 1 NOA3aKOHHbIX akTOB PD, cBA3aHHbIX ¢ 0b6ecnedyeHnemM MHopMaLUnoHHon 6e3onacHoCTu
CTpykTypa rocyaapCTBEHHbIX OPraHoB, OCYLLECTBASIOWMX KOHTPOMb 3a BbIMOHEHNEM TpeboBaHWiA
no 3awute nHgopmaumu. lNaket pykosoaswmx okymeHToB [roctexkommnccum Poccuun.CrneumanbHble
TpeboBaHNS 1 peKOMeHaaUMM N0 TEXHUYECKOW 3awmnTe KOHPUAEHUNANbHON NHEDOPMaLNN.
Ocob6eHHOCTN 3aWmnTbl NEPCOHANBbHbBIX AaHHbIX

npaktnyeckoe 3aHsitne (4 4aca(os)):

OpraHun3aunoHHO-NpaBoBas NoaaepXxka AesaTenbHoCcTM aaMuHmcTpatopa 6esonacHoctn. O630p
3aKOHOB 1 NOA3aKOHHbIX akToB PD, cBA3aHHbIX ¢ 0b6ecnedyeHnem MHpopMaumnoHHon 6e3onacHoCcTu
CTpyKkTypa rocyaapCTBEHHbIX OPraHoB, OCYLLECTBASIOWMX KOHTPOMb 3a BbIMNOIHEHNEM TpeboBaHWiA
no 3awute nHgopmaumu.flaket pykosoosawmx ookyMeHToB [roctexkomuccum Poccuun. CrneumanbHble
TpeboBaHNS 1 peKOMeHaaUMM N0 TEXHUYECKOW 3awmnTe KOHUAEHUNANbHON NHADOPMaLUN.
Ocob6eHHOCTN 3aWmnTbl NEPCOHANBbHbBIX AaHHbIX

Tema 5. MexpayHapoaHble cTaHpapTbl MHopMaumnoHHon 6e3onacHocTn: UCO/MIK
15408-2002, ISO17799 SO 15408. O6Lwwume kKputepumn Mpocunu 3awmtbl PyHKLMOHANbHbIE
TpeboBaHusa TpeboBaHus nosepusi. Oco6eHHocTn ISO 15408 No cpaBHEHUIO C APYruMn
cTaHpaptamm B obnactu 6esonacHoctu. CtaHaapt ISO 17799 u ero cTpyktypa. AHanus
puckos

neKkumnoHHoe 3aHsiTne (4 yaca(os)):

KTPOHHEBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Mporpamma amcumnnanHel "drnsmyeckre 0CHOBbI 3alMThl MHDOPMaLUK 1 nHpopMaLMoHHas 6esonacHocTb"; 03.03.03 Pagunodpunsmka;
DOLEHT, K.H. (moueHT) AkvypuH A L. , MisaHos K.B. , npocbeccop, a.H. (npodpeccop) TentuH .M.

MexayHapoHble cTaHaapTbl MHpopMaumnoHHoi 6esonacHocTn: MCO/M3K 15408-2002, ISO17799
SO 15408. Obwwme kputepun Mpocounu 3awmTel PyHKUMOHANBbHBIE TpeboBaHua TpeboBaHMs
nosepusi. OcobeHHocTn ISO 15408 no cpaBHEHUIO C ApyrMMmM cTaHOapTaMu B obnactu
6e3onacHocTn. CtangapT ISO 17799 n ero cTpykTypa. AHann3 puckos

npakTnyeckoe 3aHsitne (4 4aca(os)):

MexayHapoHble cTaHaapTbl MHpopMaumnoHHoi 6esonacHocTn: MCO/M3K 15408-2002, ISO17799
SO 15408. O6wwme kputepun Mpocounu 3awmTel PyHKUMOHANBHBIE TpeboBaHus TpeboBaHMs
nosepusi. OcobeHHocT ISO 15408 no cpaBHEHWUIO C ApyrMMmM cTaHOapTaMu B obnactu
6e3onacHocTn. CtangapT ISO 17799 n ero cTpykTypa. AHann3 puckos

Tema 6. Monutnka nHcpopmauMoHHOM 6e3onacHOCTU opraHu3aumn. OnpeneneHns NONUTUKK
umHchopmMaLmnoHHon 6e3onacHocT KoHuenuus nHpopMaLnoHHON 6e30nacHOCTH
opraHusauum JlokanbHble NONUTUKU MHPOPMaLMOHHOM 6€30MacHOCTM U BONXHOCTHbIE
MHCTPYKL MU ABapUMHbIA NnaH

JNleKuMoHHoe 3aHsiTne (2 4yaca(oB)):

Monutnka nHpopMaumnoHHoi 6esonacHoOCTM opraHnsauun. OnpeneneHns NoAMTUKM
MHPOPMaLMOHHON 6e3onacHocTy KoHuenuns nHopMaLMoHHoM 6e30nacHOCTY OpraHn3aumm
NokanbHble NONMTUKM NHGOPMALIMOHHOW 6E30NMaCHOCTU U AOMKHOCTHbLIE MHCTPYKLUMN ABapUiiHbIN
nnaH

npaktnyeckoe 3aHsitne (4 4aca(os)):

Monutnka nHpopmMaumnoHHon 6esonacHoCTM opraHnsauun. OnpeneneHns NoAMTUKM
MHgPOPMaLMOHHON 6e3onacHocTy KoHuenuns nHopMaLmMoHHoOM 6e30nacHOCTY opraHn3aumm
NokanbHble NONMTUKM NHGOPMALIMOHHOW 6E30NaCHOCTU U AOMKHOCTHbLIE NHCTPYKLUMN ABapUiHbIN
nnaH

Tema 7. O630p CyLLECTBYIOLLUX CPEACTB 3aLuTbl MHpOpMaLMn. ATTecTauusi 06 bLEKTOB
nHcpopmaTnsaumu. NMpobnema akcnnyartauum 3awmi,éHHbix AC, apMMHUCTPUPOBaHME
6e3onacHocTu nHcpopmauum AC. Bupbl peatenbHOCTU, OYHKLMU U 3apa4mn
agMUHUCTpUpoBaHusi. Bupbl pesatenbHoctn agMmHucTparopa KC3. dyHKUuuM 1 3apaum
afAMUHUCTPUPOBAHUS.

JIeKLMOHHOe 3aHsiTne (2 4aca(oB)):

O630p CyLWEeCTBYOWNX CPEACTB 3alWnTbl HpopMaumn. ATTectaums 06 bekTOB MHpopMaTU3ALNN.
Mpobnema skcnnyataumm 3awmiwéHHbix AC, agMMHUCTpUpoBaHne 6esonacHocTn nHgpopmauum AC.
Buabl nesatensHOCTU, oyHKUMW 1 334241 agMUHUCTPUPOBaHUS. Buabl oesatenbHoCTu
aamuHuctpatopa KC3. dyHkumn 1 3agadn agMMHUCTPUPOBAHUS.

npaktnyeckoe 3aHsitne (6 4aca(os)):

O630p CyLWECTBYOWNX CPEACTB 3alWnTbl HpopMaummn. ATTectaums 06 bekToB UHpopMaTU3ALNN.
Mpobnema skcnnyataumm 3awmiwéHHbix AC, agMUHUCTpUpoBaHne 6esonacHocTn nHgpopmauum AC.
Buabl neatensHOCTU, oyHKUMU 1 334241 agMUHUCTPUPOBaHUS. Buabl oesatenbHoCTU
aamumHucTpatopa KC3. dyHkumn 1 3agaym agMUHUCTPUPOBAHUS.

4.3 CTpyKTypa 1 copepXxaHume caMoCTOsiITe/IbHOM paboTbl AUCLMMINHBI (MOLYNSA)

KETPOHHBH
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Mporpamma amcumnnanHel "drnsmyeckre 0CHOBbI 3alMThl MHDOPMaLUK 1 nHpopMaLMoHHas 6esonacHocTb"; 03.03.03 Pagunodpunsmka;
DOLEHT, K.H. (moueHT) AkvypuH A L. , MisaHos K.B. , npocbeccop, a.H. (npodpeccop) TentuH .M.

Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)

CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

Paspen

JucumnnvHbl Cemectp

Tema 1. BeegeHve B
NHJPOPMALIMOHHYIO
6e30nacHOCTb.
OCHOBHbIE TEPMUHbI U
onpeneneHuns.
WNHdoopmauns n eé
1 cBolicTBa v {.o |nomroToska k 5
‘IABTOMaTN3MPOBaHHAA oTyeTy
cucTtema un eé pecypcol
LocTyn v ero Buabl
0630p NpobNeMHbIX
obnacrel
NHJOOPMaLINOHHOM
6e3onacHoCTn

Tema 2. lNogcuctembl
obecneyeHns
NHJOOPMaLIMOHHOM
6e3onacHoCcTH
Kpuntorpaduyeckas
nogocucrtema
MNoncuctema v 5.5 [MOArOTOBKa K
ynpasneHns 0oCTyrnom oT4yeTy
Noncuctema
obecneyeHns
LLeNnoCTHOCTK
Noncuctema
perucTpauun n y4érta
CcobbITUI

Tema 3. Ysa3BuMocCTH,
yrposbl, ataku
NHJPOPMALIMOHHbIX
CUCTEM U MeTOoAbl
60pbObI C HAMK. YTPO3bl
6e3onacHoCTn
3 nHdpopmauum 8 AC v 6. |nOAroToeka K 5
‘IKnaccudmkaums yrpos oTyety
n ys3sumocTten AHanna
yrpo3 AC Tunosble
yrpo3bl 6€30MacHoOCTW.
®da3sbl atakn. CeTeBble
ataku 1 cnocobbl
3alWnTbl OT HUX

Ortyer

2 Ortyer

Ortyer

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Mporpamma amcumnnanHel "drnsmyeckre 0CHOBbI 3alMThl MHDOPMaLUK 1 nHpopMaLMoHHas 6esonacHocTb"; 03.03.03 Pagunodpunsmka;
DOLEHT, K.H. (moueHT) AkvypuH A L. , MisaHos K.B. , npocbeccop, a.H. (npodpeccop) TentuH .M.

Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)

CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

N Paspen

JucumnnvHbl CemecTp

Tema 4.
OpraHn3aumoHHo-Npasopas
nongepxka
LEeATENbHOCTM
agMuHMCTparTopa
6e3onacHocTn. O630p
3aKOHOB U
NOA3aKOHHbIX akTOB
P®, cBA3aHHbIX C
obecneyeHnem
NHJOOPMaLINOHHOM
6e3onacHocTn
CTtpykTypa
roCyaapCTBEHHbIX
OpraHos,
4.|oCylwecTBASOWNX 7 9-11
KOHTPONb 3a
BbINONHEHNEM
TpeboBaHwWii No 3awmTe
nHcpopmauun . Naket
PYKOBOAALWMX
LLOKYMEHTOB
"locTexkommuccum
Poccumn.CneunanbHble
TpeboBaHus
pekoMeHaauunm no
TeXHN4YeCcKon 3awunTe
KOHCbnAeHUManbHom
NHJpopMaLnK.
OcobeHHOCTM 3alWNThI
NepCoHanbHbIX AaHHbIX

Tema 5.
MexayHapoHble
cTaHaapThbl
NHJPOPMaLIMOHHOW
6e30mnacHOCTK:
NCO/M3K 15408-2002,
ISO17799 SO 15408.
Obwue kputepum
Mpogonnum 3awmnThbl
dyHKUMOHaNbHblE 2 19.14 |NOAroTOBKA K
‘ITpeboBaHus oTyerty
TpeboBaHus noBepus.
OcobeHHocTn ISO
15408 no cpaBHEHMIO C
LPYrMMU cTaHaapTamu B
obnacTtu 6e3onacHoCTu.
CraHpapt ISO 17799 n
ero CTpykTypa. AHanus
pVCKOB

noaroToBka K 2

otyety Otuer

2 Ortyer

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Mporpamma amcumnnanHel "drnsmyeckre 0CHOBbI 3alMThl MHDOPMaLUK 1 nHpopMaLMoHHas 6esonacHocTb"; 03.03.03 Pagunodpunsmka;
DOLEHT, K.H. (moueHT) AkvypuH A L. , MisaHos K.B. , npocbeccop, a.H. (npodpeccop) TentuH .M.

Buabi
Hepnens | camoctositenbHon [TpynoeMKOCTb
ceMecTpa paboTbl (B wacax)

CTYAEHTOB

DopMbl KOHTPONS
CaMOCTOATENIbHON
pabortbl

Paspen

JucumnnvHbl Cemectp

Tema 6. lNonntuka
NHJPOPMaLIMOHHOW
6e3onacHoCTn
opraHusauum.
Onpepnenenus
NOSINTUKK
NHJPOPMaLIMOHHOW
6e3onacHoCTn
6. KoHuenuwns 5 v 15-1g |TOArOTOBKa K 4
NHJOOPMaLNOHHOM oT4yerty
6e3onacHoCTn
opraHusauuu
JlokanbHble NOAUTUKK
NHCPOPMaLIMOHHOW
6e30nacHoOCT 1
JONMXHOCTHbIE
NHCTPYKUUN ABApPUNHbIN
nnaH

Tema 7. O630p
CYyLWeCTBYOWNX CPenCcTB
3awmTbl HoOPMaLIUN.
ATTecTauusi 06 beKTOB
nHpopmaTmsaumn.
Mpobnema
aKcnnyaTtauuu
3awnwéHHbix AC,
afMUHUCTPUPOBaHME v 17.1g |1OAroTOBKa K
‘l6esonacHocTH oTyeTy
nHcpopmauumn AC. Buabl
NesATeNbHOCTH,
PYHKLNM 1 3a0a4n
aAMUHUCTPUPOBAHMS.
Buaobl pearenbHocTH
agmuHncTpartopa KC3.
DyHKUMN 1 3a0a4U
aAMUHUCTPUPOBAHMS.

NTtoro 18

Ortyer

4 Ortyer

5. O6bpa3oBarenbHble TEXHONOIMU, BK/IOYAA MHTEPaKTUBHbIE hOpMbl 06yUYeHUs

Kypc nekumi yntaetcs Ha OCHOBE MyNbTUMEANAHbIX TEXHONOMNIA, NPaKTU4YeCcKne 3aHATUS
NpoBOASTCS B B NabopaTtopui, OCHALLEHHON COBPEMEHHBIMY Y4EBOHBIMU KOMMEKCAMM 1
N3MepuTenbHON annapartypo.

6. OLeHOYHble cpeacTBa NS TEKYLLLEro KOHTPONS ycneBaeMoCT!, MPOMeXYTOYHOW
aTTecrauum rno MToramMm OCBOeHUsi AUCLUMINHDBI U y4eOHO-MeToauyeckoe obecneyeHune
camocTosiTeNIbHOM paboThbl CTYAEHTOB

Tema 1. BBepeHue B UHhoOpMaLMOHHYI0 6e3onacHOCTb. OCHOBHbIE TEPMUHbBI U ONpefeNneHns.
NHdopmauusa v eé ceorctsa ABToMatuanpoBaHHas cuctema n eé pecypcol [loctyn v ero
Buabl O630p NpobnemMHbIx obnacten MHpopMaLMOHHOM 6e3onacHOCTH

OT4eT , NPUMEpPHbIE BONPOCHI:

KETPOHHBH
B_EPCHTET

AHATTAMECKAR CrCTEMA KPY
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Mporpamma amcumnnanHel "drnsmyeckre 0CHOBbI 3alMThl MHDOPMaLUK 1 nHpopMaLMoHHas 6esonacHocTb"; 03.03.03 Pagunodpunsmka;
DOLEHT, K.H. (moueHT) AkvypuH A L. , MisaHos K.B. , npocbeccop, a.H. (npodpeccop) TentuH .M.

BeeneHve B nHgopMaLmoHHyo 6e3onacHocTb. OCHOBHbIE TEPMUHBI U onpeaeneHns. VHdopmauums
n eé ceorictBa ABTOMaTU3NpoBaHHas cuctema u eé pecypcbl Joctyn u ero suabl O630p
NpobneMHbix obnactein NHPOPMaUNOHHOK 6e30MacHOCTU

Tema 2. NMopcucrembl o6ecneyeHns MHcpopmaumoHHom 6eaonacHocTu Kpuntorpacuyeckas
nopcucrtema Noacucrema ynpaeneHus poctynom Moacucrema obecneyeHns LeNOCTHOCTU
Mopcucrema peructpauum mn yuéra cobbitumn

OT4eT , NPUMEpPHbIE BOMPOCHI:

MoacucTtembl obecneyeHns MHOOPMaLMOHHOK 6e3onacHocTn KpunTtorpadpmyeckas nogcucrema
Moacuctema ynpaeneHns goctynom Moacuctema obecneyveHuns uenoctHoctum Moacmctema
permcTpaummn 1 y4éta cobbiTuii

Tema 3. YS3BUMOCTH, YrpO3bl, aTaku UHGOPMALMOHHbIX CUCTEM U METOAbI 60PbObI C HAMM.
Yrpo3bl 6e3onacHocTu nHpopmauum B AC Knaccucpukaums yrpos u yassumocten AHanus
yrpo3 AC Tunosble yrpo3bl 6e3onacHocTy. da3bl ataku. CeTeBble aTakv U CnNoco6bl 3aLLUTbI
OT HUX

OTy4eT , NPUMEpPHbIE BONPOCHI:

YS3BUMOCTW, Yrpo3bl, aTakn MHOPMAaLNOHHBIX CUCTEM U MeTObl 60pbObl C HUMU. YTpOo3bl
6e3onacHocTn nHdopmauum B AC Knaccndomkaums yrpos u yassmumocTein AHanms yrpo3 AC
Tunosble yrpo3bl 6esonacHocTu. dasbl atakn. CeTeBble ataky U Cnocobbl 3alnTbl OT HUX

Tema 4. OpraHusauunoHHO-NpaBoBas Nogaepxka AesaTebHOCTU agMUHUCTPaTopa
6e3onacHocTn. O630p 3aKOHOB U NOA3aKOHHbIX aKTOB P®, cBA3aHHbIX ¢ o6ecnevyeHnem
mHdopmauMoHHOM 6e3onacHoCcTU CTpyKTypa rocyaapCcTBeHHbIX OpraHOB, OCYLLLECTBSIIOLLLUX
KOHTPO/b 3a BbINOJSIHEHMEM TpeboBaHUM No 3awuTe uHcpopmaumm . Naket pyKoBOASALLUX
[okKyMeHToB Noctexkomuccum Poccun.CneumanbHble TpeboBaHUS U peKOMeHAaumm no
TeXHUYEeCKOoWn 3awute KoHcpuaeHunanbHon nHdpopmaumm. Oco6eHHOCTU 3aLLUTbI
nepcoHasnbHbIX OaHHbIX

Ot4eT , NpUMepHbIE BOMPOCHI:

OpraHn3aunoHHO-NpaBoBas NogaepXxka AesaTenbHoCcTM aaMuHmcTpaTtopa 6esonacHoctn. O630p
3aKOHOB M NOA3aKOHHbIX akToB P®d, cBA3aHHbIX ¢ 0becnevyeHnemM MHopMaLMOHHOM 6e30MnacHoOCTH
CTpyKTypa rocynapcTBeHHbIX OpPraHOB, OCYLWECTBASIOWMX KOHTPONb 3a BbINOIHEHEM TpeboBaHwWiA No
3awuTe nHdopmauum . MNMaket pykosoasawmx 4okyMeHToB ["octexkomumccun Poccnn.CneunanbHble
TpeboBaHMs 1 pekoMeHaaunn No TEXHNYECKONM 3awmTe KOHPUAEHUMANbHON NHdopMaL K.
OcobeHHOCTM 3alNTbl NEPCOHANbHBIX OaHHbIX

Tema 5. MexayHapoaHbie cTaHpapTbl MHchopmaunoHHon 6e3onacHocTu: MCO/MIK
15408-2002, ISO17799 SO 15408. O6wume kputepum MNMpocpunun sawmutbl PyHKLUNOHANbHbIE
TpeboBaHnsa Tpeb6oBaHus posepusi. Oco6eHHocTn ISO 15408 NO cpaBHEHUIO C ApPYrvMMun
craHpapTtamm B obnactu 6e3sonacHoctu. CtaHpapt ISO 17799 m ero cTtpyktypa. AHanu3 puckos

OT4eT , NPUMEpPHbIE BONPOCHI:

MexayHapoaHble cTaHaapTbl nHdopmaumoHHon 6esonacHoctn: MCO/M3K 15408-2002, ISO17799
SO 15408. Obwme kputepun MNMpodpunu 3awmntbl PyHKUMOHANbHbIE TpeboBaHns TpeboBaHUs
nosepusi. OcobeHHocTun ISO 15408 no cpaBHEHUIO C ApyruMmM cTaHOapTaMu B obnactu
6e3onacHocTn. Ctanpapt ISO 17799 n ero cTpykTypa. AHann3 puckos

Tema 6. Monutnka nHcpopmauMoHHOM 6e30NacHOCTU opraHu3aumn. OnpeneneHns NONUTUKK
umHcpopmMaumnoHHon 6e3onacHocTy KoHuenuus nHopMaLnoHHON 6e30nacHOCTH
opraHusauum JlokanbHble NONUTUKU MHPOPMaALMOHHOW 6€30MacHOCTU U BONMXHOCTHbIE
MHCTPYKLUMKU ABapUrHbIA NnaH

Oryer, npuMepHbie BOMPOChHI:

Monutnka MHpopMaumnoHHo 6esonacHoCTM opraHnsauun. OnpeneneHns NoNMTUKM
MHgPOPMaLMOHHOI 6e3onacHocTy KoHuenuns MHGopMaLMoHHOM 6e30nacHOCTY opraHn3aumm
NokanbHble NONMTUKM NHGOPMALIMOHHOW 6€30NaCHOCTU U AOMXKHOCTHbIE MHCTPYKLUMN ABapUiHbIN
nnaH

KTPOHHEBH
B_EPCHTET
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Mporpamma amcumnnanHel "drnsmyeckre 0CHOBbI 3alMThl MHDOPMaLUK 1 nHpopMaLMoHHas 6esonacHocTb"; 03.03.03 Pagunodpunsmka;
DOLEHT, K.H. (moueHT) AkvypuH A L. , MisaHos K.B. , npocbeccop, a.H. (npodpeccop) TentuH .M.

Tema 7. O630p CyLLECTBYIOLLUX CPEACTB 3alLuTbl UH(popMaumm. ATTtecTaumus 06HEKToB
umHchopmaTtnsauum. Mpobnema akcnnyaraumm sawu,éHHbix AC, aaMUHUCTPUpPOBaHUe
6e3onacHocT nHcpopmauum AC. Buapbl pestensHocTn, yHKLUN U 3apaumn
agMuUHUCTpupoBaHus. Buabl pearenbHocT agMmHucTpartopa KC3. dyHKUMK U 3apaum
agMUHUCTPUPOBaHUS.

Ortyer, npuMepHble BOMPOChHI:

O630p cywecTByOWMX CPEACTB 3aWMTbl MHpopMauun. ATtectaunsi 06 bEKTOB MHApOpMaTU3aLNN.
Mpobnema akcnnyataumm sawmiwéHHbix AC, agMMHUCTpUpoBaHne 6esonacHocTy nHgopmaumm AC.
Buabl neatenbHOCTH, QOYHKLMM U 3a4a4v aAMUHUCTPUPOBaHNS. Buabl oesatenbHOCTH
agmuHncTpatopa KC3. ®yHKUMKM 1 3a4a4v afMUHUCTPUPOBAHNS.

UtoroBas cpopmMa KOHTpons
9K3aMeH (B 7 cemecTpe)

[MpvMepHble BOMPOCHI K 3K3aMeHy:

PaspaboTtaHHbIii 610K BOMPOCOB A/ KOMMbIOTEPHOI cucTeMbl TecTupoBaHus TCExam.
Bonpochbl Kk ak3ameHy:

1. panTe onpepneneHuns

nonuTrka 6e3onacHoOCT, NPOMb 3alNThI, YEPBD.

onpeneneHne NoHATUIN naeHTUKauns, ayTeHTngukaums, asTopusaums. Onuwnte MexaHnuam.
Kakve Buapl ayTeHTMgOUKALMN Bbl 3HAETE.

3apaHue no 6e3onacHocTu, BUPYC, 06BEKT AOCTyna.

6M0YHbIN WKndp, cybbekT OocTyna, aBToMaTM3mpoBaHHas cuctema

rpynna, gOCTyMn, MEXCETEBOW 3KpaH

YySiI3BMMOCTb, Yrpo3a, ataka

6e3onacHocTb UHdopmaumm, nepcoHan, KCA

nonuTuka 6e3onacHoOCTU, ayamT(BCE BO3MOXHbIE TPAKTOBKM), MONb30BATENM
onpeneneHusi Bcex BnaoB obecneveHnst AC

2

MpoBeauTe cpaBHeHNEe PONEBOI M ANCKPELIMOHHOK Moaeneii 6e3onacHOCTEN, a Tak Xe npuseauTe
NpUMepbI, B Kaknx cgoepax 3T MOAenn MoryT 6biTb MPUMEHEHbI.

O630p MEXAHN3MOB KPUNTOrpachnHeCKO 3aLmTbl MHPOPMaLIAK
0630p PykoBoaswmx 4OKYMEHTOB [ToCcTEXKOMUCCUN

0630p cTaHOapTOB MHAPOPMaLMOHHOM 6e3onacHocTn MCO15408
CxeMbl poTaumm HocuTenen nHpopmauun.

MNpoBeanTe cpaBHEHME PONEBOV U MAHAATHOWM Moaenein 6e3o0nacHOCTEN, a Tak Xe NpueeauTe
NPUMepbI, B KaKNx cpepax 3T MOAENN MOryT ObiTb NPYMEHEHDI.

MpoBeauTe cpaBHEHNE ANCKPELNOHHON 1 MaHaaTHOM Moaenei 6e3onacHocTe, a Tak xe
npuBeanTe npumepsbl. B kaknx cdpepax aTm moaeny MoryT ObiTb MPUMEHEHDI.

O630p apxMTEKTYp CUCTEM PE3EPBHOIO KOMMPOBaHMS faHHbIX. Kakne MexaHM3Mmbl Bbl MnaHupyeTte
Tam UCMoNb30BaTh ¥ NOYEMYy.

0630p aokymeHTa "CTP-K". Kakme noKyMeHTbI Bbl Obl BK/OUYMAN B MONUTUKY 6€30MacHOCTM.

7.1. OcHOoBHas nuTeparypa:

1. 3erxaa lN.4. Teopus n npaktuka obecnedyeHns MHGPOpPMaLMoHHOW 6e3onacHocTn. - M.:
W3patenbcteo AreHTcTsa 'AxTcmeH’, 1996.

2. CneunanbHble TpeboBaHMs 1 peKoMeHAaUmMmn No 3awmTe NHpopMaunn, CocTaBnsitowei
rOCyaapCTBEHHYIO TaiHy, OT yTe4kn no TexHmyeckum kaHanam (CTP). PeweHune ["ocTexkommuccum
Poccun o1 23.05.97 r. € 55-C.

3. NOCT P.50922-96. 3awunta nHgpopmaumm. OCHOBHblIE TEPMUHBI U OrNpedeneHuns.
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4. PLl. KoHuenuus 3awmTbl CPeACTB BbIHUCNTENBHON TEXHUKN U aBTOMATU3UPOBAHHbBIX CUCTEM OT
HeCcaHKLMOHNPOBAHHOMO Jo0CTyrna K nHgopmauuun. Pewenuve lNpencepatens ['octexkoMnccum
Poccun o1 30.03.92 .

5. Pl. BpemeHHOe nonoxeHne no opraHnsaumm pa3paboTku, N3roTOBNEHMS 1 aKCnyaTaumm
NPOrpPaMMHbIX N TEXHUYECKUX CPEACTB 3alMTbl MHpopMaunm 0T HECAHKLMOHUPOBAHHOIO JOCTyna B
aBTOMATU3UPOBAHHbLIX CUCTEMAX U CPEeacTBax BbIMUCIUTENBbHON TEXHUKN. PeweHue MNMpencenarens
["octexkomuccum Poccum ot 30.03.92 .

6. PO. CBT. 3awuta ot HCL k nHcpopmauuun. MNMokasatenu sawmweHHoctr ot HC L, k nHghopmaumu.
PeweHne lMNMpencenarens ["'octexkomuccum Poccmm ot 30.03.92 1.

7.PLO. AC. Sawmta ot HCL k nHcpopmauun. Knaccudpmkaums AC n tpeboBaHus no awmrte
nHdpopmauun. Pewenue lMNMpencenatens Noctexkommccun Poccnm ot 30.03.92 r.

8. P. 3awmta o1 HecaHkumMoHUpoBaHHoro goctyna (HCL) Kk uHdpopmaumm. TepMuHbl 1
onpepeneHuns . Pewenns MNpeacenatens ["octexkommccum Poccnm ot 30.03.92 .

9. PO. CBT. Mexcetesble akpaHbl. 3awmTta ot HC Kk uHdpopmaumm . lNokasarenn 3awmieHHoCTr
ot HCL k nHdpbopmaumun. PeweHne MNpencenatens [Noctexkommnccun Poccum ot 25.07.97 .

10. ICO/M3BK 15408-2002.
11. Ynpunno Ox. O6HapyxeHune xakepckmx atak (+ CD). lMep. ¢ aHrn. - Cl16.: Mutep, 2003.

12. KoHeeB W.P., BensieB A.B. NHdopmaumoHHas 6e3onacHocTb npeanpustus. - Cl16:
N3patenbcTeo 'BXB-MeTtepbypr’, 2003.

7.2. lononHutenbHasa nuteparypa:

1. A. . CononwnHa, O.A. Ynaxoeuy, J1.A. Skosnes Lindpposbie npoueccopbl 06paboTkn curHanos
cdoupmbl Motorola. CIM6.: BXB, 2000.

2. Mopenb UTP-2010. Pewenune Noctexkomuccum Poccum o1 16.07.96 r. €49-c.

3. MeToaukun oueHkn Bo3moxHocten TP (MBTP-87 ¢ nameHeHnsmu). Pelwenne ['octexkommccum
CCCP o1 16.09.87 r. ©70-3.

4. HopmaTtmBHO-MeTOANYECKNE OOKYMEHTbI MO NPOTUBOLENCTBUIO MHOCTPAHHOM pagnopasBenke.
PeweHnune MoctexkoMmmnceumm Poccum ot 16.11.93 r. €7-C.

5. CkoTT bapmeH. Pa3paboTtka npaeun nHdopmaumnoHHoin 6esonacHocTtu. - M.: Bunbsimc, 2002.

6. PacTtopryes C. . OcHoBbl MHpopMaLmoHHo 6e3onacHocTu. Cepust: Boiclwee
npogoeccrnoHanbHoe obpasoBaHue. MapatenbctBo: Akanemums, 2007.

7. Bnapumup Cknba, Bnanmmmp KypbaToB PykoBOACTBO MO 3alWMTe OT BHYTPEHHUX Yrpo3
nHdopMaumnoHHo 6esonacHocTu. - Cl6.: Mutep, 2008.

8. MenbHukos B. IM., KneiimeHos C. A., lMNeTpakoB A. M. VIHdbopmaLmoHHas 6e3o0nacHOCTb 1 3awmTa
nHgoopmauun. Cepusi: Boicwee npogeccroHanbHoe obpasoBaHue. Viapatenbcteo: Akanemms,
2007.

7.3. UHTEepHeT-pecypcChbl:
Lan Agent - moHuTOpMHI kKomnbtoTepos J1C - http://www.lanagent.ru/
WNHTennekT-cepsuc - hitp://www.it-ic.ru/

CraHpoapTbl UHPOPMaLMOHHO 6e3onacHoCTy -
http://www.arinteg.ru/articles/standarty-informatsionnoy-bezopasnosti-27697.html

depnepanbHas cnyxba no TeXHNYECKOMY 1 9KCMOPTHOMY KOHTponto - http:/fstec.ru/
Wkona IT-meHepxMmeHTa - hitp://www.itmane.ru/mba-cso

8. MarepmanbHo-TexHU4eckoe obecrneyeHne QUCLMNINHbI(MOAYNS)

OcBoeHune oncumnanHbl "duanyeckme 0CHOBbI 3alWMTbl HpopMaLMM U MHOPMaLNOHHAS
6e3onacHocTb" NpeanonaraeT UCNONb30BaHNE CNeayoWero MatepuanbHO-TEXHNYECKOro
obecneyeHuns:
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MynbTumMeauiiHas ayautopusi, BMECTUMOCTbO 6onee 60 Yenosek. MynbTumMeaniiHas ayautopus
COCTOUT N3 UHTErPUPOBAHHBIX UHXEHEPHbIX CUCTEM C €AUHOWN CUCTEMON yNpaBneHns, OCHalWeHHas
COBPEMEHHbBIMU CPELCTBaMM BOCNPOU3BEAEHUS U BU3yanu3auum noboit Buaeo n ayamno
NHdpopMauuu, NOyYeHNs 1 nepenadn SNeKTPOHHbIX JOKYMEHTOB. TUNoBasi KOMMIeKTaLms
MyNbTUMEOMNAHOM ay AUTOPUN COCTOUT U3: MyNbTUMELMIHOrO NPoeKTopa, aBTOMaTN3NPOBAHHOIO
MPOEKLIMOHHOrO 3KpaHa, akyCTUYECKO CUCTEMDI, a TaKXe MHTepPaKTMBHONM TpMbyHbI NpenoaaBsaTens,
BK/IlOYaloLWen Ta4y-CKpMH MOHUTOP C AMaroHasnblo He MeHee 22 Ol0IMOB, NepCcoHalbHbI KOMMbIOTEP
(C TexHnyecknmm xapaktepucTukamm He Huxe Intel Core i3-2100, DDR3 4096Mb, 500Gb),
KOHJOepeHL-MUKPOOH, 6ecnpoBoaHOM MUKPOGIOH, 610K ynpaeneHns obopynoBaHUeM, MHTEPAENChHI
noakntoyermns: USB,audio, HDMI. MiHTepakTBHas TpmbyHa npenoaaBaTtens sBnsieTCcs KMo4eBbIM
3N1EMEHTOM yrpaBneHns, 06 beANHSIOWMNM BCE YCTPONCTBA B EANHYIO CUCTEMY, U CIYXUT
NONHOLIEHHbIM paboymm MecToM npenoaasatens. MNpenoaaeatens MMeEET BO3MOXHOCTb JIErKO
ynpaBnsiTb BCE CUCTEMOW, HE OTXOAS OT TPMOYHbI, 4TO MO3BONSIET MPOBOANTL NEKLMMW, MPaKTUYEeCKNe
3aHATWA, Npe3eHTauun, BebrHapbl, KOHEPEHUNM U Opyrie BUObl ayAUTOPHON Harpy3Ku
obyyatowmxcs B yA06HON 1 DOCTYMHOW ANSt HAX CPOPME C MPUMEHEHNEM COBPEMEHHbIX
NHTEPaKTMBHbIX CPeaCcTB 0Oy4eHMs, B TOM YMC/e C MCNONb30BaHMEM B NpoLiecce 0by4yeHuns Bcex
KopnopaTuBHbIX pecypcoB. MynbTumMeouinHas ayautopus Takxke oCHalleHa WupPOoKOrnonOCHbIM
LOCTYNOM B CETb MHTEpHET. KomnbloTepHoe 060pynoBaHMEM NMEET COOTBETCTBYIOWEE
NVLEH3NOHHOE NporpaMmMHoe obecneyeHue.

KomnbtoTepHbIl kKnacc, npeacraensowmii coboi paboyee Mecto npenogasaTens n He MeHee 15
paboymx MECT CTYAEHTOB, BK/IHOYAOLWMX KOMMbIOTEPHbIN CTOM, CTYN, NEPCOHANbHbIA KOMMbLIOTEP,
NVLEH3NOHHOE NporpaMMHoe obecneyeHre. Kaxablii KOMAbIOTEP MMEET WNPOKOMONOCHbBIV JOCTYN B
ceTb NHTepHeT. Bce koMnbioTepbl NOAKNIOYEHbI K KOPNOPaTMBHON KOMMbioTepHON ceTn KDY n
HaxoOsTCs B €4MHOM OOMEHe.

YyebHo-MeToaAn4eckas nutepartypa ans 4aHHOW ONCLMMNINHBI UIMEETCS B HAIMYUN B
3NEKTPOHHO-6MbNMoTEYHON cucTeMe MapatenbcTtea "MlaHb" , OCTYN K KOTOPOW NpenocTaB/eH
ctyneHTam. 9bC MNapatenbcta "/laHb" BKOYaeT B cebs aNEeKTPOHHbIE BEPCUMUN KHUI U3AaTeNnbCTBa
"IlaHb" 1 Opyrux Beaywmux n3natenbcTB y4ebHo nuTepaTtypbl, a TakXXe 9NeKTPOHHbIE BepCUmn
Nepuoanyecknx N3aaHnim No eCTeCTBEHHbIM, TEXHUYECKUM U r'yMaHUTapHbiM Haykam. OBC
NapatenbcTBa "/laHb" obecneynBaeT 4OCTYN K Hay4HOI, y4ebHON nntepaType 1 Hay4HbIM
nepuoanyecknm n3oaHmam no MakCManbHOMY KONMMYECTBY NPOOUbHbLIX HanpasneHui ¢
cobntoeHneM BCex aBTOPCKUX M CMEXHbIX Npas.

OcBoeHune oncumnInHbl "dusnyeckre 0CHOBbI 3alMTbl MHGPOPMaLIMKN 1 MHADOPMAaLMOHHAS
6e3onacHOCTb" NpennonaraeT MCNonb30BaHME Cneayowero MatepmanbHO-TEXHUYECKOro
obecneyeHuns:

KomnbtoTepHbIl kKnacc, npeacraensowmii coboi paboyee Mecto npenogasaTens n He MeHee 15
paboymx MECT CTYAEHTOB, BK/IHOHAOLWMX KOMMbIOTEPHbIN CTON, CTYN, NEPCOHANbHbIA KOMMbLIOTEP,
NMLEH3NOHHOE NporpaMMHoe obecneyeHre. Kaxablii KOMAbIOTEP MMEET WNPOKOMONOCHbBIA JOCTYN B
ceTb NHTepHeT. Bce koMnbioTepbl NOAKNOYEHbI K KOPNOPaTMBHOM KOMMbioTepHON ceTn KDY n
HaxoO4sTCs B €4MHOM OOMEHe.

KoMnbloTepHbIi knacc, No3sonsowmii pa3sépTbiBaTh Ha kaxaoin 9BM He MeHee 2 BUPTyanbHbIX
MaLVH.

MNporpamma coctaBneHa B cooTBeTCTBUM € TpebosaHnamm ®IFOC BINO un yyebHbiM nnaHom no
HanpasneHuio 03.03.03 "Pagnodmnamka” n npodomnto noarotoekn CneunanbHble paanoTexHnyeckme
CUCTEMDI .
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ABTOpP(bI):
AxuypuH A L.
VBaHosB K.B.
TentuH .M.
" 201 __r.

PeueH3eHT(bl):
Xytoposa O.I'.
" 201 __r.
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