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AHHoOTauusa: B aaHHON cTaTbe paccMOTPEHbl OCHOBHbIE TPeGOBaHWS K MOCTPOEHMIO CUCTEMbI 0BecneyeHms
MH(OPMaLMOHHOI Ge30MacHOCTM, MHAPOPMALIMOHHOM CUCTEMbI NOAAEPXKKMA KUZHEHHOTO LKA, KOHCTPYKTOP-
CKOW, @ TaKKe 3NEeKTPOHHOM AOKYMEHTaLMK pa3paboTaHHOM Kak Ha MpeanpuUsTUSIX aBUaLMOHHON NPOMbILL-
NEHHOCTW, TaK 1 3a eé npeaenamu.
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SECURITY OF ELECTRONIC RECORDS AT THE ENTERPRISES OF AVIATION INDUSTRY
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Polishchuk Artem Igorevich

Abstract: this article describes the basic requirements for the construction of information security, information
system support life cycle, design and electronic documentation developed both in the aviation industry and
beyond.
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[MpaKTUYeCKN Ha KaaoM NPEAnpUATUM CErOaHS UMEKTCS MHGOPMALMOHHbIE CUCTEMbI U TEXHOMOTMK.
W coBcem He yanBUTENbHO, Y4TO B MPOMBILLIIEHHOCTY UCTONbB3YIOTCS SMEKTPOHHbIE MOAENM U3AENNIA, a Takke
9NeKTPOHHAs JOKYMEHTaLus.

Beab 9710 CywwecTBeHHO obreryaet ycnosus Ans paboTbl, Tak Kak 3neKTPOHHAs AOKYMEHTaLUWs MOMHO-
CTbi0 BbITECHAET ByMaxHble JOKYMEHTbI U peasibHble MOLENN Ha BUPTYanbHbIe.

CTpykTypa, yCnoBus UCNONb30BaHWS, XpaHEHWe 1 Apyrue onepauun, NPOU3BOAUMBIE C SNEKTPOHHOM
[OKYMeHTaLMel, NponucaHbl B COOTBETCTBYHOLMX rOCYAAPCTBEHHbIX CTaH4apTaXx.

['0CyAapCTBEHHbIE CTaHAAPTbI CYLLECTBEHHO BIUSIKOT HA Pa3BUTUE MH(OPMALMOHHBIX TEXHOMOIWIA, 3a-
[al0T NpaBuna 3rneKkTPOHHOrO NpeacTaBneHus gaHHbIX 06 u3fenusx, cpede u npoueccax, a Takke obmeHa
3TVMU JaHHbIMK. [NaBHbIM AOKYMEHTOM B 06macTu KOHCTpYKTOpckom gokymenTtaumn (KI) B malumHocTpoe-
HWW, aBMaCTpoeHun u npubopocTtpoeHnn saensetca (ECKO).

EauHasa cuctema koHcTpykTopekoit gokymeHTtaumu (ECKL) — komnnekc rocyaapCTBEHHbIX CTaH4ApTOB,
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yCTaHaBNMBAILLMX B3aMMOCBS3aHHble npasuna, TpeboBaHus 1 HOPMbI Mo pa3paboTke, 0hopMneHnto n 06-
PaLLEHMNIO0 KOHCTPYKTOPCKOM AOKYMEHTALMK, paspabaTbiBaeMON 1 NPUMEHSIEMOI Ha BCEX CTaAMsIX XM3HEHHOTO
LyKna u3nenus.

Crangaptbl ECK[] pacnpocTpaHstTCs Ha U3genus MalMHOCTpoeHns u npubopocTtpoeHus. Obnactb
pacnpocTpaHeHus OTAESbHbIX CTaH4APTOB pacLUMpeHa, YTO OrOBOPEHO BO BBEAEHWM K HUM.

Mockonbky ECKI npeacTasnset cobon Habop rocyaapCTBeHHbIX CTaHAApTOB, B HACTOsLLEE BpeMs e€
npuMeHeHne Ha TeppuTopun PO HocuT pekomeHaaTenbHbIA xapakTtep, To ecTb ECKI npumeHsieTcs Ha [o6-
POBOSBLHOM OCHOBE.
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Puc. 1. BzaumocBs3b B cemeinctee ctaHgaptos CMUB

BonbLIMHCTBO NPeAnpUATUIA aBUALMOHHON NPOMBILLNEHHOCTW XPaHSAT B 3NIEKTPOHHOM BUAE, KakK KOM-
MepYECKyH0 TalHy, TaK 1 rocyfapCTBEHHYH0, @ 3TO 3HAYUT, YTO Takast MHopMaLms B 0653aTenbHOM Nopsake
[OMKHA BbITb CKpbITA OT NOCTOPOHHWX UL, Ha 3TO M HanpaBneHHa MHOpMaLKMOHHas 6e3onacHocTb npef-
NpuATUA. Ha Bcex NpeanpusTUsX UMEIOTCS KOHCTPYKTOPCKUE 1 TeXHoMordeckue 61opo, KoTopble XpaHAT Tak-
€ OYEHb BaXHYK W B HEKOTOPbIX Cryyasix TalHYK 3MEKTPOHHYK WHC(OPMALMIO, KOTOpas Takke AOMKHA
obecneunBaTbes 6e30MacHOCTLH. ABMALMOHHAS NPOMBbILLNEHHOCTL (All) — camasi HayKoEMKas M OTBETCTBEH-
Has.[3]

OcobbIM BHUMAHUEM HYXHO OyOeT ykasaTb Ha cucTeMy MeHemkmeHTa kavectea (CMK) npumeHsiemyto
B aBMALMOHHOM NpoMmbiwwneHHocTn. CMK Bbi3bIBaET OrpOMHOE JOBEPUE CO CTOPOHbI NOTPebuTenen, a Takke
HbIHELHWX 1 NOTeHUManbHbIX napTHepoB npeanpustis. CMK — 310 cnocoBHOCTL NpeanpusTUs Aatb Haane-
Xallee KayecTBO BbiNycKaeMoi NpoayKLuu 1 npeaocTaBnsemblx yenyr. Cnegyet ynoMsiHyTb O TOM, YTO pa3o-
BpaTb CUCTEMY MEHE)KMEHTA KaYecTBa Ha NPeanpusTAN B CUNax U CaMOCTOSTENBHO, OAHAKO CepTUCULIMP O-
BaTb €€ Heobxoanmo no TpebosaHuam ctaHaapta ISO 27000-2012. [2]

OpnHoi 13 Hambonee BaxHbIx 3agaq MpasntenscTBo Poccuickon deaepaumm cunTaeT OCyLWECTBNEHNE
NOAAEPXKM hefepanbHbIX OpPraHOB UCMOMHUTENBHOW BNACTW HaNpaBneHHbIX Ha Cy6bekTbl MHHOBALMOHHOM
AEATENbHOCTH, BHEPSAIOLWMX CUCTEMbI Ka4yeCTBa Ha OCHOBE rocyAapCTBeHHbIX cTaHaapTtoB cepun FOCT P
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NCO 27000 ans Toro, 4tobbl NOBLICUTL KOHKYPEHTOCMIOCOBHOCTL BbINYCKAEMON NPOAYKLMM U NpesocTaBnse-
MbIX ycryr.[1]

C noMOLLbo CTaHAAPTOB CUCTEMbI MEHeZXMeHTa MHgopMaLmoHHoi GesonacHocTn (CMWB) opraHu-
3aLun MOryT peann3oBbIBaTh M yNyyllaTh CUCTEMY YNpaBIeHUs 3allMToN MHgOopMaLMm 1 NOAroTaBIMBaTLCS
k He3aBucumon oueHke ux CMUB. CMUB npumeHsieTcs Ans 3awuTbl MHGOPMaLMK, Takou Kak (hMHaHCOBast
WHhopMaLms, WHTeNNekTyanbHas COBCTBEHHOCTb, MHPOPMALMA O NepcoHare, a Takke WHGopMauus, aose-
PEHHas KIeHTaMm1 Uiu TPETLEN CTOPOHON.

Cuctema mMeHexkMeHTa MHgopmMaumorHon BesonacHoct (CMUB) npefctaenseTt cobon mogenb Ans
CO30aHuns, BHeAPEHUs, PYHKLMOHMPOBAHUS, MOHUTOPUHIA, aHanmsa, NoaaepX K W YNyYLeHUs 3aluTbl WH-
(hOPMaLMOHHBIX aKTUBOB, OCHOBAHHY0 Ha OLEHKE MPUHSATUS YPOBHEN pUCKa Ha NPeanpUsTUM.

[MaBHbIM (HaKTOPOM AN 3aLnTbl MHPOPMALMOHHBIX aKTUBOB SIBMSETCS NPUMEHEHUE COOTBETCTBY H0-
WMX cpencTB ynpasneHus. Ecnn Bce ycrnosus cobntofeHbl, TO 3T0 Cnocob6CTBYET YCMELWwHON peanusawmum
CMWB.[2]
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